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ABSTRACT
Modern day digital technologies and privacy are at odds. For over a decade, this
debate over privacy rights has revolved around the divergence between our collective
understanding of its value in society and our individual ability to protect it. From recent
massive data breaches (e.g. Anthem, Home Depot, etc.) to unauthorized government
surveillance, consumer privacy protection is plagued by violations. Yet, the amount of
personal data online continues to increase. This mismatch motivates the following
dissertation work.
To address this, I begin by critically reviewing privacy's framing problem, which I
contend places too much confidence on the notion of expectations and individualized
control. I explore this further in a qualitative study comprised of an online survey and
semi-structured interviews. Findings were then used to derive a proposed two-mode
consumer model: blind faith and survivalists. With these modes, I consider alternative
interpretations of privacy, including an extension to boyd's theory of networked privacy.
I conclude with a discussion for a reflexive practice to evaluate methodological
approaches within privacy research that may impact future public policymaking.

ix

1. Introduction to Expectations: Privacy’s Framing Problem
“In a world where we don’t expect privacy. In a world where the default
setting is you can find out anything about me, we want to be in control of
our image. And, a generation that is trained to make itself look good on
Facebook is really in fact converting a certain anxiety it has about its ‘realself’ being seen into a performance”
-

Walter Kirn, 2015

Privacy protection in the United States finds itself undergoing yet another evolutionary
epoch. Long after Justice Brandeis’s acknowledgment of a “right to privacy”, the notion
remains a persistent societal and governmental concern. This discourse largely revolves
around the divergence between our collective understanding of its value in society and our
individual ability to protect it. Some commentators proclaim privacy as essential for
freedom and democracy (Solove, 2008) and others consider it to be an ideal “so complex,
so entangled in competing and contradictory dimensions” (p. 2) that it is in “a state of
chaos” (p. 1). Privacy’s ambiguous and fluid nature is both its greatest advantage and
biggest challenge. Now, with the rise of the Internet, networked technologies and mobile
phones, privacy faces yet another round of scrutiny; testing traditionally-held beliefs of
what privacy means, to whom, for what, and why. This thesis centers around the “privacy
paradox” phenomena, which highlights contradictions between what individuals value of
privacy versus his or her actual information disclosure behavior.
Approaches to understand such complexity vary among disciplines and practices. For
this thesis, I highlight the use of “expectations” as a prevailing frame found throughout
legal, technical and behavioral studies scholarship. I consider how such framing shapes
research in each individual field while also exploring its recursive influence across all
three domains. I identify this as “privacy’s framing problem” (see Chapter 2). Framing
and framing effects will be discussed in length in Section 1.1. The thesis traverses works
from the social sciences, such as Dinev and Hart’s “privacy calculus” (2006) to legal
scholarship and corporate technology management practices (Bamberger & Mulligan,
2011) to its technical interpretations (Gürses, 2010). Gloria (2015) argues that in light of
the increasing amount of data collected online, the growing number of reported privacy
violations and emerging discriminatory practices, situating individual information sharing
1

practices within an expectation framework obfuscates measurements of value. Gloria
further suggests that the use of traditional, utility maximization decision-making and risk
analysis oversimplifies and assigns a distorted numerical measurement of a value of
privacy. This is particularly problematic when used as a guiding theory for both public
policy and technology design, specifically in regards to user choice and control
mechanisms. The argument is further complicated by the assumption that if consumers
did value privacy, they would make better choices by opting for more privacy protecting
technologies.
Based on my own research, I hypothesize that information disclosure behaviors are
not solely harms versus risk trade-off decisions. Instead, consumers employ various
techniques to address privacy concerns based upon contextual, social factors. This is most
apparent in post-decision justifications, which are often ignored by the current dominating
discourses in privacy paradox research. This thesis considers how variances in postdecision reasoning serve as a better guidepost for technical design and public
policymaking. In particular, I explore potential misalignments between how personal data
is perceived to be collected and used on mobile devices versus how it is actually collected
and used. I contend that such information can illuminate how an individual’s knowledge
of and understanding about privacy online justifies his or her behavior.
This chapter begins with a discussion on the notion of “framing” and “framing
effects” and its application throughout this thesis. It draws on an assumption, most
commonly found in the domain of Science Technology Studies (STS), that different
theoretical framings within privacy studies problematizes and influences the methods and
approaches undertaken by relevant actors (Pregernig, 2014). Table 1.1 previews the
methodological criteria utilized to explore these relationships identifying: (a) what is the
domain, (b) what is the theoretical interpretation of expectation, and (c) what are potential
problems, weaknesses and alternatives.
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Table 1.1: Summary of Differences in Theoretical Interpretations and Approaches
to Expectation by Domains
Domain

Theoretical Lens

Weaknesses

Psychology

Expectancy Theory & Rational

Framing effects, cognitive

Decision Making

biases

Liberal choice, rationality,

Shifting public norms

Legal

autonomy
Computer Science

Choice & Control Mechanisms

Static & non-contextual

The first chapter then moves into an overview of the expectation frame grounded in
cognitive psychology. According to Gloria (2015), Vroom’s (1964) Expectation Theory
has evolved and influenced later information studies work, which considers motivational
factors in human decision-making through the lens of an information sharing practice.
Section 1.3 then pivots to discuss the expectation frame within a legal studies context. It
offers, like the previous section, a historical overview of key case law, court opinions and
public policies that specifically refer to the notion of an “expectation of privacy.” This is
necessary in order to understand the legal formation of notice and consent within the U.S.
legal system. In Section 1.4, the thesis introduces a technology perspective. I argue that
current technology design and implementation practices are exemplary manifestations of
encoded values and framing effects. Lastly, I introduce the concept of “networked
privacy” (boyd, 2012), which I adopt as an alternative theoretical lens by which I describe
and analyze the complex interplay between individual psychology, societal norms and
technology.
The goal of Chapter 1 is to provide the reader with a macro-level, yet integrated,
understanding of the complexities that have long shaped the privacy discourse. Using a
framing effects analysis, the hope is to exploit both the strengths and weaknesses of this
pervasive frame. Chapter 2 challenges this by simply asking: If the concept of expectations
serve as a guiding light-post for these three critical domains, what do we make of the
sentiment: “There is no expectation of privacy online?” (Peckham, 2013). Challenges,
weaknesses and alternatives to expectations will also be presented in Chapter 2.

3

1.1 Framing: Psychological and Societal Dimensions
Like privacy, the concept of framing and framing effects is well-documented and highly
debated. The theories and concepts of framing, in general, question how reality may be
interpreted and constructed across several, diverse dimensions. I discern this research into
two specific dimensions: human judgment and decision-making (the individual, microlevel) and social theory and social construction (the social, macro-level). Given the
plethora of work on this topic, I recognize that this section offers only a marginal slice of
the entire breadth of work. I contend, however, that it provides the reader sufficient
evidence of the overall impact of framing effects.
Studies in human judgment and decision-making include perspectives from cognition
to perception to social psychology, etc. In this sense, the “framing effect” phenomena
offers an alternative explanation for deviations in rational decision-making that rely on “a
logical consistency across decisions, regardless of the manner in which available choices
are presented” (De Martino, Kumaran, Seymour, & Dolan, 2006, p.1). Most notably,
Tversky and Kahneman (1981) offered evidence of systematic reversals of preferences in
risky decision-making scenarios. The resulting “prospect theory” espouses that the
framing of information, encoded in either positive or negative valences, determines its
perceived value and function, resulting in varied decisions despite having identical
outcomes and probabilities. In sum, people are more likely to take risks when options are
framed positively rather than when framed negatively. Results from Miller and Fagley
(1991) also suggest that framing effects may be significantly reduced when a rationale is
provided by the participant. Further investigations into framing effects include
motivational theories of hedonic or affective forces (Seo, Goldfarb, & Barrett, 2010),
attribute framing (Levin, Schneider, & Gaeth, 1998; Levin & Gaeth, 1988) and cognitive
processing efforts (Smith & Levin, 1996; Simon, Fagley, & Halleran, 2004).
From a sociological standpoint or “macro-level,” framing theory offers a theoretical
approach primarily used in communication studies and political science. This perspective
offers an approach towards analyzing the social construction of meaning and knowledge.
At this level, discursive elements and actors play a critical role in the formation of how
individuals or groups construct and perceive reality. Bateson (1955) first suggests that
signals alone hold no meaning; but, instead form through a frame constituted by context
4

and premises. Later, Goffman (1974) extends this notion positing that frames serve in
organizing meaning through a schemata of interpretations and categorizations. Primary
frameworks, which vary in degrees of organization and are either natural or social, “allows
its user to locate, perceive, identify and label” the world (p. 21-22). Most critically, the
use of frames and framing enables researches to explore notions of power within systems
and relevant (or irrelevant) actors. For example, communication and media studies
researchers rely on framing to explain mediated interactions via news outlets or the
Internet. Entman (1993) notes: “analysis of frames illuminates the precise way in which
influence over a human consciousness is exerted by the transfer (or communication) of
information from one location-such as a speech, utterance, news report, or novel-to that
consciousness” (p. 51-52).
While evidence on both dimensions continues to be challenged, I employ frames and
framing in order to situate and emphasize the complexity and interdependence of privacy
concerns across psychology, law and technology. It should be noted that work in social
cognition attempts to converge both micro- and macro- levels suggesting that “social,
political, and cultural forces, act both upon individual minds and through individual
minds” (Sun, 2012, p.5 ). In the next section, I consider if and how the framing of
expectations across these domains influences both the theoretical and methodological
approaches to researching privacy concerns. I consider the following: (a) what is the
domain, (b) what is the theoretical interpretation of expectation and (c) what are potential
problems and weaknesses.

1.2 Expectations: A Cognitive Frame
Expectation in decision making may find its roots in the cognitive motivational theory of
Expectancy Theory (Vroom, 1994). Situated within organizational behavior, the theory
proposes that work motivation is dependent on an individual’s belief that their choice in
action will lead to a desired outcome. More specifically, Gloria (2015) notes that Vroom
(1994) defined expectancy as a subjective probability of an action or effort [e] towards an
output or performance [p]. The theory emphasizes the mental processes involved in
decisions making based on estimates given an individual’s behavior and expected desired
result (Gloria, 2015).
5

According to Gloria (2015), “Vroom’s model consists of three components:
expectancy [effort], instrumentality [performance] and valence [rewards]” (p. 2). These
three components, when multiplied together, result in a “motivational force,” which
directs specific behavioral alternatives. Later work extends this to include normative
explanations from economics such that Expected Utility Functions also account for
decision making under uncertainty (Gloria, 2015). This extension suggests that an agent
“will choose the sequence of events which maximizes the sum of the utility of them
weighed by its probability” (Jallais, Pradier, & Teira, 2008, p. 46). The dominating
assumption is that “rational” agents engage in a cost/benefit trade-off analysis, or “utility
maximization.” In 1977, Laufer and Wolfe build on this notion hypothesizing that
individuals within an organizational setting perform a “privacy calculus” to assess the
risks of providing personal information (Gloria, 2015, p. 2). Their experimental and survey
results exposed a cognitive trade off among situational constraints, such as institutional
norms, which lead individuals to maximize the difference between the benefits of sharing
information versus any perceived negative consequences.
By the 1990s, similar research emerged and extended to account for digital
technologies and environments. Recognized as information privacy studies, research in
this domain focused on the interaction between an Internet user and an Internet
information provider (Gloria, 2015). One prominent example comes from work by Culnan
and Armstrong (1999). The authors were interested in understanding the “tensions”
between the collection and use of personal information and privacy concerns for
individuals. They hypothesized: “that consumers would will be willing to disclose
personal information and have that information subsequently used to create profiles for
marketing use when their concerns about privacy are addressed by fair procedures” (p.
104). Additionally, they hypothesized that prior experience with targeted marketing would
serve as a distinguishing marker between people willing to have their personal information
used versus those who were not willing (p. 109). Analysis of survey data consisting of
four-point Likert-scaled items leveraged discriminant analysis to examine joint significant
relationships between two categorical groups: USE-NO FIP, who were not explicitly told
that fair information practices would be observed versus USEFIP, who were explicitly
notified of the use of fair information practices. Results from the survey supported all three
6

of their original hypotheses from which they recommended to businesses to observe
procedural fairness in order to retain customers. Similarly, work by Miyazaki and
Fernandez (2000) and Milberg, Smith, and Burke (2000) concluded that self-regulatory
mechanisms were viable solutions within Internet retail disclosures. In 2000, Sheehan and
Hoy explored dimensions of privacy concerns, which included information sensitivity and
or compensation for personal information.
Later, Dinev and Hart’s (2006) re-interpretation of a “privacy calculus” cite Culnan
and Armstrong’s theoretical framing as an extension to uncovering antecedents of privacy
concerns. Entitled, “An Extended Privacy Calculus Model for E-Commerce
Transactions”, the authors sought to explain the influence of privacy risk beliefs on the
behavioral intention to disclose personal information online. Unlike previous studies and
models that relied on non-contrary factors, such as convenience, product value, etc., Dinev
and Hart hypothesized that contrary factors were inseparable and did affect an individual’s
willingness to provide personal information on the internet. At the core of their model, the
authors denote that “behavioral intentions should be consistent with expectancy theory”
(p. 62); and thus, incorporate such notion into their first three hypotheses. Moreover, they
offered a hypothesis on the role of confidence and enticement beliefs as formed within the
construct of trust. The authors hypothesized that higher a trust level related to higher level
of willingness to provide personal information while lower levels of privacy risk were also
related to a higher level of internet trust. Lastly, the authors postulated that a higher level
of personal interest in the internet related to a higher willingness to disclose personal
information. Using an exploratory factor analysis to generate a research model, their
investigation supported all six original hypotheses validating that antecedent beliefs internet privacy concerns, internet trust, and personal internet interest - were strongly
related to the willingness to disclose personal information on the internet. More
importantly, the inclusion of contrary factors indicate that such decision making behaviors
are far more complex than earlier models suggest. More recent work continues to extend
into variations of antecedent relationships including trust and vulnerability (Fulmer &
Gelfand, 2012); familiarity with e-commerce websites (Van Slyke, Shim, Johnson, &
Jiang, 2006); and internet literacy (Dinev & Hart, 2005).
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Research on individual decision-making behaviors within an online information
sharing context continues to grow. Vroom’s seminal work largely contributed expectancy
theory as a way to understand how certain motivations impact our cognitive decision
making abilities. Combined with theories of resource optimization under uncertainty,
information privacy research often proposes and supports strategies for control and choice
mechanisms (Gloria, 2015). This approach is reaffirmed by expectation’s role in framing
U.S. legal understanding and technical design. In Chapter 2, I consider how this path of
research is not without challenges and weaknesses.

1.3 A (Reasonable) Legal Expectation of Privacy
Modern day concepts of privacy embody characteristics from politics, law, culture, and
technology. “What is privacy”, “what does it mean”, and “to whom is it for” are questions
largely informed by different philosophical approaches and theoretical views (Rastogi,
Gloria, & Hendler, 2015). The legal field, in particular, has historically struggled with
answers to these questions. This chapter presents an overview of the evolution of privacy
law within the United States. I address the development of notice and consent
mechanisms, the role of torts, and privacy’s relationship to the Fourth Amendment.
Additionally, I situate current critiques of privacy law within the emergence of new
technologies and shifting societal viewpoints. I propose that legal discourse and research
submits to the expectation frame. My intent is to highlight where this frame manifests
within the law and to consider its implication in the context of digital technologies.
Chapter 2 will then focus on the challenges and potential alternatives.
1.3.1

Privacy in U.S. Jurisprudence

Privacy conjures varying definitions and conceptualizations in U.S. jurisprudence. Most
notably, Warren and Brandeis in the Right to Privacy, positioned privacy as the “right to
be let alone” (Warren & Brandeis, 1890). According to Rastogi et al. (2015), others have
also redefined privacy to include an individual’s freedom from “unwanted disclosures,
publicity and loss of control of personality” (Allen, 1999, p. 752); or, the ability to control
what information is communicated about themselves; while, some bound its definition to
harms resulting from privacy violations (Solove, 2004). These variations stem from a lack
8

of explicit inclusion of the right to privacy within the U.S. Constitution or the Bill of
Rights. Instead, U.S. privacy law consists of a series of patchwork legal interpretations,
court rulings and public policies.
On the Constitutional level, this includes several of the amendments, such as the First,
Third, Fourth and Fifth Amendments (Henderson, 1999). The following presents privacy
and the Fourth Amendment. I include such discussion primarily as an example of codified
“expectations.” The Fourth Amendment serves as a litmus test against official search and
seizures by the government. It states:
The right of the people to be secure in their persons, house, papers, and
effects, against unreasonable searches and seizures, shall not be violated,
and no warrants shall issue, but upon probably cause, supported by oath or
affirmation, and particularly describing the place to be searched, and the
persons or things to be seized (U.S. Const. amend. IV).
This language - in its strictest reading - indicates that the fundamental right of privacy
hinges on the protection of one’s home from government intrusion without cause.
In 1928, the U.S. Supreme Court in Olmstead v. United States ruled in favor of the
U.S. government’s use of wiretapping from a remote point of the respondent’s, Roy
Olmstead, home. The Court concluded that a violation of privacy occurs only when a
search physically invades a constitutionally protected area, such as a house. The
government’s conduct, however, did not amount to an actual invasion and no trespass
upon a protected location ensued. Therefore, the Court did not recognize any violation of
the Fourth Amendment. In his dissent, Justice Brandeis cautioned the court that this ruling
could have potential harmful effects on privacy if the law remained static despite
technological advancements. He wrote:
Ways may someday be developed by which the government, without
removing papers from secret drawers, can reproduce them in court, and by
which it will be enabled to expose to a jury the most intimate occurrences
of the home (p. 474).
It was not until 1967, in Katz. v. United States that the Court recognized a more
modern application of the Fourth Amendment, recognizing Justice Brandeis’s reasoning
in Olmstead. Ruling on whether the use of a listening and recording device attached to the
outside of a public telephone booth by the FBI violated Fourth Amendment protection, the
Court rejected the common law of trespass cited in Olmstead. Instead, it ruled that a person
9

had a reasonable “expectation of privacy” in making a call in the phone booth and thus a
warrant was necessary. Justice Stewart wrote:
But what he seeks to preserve as private, even in an area accessible to the
public, may be constitutionally protected . . . To read the Constitution more
narrowly is to ignore the vital role that the public telephone has come to
play in private communication (p. 353).
The Katz ruling set forth a critical precedent. First, the Court reasoned that Fourth
Amendment protection protects people, not places. The physical nature of the search and
seizure became less of a priority. This is particularly important now given the lack of and
or blurriness of physical boundaries in modern day privacy contexts. Second, Katz made
clear the importance of technology and its role in society to shape practice and behavior.
The popular adoption of the telephone, much like the Internet today, served as a barometer
by which the Justices could measure societal expectations. I review this further in the next
chapter. Moreover, in his concurrence, Justice Harlan outlined what is now considered to
be the “expectation of privacy” test. The test is comprised of two parts: the subjective and
objective. Justice Harlan wrote: “first, that a person have exhibited an actual (subjective)
expectation of privacy, and second, that the expectation be one that society is prepared to
recognize as ‘reasonable’” (p. 362).
In Smith v. Maryland (1979), the Court further clarified Justice Harlan’s interpretation
of the subjective prong from Katz to mean that “the individual has shown that he “seeks
to preserve [something] as private” (Katz v. U.S., 1967. p. 351). Justice Blackmun
articulated in Smith v. Maryland (1979) that when Smith (the respondent) voluntarily
“conveyed numerical information to the phone company and . . . its equipment in the
normal course of business, he assumed the risk that the company would reveal the
information to the police” (p. 736). The opinion drew considerable debate. Justice Stewart
in his dissent noted: “the information captured by such surveillance emanates from private
conduct within a person’s home or office - locations that without question are entitled to
Fourth and Fourteenth Amendment protection” (p. 748). Echoing Justice Stewart, Justice
Marshall also cautioned that permitting governmental access to telephone records “on less
than probable cause may impede certain forms of political affiliation that are the hallmark
of a truly free society” (p. 752). These warnings are particularly prophetic given recent
events transpiring from the Edward Snowden leaks in 2013.
10

Since Katz, both prongs of the expectation test have been refined and criticized. Of
note, while expectations of privacy remain ambiguous and contentious, the courts have
provided guidance on what does not constitute a reasonable expectation of privacy for an
individual (Henderson, 1999, p. 17). For example, in United States v. Miller (1976), the
Court ruled that checks and bank records are not private as ordinary flow of this type of
information between banks is part of the bank’s daily operations. In Chapter 2, I highlight
some of the critiques and challenges associated with the expectation of privacy test. For
as Crowther (2012) suggests: “applying the 12 reasonable expectation of privacy rationale
in digital contexts has weakened privacy interests and will likely continue to do so” (p.
344).
1.3.2

Data Deluge and Legislative Reform

In conjunction to case law and Court opinions, the breadth of Fourth Amendment
protection also finds considerable debate within the public policy realm. The explosion of
data-driven practices and the pervasiveness of networked technologies has generated an
enormous amount of available information. Not surprisingly, this brings with it numerous
challenges in regulating information flows.
By the 1970s, a growing public concern over the use of automated data systems to
store information about individuals emerged. Thus, the U.S. Department of Health,
Education, and Welfare introduced the Fair Information Practices (FIPs) in 1973
(Epic.org, n.d. -b). The original framework included: guidance on transparency, individual
participation, purpose specification, data minimization, use limitation, data quality and
integrity security and accountability and auditing. The Organization for Economic
Cooperation and Development (OECD) later revised these principles, which would then
serve as the international guiding framework to help inform how to evaluate and design
systems that may impact individual privacy rights. The OECD again revised the guidelines
releasing a new document entitled, The OECD Privacy Framework (OECD, 2013). While
the eight basic principles remained the same, the executive summary did acknowledge
significant changes in the international digital ecosystem, such as issues of trans-border
data flows, security breach notification and enforcement and management (Gellman,
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2014). FIPs continues to serve as one of the most prominent frameworks adapted by both
public and private organizations.
In subsequent years, the U.S. Congress issued several legislative policies pertaining
to data management and information flow. Congress passed the Electronic
Communications Protection Act (ECPA) in 1986, which comprised of three separate
federal statues - the Stored Communications Act, the Pen Register Statute, and the Wiretap
Act (Rastogi, Gloria, & Hendler, 2015). ECPA, which amends several sections of 18
U.S.C., sought to fill the gaps in regards to new electronic surveillance devices such as email, cellphones, and radio-paging devices (Henderson, 1999, p. 53).
The advent of cloud computing, mobile devices, social networking and increased
government surveillance has recently placed ECPA back in the spotlight (Rastogi et al.,
2015). Privacy advocacy firms have called for Congress to reform ECPA in light of these
new technologies. The Center for Democracy and Technology (CDT), a privacy advocacy
non-profit, published:
When first written, ECPA was a forward-looking statute that provided
important privacy protections to subscribers of then-emerging wireless and
Internet services. However, while technology has advanced dramatically in
the decades since ECPA was enacted, the statute’s privacy standards have
not been updated, leaving important information without full protection.
Meanwhile, the courts have been slow in extending the warrant
requirement of the Constitution’s Fourth Amendment to new technologies
(CDT, 2015, paragraph 1).
ECPA’s current form remains confusing and “bear[s] little resemblance to the
expectations that the average person has about the privacy of her personal
communications” (paragraph 12). Calls for reform seek clearer rules for law enforcement
in order to ensure a form of digital due process.
1.3.3

Torts and Consumer Privacy

Given my interest in consumer privacy concerns, I shift to discuss both legal mechanisms
and legislation specifically related to consumer privacy. I begin with the law’s direct effort
in remedying privacy through the development and use of tort law. In general, tort law
delineates responsibilities for injury by requiring some monetary compensation to the
plaintiff (Koenig & Rustad, 2003, p. 11). Its application as a remedy to privacy concerns
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can be traced back to Warren and Brandeis’s seminal opinion, Right to Privacy (Warren
& Brandeis, 1890). The authors, who were concerned with the era’s increasing use of
candid photographs and circulation in the media, urged courts to abandon contract law and
copyright as apt remedies for invasions of privacy (Kramer, 1989). Instead, the authors
argued that common law torts offered a broader, more adaptive application in light of new
technologies and changing business practices.
In 1960, Dean William Prosser, analyzed about three hundred privacy-related tort
cases to inform the development a taxonomy. Discussed in Rastogi et al. (2015), Prosser’s
(1960) work entitled, Privacy, featured the following four tort categories:


Intrusion upon the plaintiff’s seclusion or solitude, or into his private affairs;



Public disclosure of embarrassing private facts about the plaintiff;



Publicity which places the plaintiff in a false light in the public eye; and,



Appropriation, for the defendant’s advantage, of the plaintiff’s name or
likeness (p. 389).

In addition to the taxonomy, Prosser also outlined critical elements of proof for each
category as well as the different interests, common features, and common defenses for
each tort (Allen, 2010, p. 1719-1720). While this work has served as a cornerstone for
most privacy legal scholars, some have called for its modification due to its rigidness and
narrowed interest, limiting protections in the context of networked technologies (Citron,
2010). As Citron notes, Prosser’s narrowing of harms fails to account for the persistent,
searchable and indefinite nature of sensitive information online (p. 1810).
While current legal remedies may be ill-suited and insufficient to protect against
potential privacy harms, legislative solutions may offer some reprieve. Consumer Privacy
legislation in the U.S. consists of several policies, including the Fair Credit Reporting Act
of 1970, the Fair Debt Collection Practices Act of 1977, the Telephone Consumer Protect
Act of 1991 and the Telemarketing and Consumer Fraud and Abuse Prevention Act of
1994 (Henderson, 1999). Implicit in these laws are the same common-law tort principles
- of harm and injury - proposed by Warren and Brandeis as well as Prosser. Henderson
denotes that the strength of these statutes rely on the enumeration of both potential and
actual harms for specific legal sector. Unfortunately, this framing and approach also
largely accounts for its weaknesses.
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In addition to Congressional action, the Executive branch has also made attempts in
extending consumer privacy rights in the digital age. First introduced in 2012, the White
House positioned it as,
A blueprint to improve consumers’ privacy protections and ensure that the
Internet remains an engine for innovation and economic growth. The
blueprint will guide efforts to give users more control over how their
personal information is used on the Internet and to help businesses maintain
consumer trust and grow in the rapidly changing digital environment
(White House, 2012a).
The proposal built upon December 2010 findings and recommendations from the Green
Paper on Privacy and Innovation released by the Department of Commerce’s Internet
Policy Task Force (White House, 2012b). The framework also recognizes and applies the
Fair Information Practice Principles (FIPPs) discussed above.
The overall goal of the bill of rights is to help fill in the gaps within the existing
consumer privacy framework, where personal data is not subject to comprehensive Federal
statutory protection. The draft framework outlined seven tenets. These include:


Individual Control



Transparency



Respect for Context



Security



Access and Accuracy



Focused Collection



Accountability (Epic.org, n.d.-b)

I briefly highlight the Principle, Respect for Context (Sec. 103), which explicitly
denotes an expectation frame for consumers. The language includes: “consumers have a
right to expect that organizations will collect, use, and disclose personal data in ways that
are consistent with the context in which consumers provide the data” (White House,
2012b, p. 15). The authors cite several comments on the Privacy and Innovation Green
Paper that emphasized context as a key component to heightened consumer trust and
ensuring privacy protection. In order to operationalize context-specific manners, the
framework recognized the use of two FIPPs principles: purpose specification and
limitation. It also suggested that companies require a set of considerations including
14

“research on consumers’ attitudes and understandings” (p. 15). This should then be
combined with the first two tenets of the framework - transparency and individual choice
(p. 16). Also of note, the framework emphasized the need to strengthen FTC enforcement
power in order to hold companies accountable for their privacy commitments. The 2012
framework also presented the need to improve and increase global interoperability through
mutual recognition and enforcement cooperation.
In February 2015, the Administration released a discussion draft of the Consumer
Privacy Bill of Rights Act of 2015 (the “Act”) (White House, 2015), which would codify
much of what was outlined in the 2012 framework. At the core of the 2015 version is the
development of enforceable “codes of conduct” by different, diverse stakeholders (White
House, 2015). The draft also charged the Federal Trade Commission (FTC) and state
attorneys general with enforcement. Moreover, the draft bill offered a wide definition of
covered entities and a definition for “personal data.”
The draft bill elicited several criticisms from consumer and industry members as well
as privacy advocacy groups. In an open letter to the White House, advocacy groups such
as New America’s Open Internet Initiative (OTI), the Electronic Frontier Foundation
(EFF) and Public Knowledge enumerated several weaknesses in the draft legislation. For
example, the letter (personal communication, March 3, 2015) critiqued that the bill “does
not adequately define what constitutes sensitive information, nor provide consumers with
meaningful choices about this data;” moreover, it also fails to “give the Federal Trade
Commission (FTC) adequate resources and strong enough standards to review what could
be hundreds of proposed Codes of Conduct and Privacy Review Boards.” FTC
Commissioner Brill also offered comments on the draft bill’s lack of clarity and
insufficient consumer-protection, suggesting the need for explicit consent to certain data
practices (National Law Review, 2015).
In my review, the 2012 framework demonstrated a considerable breadth of knowledge
for the challenges in protecting consumer privacy in a hyper-networked society. The
original seven tenets effectively captured both the problems and potential solutions for
maintaining privacy while balancing economic interests. However, as others have pointed
out, its 2015 representation falls short of fulfilling these original tenets. Instead, the draft
offers overly broad definitions and exceptions, which undermines any effort in filling in
15

the gaps left by the current sectoral privacy framework. Questions regarding
comprehensive privacy reform and the impact of notice and consent mechanisms will be
discussed in Chapter 2. Moreover, it is the goal of this thesis to offer guidance on how to
measure and analyze consumer expectations of privacy as originally articulated in the
2012 framework. I argue that in order to fulfill the proposed set of tenets, assumptions of
consumer privacy expectations of data use are critical components. I address my approach
to this in Chapter 3. Before moving onto critiques of the expectation frame, I offer a
discussion on the manifestation of expectations within certain technology solutions, such
as choice and control mechanisms.

1.4 Technological Expectations
A definitive and inclusive conceptualization of privacy, as I’ve outlined above, eludes
both legal scholars and social scientists. Instead, we are left with highly contextualized,
inconsistent accounts of what it means and how it should be protected. It should also be
noted that while research into privacy spans various modalities, the larger question of what
exactly constitutes privacy “online” remains ill-defined. Hampton (2003) offers some
evidence that suggests that weak social ties (not strong ties) experience growth as a result
of information communication technologies. Moreover, psychological studies focused on
the “online disinhibition effect” explore expressions of one’s “online self” to be less
disassociated from one’s “true self” than previously proposed (Suler, 2004). Similarly,
work from cognitive psychology and cognitive science have also made some claim of this
extension between the online environments into the physical, effecting cognitive processes
like memory (Smart, 2010; Carr, 2011; Smart, 2012).
For this thesis, I adopt the definition offered by research in “networked privacy”
(boyd, 2012). Grounded in research of social media technologies, networked privacy
challenges traditional privacy models that afford individual protections and control.
Instead, as more people connect online and share information, network privacy reflects a
more social context driven by new technologies (Marwick, 2014). I explore this further
through in the two user studies outlined in Chapter 3.
In this section, I discuss current technology approaches to privacy, such as Privacy
Enhancing Technologies (PETs). I reserve this space to discuss implementations as
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opposed to offering a critical examination of technology’s impact on privacy for that is
covered throughout the next several chapters and is covered in the networked privacy
literature. My goal is to demonstrate, once again, the importance of the expectation frame
in influencing the design and development of certain technologies.
The question of privacy requirements in system design lacks a unified, single 19
framework (Gürses, 2010). Gürses articulates: “We have identified that most requirements
engineers and privacy researchers abstract their formal concepts by fixing one of many
definitions of privacy. This is in line with the engineering desideratum to transform vague
notions into stable abstract properties that can be studied independent of social context”
(p. 9). She then provides three dominating computer science privacy research paradigms:
Privacy as Confidentiality: Hiding, Privacy as Control: Information Self-Determination,
and Privacy as Construction: Identity Construction. These paradigms are mapped onto
the legal perspectives discussed in Section 1.3. To illustrate, take for example Privacy
Enhancing Technologies (PETs), which aim “to minimize the collection of data during
communications and to provide controls over the data post-collection” (p. 18). Situated
predominantly in security research and data mining, these systems share characteristics in
both the confidentiality and control research paradigms. Such systems attempt to prevent
public access to personal information. In this sense, Gürses suggest that PETs embody
Warren and Brandeis’s notion of privacy as the “right to be let alone.” Specific examples
of these efforts include technologies that seek to preserve anonymity online (i.e. TOR) or
in efforts to construct a Policy Aware Web (Weitzner, Hendler, Berners-Lee, & Connolly,
2006). Additionally, Dwork’s (2004, 2010) work on Differential Privacy is another
example of privacy as confidentiality in its attempt to provide a solution for releasing
statistical information about a set of people without compromising the privacy of any
individual.
While these paradigms are helpful in understanding technical approaches to privacy
solutions within computer science, their reduction also emphasizes a necessary removal
of context in order to create technical solutions. This runs counter to recent legal
scholarship by Nissenbaum (2004) that ties privacy protection to norms of specific
contexts. Labeled as “contextual-integrity”, this construct demands that the gathering and
dissemination of information appropriately fit governing norms and forces. This non17

universal, internally context-dependent approach towards a normative account of privacy
becomes especially challenging if the current computer science research paradigms
continue to operate separately (Gürses, 2010). I also reiterate that in situating these
technical approaches within a reading of networked privacy, an emphasis on individual
control mechanisms dilute - even ignore - the social dynamics that govern certain
technology uses, as seen in social network platforms. My question is whether this holds
true for mobile devices as well.

1.5 Discussion
In this opening Chapter, I provide examples of how expectations are realized and
expressed within the domains of cognitive psychology and the law. I then present how
such notions map onto technology design. I contend that this reflexive exercise enables us
to evaluate privacy research from a high-level and allows us to explore potential gaps and
constraints. It is clear that user expectations play a critical role in shaping how we
approach privacy solutions; whether it be in legal remedies for privacy harms or in
technology solutions for increased user control. Yet, as I point out in the beginning, the
thesis is primarily concerned with a growing public sentiment that negates any expectation
of privacy online. If there is no expectation, then how do we move forward? Chapter 2
attempts to reconcile this by offering alternative theories to expectations that may better
suit future privacy work.
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2. Weaknesses, Challenges and Alternatives
2.1 Moving beyond rational decision making
The strength of the inquiries noted in Chapter 1 are found in their empirical findings and
potential for predictive modeling. However, these are not without critiques. Criticisms of
Vroom’s original theory highlight a lack of discussion in the formation of expectations as
well as its strong focus on extrinsic motivational factors, such as monetary compensation.
Such rewards in the digital space are ambiguous, difficult to enumerate and may also share
intrinsic factors, such as sharing a personal picture on Facebook (affective motivations).
Moreover, the theory operates on the assumption that people consciously know and can
predict what rewards would most benefit them in the future. Yet, as Gloria (2015) points
out, numerous studies have shown that users consistently share private information despite
holding privacy values or recognizing certain risks (Dutton & Meadow, 1987). These
critiques are most pronounced when exploring assumptions of utility maximization and
optimization as the dependent decision factor. Lastly, unlike perception surveys and
studies, expectancy theory does not address knowledge formation or structures (Gloria,
2015). The existence of a priori knowledge and its impact is therefore not addressed;
though is recognized as an important factor. Given these critiques, the following explores
alternative explanations of expectation and behavior from a cognitive perspective.
Information privacy research now considers concepts from H.A. Simon’s (1972)
bounded rationality theory as an alternative to traditional rational decision making
explanations. Unlike utility maximization theories of rationality under uncertainty (e.g.
risk-management or optimization problems), Simon’s work attempted to construct a more
realistic theory of human cognitive decision making (Gigerenzer and Selten, 2002). He,
instead, argues that decision making must be non-optimizing, offering an aspiration
adaption theory that may be related to alternative choices or goals. Work by researchers
such as Acquisti (2009); Acquisti and Grossklags (2005) and Keith, Thompson, Hale,
Lowry, & Greer (2013) provide empirical evidence supporting the presence of systematic
biases and limitations of decision making for online information disclosure behaviors.
Acquisti, Brandimarte, & Loewenstein, (2015) summarize current empirical research
on privacy behavior into three themes:
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uncertainty: people’s uncertainty about the consequences of privacy-related
behaviors and their own preferences over those consequences;



context-dependency: people’s concern, or lack thereof, about privacy; and,



malleability: the degree to which privacy concerns are manipulable by
commercial and governmental interests.

For elaboration, I focus mainly on uncertainty research (though recognize all three
themes as highly interdependent). These studies emphasize the impact of asymmetric
information (or uncertainty) in contributing to individual privacy behaviors and its effect
on more traditional rational based models of decision making. For example, Tsai,
Egelman, Cranor, & Acquisti (2011) designed a lab experiment in which subjects were
tasked with searching and purchasing (with their own credit cards) either a set of batteries
or a sex toy using a specially designed shopping search engine. The goal of the experiment
was to determine whether the display location of privacy information would cause
consumers to consider privacy as part of their online purchasing decision. The results
indicated that more salient and accessible privacy information did have an impact on
purchasing decisions. Consumers were more willing to pay a premium to purchase from
privacy protected websites; suggesting that privacy protection may have a competitive
business advantage.
Uncertainty research also includes the collection and analysis of privacy preferences.
Generally measured using attitudinal scales (e.g. Likert-scale), studies of privacy
preferences, such as Alan Westin’s (1967) influential public opinion-poll survey work,
offer segmentation models that help categorize consumer privacy. Hoofnagle and Urban
(2014) suggest that such work greatly influence the ongoing use of the notice-and-choice
in both business and legal practice. Recent research, however, places doubt on such
preference studies as a means to predict privacy behavior. This discrepancy, most
commonly referred to as the “privacy paradox” attempts to address the question: “Why do
people who claim to care about privacy often show little concern about it in their daily
behavior?” (Acquisti et al., 2015, p. 510).
Norberg, Horne, & Horne (2007) attempt to offer one possible solution for the
paradox grounded in two empirical studies. The first study examined the existence of the
paradox itself. A longitudinal two-phased study featuring 23 part-time graduate students,
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participants were provided specific marketing scenarios and asked to respond to
behavioral intention questions disclosing 17 pieces of personal information (p. 110). The
same subjects later returned and were asked to provide the same 17 pieces of personal
information to a confederate claiming to represent a commercial enterprise. Results from
Study 1 strongly supported the existence of a paradox wherein participants willingness to
disclose was significantly different from actual disclosure between the two phases (p.
113).
In study 2, Norberg and team once again leveraged a two-phase study wherein
undergraduate participants were asked to respond to behavioral intention questions related
to disclosing 16 pieces of personal information under four different marketing scenarios.
Trust and risk were also measured. Again, results from study 2 supported the authors’
original hypothesis that a paradox exists. In terms of risk, the authors concluded that “risk
is salient when asking for behavioral intention responses but is less so in actual disclosure
situations” (p. 116). However, unlike previous studies, study 2 found no significant
relationship between a person’s willingness to share information and trust. The authors
suggest that “trust may not always operate but may be more likely to operate under
extreme conditions, where very sensitive data or, conversely, innocuous data are being
requested from very well-known companies or, conversely, companies that are easily
identified as “‘questionable”’ (p. 117).
Explanations for the privacy paradox continue to vary. I, however, contend that
privacy decision-making is only partially determined by a “calculus” of tradeoffs in costs
and benefits. As this thesis points out, such decision making can also be affected by social
norms, emotional and psychological states, cognitive biases and heuristics, etc. Again,
Acquisti (2004) provides evidence that instead of rational based models, alternatives, like
self-control and immediate gratification, offer better representations of the modern
decision process. Moreover, privacy estimation studies are complicated when harms and
risks are not tangible and motivations are driven by factors such as self-disclosure
(Acquisti, Brandimarte, & Loewenstein, 2015).
In summary, this section presents an overview of the challenges of behavioral
research related to online information sharing. Specifically, findings in this section test
studies that operate on the premise of a rational decision making actor. Evidence and
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alternative theories suggest, instead, that humans share information for reasons far beyond
a simple reductive calculus of risks and benefits. Asymmetrical information, lack of
knowledge and affective motivations all contribute to alternative theories for behaviors.
While Vroom’s expectation theory is weakened in light of these critiques, I resist
completely discarding it for two reasons. First, many of our public policies are built upon
the rational actor model. The real question is whether it is appropriate to use the same
premise for the digital landscape given all the uncertainties and unknowns. Second, while
prior research concerns itself with antecedents that impact online information sharing
behaviors, much can be learned in subsequent justifications. This thesis, thus, offers
insight into post-decision justification and reasoning, which I hypothesize helps narrow
the gap in trying to understand why people share certain personal information online. In
the next section, I pivot to examine the relationship between expectations and its influence
on current U.S. privacy law.

2.2 Law and (Un)Reasonable Expectations of Digital Privacy
Introduced in Section 1.3, the U.S. privacy legal regime is shaped by multiple sectoral
remedies, legislative action and court opinions. I begin with a discussion on expectations
as recognized by the Fourth Amendment. In Section 2.2.1, I then explore its manifestation
within the legal framework of notice and consent and its application as a consumer
protection. These examples highlight the prevalence of (consumer) expectations as a
guiding framework and to shed light on critiques of this framing.
The Fourth Amendment, which embodies the right to privacy, protects citizens from
unreasonable search and seizure by the government. Introduced previously, Katz v. United
States (1967) established a two-pronged expectation of privacy standard in order to
analyze whether a person has a “reasonable expectation of privacy.” The first prong, the
subjective, must establish that a person exhibited or makes an effort to keep something
private. For the court, this requirement is basic and fact intensive. Crowther (2012),
however, points out two weaknesses of the subjective requirement. First, the nature of the
subjective prong is one that must be objectively measured, which becomes problematic in
practice when cases lack a tangible object to search. Second, the subjective requirement
hinges on “accurately probing the mental state of an individual to see if she actually
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expects privacy” (p. 347). Currently, no measurement tool or approach is in place to assess
individual mental states thus leading to judicial inference or guessing. The second
requirement, the objective expectation of privacy, seeks to determine what society is
prepared to recognize as reasonable. Like the first requirement, measuring societal
attitudes on privacy is difficult and results in vague guidance from the Court. Justice
Roberts in Georgia v. Randolph (2006) criticized interpretations of the objective
requirement in his dissent noting that changes in fact patterns and continuously shifting
expectations are “not promising foundation on which to ground a constitutional rule” (p.
130).
With the advent of digital technologies, the application of the reasonable expectation
of privacy standard is insufficient. Take for example the notion of personal e-mail.
Historically, standard mail is entitled to Fourth Amendment protection as established by
the Supreme Court in Olmstead v. United States (1928). However, while e-mail shares
analogous qualities as standard mail, case law remains unclear as to whether such
protection applies. This is due in large part to a small, but distinct difference in the transit
structure of email (e.g. via third-party internet service providers, not a government entity)
(Crowther, 2012). Furthermore, numerous court rulings have established limitations such
that an employee has no legitimate expectation of privacy when using the Internet at work
when the company policy allows for monitoring of websites and email messages.1
Crowther (2012) summarizes four central problems with the expectation standard in
light of new digital technologies:


The increased gap between what level of privacy individuals expect in digital
information and what society (i.e. a court) is willing to recognize as
reasonable;



Terms of service agreements that undermine significant privacy interests;



The enormous expansion of situations that implicate the third party doctrine;
and, a judiciary that lacks the technical expertise to effectively define digital
privacy (p. 351).

1

See for additional information, e.g. United States v. Simons (206 F.3d 392, 398); Smyth v Pillsbury Co.,
914 F. Supp. 97, 101
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At the core of his critique is the need for sound, empirical findings and or frameworks
that can be used by the courts to assess both subjective and objective requirements.
Blumenthal, Adya and Mogle (2009) echo this sentiment in their work to empirically
identify the multiple dimensions of consent within the Fourth Amendment context for lay
individuals. Leveraging a multidimensional scaling methodology, the authors exposed
more nuanced, less unified features of expectations of privacy and intrusiveness than held
by the courts (p. 351). Additional research in this vein also includes Slobogin and
Schumacher’s (1993) three theories of perceived intrusiveness; Kagehrio (1990)
assessment of Court interpretations versus lay perceptions of the Fourth Amendment; and
Lichtenberg’s (1999) exploration into consent in the context of Ohio traffic stops.
Arguably, research in behavioral sciences, marketing, and economics should offer
additional empirical findings. Yet, as this thesis argues, identifying which of these studies
is most suitable to cite also remains unclear. Next, I consider Crowther’s (2012) second
critique in more detail.
2.2.1

Cognitive limits of notice and choice

Privacy policies are one of the most visible of legal forms and serve as a guidance for
users to learn how data is collected, used, stored and shared by companies. Reidenberg et
al. (2014) note that these policies form the “basis for the self-regulatory notice and choice
framework” that guides much of today’s corporate privacy practices (p. 39).
Over the years, the Federal Trade Commission (FTC) has provided guidance for
notice and choice (Federal Trade Commission, 1998). The “Notice” principle promotes
the fair information practice standard of transparency; while, “Choice” relates to consent
of a user (Reidenberg et al., 2014). Under this framework, consumers are to receive
meaningful notice informing how their personal information may be used by a company;
thus, offering a consumer the ability to consent to a purpose beyond which the information
was provided (or secondary use). Beyond the U.S., notice and choice also informs the
international framework for trans-border data flow as outlined in the Safe Harbor
Agreement (2000).
This fundamental aspect of privacy protection, however, falls to two major critiques.
First, privacy policies lack any binding legal force (Solove & Hartzog, 2014). Solove and
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Hartzog point out that legal arguments of the contractual merit of privacy policies have
yet to be recognized in case law for broad statements of company policy may not
necessarily constitute contractual claims or because the “plaintiffs failed to properly allege
the harm required to recover for failure to honor privacy promises” (p. 596). Instead,
redress of privacy policy violations are determined by public enforcement of the FTC
(Section 5, FTC Act). The FTC in its limited capacity has made significant strides to
monitor and pass judgements on companies that violate their own policies.
Second, the weakness of this self-regulatory environment arises when we examine its
underlying premise - the assumption of user’s knowledge of and understanding of such
policies. Prior research on user comprehension, readability and understanding of privacy
policies has shown that such policies are too verbose, confusing and difficult to understand
(Kelley, Bresee, Cranor, & Reeder, 2009). This problem is further exacerbated by research
indicating that people do not read privacy policies and that expecting users to do so places
an unreasonable high burden on them (McDonald & Cranor, 2008). Moreover, Leon et al.
(2013), found that users are interested in different portions of information within privacy
policies, not its comprehensive text.
Reindenberg et al. (2014), offer additional evidence in a study that investigated user
interpretation of privacy policies across expert, knowledgeable, and typical users.
Participants included law and public policy graduate students, crowd workers (via
Amazon Mechanical Turk) as well as law and policy researchers. Six privacy policies
from U.S. commercial websites were presented to each participant. A survey of nine
questions was used to explore how each participant interpreted the different data practices
of each respective policy. Moreover, those in the expert category were asked to annotate
the policy using an online tool. While commonalities intra-group and inter-group were
found, discrepancies across groups indicate that website notices (as currently written) do
not effectively convey the privacy policy in a way that a “reasonable person" could
understand (p. 83). The authors conclude that: “If consumers cannot successfully decode
privacy policies, the underpinnings of the U.S. approach to privacy are unsustainable, and
regulation may be necessary” (p. 83). In 2012, the Federal Trade Commission also
acknowledged this in a preliminary report to Congress stating: “the Notice and Choice
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model, as implemented, has led to long, incomprehensible privacy policies that consumers
typically do not read, let alone understand” (FTC, 2012, p.2).
The goal of this section is to highlight the limitations and challenges of current legal
frameworks that are inspired by notions of rational decision making. For example, I
discuss the Fourth Amendment expectation of privacy standard, which hinges on a
measurement of individual and societal “reasonableness.” Unfortunately, as legal scholars
highlight, there lacks empirical findings to substantiate certain court rulings that often run
counter to shared public perception of privacy concerns. Similarly, the notice and consent
framework operates on a faulty premise that consumers fully-comprehend and understand
privacy policies. Instead, previous studies indicate that information sharing practices are
plagued by limitations such as asymmetrical information (or uncertainty) and cognitive
biases. To prevent further weakening of privacy interests, it is critical that we consider the
following possible solutions: a) a more practical application of the expectation standard
grounded in empirical findings and systematic analysis rather than solely on judicial
interpretation and unclear assumptions (Crowther, 2012); and, b) an expansion into
reasoning and post-decision justifications as means of recognizing gaps in individual
understanding of privacy harms and the legal realities.

2.3 Embedding Expectations in Privacy Technology Design
My critiques of the expectation frame also extends into technology solutions. As I
introduced in Chapter 1, different technologies embody many of the legal interpretations
into privacy design processes (Gürses, 2010). Combined with the rise of usability and
human computer interaction research, the realm of privacy technology design attempts to
accommodate both human-centric (psychological) and normative (societal) views of
privacy. One such example is the Privacy Enhancing Technology (PETs) community,
which Rogaway (2015) describes as a “community that attends to the values embedded in
work. They care about artifacts that support human values. They aim to serve the users of
those artifacts” (p. 11). Despite the community’s growing visibility, PETs and their
enhanced user-control platforms have yet to significantly penetrate the public market.
Instead, recent research finds that users feel even less in control of their data while few
subjects adopt advanced privacy-enhancing despite heightened surveillance concerns
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(Madden & Rainie, 2015). This mismatch exploits a weakness of embedding expectations
in technology design. The assumption for increased user control mechanisms, which are
fashioned after expectations of a rational agent, fails to reconcile a user’s actual behavior
(e.g. not adopting PETs) with one’s expectation of agency.
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3. Project Methodology
In Chapter 1, I outlined the different expectation frames that have shaped the privacy
discourse across behavioral sciences, law and technology. Then, in Chapter 2, I present
weaknesses and potential challenges in utilizing this frame. I reiterate that while
expectancy theory and its later interpretations within information privacy offer theoretical
grounding for rational decision-making scenarios, like privacy disclosures, emerging
empirical evidence suggests that expectations as an antecedent for future behavior may be
insufficient. To further explore this idea, Chapter 3 outlines my approach to capturing and
understanding expectations of privacy disclosures through two user studies.
My first task is to explore how true and to what extent does the sentiment: “there is
no expectation of privacy online” exist. Gloria (2015), thus presents the null hypothesis
as: Consumers hold no expectation of privacy while online. This approach is advantageous
as traditional testing for antecedents (e.g. psychological traits) have been inconclusive and
difficult to identify. Moreover unlike previous studies of this nature, I am most interested
in dimensions of previous knowledge or expertise as a potential influencing factor in
expectation formation. I, therefore, refine my question to ask: To what extent does a user’s
knowledge of and preference for how data is collected and used impact his or her own
expectation of privacy online and subsequent information disclosure behaviors? The
following observations are bound to the concept of networked privacy within the context
of mobile devices. I argue that mobile devices are unique as they mediate our experiences
between the physical and non-physical (online) worlds; and, thus may offer further insight
into how users negotiate these boundaries.
To illustrate, take for example a user in search for a place to eat dinner in a new city.
Using a mobile recommendation application, like Yelp or Foursquare, the user breaches
both online and offline modes. The mobile application connects her with different users
and recommendations online while potentially influencing her offline decision for where
to have dinner. What may not be clear to her is the exchange of information necessary for
this specific experience to be successful. Using this example, the hope is to better
understand the user’s expectations for how the data will be used and what she may expect
of controlling the data flow.
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I begin with the “Eliciting Expectations” public survey (EES). This survey instrument
is intended to capture expectations across two specific privacy dimensions: expectations
of violations and expectations of agency. These dimensions are mapped against a
participant’s level of expertise, which is defined in detail in section 3.1.1. The second
study, “Method Variation: An Exploration in Method Techniques and Impact on DecisionMaking Online” explores the motivations, attitudes and decision-making choices of Web
users as it relates to non-transparent data sharing. Moreover, the study attempts to
understand how different method representations- such as online surveys and semistructured interviews - may affect a participant’s response towards three specific
information sharing scenarios.

3.1 Surveying Expectations
Research into public perception and attitudinal studies of privacy are plentiful (Madden,
Rainie, Zickuhr, Duggan & Smith, 2014; Levin and Gaeth, 1988; Keith, Thompson, Hale,
Lowry, & Greer, 2013). They vary in context (e.g. government surveillance, private
surveillance, mobility, etc.), methodological approaches (e.g. surveys, focus groups,
experimental studies, etc.) and findings. This thesis offers a survey instrument that elicits
consumer expectations of privacy across two dimensions: violations and agency.
The choice of a survey tool presents both advantages and challenges. Surveys offer
researchers the ability to quickly gather data from a large sample. They also allow
researchers to explore a wide range of topics, attitudes, opinions, etc. In addition, surveys
can be administered in multiple forms such as mail-in, online, over the phone, etc. Survey
design, however, is a meticulous task that often requires multiple iterations and pilot
testing. Researchers are cautioned to think through question formatting, question
representation and potential answers. In addition, surveys require researchers to consider
numerous biases, such as sampling bias, scaling, self-reporting bias, priming effects, etc.
This practice helps mitigate potential bad survey design that can lead to confounding
effects, an inaccurate reflection of the data, and unreliable results.
In the information privacy literature, Preisbusch (2013) highlights eight influential,
rigorously developed scales of measure (p. 8). This includes: Smith et al., “concern for
information privacy” (CFIP) instrument (Smith, Milberg & Burke, 1996); Sheehan and
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Hoy’s (2000) dimensions of privacy concern; Malhotra, Kim, and Agarwal (2004)
“Internet users’ information privacy concerns” (IUIPC); Buchanan, Paine, Joinson, and
Reips, (2007) measurement of data misuse and misrepresentation; Dinev and Hart’s
(2004) PCIF and PCIA scales; and Braunstein’s, Granka’s, and Staddon’s (2011) “privacy
concern as a moderating variable.” In his recommendation, Preisbusch (2013) encourages
the reuse of these instruments alongside observational, more experimental scenarios.
Heeding this advice, I chose to create another survey tool with questions inspired by the
scales developed by Dinev and Hart (2004) and Madden, Rainie, Zickuhr, Duggan, and
Smith, (2014). Unfortunately, while the conceptualization of privacy concerns are similar,
my survey diverges in context as it focuses specifically on mobile device data usage.
3.1.1

Survey Design

The online-survey is comprised of three main sections and is accompanied by a
supplemental (voluntary) semi-structured post-survey interview (for the full text of
questions see Appendix F). The study has been approved by the RPI Institutional Review
Board (IRB) and holds the ID: 1422. Survey questions are constructed on either a 4-point
Likert scale or are multiple choice. I recognize that the use of a 4-point scale is
unconventional. Studies on the consistency and reliability of Likert scale measurements
are plentiful, but also contradictory. Some have claimed that reliability is independent of
the number of scale points (Bendig, 1953; Matell & Jacoby, 1972) while others maintain
that a 5-point or 7-point scale maximizes reliability (Dawes, 2008). In their work
examining the omission of the mid-point, Worcester and Burns (1975) posit that
respondents tend to move more towards the positive end of the scale due to social biasing.
Garland (1991), however, offers opposing results that strongly suggest scaling is contextdependent (e.g. familiarity with Likert-scales). Additionally, he adds that the presence
(and or absence) of a midpoint will result in distortions in the data, which is also echoed
by Guy and Norvell (1977). I, however, argue that the composite scores gained from the
Likert-scale serve as indicators of extremeness and direction away from the neutral as
interpreted by Peabody (1962). The directional information may help reveal which
components are dependent upon a user’s knowledge and expertise.
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Section I seeks to understand the user’s experience level with the Internet and
knowledge of current privacy issues. From this, I derive a spectrum of “expertise” that
may impact expectations. According to Gloria (2015), Section I design is informed by the
work of Chadwick-Dias, Tedesco and Tullis (2004) and Rogers (2003) (p. 4). Outlined in
a previous paper presented at the PrivOn workshop at ISWC 2015, Gloria describes the
sub-sections to include: conative measures a user’s self-reported time or what he/she
“does” online (e.g. frequency and activities); cognitive determines the user’s self-reported
technical knowledge and is presented in a quiz-like format consisting of multiple choice
and true or false questions (Table 3.1). According to Gloria, this serves as a ground-truth
from which I can measure a priori factual knowledge (p. 4). Lastly, the sub-section of
Affect captures a user’s self-reported feelings and attitudes while online. Gloria cites
Rogers (2003), who “suggests that the dimensions of ‘affect’ or what people feel
(enjoyment, contentment, etc.) and ‘connate’ or what people do online, offers a better
measurement of Internet experience rather than just the traditional use of time and/or
frequency” (p. 4). I contend that all three dimensions are necessary.
Table 3.1 Analysis of Expertise
Sub-Sections

Range of Expertise (from high to low)

Conative

High-Activity Level

Mid-Activity Level

Low Activity Level

Cognitive

+6 correct answers

3-5 correct answers

0-2 correct answers

Affective

Positive

Neutral

Negative

Section II moves into two specific use-cases: location-aware (GPS) tracking and mobile
payment systems. According to Gloria (2015), the scenarios are compared across two
dimensions of privacy: expectations of violations (EV) and expectations of agency (EA). I
define them as follows:


EV: What a person thinks will /can happen when privacy rights are violated.



EA: What a person thinks he/she can do to control or protect his/her privacy rights
(p. 4).
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3.1.1.1 Pilot Testing and Focus Groups
The following pilot test results were featured in a previously published workshop paper
entitled, “A Case for Expectation Informed Design” presented at ISWC 2015 (Gloria,
2015). In developing the final survey tool, Gloria executed one pilot test and conducted
two focus groups. The focus groups consisted of approximately 15 students from two
different undergrad Cognitive Psychology classes held at RPI (totaling 30 students). The
pilot survey was distributed to approximately 400 people via a snowball sampling
technique utilizing Facebook and email (p. 5). The estimated response rate was 11.25
percent (or 45 responses) (p. 5). Ten original submissions were discarded from the final
count due to self-reported inexperience with either use case. Fifty-two percent of the
respondents identified as female while 43 percent identified as male (the remaining
“preferred not to answer”) (p. 5). According to Gloria, preliminary findings regarding data
sensitivity across all respondents align with previous findings published by Pew Research
Center (Madden et al., 2014). Specifically, when participants were asked to identify a
“highly sensitive data type”, participants chose “social security number” more frequently
than other types, such as sexual orientation. This result was also consistent throughout
both use cases featured in the pilot study (Gloria, 2015, p. 5).
During the pilot stage, 12 respondents chose the health-tracking device scenario
(Gloria, 2015, p. 5). According to Gloria, five participants disclosed that they share their
health data with family; four respondents disclosed sharing his/her data with medical
practitioners; three to his/her friends; and one reported sharing data with his/her social
network (p. 5). Respondents were asked to rank his or her level of agreement among a set
of statements regarding information sharing practices. Pilot respondents most agreed with:
“I am comfortable with my device manufacturer sharing my exercise habits to third
parties.” Respondents, however, least agreed with the following statement: “I am
comfortable with my device manufacture sharing my chronic illness (e.g. high blood
pressure, and glucose levels) to third parties” (p. 5). According to Gloria (2015), this
“supports previous findings by Patterson (2013) that suggest the need for granularity in
not just the data type but in what context it is shared” (p. 5).
These initial pilot results related to expectation of violations (EV) indicate that
respondents refrained from sharing their personal information due to the following:
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uncertainty of who will have access, how it will be used and for how long; fear of
discrimination by health insurance companies or employers; and, distrust in commercial
researchers, advertisers, and marketers (Gloria, 2015, p. 5). However, unlike Patterson’s
(2013) findings, this small sample was least concerned by the following statement: “I
refrain from sharing certain data via my health fitness tracker because of the fear that my
data may be shared inadvertently to friends and family and be judged negatively” (Gloria,
2015, p. 5).
According to Gloria (2015), in relation to expectations of agency (EA), over half of
the respondents acknowledged that their information could not be permanently deleted
from the tracking device (p. 6). Moreover, four respondents responded that legal action
against the app developer/device maker would be a viable option if their data is used
incorrectly or in an offensive way (p. 6). This runs counter to over half of the participant
responses indicating an insufficient availability of consumer legal protection (p. 6). I
consider whether the paradoxical nature of these responses may be early indications of a
misplaced confidence in personal agency and legal protection. Parallel evidence of this
paradoxical relationship exists in studies reviewing technical control mechanisms and
information disclosures (Brandimarte, Acquisti, & Loewenstein, 2013; Xu, 2007).
After receiving initial feedback from pilot participants that indicated a lack of interest
and monetary means, I eliminated the health-tracking scenario from the final survey
design. However, as passive data-tracking is a purpose of interest in my overall research,
I included a location-aware scenario in the final version of the survey. The final scenarios
are thus: location-aware and mobile payment systems. Mentioned above, the analysis of
the final survey will focus specifically on two dimensions of privacy: expectations of
violations (EV) and, expectations of agency (EA). I contend that these two dimensions
better align to theories of privacy, both normative and descriptive, as discussed by Tavani
(2007).
Finally, Section III presents demographic related questions. Respondents will have
the opportunity to self-identify professional and employment status in Section III, which
will be used as another potential dependent variable to cross-examine our expertise
spectrum (Gloria, 2015). After completing the survey, all subjects are asked to voluntarily
participate in a follow-up interview. The interview consists of semi-structured questions
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that guide the informant but allow for more “open” responses. The use of “probe
questions” are essential to explore concepts and associations. For example, the interviewer
may ask: “Please describe your typical interaction and usage with a mobile payment app.”
Informant responses will likely be lengthy and free-flowing in nature; and, thus all
interviews are audio recorded by permission and transcribed at a later date. This will allow
the researcher to concentrate on the discourse without having to worry about note-taking.
The goal of this post-survey interview is to gather additional qualitative data that may help
uncover reasons and justifications for certain answers found in the survey.
Administration of the final survey will continue to rely on a snowball, convenience
sample. I recognize that this limits our ability to generalize our claims as it is not
statistically representative of the entire U.S. population. However, as I am more concerned
with categorical dependencies, I believe that such findings still provide valuable insights.
Additionally, it is the overall goal of this thesis to capture more qualitative characteristics
of privacy expectations that may lead to more nuanced understandings of its effect (or
non-effect) on decision making behaviors (Gloria, 2015). Recruitment of participants
includes posting to online forums (e.g. Craigslist), mailing-listervs and social media
outlets. As an incentive, respondents will have the opportunity to enter an anonymous
random drawing for a $25 Amazon gift certificate. The survey is built and hosted on
Qualtrics, an online survey platform.
Post-survey interviews will also be conducted, coded and analyzed using thematic
analysis. This approach draws from work in qualitative psychology, which positions
thematic analysis as a method for identifying, analyzing and reporting patterns within a
corpus while preserving some flexibility in interpretation (Braun & Clarke, 2006). For my
purposes, the code book reflects both theory-bound and non-theoretically bounded
concepts. For example, as the study concerns itself with levels of expectations, codes were
developed a priori to reflect Agency (EA) and Violation (EV) levels discussed in previous
chapters. The non-theoretically bounded concepts reflect emergent patterns based on
realities, meanings and experiences articulated across the dataset, which allows a
researcher to “unpick” or “unravel” the reality (p.9). These were encoded primarily as
“emotions”, which are indicated by phrases such as: “I don’t feel” or “I have very little
confidence.” Non-theoretical themes also included an encoding for “Utility” as much of
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the discussions revolved around assessing the usefulness of certain applications. In
addition, I encoded uses of metaphors and or similes when present. These literary devices
appeared mostly when answering the question: Please describe what happens or the data
flow/process of data after it is shared online.

3.2 Method Variation: An Exploration in Method Techniques and
Impact on Decision-Making Online
Study 2, a collaborative effort with authors from the Internet Policy Research Initiative2,
seeks to reveal the motivations, attitudes and decision-making choices of Web users as it
relates to non-transparent data sharing. More importantly, the study attempts to understand
how different method representations - such as online surveys and semi-structured
interviews - may affect a participant’s response towards three specific information sharing
scenarios. We are motivated by the question: How confident are we that the methods used
to measure user’s information sharing behaviors, attitudes and perceptions, are fit for
purpose? Our goal is two-fold. First, the study provides supplemental data to Study 1.
Second, we are interested in conducting a meta-analysis of methodological approaches
most commonly used within the human computer interaction (HCI) and usability
communities. To accomplish this, we designed an in-lab experiment that explores the
effect of three method representations on a singular privacy question related to decisions
of sharing nontransparent data online (e.g. log and location data). The study’s primary
research question is: How are decision making behaviors related to non-transparent data
sharing impacted by the method representation?
3.2.1

Study 2 Design

The study has two main components: pre-study survey and three in-lab tasks. The prestudy survey is used to compare participant decisions based on privacy profiles similar to
those developed by Alan Westin (Kumaraguru & Cranor, 2005). We are most interested
in exploring the following questions:

2

A Hewlett-Packard funded initiative housed at the Massachusetts Institute of Technology Computer
Science and Artificial Intelligence Lab (MIT-CSAIL). Last accessed on October 15, 2016, from
https://internetpolicy.mit.edu/
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Whether participants are very concerned about threats to their personal privacy
today;



Whether they agree strongly that organizations seek excessively personal
information from consumers; and,



Whether they agree strongly that consumers have lost control over their personal
information online.

Unlike Westin and Cranor’s (2000) work, we did not include questions related to
government surveillance and the practice of sharing information via email. Our pre-study
survey includes 20 questions with a 5 point measurement scale (“not at all” to “very much”
or “agree very strongly” to “disagree very strongly”). Six of the 19 questions ask
respondent’s general attitudes of privacy online; 4 of the 19 questions relate to consumer
control; while the final 9 questions asks participants about their concerns through three
specific online scenarios. These scenarios are also featured in the primary study. The goal
of the pre-study survey is to identify a participant’s general attitude towards privacy and
personal sharing of information online. The profiles will then be evenly distributed across
the three in-lab conditions.
We utilize a clustering technique to divide and analyze respondents into three profile
categories, similar to Westin and Cranor. For each survey question, we identify a privacyoriented position. For example, Q8: Are you concerned that your personal information
may be misrepresented by certain organizations, such as an insurance company, to
deny you coverage? On a 5-point Likert scale, we identify the privacy-oriented position
to include answers: “somewhat concerned” and “very much concerned.” In scoring the
individual responses, the privacy-oriented positions received the two highest scores (e.g.
3 or 4, accordingly); while the non-privacy oriented received scores of 1 or 2, accordingly.
The “not sure/neither” option was scored as zero.
The maximum score is the product of the number of questions times the highest
possible score (e.g. 19 x 4 = 76). If a respondent takes more than 75% of privacy oriented
position, we consider them to have a high concern of privacy or fall under the privacy
fundamentalist category. Those respondents that take +/- 50% of the privacy-oriented
position will be classified as moderate or pragmatists. Lastly, for those respondents that
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take less than half of the privacy-oriented positions will be considered as low concern or
unconcerned. A summary of the range is as follows:


Fundamentalist (+75%): > 57



Pragmatist (50%): 37 - 56



Unconcerned (<50%): < 37

In order to achieve a balance between groups, we also reviewed individual privacy profiles
across gender and ranges. This allowed us to eliminate repetitive profiles.
Those who complete the pre-study survey will then be asked to participate in an
in-lab activity or the primary study. The between subjects study consists of three method
representations - Survey SS, Semi-structured Interview (SS) and Decision Tree (DT). The
condition will be administered using an online platform, such as Qualtrics. The SS
condition will be an in-person interview and will be audio recorded. The focus of the
interview is to provide participants with an opportunity to express and explain their
decisions for each scenario. Lastly, the DT condition will require subjects to sit in front of
a computer in the lab and complete an interactive decision tree activity hosted on an RPI
server. We will collect information regarding each decision node chosen as well as the
completed tree as part of our analysis.
Previous pilot tests on a within-subject design indicated a learning effect as
participants progressed through each method condition. We, therefore, have chosen a
between subjects design in order to ensure that each participant is only subjected to a
single treatment, in order to lower potential learning effects and participation fatigue.
Participants will be shown the following conditions: a) three in-context scenarios; b) a
privacy policy segment related to either the collection or use of log or location data (with
our without a purpose); and, 3) a prompt asking: “What would you do in this situation?”
The scenarios are presented randomly to each participant. Post-study analysis will then
focus on potential similarities and differences between decision responses.
As this work is in progress, we acknowledge several challenges. First, embedding
a study-within-a-study is complicated and may lead to uncorrelated effects in layer one.
The second challenge will be in collecting and analyzing data across the method
representations. Given the variety in answers given (e.g. Likert-scale, open-ended, etc.),
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it will be critical that we adhere and speak only to our evaluation criteria. The use of
established ground truths will hopefully mitigate such effects.

3.3 Discussion
Chapter 3 provides an overview of my approach to answering the original thesis questions.
The general Expectation survey seeks to uncover whether expertise effects a user’s
expectation of networked privacy. Initial survey findings suggest that expertise may have
negligible effects, supporting previous research from Kang, Dabbish, Fruchter and Kiesler
(2015). Moreover, I consider whether post-decision justifications for contradicting
expectations and behavior reflect a misunderstanding of the data flow within the mobile
ecosystem.
In the latter project, which consists of the study-within-a-study, we look to address
how we can better evaluate which type of behavioral studies is appropriate for use in public
policymaking. With the copious amount of perception, risk and behavioral studies
currently available, there is a critical need to understand the effects of study design and
researcher evaluation.

38

4. Reporting the Data
The following chapter presents results and analysis from the Eliciting Expectations online
survey. I begin with an overall summary of the results then move into specific details
regarding expectations of violation and expectations of agency held by two groups: experts
and non-experts. The second-half of the chapter presents analysis of semi-structured
interview data alongside key themes that emerge from these discussions.

4.1 Eliciting Expectation Survey Data
The Eliciting Expectation Survey (EES) was administered between November 2015 and
May 2016. Following feedback from the pilot study included in Chapter 3, the onlinesurvey has three main sections, using both 4-point Likert measurement scales and multiple
choice questions. As the survey’s purpose is to gather exploratory data, I used a
convenience sample recruited from online communities such as Craigslist, Twitter, reddit,
etc.
In total, I collected 135 responses, approximately a 10% response rate. Of the 135
that began the survey, 4% did not agree to the survey terms and did not complete the
survey. After reviewing responses for potential spam and timed-out sessions, the final total
equaled 130 responses. In addition, 15 respondents agreed to the follow-up semistructured interviews. All interviews were transcribed and coded for thematic analysis.
To begin, I return to my original hypothesis introduced in Chapter 3. First, I contend
that HO: Consumers hold no expectation of privacy online. Second, I hypothesize that H1:
Expectations are uncorrelated to expertise or novice level traits. Results from the survey
suggest the following outcomes:


HO: Not Supported by Data



H1: Supported by Data

The remainder of the chapter discusses the analysis in detail. First, I begin by simply
exploring the question: Are there any experts in this sample?

4.2 Defining Experts
Based on previous research related to assessing expertise online (Chadwick-Dias et al.,
2004; Rogers, 2003), I define expertise to feature the following:
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Frequency- Sec. 1a: Higher frequency of Internet usage.



Knowledge - Sec. 1b: Higher knowledge scores related to privacy/Internet issues
and technical structure.



Affect - Sec. 1c: A more positive affinity towards the internet and internet usage.

I begin by grading Sec 1b, Knowledge, for each individual participant. A
comprehensive list of the Sec. 1b (Knowledge) questions and answers can be found in
Table 4.1. The maximum number of correct answers for this section was seven. Thus, the
grading spectrum ranged from 0 to 2.0 (Novice); 3.0 to 5.0 (Average); 6.0 to 7.0 (Expert).
Respondents answered an average of 3.7 questions correctly. Of the 130 respondents, 10
participants answered 6 or more questions correctly.
Segregating the 10 highest scoring participants (refer to as “sub-group”), I then
examined frequency and affect scores for this sub-group as well as the remaining
population. Sec. 1a (Frequency) was measured on a scale of 1 to 5, with 1 being least
frequent to 5 being most frequent. The measurement scale for Sec 1c (Affect) ranged from
1 to 6 with 1 being least positive to 6 as most positive. Both average and median scores
were calculated; however, I report the median scores as recommended by the literature
(Boone & Boone, 2012). Results indicate little to no difference between frequency and
affect scores between the sub-group and the remaining population (see Table 4.1). I,
therefore, use Sec 1b scores (Knowledge) as the determining factor for “expertise.” The
sub-group of 10 are then re-labeled as “Experts” moving forward.
To summarize, my original criteria for expertise included high-frequency use of the
internet; high knowledge scores; and a positive affect towards the internet. However, the
results suggest that knowledge scores are the only determining factor for expertise in this
sample. Moving forward, the Expert group will include only the 10 subjects with the
highest knowledge scores. The remaining 120 will be referred to as the Non-Expert group.
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Table 4.1: Section 1.b – Knowledge Questions and Answers
Sec 1.b: Knowledge Questions and Answers
Knowledge Question
Correct Answer
D - The part of the internet that enables
What is the World Wide Web?
information sharing.
D - A repository of information run by,
What description does NOT apply to the
organized and fact-checked solely by the
internet?
U.S. government.
What type of technology scrambles the
A - Encryption
contents of files sent via the Internet?
Step 1 of the RSA algorithm for generating
C - Pick two prime numbers.
public and private encryption keys is?
What is the name of the phenomenon that
occurs when large data sets from multiple
C- Mosaic Effect
sources are combined to create a
composite?
How frequently is the average Android’s
user location, within 50 meters, collected D – Every four minutes
by popular apps?
In the U.S., which government agency is
recognized for its role in influencing the
B – Federal Trade Commission
development of personal data regulations,
policies, and company practices?
Table 4.2: Summary Table Defining Experts
Summary of scores for each section
Section

Original Sample

Expert

Non-Expert

Sec. 1b: Knowledge scores

Avg. 3.7 correct

> 6 correct

< 6 correct

Sec. 1a: Median Frequency

4

3.5

4

Sec. 1c: Median Affect

3

3

3

4.3 Expectations by Group for Location-Based Mobile Services
Of the 130 total survey participants, 110 (84.62%) chose the Location-Based Mobile
(LBM) scenario; while, only 20 respondents (15.38%) chose the Mobile Payment Systems
(MPS) scenario. The uneven choice rate may suggest a higher-level of familiarity and
knowledge among participants for the LBM scenario. Nine of the 10 Expert respondents
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chose the LBM scenario. Given the larger quantity of LBM responses to MPS responses,
the following analysis will only focus on LBM data results. Additionally, the following
section explores two expectation-levels for the LBM scenario: Expectations of Violations
(EV) and, Expectations of Agency (EA). Table 4.3 provides a comprehensive summary of
the differences and similarities in expectation levels across Expert and Non-Expert median
scores for the LBM scenario. Questions are listed from most variable to least. Rows
highlighted in yellow indicate notable differences between the two groups.
Table 4.3: Summary of Location-Based Mobile Services Expectation Levels and
Median Scores by Group (yellow highlight indicates greater variance)
Differences in LBM for Experts and Non-Experts
Expectation
Non-Expert Median
Question
Expert Median Score
Level
Score
Q23_5
EA
2 (Disagree)
3 (Agree)
Q23_1
EA
2 (Strongly agree)
3 (Agree)
Q25
EA
1 (Strongly disagree)
2 (Disagree)
3 (Every time there is a 2 (Sometimes when I
Q18
EA
new updated policy)
remember)
Q17_7
EA
1 (Strongly disagree)
2 (Disagree)
Q17_2
EA
1 (Strongly disagree)
2 (Disagree)
Q16_4
EV
3 (Agree)
2 (Disagree)
Q19_7 (Scale 1
EV
3
7 (Most concerning)
to 9)
Q19_3
EV
2 (Least concerning)
5
Q19_1
EV
6
2 (Least concerning)
Q19_5
EV
8 (Most concerning)
5
Q20
EV
1 (Strongly disagree)
2 (Disagree)
Continuation of table: Similarities in LBM for Experts and Non-Experts
Q16_1
EV
2 (Disagree)
2
Q16_2
EV
2 (Disagree)
2
Q16_3
EV
2 (Disagree)
2
Q16_5
EV
3 (Agree)
2
Q19_2
EV
4
4
Q19_6
EV
6
6
Q21
EV
2
2
Q26
EV
2 (Disagree)
2
Q17_1
EA
1 (Strongly disagree)
1
Q17_3
EA
1 (Strongly disagree)
1
Q17_4
EA
2 (Disagree)
2
Q17_5
EA
3 (Agree)
3
Q17_6
EA
1 (Strongly disagree)
1
Q17_8
EA
1 (Strongly disagree)
1
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Q23_2
Q23_3
Q23_4
Q27

4.3.1

EA
EA
EA
EA

3 (Agree)
3 (Agree)
3 (Agree)
2 (Take legal action)
End of the Table

3
3
3
2

Similarities in Expectation Levels for Location-Based Mobile Services by
Group

Question 17 (EA), asked: “How comfortable are you sharing your location data with the
following?" Both groups responded with “strongly disagree” regarding sharing location
data with advertisers, the government, the general public and their employers.
Additionally, both groups responded “agree” to sharing location data with friends and
family. These findings echo results from a similar study released by the Pew Internet
Studies in 2014. In another example of similarities, Q16 (EV) explored perceptions of how
data is collected and used. Respondents answered with their level of agreement to the
following statement: “I agree that my location data should be collected and shared by third
parties in order to:” Both Experts and Non-Experts “disagreed” with the action to “connect
with merchants close by”; “connect with other users of the same service”; and “provide
additional promotional services, coupons and ads.” Both groups “agreed” to the use of
“Info on traffic or transit issues.”
For Q19, which again measured a respondent’s EV, participants were asked: “In your
opinion, which of the following constitutes a violation of the use of your location data?”
and to rank each use from least concerning (1) to most concerning (9). The combined
sample indicated that the least concerning violation was “Your friends, family or
acquaintances share your location on your behalf using a mobile app (e.g. Facebook)” with
approximately 39% responses. The second least concerning option was “sharing location
data between mobile apps and nearby merchants.” The most concerning was “identity
theft” with 34% followed by “third-party data breach” at 22.73%.
Question 25 (EA) asked: “Please indicate your level of agreement with the following
statement: If my location data is collected or used improperly by a third-party I could
figure out by whom and in what ways.” Both groups disagreed with the statement, but
Experts “strongly disagreed.” Question 27 (EA) asked: “If your location data is used
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incorrectly or in an offensive way, what options do you have to correct this usage?” Both
groups chose “Take legal action.”
4.3.2

Differences in Expectation Levels for Location-Based Mobile Services by
Group

Question 23 (EA) offered the greatest set of differences between the two groups. The
question asked: “Please indicate your level of agreement with the following statement: I
refrain from sharing my location data because of:” The combined sample “agreed”
(55.45%) with the reason: “Distrust in the security of the technology.” Additionally, 42%
of the total sample responded with a “strongly agree" for the option: “Distrust of
commercial researchers, advertises and marketers.”
I, however, found more fine-grained differences when the two groups were separated.
Experts tend to “disagree” with the notion of refraining the sharing of location data out of
the “Fear that someone may use the information to put me in personal danger.” Nonexperts, however, “agree” with this same statement. Additionally, Experts “strongly
agreed” with the statement, “Uncertainty of who will have access to my data and how it
will be used for”; while, Non-Experts “agree” with this reason. Another set of differences
appears in Q16 (EV). Experts “agreed” to the use of information collected in order to
“Connect me with nearby friends, family and acquaintances”; while, Non-Experts
“disagreed” with this statement.
For Q19 (EV) separated by group, the responses varied. For example, Experts ranked
“use of location data for legal proceedings” as most concerning and “unauthorized access
by law enforcement” as least concerning. Non-expert responses, however, indicated that
“identity theft” as most concerning; and, “friends, family sharing location on your behalf”
as “least concerning.”
Lastly, Q18 (EA) asked: “How often do you alter your privacy settings?” The fourpoint scale provided ranged from: “once at set up”; “sometimes when I remember”; “every
time there is a new or updated privacy policy”; “never.” Here the differences between
Expert and Non-Expert featured Experts altering privacy settings “every time there is a
new updated privacy policy”; while Non-Experts admitted to “sometimes when I
remember.”
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4.3.3

Expectation Levels by Group

After reviewing each individual survey question for differences in group responses, I took
the average score per scale by expectation level (e.g. E A is comprised of Q15-Q22
therefore EA = sum(Q15+Q16+...+Q22)/11). This allowed me to test both HO and H1
(Table 4.4). The results suggest that expectations are present for both groups, though on
the lower-end of the scale. As the study is qualitative and exploratory in nature, the use of
statistical confirmation approaches were examined but not sufficient (e.g. Mann-Whitney
test). This is in part due to the skew of the sample size (not representative between the two
groups) as well as the two-scenario option, which led to several null answer fields. In
addition, an attempt at principal component analysis (PCA) did not produce any
discernible evidence to suggest correlation among the factors measured. The survey,
however, did indicate that expectation is non-correlated to level of expertise; thus,
supporting my second hypothesis. I consider potential reasons for this in the following
section in light of interview data as well as in Chapter 5.
Table 4.4: Expert v. Non-Expert by Expectation Level (Median Scores across
Expectation)
Informant Group

Expectation of Violation (EV)

Expectation of Agency (EA)

Expert

2

1

Non-Expert

2

2

4.4 Interview Data
After reviewing the survey answers, the need for follow-up discussions became apparent.
This section presents key themes and notes from interviews conducted from May 2016 to
June 2016. A total of 15 interviews were taken over the phone and or Skype. All
conversations were audio recorded with the permission of the subject, totaling to 285
minutes of audio. Of the 15 interviews, seven were self-identified non-experts and eight
were self-identified experts. All calls were transcribed and a thematic analysis code book
was created both a priori and in review of the dataset. The remainder of this section
highlights four key themes: Utility, Agency and Control, the Data Void, and Resignation.
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4.4.1

Expert v. Non-Expert: Utility

All interviews began with a general discussion regarding frequency of use and types
of use of the internet. These questions helped clarify access points (e.g. mobile device,
personal laptop, etc.) and specific contexts (e.g. social networking, professional, news,
etc.). I was then able to build on this information to tailor questions about specific
applications for each subject. I probed subjects on how he or she decided to use an app
and why. For example, when asked: “What factors do you take into consideration when
thinking about why you share information?” Subject 2 (non-expert) responded: “Um, in
general, I’m hoping that I’m getting something out of it. Um, the convenience factor.”
Subject 4 (non-expert) echoed a similar sentiment in the following statement when asked
about the Google Map App: “I would say, for me, it’s ease of use. I don’t want to have to
fight with the thing.” Subject 5 (expert) further explained:
But, if you’re using an app for a particular bank or credit card, it’s just
easier cause it’s all in one place. I’m more taking advantage of paying for
stuff online then to send a check or call or whatever, send wire transfers
and stuff. I think it’s just the convenience of it is why I use those things.
For more than 75% of the interviews, expert or non-expert, the terms “convenience” and
“ease of use” were used to describe internet use or a specific location tracking or mobile
payment app.
In two instances, non-expert subjects made contradictory statements related to his or
her self-reported beliefs of privacy and self-identified reasons for use. For example,
Subject 8 went into great detail regarding a specific privacy violation on Facebook. The
subject described an incident with a friend who had her location and map feature on while
using Facebook messenger. The subject noticed that every text sent via Facebook
messenger was mapped and that the subject could see her (the friend) “exact location on
the map and as she moved from like store to store [. . .] that was pretty creepy.” Later,
when asked if the subject continued to have the map feature enabled, the subject answered:
“I, honestly, don’t know if I have it (map feature) on or not. I don’t remember turning it
off. So, it might be on. OK. I think sometimes you don’t even realize that you have all
these features.”
As noted previously, past research suggests some form of a cognitive “tradeoff”
assessment when deciding to share information. Several subjects made explicit statements
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highlighting such a trade-off process. For example, Subject 2 (non-expert) noted at the
beginning of the interview:
I’m aware when I make a payment on Paypal that it’s being tracked and
I’m going to get ads that relate to that and things like that [. . .] Umm, I’m
not comfortable with it. I’d rather they not use my information. However,
I still use the service. It’s a trade-off for sure.
Subject 15 (non-expert) also noted of using Google Maps:
There’s a bit of a quid pro quo there. They’re getting something, I guess. I
don’t know what they’re getting something by trying to know where I’m
trying to go, like the school I’m trying to find traveling from home to
school without getting terribly lost [. . .] meanwhile I’m getting the service.
In another example, Subject 10 (non-expert) described:
I don’t feel like I need to check-in to places and update people where I am.
Um, but sometimes it happens. Cause like, there used to be this restaurant
that I had to go to for work and I wanted to use their free wifi, but if you
wanted to use the free wifi, you had to check-in on Facebook. So, issues in
necessity like that.
Additional trade-off statements were more general in nature and will be discussed in later
themes, specifically Data Void and Resignation.
4.4.2

Expert v. Non-Expert: Agency and Control

As the study concerns itself with exploring an expectation of agency, each subject
answered a series of questions related to perceptions of agency as well as self-identified
behaviors. This includes questions such as: “In the past, what steps have you taken to
protect your information / location data?” and “Have you ever obfuscated your
information or used tactics such as fake emails or pseudonyms?” Table 4.5 highlights key
phrases uttered either by an expert or non-expert subject.
In sum, when asked what steps he or she has taken to protect their information online
(e.g. location data), non-experts self-identified actions include: changing passwords
frequently, turning-off location tracking for specific apps (when prompted) and exercising
self-restraint. Expert subjects, on the other hand, offered control tactics in the form of
obfuscation techniques such as: use of the Tor browser, use of dummy/garbage emails,
use of false names and or pseudonyms, and opting out of third-party tracking, like cookies.
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Unlike non-expert discussions, only two of the eight expert subjects mentioned selfcontrol and or self-restraint as a strategy to maintain some privacy.
Table 4.5: Expert v. Non-Expert: Agency and Control
Expert
“On my computer, I have umm some app
that is supposedly concealing my identity
a bit. And, I try to I dunno take whatever
steps I can using passwords and things.”

Non-Expert
“When you buy something or whatever there’s always a “share what you bought
on Facebook” or “share your purchase on
whatever.. Twitter” and I never do any
that . . . that’s one think, I avoid letting
the world know what I just bought.”
“Um, if I’m not too certain, I’ll use a
“I do, check-in on Facebook and stuff like
bogus email address for reference. Um, if that. Google Maps, I do use when we’re
I’m [...] and that’s if I’m totally uncertain. out and about. But, I tend to turn off my
If I’m quasi-uncertain, I’ll use a
location settings. Um normally. I tend to
secondary email address that I have that
opt-out on that whole: ‘would you like
doesn’t correlate to my name. Um, and
people to know where you’re at?’
then, if I’m totally trustworthy, I’ll use
Yeah, no thanks.”
one of two emails. Not quite an alias but
maybe a little dishonest.”
“I do own a faraday bag for my phone
“Um, the only time I change locations is
that I use during highly sensitive
if, um, I’m positing a picture from later.
situations. Uh, in addition to this, I use
So if I want the picture from a certain
TOR daily, which hides IP address
location but I’ve left that location, then I
information, which can be used for crude might alter the location.”
geo-location, not exactly pinpoint
accuracy but crude geo-location. I also
use different types of proxy servers and
VPNs when necessary [.. .] um I do use
fake credentials and fake names even on
services that don’t allow it. Well, cause
… screw them.”
“Sure, I use a pseudonyms on websites
“In terms my own habits, I’m reasonably
that uh may not necessarily need my full
cautious like you know, I have
first and last name. I’ll use like a screen
passwords, and I change them every so
name.”
often.”
“I have a static IP address and numerous
“When I post, I always assume that
firewalls in my house, cause it’s also my
somebody at work will see the post. So,
business.”
um, I never - not that I won’t post myself
having a drink or post myself during
things -I’m also thinking about like is this
going to look bad - like I’m assuming
everybody can see it. So, I don’t
want to put something out there that may
embarrass me or embarrass my family.”
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“So, I think things like that. Or embarrass
others. I want to be considerate to others.
I’m also not an Internet troll. I’m not
going to say nasty things on the Internet cause it’s all there. It’s there forever.”
“If people want to share their data that is
“I’m just really more of a private person.
their decision. And, I am fine with that Well, and also I feel like there’s nothing
autonomy is extremely important.”
that interesting going on in my life that I
feel the need to update everybody on. So,
I think it’s both of those things that I just
don’t feel like my life is that interesting
that people would want to see and also
because I’m just kind of a little bit more
private.”
“I do go in and turn off location services. “I disable websites that try to get my
Google Maps and Waze are only allowed location tracking. If it’s a requirement,
to use my location when I’m using it.
then I won’t do any business with that
And, it still uses it anyways so I shut the
business using my phone at least. You
app. I completely close out the app after,
know, if I have to get a document and the
and I don’t let anyone send me
only way is by you know entering my
notifications.”
email address. I create a fake identity for
that and I only access that on my
desktop.”
End of Table
4.4.3

The Data Void

The third theme relates to data information flows. Drawing from Nissenbaum’s (2004)
contextual integrity hypothesis, I explored how and what people understood about the flow
of data online and whether this had any effect on their behavior. This includes questions
about data collection, storage and use. Not surprisingly, expert subjects provided much
more detail and context to their answers while non-experts explicitly admitted to a lack of
understanding. In some instances, the use of metaphors and similes were used to describe
the unknown.
All subjects were asked in some similar capacity: “In your opinion, could you explain
/ elaborate what happens to your data after you share it online /submit it to an app?”
Subject 4 (non-expert), commented:
For example, I have a Credit Union [. . .] So I used an app that you could
use in conjunction with it so you could do the check uploading and stuff
like that. I’m guessing that my credit union does something with my data
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I’m sure [. . .] I think, if anything, they might sell it. They might get a
kickback from these apps that work with it, but the actual app they use, I’m
sure they are collecting my information and forming a picture of me. Like
later on, if I need a home loan, my credit will probably get checked, and
I’m sure this all connects somewhere and they’re using it somehow - all to
form a picture of me.
Another example from Subject 5 (expert) captures a sentiment shared by other experts: “I
have no idea what happens, and I have zero confidence that the company on the other end
is protecting my information.”
In some cases, the use of metaphors and similes were used to answer the question.
For example, Subject 3 (expert) described it as, “you’re kind of hiding amongst all the
trees. There’s so much stuff there that you’re just hiding among the data.” Subject 6 (nonexpert) related the question to Facebook answering with, “Well, I know for sure - well, I
can’t remember who said it - when you’re offered something free it’s not really that they
are providing it for free, it’s that you are the product.” Subject 12 (expert) described data
flows in the following:
But once the data is there, there’s a potential for it to be recorded. Whether
it is or not, some companies do; some companies don’t; or some ask to or
some don’t. I don’t know. There is a potential for it to be recorded. Sort of
like me telling me my niece to not post these stupid photos. Someone has
downloaded it. It could be there forever, it could come back, you know.
Lastly, Subject 11 (non-expert) answered: “Um, I mean, it goes out to nowhere land. I
mean, I think it probably gets - well for Facebook for example - it gets published to people
to who follow me or who have liked a lot of my stuff, I’m guessing.”
In general, subjects from both populations were self-aware of his or her lack of
knowledge and understanding of information flows. Phrases such as, “I don’t know”, “I
guess”, and “I’m not sure” were frequently used. Given the varied responses across both
groups, I contend that expertise does not play a role in understanding data information
flows online, which supports the results of Kang’s (2015) mind-mapping experiment. I
consider the implication of this in the next chapter.
4.4.4

Resignation

Of the four themes, Resignation was the most pronounced for both groups. I define
“resignation” to include characteristics of sarcasm, skepticism, and a negative tone.
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Comments of this nature were not specific to an application or use, but in response to
general privacy concerns (see Table 4.6). Additionally, when asked about consumer
protections, both expert and non-expert subjects highlighted a lack of both technical and
legal protections.
Table 4.6: Expert v. Non-Expert Resignation
Expert

Non-Expert

“To be perfectly honest with you, if the
right person wants the information the
right person can get it [...] if someone
wants to break into your house, they’ll
break into your house.”
“In the huge sense, there is no protection.
There is no consumer protection. There is
no government guarantee. And you are
just wide open because of the nature of
what it is. Um, do I reside in some level all of it - in my opinion - I’m cynical that
most of this is done for show [...] It’s a
consumer sideshow. That keeps everyone
distracted from the fact that everything
and anything can be hacked with enough
knowledge and enough know how.”
“The odds are that you do anything online
you’re already compromised.”

“I would rather not share it (financial
data), but I kind of feel like there’s no
good way around that (info shared to
third-parties). I kind of feel like I have to
give into some of that.”
“Personally, I feel like HIPAA is holding
us back. And, I look at it as the banking
industry can figure it out, why can’t the
health care industry figure it out. Um, and
that’s why were in the situation that we’re
faxing information back and forth.
HIPAA makes it so difficult for hospitals
to do anything that they just don’t.”

“I just often feel that whatever steps I
take are negated by government intrusion
and hackers that are way more savvy than
I am in terms of getting past whatever
measures I take.”
“I kind of feel that that is the reality of the
modern world is to accept that fraud
happens and deal with it as responsible [. .
.] I, honestly, I’m not sure how to answer
that in the sense that you can have as much
consumer protection as you want, but I
don’t think it will prevent any of this stuff
from happening.”

“I’m really not very concerned about it
(privacy). I feel like I should be, but I’m
really not.”
“I just think that the target advertising
isn’t that bad. They’re just annoying. It’s
something you just have to put up with in
order to use the social networking sites.”
“Yes, Google is selling my data to
whoever but, at the same time, Google is
the only game in town when it comes to
search engines. I’m sorry but nobody is
going to use DuckDuckGo or Bing.
They’re just not as good. And, Google
has made itself so user friendly, so
ubiquitous, and so essential, like to the
point now that our word now for
searching for something on the internet is
‘googling’ it.”

“I put myself out there. But, yeah, uh, it’s
worth it. My resigned way of dealing with
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the modern world. I know I’m not going
to be fully protected but at the same time,
the convenience outweighs the risk.”
“It’s like, if I have (privacy) concerns, but “Even though I’m not thrilled that
if it’s convenient, I use it.”
Google, that these companies are sharing
my data with companies and
governments, I feel like most of those
institutions are at worst amoral, but fairly
benign. I don’t love big corporations, and
I don’t love big government. But, they’re,
you know, they’re not evil. They’re not
totalitarian overlords. But, for example, I
might become a little less comfortable if I
knew Google was sharing my data with
Donald Trump’s government.”
“I am weary of what I put on there. But,
“I’m moderately concerned. I think that
at the same time, you can’t let it consume the Internet - is kind of - almost, I don’t
you. It’s 2016. Everyone uses the Internet know, insidious. Like the way so much of
and you gotta do it for your day to day
my life is lived online. And different
life and or your job; so you can’t let it
companies have so much of my
consume you and be scared of it.”
information, and I don’t really think about
it on a daily basis.”
“I do think that companies need to do the “There may be other things on my phone
best that they can do to protect their
- of course like Weather (that track
customers; that said, I also am aware
location). But you know what, I really
enough and understand that if someone
don’t care. I guess that’s how I feel about
wants to hack in and get that data; they’re it. Um, I mean, yes Google’s surprisingly
going to do what they can to get that data frightening how much information they
or do a denial of service or somewhere
are able to amass. Big data frightens me
along those lines.”
as a concept. But, I also think of my
limited activities, my illegal activities.
My lack of activities.”
End Table
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5. Interpreting the Data
Chapter 4 presented the results from the EES and semi-structured interviews. In this
chapter, I provide an interpretation of these results informed by my readings of expectation
theory and networked privacy. The thesis offers an alternative perspective, which
positions “expectations” as an insufficient model for prediction and measurement of
individual privacy online. Study results, instead, support characteristics of networked
privacy which dismisses individual information control for a model that reflects a highlyinterconnected, context-driven privacy practice. I further contend that networked privacy
reaches beyond just social networks into the connective space of mobile use with some
reservation. I discuss this in detail in Chapter 6. The privacy landscape described by
respondents of the study consists of a continuous and necessary exchange of information
between offline and online spaces. Achieving privacy in these spaces is especially difficult
as context shifts, social norms change, industry and legal regimes remain in power and a
sense of agency dwindles. The remainder of this chapter attempts to unpack privacy
through subject responses and discussions, ultimately revealing a highly skeptical,
resigned consumer base whose idea of meaningful protection collapses as demands for
data increases and as trust declines.
To begin, I review the survey results as it relates to my first two hypotheses. Not
surprisingly, survey results did not support my null hypothesis indicating that respondents
do hold some level of expectation of privacy online. The level of expectation, which is
quite low, is clearly informed by perceived levels of agency and control. For example,
survey respondents’ expectation for privacy became clearer through discussions over
turning-on or -off location-tracking on mobile apps. Subjects expressed that this type of
permission serves as an agreement between a user and the third-party to preserve privacy.
Several respondents emphasized a preference for apps that allow for consumer discretion.
Unfortunately, as respondents also highlighted, such control mechanisms are too few;
thus, leading to an overall lower expectation of privacy. Additionally, control mechanisms
varied greatly between individuals in both groups, which I discuss further in the following
sections.
For the second hypothesis, the data suggests that expertise is uncorrelated to
expectations of privacy. This supports Kang et al. findings in 2015. This also poses the
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biggest challenge to the theoretical underpinnings of expectation theory and utility theory
within the privacy discourse. The expectation frame, which I argue is pervasive through
behavioral science, law, and technical design, assumes that additional knowledge shapes
expectations which in turn influences future decision making behaviors. This is best
exemplified in the legal vehicle of notice and choice or in its technical manifestation of
individual privacy control settings. Yet, as my results point out, expertise or more
knowledge about privacy does not necessarily preclude “bad” decision making. My
sample, instead, highlights several shared qualities between the two groups, resulting in
no comprehensive difference across both expectation levels. The following considers
implications of these findings. Specifically, I re-consider what type of knowledge is really
necessary for consumers to protect their private information.
In sum, respondents hold low-expectations of privacy, and where an expectation is
held, its influence on future information sharing behavior is negligible. Personal control
over what data may be shared has some effect on whether an expectation of privacy is
present; though it is unclear whether this results in more sharing of information or not.
This is further complicated by a recent study that provides evidence of consumers
suppressing privacy protecting behavior in presence of “irrelevant but reassuring
information about privacy protection” (Athey, Catalini, & Tucker, 2016). My survey
results do support previous findings on cognitive biases, like utility (convenience) and
inclusion, as strong motivators for sharing. I contend, however, that the survey results are
best interpreted as directives for further inquiries into how individuals justify certain
behaviors. As I have argued, post-decision reasoning is often overlooked in information
privacy studies. Yet, as my study strongly suggests, differences between expert and nonexperts are so nuanced that they only surface in follow-up discussions.

5.1 Key Differences
While the two groups share more traits than differences, I pause to consider the few
variations from the study and its implications. Most notable is the variation captured by
Q23_5. When asked to “Please indicate your level of agreement with the following
statement: ‘I refrain from sharing my location data because of fear that someone may use
the information to put me in personal danger”, experts “disagreed” with this statement
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while non-experts “agreed.” Why do experts find this choice un-concerning? I hypothesize
that assessing the gravity of potential privacy harms is difficult to imagine, even for
experts. This is perhaps also exacerbated by an over-confidence in an expert’s ability to
control and protect their own data. Further inquiry into this explanation, however, is
needed in order to confirm.
Q19 offers another set of divergent responses. Participants were asked: “Which is a
violation of your privacy?” Answers were ranked from 1 to 9 (1-least concerning, 9-most
concerning). Experts were most concerned by the “use of location data in legal
proceedings” while non-experts ranked “identity theft” as most concerning. This
dissimilarity was further explored in the semi-structured interviews. One self-identified
expert spoke to identity theft stating:
I know I’m not going to be fully protected but at the same time, the
convenience outweighs the risk. Like I’ve said, I’ve had my identity stolen
like 4 or 5 times and part of this - I’m persistent and I know how to follow
procedure and submit the forms that are required. I always do that. I’m just
used to that as part of reality of my life.
Another expert subject added: “It’s almost two-pronged. It’s what you know and what you
can do versus the resources of the companies that you’re associated with.”
For non-experts, however, this type of privacy violation ranks as “most concerning.”
One self-identified non-expert commented:
I’ve never had a problem with identity theft. But my bank - like I use my
bank’s app - to do all of my online banking. Uh, and funnily enough I don’t
think I’ve changed my password since I got the app. But, it hasn’t really
been a problem. But if someone has security software – fingers crossed it’s a bank.
Given these comments, I posit that predicting the possibility of a privacy harm plays a
minimal role in the decision to share information. Instead, first-hand experience with the
privacy harm greatly informed one’s expectation for privacy and expectation for a
violation. Moreover, expert respondents placed a greater weight in understanding the
financial institution’s policies and the identity recovery process. I consider this focus on
“post-harm” strategies (and a sense of inevitability) as a strong example of what I later
present as the survivalist consumer model. Experts see this harm as easily resolvable
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thanks to safeguards implemented by their credit cards and financial institutions. Thus,
potentially lowering concerns and expectations of the violation.
While this may explain why an expert may find “identity theft” un-concerning, it is
unclear why “use of location in legal proceedings” is ranked as most concerning.
Unfortunately, interviews did not provide any specific insight into this reasoning.
Moreover, experts ranked “unauthorized access by law enforcement” as “least
concerning” (at position 2). I propose the difference again falls in relation to perceived
control and agency. The use of data in legal proceedings is no longer in the purview of the
user but in the hands of a lawyer or legal team. While, unauthorized access, may be
mitigated by leveraging technical tools such as encrypted messages and or obfuscation
techniques. In conclusion, the differences from the survey may seem minimal, but they do
strongly suggest that management of privacy risks - using certain technical tools or
understanding processes - influences one’s expectation level of privacy online.

5.2 Survivalists
The first mode, Survivalists, embraces characteristics defined by Merriam-Webster as:
“one who has prepared to survive in the anarchy of an anticipated breakdown of society”
(Survivalist, n.d.). My discussions with expert subjects informs this model (see Figure
5.1). This includes consumers who are highly connected and are knowledgeable of online
privacy issues. Survivalists, however, do not claim to have a full understanding of data
information flows online. They often self-identify as technology or law experts by
profession. Survivalists, most notably, exhibited attitudes of sarcasm, skepticism and
resignation towards the internet and privacy protection.
Survivalists consumers pro-actively seek out privacy preserving solutions on their
own, suggesting a strong need for personal control. Survivalists are comfortable adopting
techniques that may not be “consumer ready” and recognize that this requires a specialized
knowledge set, such as hacking or coding skills. This, however, is countered by a strong
skepticism over the efficacy of control mechanisms. Additionally, survivalists report low
levels of trust in third-parties to effectively manage and secure personal data. Respondents
cited specific examples of data breaches (e.g. Home Depot) and described post-breach
actions to include adding security measures to accounts. This experience, however, did
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not impact nor stop engagement with the said third-party. Consumers of this mode
leverage tactics like using fake email addresses or pseudonyms in order to protect their
information and mitigate privacy risks. Unlike the blind faith mode, self-restraint was not
a mentioned option for protection. Additionally, survivalists reject the notion of the
“other” (e.g. legal remedies) as a potential avenue for solutions.
Most importantly, I name this mode “survivalists” to emphasize the sense of
“inevitability” of privacy violations articulated by the expert group. Consumers of this
mode feel resigned to share information and any attempt to mitigate risks satisfies a lowthreshold for preserving privacy. A survivalist would rather attempt to safeguard their
information and fail; then to rely solely on a third-party for security and protection. As
noted, survivalists are highly skeptical and believe that even with such efforts, data will
likely be compromised. Respondents offered the following justifications for this
perspective. First, modern society demands being connected and sharing information. As
experts are often more connected – whether in a professional or personal manner - sharing
information is inevitable and necessary. The alternative would be to disconnect and be
excluded from the modern world. Second, alludes to the volume of data being collected
and the likelihood of being compromised as very low. This reasoning exemplifies the
difficulty in predicting low-probability, high impact events. For either scenario, those in
the Survivalist mode feel compelled to share information out of necessity. They hedge
their survival against future privacy harms by utilizing some sort of privacy enhancing
technology. And, in cases where a privacy harm may have occurred, the survivalists rarely
terminates his or her relationship with the service. Instead, a survivalist learns how to cope
with the violation.
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Figure 5.1: Summary of Characteristics for Survivalists
Given these factors, I pause to consider the efficacy and appropriateness of privacy
frameworks built on individualized information control. The simple answer is: “yes”,
traditional privacy frameworks are sufficient for this group as it provides affordances that
align strongly with a survivalist’s need for control and agency. Yet, I find a survivalist’s
resignation and skepticism of privacy to be problematic. The presence of individual
control does not inspire higher expectations of privacy as one would think. Instead, a
survivalist (aka expert) reasons that in today’s internet environment, wherein mass data
collection is standard-quo, exercising control over data is at best a futile attempt and at
worst an allusion of control.

5.3 Blind Faith
Blind Faith is defined as a “belief without true understanding, perception of
discrimination” (Blind faith, n.d.). Findings from the non-expert subject group informs
this consumer mode (see Figure 5.2). Its characteristics include: awareness of privacy
violations online; a recognition in a low probability for costly privacy violations; and a
perception that prevention is un-necessary or ineffective. This mode also lacks an
understanding of general information data flows on the internet and the availability of
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privacy-preserving tools. Blind-faith consumers continue to share personal information
despite not knowing how data is collected, stored and used by the app and with the
acknowledgment that a privacy harm may occur in the future. Reasons for this risky
decision making includes the mobile application’s convenience and usefulness; a
perceived lack of intrusiveness or maliciousness; and or a perception of limited choices.
This group largely attempts to mitigate privacy risks through self-restraint of sharing
information online with few infrequently changing privacy settings to an application or
device. For example, the number of respondents who chose to control location tracking
was significantly lower for this group. I highlight that these consumers rarely seek out
privacy preserving solutions or protective legal remedies on their own. This consumer
mode, instead, relies primarily on the “other” in order to mitigate and resolve any privacy
harms. This may include seeking both technical and or legal expertise, such as outsourcing
the set-up of a secure work-from-home environment. Moreover, all subjects
acknowledged some form of available legal remedy despite ranking current consumer
protection as insufficient. This can be problematic in certain contexts, like cyber-bullying,
where such remedies are not yet fully vetted. Based on the interviews, it was clear that
while blind-faith consumers are unsure about how data is collected and for what use, the
belief in some form of legal redress assuaged the risk.
Not surprisingly, blind-faith consumers also self-reported a general lack of trust in
third-parties, including app developers and or the government. In discussions, it became
evident that trust was organization specific, naming entities like Facebook or Google. For
example, several subjects reflected on Google’s collection of data as ubiquitous, creepy
and at times invasive; but its perceived use of the data as non-offensive. Targeted
advertising, which subjects largely associated as a potential use for location data, was
often categorized as “annoying” but not malicious. Some subjects even justified mass data
collection as a “business need” and were therefore more amiable to data surveillance
practices. Again, these reasons point back to the importance of utility and convenience of
a service. For this mode, convenience and accessibility outweigh the need for privacy
protections. It is unclear, however, whether a more negative company reputation would
actually alter sharing behaviors. For example, when asked about specific data breaches
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(e.g. the Office of Management and Budget), respondents justified continued sharing with
these sites out of necessity, such as employment affiliation.
To summarize, this consumer mode may lack expertise and knowledge of privacy
issues as well as technical tools to safeguard against privacy harms, but this does not
discourage information sharing. Instead, this mode recognizes the potential for a privacy
harm to occur and places its faith on the “the other” to prevent and remedy violations.
Similar to Survivalists, consumers expressed resignation towards the necessity of personal
information sharing as a component of living in a networked society. Subjects described
being uncomfortable with data collection but associated no immediate harms with this
collection. This is further complicated by a general lack of interest (or low expectation) in
privacy and a misguided assumption that privacy harms may be remedied in the
courtroom. For these reasons, I consider the blind-faith mode to be the most vulnerable to
nefarious data uses by third-parties. The question then is what protections are appropriate
for this consumer mode?

Figure 5.2: Summary of Characteristics for Blind-Faith
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5.4 Shared Expectations
While the differences between the two modes bring to light notable characteristics, I am
most intrigued by the similarities shared by the two groups (see Figure 5.3). Based on the
survey and semi-structured interview data, the two groups of interest hold very similar
perspectives and motivations for privacy online. Both agree on the following: some type
of privacy violation may occur (in the future), and the probability of the violation is low,
but the impact of such a violation will be costly. Both groups also shared a belief in
possessing little to no agency online. This is underscored by expressions in a lack of trust
in the mobile app or service provider as well as in government/legal consumer protection.
One subject best summarized this sentiment stating:
I use it (the mobile app) because I have no choice. It’s either use this
application or get rid of your mobile phone and don’t participate in modern
society. And, uh, that is a no brainer. I have to participate in modern
society, but I don’t think that is a fair, reasonable or just position to place
any person in.
This lack of variation or difference between the two groups runs counter to past
assumptions related to knowledge and privacy. Specifically, it challenges an underlying
premise that people with knowledge can better predict costs and benefits of future (risky)
events. It also affirms a key component of Nissenbaum’s (2004) contextual integrity
theory which excludes the need for defining “use” as a critical component in information
data flows. Instead, the emphasis falls primarily on the who and the what. For example,
respondents in both groups acknowledged the vast amount of data collected by Google for
Google Maps. As Subject 10 described: “Even though I’m not thrilled that Google, that
these companies share my data with companies and governments, I feel like most
institutions are at worst a-moral, but fairly benign. But, they’re, you know, they’re not
evil.” Respondents justified consent to data collection by Google because of the overall
convenience and utility of their end-user services, not because subjects understood the
exact use of their collected location data. This poses several interesting questions: What
does this mean then for policy-making or technology design?; Is it worth the time and
resources for organizations to articulate data collection or data use in formal policies?;
and, If knowledge of collection and use bears little influence on future information sharing
behaviors, should the focus shift from prescriptive measures to remedies and
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accountability? The remainder of this chapter attempts to address these questions. I do so
by offering a two-mode consumer model derived from the survey results and interview
conversations.

Figure 5.3: Summary Shared Characteristics B Modes

5.5 Discussion
In order to address the question posed at the end of the previous section, I present the
following thought experiment. For my purposes, I position the blind-faith mode to be a
“standard user” in this scenario. I chose this mode as the sample size was larger than the
experts. Additionally, I argue that this group’s lack of knowledge combined with a
dependency for the other to provide a solution on their behalf places this group in a more
susceptible position. Survivalists, on the other hand, may be already served by current
privacy frameworks. I, therefore, ask: What type of protection best suits the blind-faith
mode?
First, I consider current “notice and consent” mechanisms. In chapter 2, I outlined
several weaknesses to the legal interpretation of “notice and consent”, which assumes
more knowledge (or notice) leads to better decisions (e.g. informed consent). This logic is
undermined by my findings that suggest consumers will continue to share information
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despite having or attaining knowledge of potential privacy risks. For blind-faith
consumers, notice and consent fails to incite behavioral changes for various reasons.
Similar to past studies, discussions with subjects in my study do not seek out additional
information in the Terms of Service Agreements or End-User License Agreements. Some
subjects even acknowledged ignoring notifications of updated privacy language. Reasons
for such behaviors include a general disinterest in legal content and the belief that such
notices are illegible to non-lawyers. Combined with an already low expectation for
privacy, blind-faith consumers see very little benefit in notice and consent mechanisms.
This can be problematic. Specifically, as this consumer mode places a considerable
amount of faith in the “other”, the notice itself represents a legal-binding document which
can be used as evidence if and when a violation occurs. Solove and Hartzog (2014),
however, note redress of privacy policy violations fall under the purview of the FTC, not
within case law. Moreover, notice and choice language protects the principles and interests
of the service provider not the consumer. Therefore, if and when a notice may be used as
evidence, its broad, ambiguous language often circumvents any liability of the service
provider.
So what then may be other options for the standard user? Here I turn to ideas from
networked privacy. Building on boyd (2012), I propose moving away from remedies
grounded in assumptions of individualized privacy control. As consumers in this mode
find little agency online, a top-down approach may be most effective, such as increased
government oversight by agencies like the FTC. This is particularly important as blindfaith consumers rarely proactively seek out privacy-enhancing technologies. Instead, I
suggest the following two options. First, it is critical that we recognize the role of
expectations in this mode as mostly informed by post-information sharing beliefs and
protections. For example, a standard user may not fully understand the future use of his or
her data, but he or she expects some form of legal redress in the event of a privacy
violation. As such, the second recommendation hinges on clarifying what consumer
protections are available for specific privacy harms. This may require identifying and
outlining organizational processes (e.g. filing identity theft paperwork) and or current
legal options (e.g. where a civil or criminal suit is most appropriate). For areas where a
remedy is unclear, the burden falls on policymakers to fill in the gaps. Further systematic
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examination of what people understand as potential remedies versus what is actually
available may be an important and necessary next step.

64

6. Conclusion and Future Work
Privacy is a complex and deeply interrelated concept that intersects with multiple
disciplines such as legal studies, computer science, cognitive psychology, etc. I argue that
how each discipline frames the problem(s) of privacy sets forth our approach to future
research and solutions. Therefore, throughout chapters 1 and 2, I examine a convergence
point among the disciplines in their use of an “expectation” frame, which places the
individual at the center of decision making behaviors. However, challenged by today’s
networked technologies, it became clear that we needed to revisit and reconsider the
original framing of the question. Do expectations help us better understand information
sharing behaviors and privacy online?
This thesis contributes to the current body of work additional evidence in support of
moving away from individualized control theories to those that prioritize social norms and
shared social practices. I utilized a qualitative approach which drew from survey results
and semi-structured interviews. Key survey findings are as follows. First, survey responses
rebuff the myth of users having absolutely “no expectation online”; though, results do
support a very low-level of expectation of privacy. Second, I explored whether knowledge
of privacy and data flows influenced expectation formation and future information sharing
behaviors. Survey results found no difference between the two groups, suggesting that
such knowledge is uncorrelated to the formation of expectations and future decisions. For
future research, I consider how to re-evaluate “expertise” in order to better identify
specific knowledge groups. For example, I hypothesize that in limiting both the scope of
sample to self-identified experts (e.g. legal professionals) will result in differing
expectations between expert groups. Evidence of this surfaced during the pilot study;
however, the final sample size did not target specific groups. Lastly, I acknowledge that
within this sample, the “non-experts” are likely more “expert” than the average nonmobile app user. This is the result of several factors such as the use of an online survey
(self-selection bias, which excludes participants not online) and those who specifically
used one of the two scenarios (excluding potential subjects that do not use either mobile
finance or location-based tracking apps).
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In light of these potential limitations, I used the survey insights to inform my semistructured interviews. I was most intrigued by the lack of differences between the two
groups and questioned whether this would be consistent in follow-up discussions. One
such conclusion found that expectations of privacy were closely tied to expectations of
agency and control. In addition, these discussions brought to light four key themes
participants used to justify sharing of personal information online. I incorporated these
post-decision themes into my proposed two-mode consumer model.
While my results and proposed model are promising, I acknowledge them as starting
points towards a more expansive, conclusive study. I recognize the study’s weaknesses in
sampling methods as well as potential confirmation and self-selection biases. I, however,
contend that the work provides sufficient evidence and discussion points critiquing the
prevalence of “expectations” as the foundation from which we build our understanding of
privacy. Moreover, I am encouraged by the focus on post-decision reasoning featured in
Chapter 4. I strongly believe in the future of this line of inquiry as a means to identify gaps
in understanding consumer perception versus reality. This methodological approach and
analysis may be most fruitful for regulatory agencies, such as the FTC, who are tasked
with protecting consumer rights. Lastly, while the thesis proposes one approach to allay
consumer resignation, it is clear that this sentiment may become privacy’s biggest threat.
Convincing consumers that protecting their privacy outweighs current digital
conveniences and services seems like an insurmountable feat. So, if consumers knowledgeable or not - share data with no clear guarantees of safety or privacy, then we
must consider more out-of-the-box solutions. The thesis assists in this thinking by
critically examining how questions of privacy are framed and consequently resisting
recommendations based in theories of individualized control of data. One such example
for blind-faith consumers may be in Zittrain’s and Balkin’s (2016) recommendation on
the formation of an “information fiduciary”, wherein a business (e.g. Google) assumes a
legal obligation to “look out for the interests of the people whose data businesses regularly
harvest and profit from” (paragraph 5).
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6.2 What of Networked Privacy
The work submitted in this thesis found much inspiration from the literature regarding
networked privacy. The original study focused narrowly on the privacy behaviors and
practices of teens on social networks. In many ways, the two studies align. My results
underscore the re-imagining of current privacy discourse to a more networked privacy.
Specifically, my findings support conditions of privacy being context dependent, socially
driven and one that “cannot be entirely maintained by an individual, as it is not wholly
dependent on individual choices or control over data” (Marwick, 2014, p. 1062). boyd and
Marwick add that achieving privacy without agency is unattainable even with a reasonable
amount of control and can only really be done through absolute control (boyd, 2012, p.
349).
Where the thesis diverges are as follows. First, the study extends the interpretation of
networked privacy to explore a different sample of the population (over 18 y/o) and
describes how these individuals navigate networked relationships through the medium of
mobile phones. In the thesis’s case, networked relationships focuses on end-user and
service providers, which relies on in-context conditions and perceptions of utility. Unlike
the practices exhibited by teens in the original work, individuals in this study described
omission and obfuscation of data as ways to preserve privacy. I hypothesize that this
correlates with an individual’s low level of trust with third-parties, which is dissimilar
from social networks where an implicit level of trust exists between the user and a “realworld” relationship (e.g. friends, colleagues, etc.). The location-based tracking scenario
offers some evidence of this. Subjects justified such sharing of data primarily for its utility
despite not being comfortable with the actual collection. Moreover, interview discussions
highlighted a very distinct realization among subjects regarding the blurring of online and
offline information sharing and future impacts. Noted in Chapter 5, both groups struggled
to effectively articulate potential privacy harms, but both recognized that a harm is likely.
Second, this study offers a deeper exploration and discussion on expertise (as defined in
Chapter 3). While this component is not explicitly explored in boyd or Marwick’s work, I
argue that it is a critical piece of evidence in discouraging information control frameworks.
As the data supports, agency and control does have some effect on expectations of privacy,
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but consensus across this sample points to a lack of such agency and control in the context
of mobile-data sharing.
In the absence of this control, where then can networked privacy offer real world,
actionable solutions and remedies? I reflect that in this way, the theory falls short.
Networked privacy enables researchers to detect signals of privacy preserving behaviors,
but how can we then incorporate and scale the signals to inform current privacy remedies?
In the simplest sense, the first step is to face the reality of “real world” data practices, such
as obfuscation and omission. Moreover, in understanding the growing sentiment of
consumer resignation, the next step may need to move beyond trust-building to
accountability and enforcement methods.

6.3 Future Work
As I consider this research both substantive but only the tip of the iceberg, I foresee
ample opportunities for future work. Included in the original proposal, the thesis
ambitiously set forth two levels of research:


MICRO: To what extent does a user’s knowledge of and preference for how data
is used impact his or her own expectation of privacy online and subsequent
disclosure behaviors



MACRO: How can this be helpful in shaping public policy regarding the purpose
and use of data?

The thesis submitted as of today speaks to the micro-level. As discussed above, I
intend to extend this research to include a more systematic, statistical study. One way to
achieve this is to target specific groups within a population for a between-subject study. I
hypothesize that even within identified expert groups (e.g. technologists or lawyers),
expectations of agency and privacy will vary greatly within the group. If so, then the two
consumer mode model may be re-examined. More importantly, I intend to further explore
potential latent factors beyond expertise. I suspect elements such as personal experience,
age and region may be conditional factors. I, however, continue to advocate for the use of
qualitative techniques, such as semi-structured interviews to supplement the statistical
findings. As I argued in the beginning, a participant’s post-reasoning explanation offers a
significant amount of insight into potentially contradicting behavior.
68

My attempt to address the macro-level continues. Outlined in Chapter 3, the
“Exploration in Method Techniques and Impact on Decision-Making Online” study
explores how different method representations - such as online surveys and semistructured interviews - may affect a participant’s response towards three specific
information sharing scenarios. Due to a lack of study participants and time constraints,
this carefully designed between-subject experiment and its results will not be included in
the final thesis submission. Preliminary findings, however, suggest few points of variation
between study representations and potential impact on decision-making behaviors. Most
notably, subjects across each method representation were least comfortable and most vocal
in their objections to one e-commerce scenario out of the possible 12 scenarios presented.
The scenario described a change in an online vendor’s privacy policy which permitted the
collection of all browsing and log data, including personal browsing history. Participants
found this to be most concerning and likely a reason to stop using the service. While the
study is ongoing, my motivation for continued work hinges on the reflexive
methodological analysis that I hope will inform the HCI and usability communities
regarding the strengths and limitations of certain study designs. Longer term work will
build on this to one day provide a framework for evaluating user studies for use in public
policy making. In addition, such guidance may be informative in advocating the use of
empirical evidence to address the shortcomings of the Court’s current expectation of
privacy standard.
In addition to the methods research, I intend to pursue the question of “What legal
protections do consumers believe they have” versus “What legal protections do consumers
actually have.” A direct observation from my study results suggest this is a formidable
knowledge gap, particularly for the blind-faith consumer mode. Interview responses
suggest users perceive a level of consumer-protection and remedy via the law. Participants
articulated the ability to “sue” companies for future privacy violations. This is extremely
problematic given the growing number of tech companies that embed mandatory
arbitration clauses in their Terms of Service agreements to avoid potential collective legal
action over privacy violations.3 The same users, however, also find consumer protection

One recent example as seen in coverage of AirBnB. See Sirota, D. and Zara, C. (2016, April 4). “Airbnb,
Forced Arbitration And An Evolving Privacy Policy That Shares More Than Homes”. International
3

69

law to be lacking in the U.S. I hypothesize that this attitude may actually reflect a lack of
understanding in enforcement procedures, such as Section 5 of the FTC mandate. Future
research should at the minimum begin to map out potential dissonance between consumer
perceptions of protection versus actual protection.
Lastly, as we evolve in this networked space, the question of “how current models of
regulation will need to shift” may become insufficient and inconsequential. What if the
new normal features a networked consumer un-concerned by mass data collection in so
far that a malicious harm can be avoided? With this in mind, I re-frame the question to
ask: “What are the long term implications for society and the individual in a world where
nearly every aspect of our lives forms a network?” If the future networked user
increasingly shares information to digital businesses without regard of potential harms,
then what duty does public policy-making have in protecting this user? Can networked
users be convinced of the value of their own data? How true and to what extent are
networked users rejecting the possibility of meaningful protection? And, are measures for
accountability sufficient to protect a networked society? My hope is that the thesis sets in
motion additional thought leadership in not just re-conceptualizing privacy but also in reimagining the future networked human.

Business Times. Retrieved on October 22, 2016, from http://www.ibtimes.com/airbnb-forced-arbitrationevolving-privacy-policy-shares-more-homes-2348752
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Appendix A List of Similarities for Q15
Expectation
Section
Question#

Q15_1

Q15_3

Q15_4

Q15_5

Q15_7

Q15_8

Q15_9

Q15_10

Column #
Scale
Expert Median

45
1-6

47
1-6

48
1-6

49
1-6

51
1-6

52
1-6

53
1-6

54
1-6

3

1

2

2

1

1

2

1

Non-Expert
Median

3

1

2

2

1

1

2

1

NOTES:

Q15: How of often does one X (e.g. geo-tag picture, geo-location recommendation) COMBINED Population: Option 1, 5, 9 - most
frequently used

Use navigation or
turn-by-turn
applications, such
SCALE
TRANSLATION: as Google Map

Check into a
location via a
geosocial or
location-based
service such as
Foursquare

Geo-tagged a
picture, video, or
similar media
format

Use a geolocation
recommendation
service like Yelp
or Urbanspoon
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Locate friends or
family using geolocation

Locate strangers
and suggest a
meet-up

Reserve a taxi or
car service, such
as Uber

Share your
location with a
friend or family
member

Appendix B List of Similarities for Q15
Expectation
Section

Expectation of Violation

Question#

Q16_1

Q16_2

Q16_3

Q16_5

Column #
Scale
Expert Median

55
1-4

56
1-4

57
1-4

59
1-4

2 (disagree)

2

2

3 (agree)

2

2

2

3

Non-Expert
Median

NOTES:

SCALE
TRANSLATION:

Q16: Agree with the use of information collected and shared for
different purposes

Connect with
merchants close
by

Provide additional
Connect with
promotional
other users of the
services, coupons
same service
and ads
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Info on traffic or
transit issues

Appendix C List of Similarities for Q17
Expectation
Section

Expectation of Agency

Question#

Q17_1

Q17_3

Q17_4

Q17_5

Q17_6

Q17_8

Column #
Scale
Expert Median

60
1-4

62
1-4

63
1-4

64
1-4

65
1-4

67
1-4

1

2 (disagree)

3 (agree)

1

1

1

2

3

1

1

Non-Expert
Median

NOTES:

SCALE
TRANSLATION:

1 (strongly
disagree)
1

Q17: How comfortable are you with the sharing your location data with the following?

Advertisers

Government

Cellular Service
Provider
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Friends and
family

General public

Employer

Appendix D List of Similarities for Q19_2 to Q27

Expectation
Section

Expectation of Violation

Expectation of Agency

Expectation of Violation

Expectation of Agency

Question#

Q19_2

Q19_6

Q21

Q22_1

Q22_2

Q22_3

Q22_8

Q22_9

Q23_2

Q23_3

Q23_4

Q24_1

Q24_2

Q24_3

Q24_4

Q24_5

Q24_6

Q24_7

Q26

Q27

Column #
Scale
Expert Median

70
1-9

74
1-9

79
1-4

80
1-9

81
1-9

82
1-9

87
1-9

88
1-9

90
1-4

91
1-4

92
1-4

94
1-7

95
1-7

96
1-7

97
1-7

98
1-7

99
1-7

100
1-7

102
1-4

103
1-5

4

6

2

1

1

1

1

1

3 (agree)

3

3

x

1

1

1

1

1

1

2 (disagree)

2 (Take Legal Action}

Non-Expert
Median

4

6

2

1

1

1

1

1

3

3

3

1

1

1

1

1

1

1

2

2

Level of agreement w/:”I
believe there is sufficient
legal privacy protection
available to mobile
users.””

If your location data is used
incorrectly or in an offensive
way, what options do you have
to correct this usage?

Level of agreement to: “The

NOTES:

Q19: Which is a violation of your location data collected by
privacy? (rank: least to most
my mobile phone is securely
stored by my cellular service
concerning)

Q:22 Which of the following should NOT receive your location data - multiple
answers POPULATION COMBINED: Advertising & marketing firms (83%, 92
answers) & Data Brokers (95 answers, 86.36%) (top 2 answers)

Q23: (level of agreement) I refrain from sharing
my location data because. . .

provider.”

SCALE
TRANSLATION:

**Unreasonable
publicity of your
private life to
others

**third data party
breach**

My data is somewhat
secured.

Distrust in the
security of the
technology

Distrust of
commercial,
researchers,
advertisers and
marketers

Distrust of
inappropriate
access and use
by the government
and or law
enforcement
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Q24: What actions have you taken in the past to establish or adjust your location data settings . .(multiple answers)
COMBINED POPULATION: “Turn the GPS feature off for at least one application” (80 responses, 72%) & “Do not link
(or unlinked) GPS function to other applications (e.g. social media)” (72 responses, 64%)

Appendix E List of Differences by Question

Expectation
Sections

Expectation of Agency

Expectation of Violation

Expectation of Agency

Expectation of Violation

Question#

Q25

****Q23_5****

***Q23_1****

Q20

**Q19_7***

Q19_5

***Q19_3***

***Q19_1***

Q18

Q17_7

Q17_2

***Q16_4****

Q15_6

Column #

101

93

89

78

75

73

71

69

68

66

61

58

50

46

Scale

1-4

1-4

1-4

1-4

1-9

1-9

1-9

1-9

1-4

1-4

1-4

1-4

1-6

1-6

1 (strongly disagree)

2 (disagree)

2 (least
concerning)
5

3 (Every time there is
a new updated policy)
2 (Sometimes when I
remember)

1 (Strongly
disagree)
2 (Disagree)

1 (Strongly
disagree)
2 (Disagree)

1 (Never)

3 (agree)

8 (most
concerning)
5

3 (agree)

2 (disagree)

2 (Disagree)

2 (At least once a
month)

Expert Median
Non-Expert
Median

4 (strongly agree) 1 (Strongly Disagree)
3 (agree)

If location data is used
Refrain from sharing location data
improperly, I could
figure out by whom b/c
and in what ways.

NOTES:

Fear that
someone may use
the information to
put me in
personal danger

Uncertainty of
who will have
access to my
data, how it will
be used and for

2 (Disagree)
Level of agreement personal identity is
private and cannot
be discovered or
used in nefarious
way

3
7 (most
concerning)

6
2 (least
concerning)

Q19: Which is a violation of your privacy? (rank: least to most
concerning)

Identity theft

Use of location
data in legal
proceedings

Unauthorized
access by law
enforcement
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Friends, family
sharing location
data on your
behalf

How often change
privacy settings

How comfortable are you with
the sharing your location data
with the following?

Social Networking
Sites

Retail or Food
Merchants

Q15_2

3 (Once or more a
week)
2 (At least once a
month)

Agree with the use of
information collected
How of often do you engage in…
and shared for different
purposes
Connect me with nearby
friends, family and
acquaintances

Receive coupon
or discount from
a nearby store

Public Transport

Appendix F Final Survey Questions

Q1: Participant Consent:

Dear participant:
You are being invited to participate in a research study entitled: “Eliciting User Privacy
Expectations Online.” The purpose of this study is to investigate what consumers are
likely to understand about their data practices based on the services and technologies
in use.
If you agree to take part of this study, you will be asked to complete an online survey.
The survey contains questions related to your experience with either a location based
mobile service, such as Google Maps or Foursquare or with a mobile payment system,
such as Chase Mobile or Square Cash. You will have the opportunity to pick one of the
two scenarios. It will take you approximately 20 minutes to complete. Following the
survey, you may be asked to participate in a brief follow-up interview and card sorting
task (approximately 30 minutes in length). If you are willing to participate in the
interview, please follow the prompt and provide your email address. Please note that
your email address will be used only to contact you to schedule the interview. Once this
is accomplished your email address will be discarded.
You may not directly benefit from this research; however, we hope that your
participation in the study may contribute to informing the larger discourse of consumer
privacy rights.
We believe there are no known risks associated with this research study; however, as
with any online related activity the risk of a breach of confidentiality is always possible.
We will minimize any risks by anonymizing all data, storing it on a password protected
system and will destroy all the data three years following completion of the study.
At the end of the survey, you will be asked to voluntarily enter your name and email in
order to be included in a drawing for a $25 Amazon Giftcard. You may choose not to
participate in the drawing. For participants volunteering to engage in the post-survey
interview, email addresses and audio recordings will be kept on a separate passwordprotected machine and will not be linked to your original survey responses.
By agreeing to participate in this research, I understand that:
 Participation in this study includes completing an online survey.
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Taking part in the post-survey interview is optional. I agree to allow the researchers
to audio-record the post-survey interview, with the understanding that my identity
will never be revealed in any subsequent publications or presentations.
I understand that my participation in this study is completely voluntary and that I
can withdraw at any time, and for any reason, without penalty.

SECTION I: DEFINING EXPERTISE
Q2: How long have you been using the Internet?
 Less than 1 year
 Less than 5 years
 More than 7 years
 More than 10 years
Q3: How often do you access the Internet?
 Never
 Once a week
 Once a day
 Once an hour
 Every time I receive a notification
Q4: How often do you access the Internet or your email via a mobile device (e.g.
smartphone, iPhone, tablet, etc.)
 Never
 Once a week
 Once a day
 Once an hour
 Every time I receive a notification
Q5: Thinking about your use of the Internet, how often do you engage in the
following:
 Search for information using a search engine (e.g. Google, Yahoo, DuckDuckGo,
etc.)
 Research products or services
 Play games
 Watch online videos, like Hulu or Netflix
 Read news, blogs, online magazines, etc.
 Buy goods, like books, toys, music, etc. from online store
 Pay bills
 Bank online (e.g. transfer money from accounts)
 Trade stocks or bonds
 Connect with friends and or family on social media (e.g. Facebook)
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Connect with non-friends and or non-family on social media (e.g. Tindr, Twitter,
etc.)
Participate in an online chat or forum
Instant message someone
Blog

Q6: What is the World Wide Web?
 A computer game
 A software program
 Another name for the Internet
 The part of the Internet that enables information sharing
Q7: Which description does NOT apply to the Internet?
 An interconnected system of networks that allows for communication through
email, LISTSERV, and the World Wide Web
 A public network neither owned nor run by any one group or individual
 A vast network of interconnected computers around the world
 A repository of information run by, organized and fact-checked solely by the
U.S. government
Q8: What type of technology scrambles the contents of files sent via the Internet?
 Encryption
 Secured data exchange
 Compromised Code
 Cryptogram
Q9: Step 1 of the RSA algorithm for generating public and private encryption keys is:
 Choose a modulus
 Calculate the totient of n
 Pick two prime numbers
 I do not know
Q10: What is the name of the phenomenon that occurs when large data sets from
multiple sources are combined to create a composite?
 Jericho’s puzzle
 Fibonacci’s spiral
 Mosaic Effect
 A Tangram
Q11: How frequently is the average Android user’s location, within 50 meters,
collected by popular apps?
 Every 10 minutes
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Only when the app is required to or needs the location to provide directions or
share a nearby deal
Only when given permission by the user
Every four minutes

Q12: In the U.S., which government agency is recognized for its role in influencing the
development of personal data regulations, policies and company practices?
 Federal Communications Commission
 Federal Trade Commission
 Consumer Financial Protection Bureau
 National Commission on Fiscal Responsibility and Reform
Q13: Affective - [in-line scale; 0 = “strongly disagree” to 3 = “strongly agree”]
1. I consider myself knowledgeable about how to protect my identity on the
Internet.
i. strongly disagree
ii. disagree
iii. agree
iv. strongly agree
2. I am in complete control when I use the Internet.
3. I consider myself in control of how much I use the Internet.
4. I consider myself knowledgeable about what happens to my data after I share it
online.
5. If I have a problem using the Internet, I could figure out a solution.
6. I think of the Internet as a tool of convenience.
7. I look forward to engaging with others via the Internet.
8. I feel upset when I cannot access the Internet or a particular site.
9. I feel relieved when I do not receive emails or instant messages.
10. .I enjoy learning how to use new digital platforms and systems.
11. I prefer to engage with others online rather than offline.
12. I forget about my immediate surroundings/environment when I use the
Internet.
SECTION II: USE CASES4
Q14: Please choose ONE of the following scenarios of which you are most familiar
with **
A) Location Based Mobile Services: Smartphones (e.g. iPhone, Android, etc.), Google
Map, Apple Map, Foursquare, Facebook, etc.

Due to the overwhelming response rate for Scenario A – location based tracking, the following omits the
mobile payment system scenario questions)
4
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B) Mobile Payment Systems: are recognized as commercial mobile payment apps that
allow for “purchases, bill payments, charitable donations, payments to another person,
or any other payments made using a mobile phone. You can do this either by accessing
a web page through the web browser on your mobile device, by sending a text message
(SMS), or by using a downloadable app on your mobile device. The amount of the
payment may be applied to your phone bill (for example, Red Cross text message
donation), charged to your credit card, deducted from a prepaid account, or withdrawn
directly from your bank account.”
LOCATION BASED TRACKING SCENARIO:
Q15: Using your mobile device, how often do you engage in the following activities? Use navigation or turn-by-turn applications, such as Google Maps or Apple Maps to
guide your transportation choices
a) Use navigation or turn-by-turn applications, such as Google Maps or Apple Maps to
guide your transportation choices.
b) Check public transit information
c) Check-in to a location via a geosocial or location-based service such as Foursquare
or Gowalla
d) Geo-tagged a picture, video or similar media format
e) Use a geo-location recommendation service like Yelp or UrbanSpoon
f) Receive a coupon or discount from a near-by store
g) Locate friends or family using geo-location
h) Locate strangers and suggest a meet-up
i) Reserve a taxi or car service, such as Uber or Lyft
j) Share your location with a friend or family member

Q16: Please indicate your level of agreement with the following statement: “I agree
that my location data should be collected and shared by third parties in order to:”
[scale: Strongly disagree, Disagree, Agree, Strongly agree]
a) Connect with merchants close-by
b) Connect with other users of the same service
c) Provide additional promotional services, coupons and advertisements
d) Connect me with nearby friends, family and or acquaintances
e) Provide me with information regarding traffic or transit issues

91

Q17: Please indicate your level of agreement with the following statement: “I am
comfortable sharing my location data with the following third-parties”:
a) Advertisers
b) Retail or Food merchants
c) Government
d) Cellular Service Provider (e.g. AT&T, Sprint-Nextel, Verizon, etc.)
e) Friends and family
f) General public
g) Social networking sites
h) Employer
Q18: How often do you alter your privacy settings?
a) Once at set up
b) Sometimes when I remember
c) Every time there is a new or updated privacy policy
d) Never
Q19: In your opinion, which of the following constitutes a violation of the use of your
location data? Please rank according to least concerning (1) to most concerning (9).
[Tip: drag and drop]
a) Your friends, family or acquaintances share your location on your behalf using a
mobile app (e.g. Facebook)
b) Unreasonable publicity of your private life to others
c) Unauthorized access to your mobile phone by law enforcement
d) Sharing of your location data between mobile apps and nearby merchants
e) Use of location information in a legal proceeding (e.g. divorce petition)
f) Third-party data breach
g) Identity theft
h) Sharing of your location data by your cellular carrier (e.g. AT&T, Sprint, etc.) to
third-parties
i) Continuous location tracking by your mobile service provider
Q20: Please indicate your level of agreement with the following statement: “My
personal identity is private and cannot be discovered or used in nefarious ways by
unauthorized persons.” [Example: A hacker uses your financial information in order
to steal your identity and run up credit card charges.] [scale: Strongly disagree,
Disagree, Agree, Strongly agree]
Q21: Please indicate your level of agreement to: “The location data collected by my
mobile phone is securely stored by my cellular service provider.”
a) My data is very secured
b) My data is somewhat secure
c) My data is unsecured
d) I am unsure
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Q22: Which of the following third-party entities should NOT receive your location
data from your mobile phone? (choose as many as applies)
a) Researchers
b) Retail merchants
c) Cellular carriers (e.g. AT&T, Verizon, etc.)
d) Social networking sites
e) Advertising and marketing firms
f) Data brokers
g) Government
h) Law Enforcement
i) None of the above
Q23: Please indicate your level of agreement with the following statement: “I refrain
from sharing my location data because of:" [scale: Strongly disagree, Disagree, Agree,
Strongly agree]
a) Uncertainty of who will have access to my data, how it will be used and for how
long
b) Distrust in the security of the technology
c) Distrust of commercial researchers, advertisers and marketers
d) Distrust of inappropriate access and use by the government and or law
enforcement
e) Fear that someone may use the information to put me in personal danger
Q24: To the best of your knowledge, what actions you have taken in the past to
establish or adjust your location data settings on your mobile device? (Choose as
many as applies)
a) None
b) Turn the GPS feature completely off on my mobile device
c) Turn the GPS feature off for at least one application
d) Limit use of public wifi connections
e) Limit download of and use of GPS tracking applications
f) Do not link (or unlinked) GPS function to other applications (e.g. social media)
g) Clear GPS and location history from my mobile phone
Q25: Please indicate your level of agreement with the following statement: If my
location data is collected or used improperly by a third-party, I could figure out by
whom and in what ways. .” [scale: Strongly disagree, Disagree, Agree, Strongly agree]
Q26: Please indicate your level of agreement with the following statement: “I believe
there is sufficient legal privacy protection available to mobile users.” [scale: Strongly
disagree, Disagree, Agree, Strongly agree]
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Q27: If your location data is used incorrectly or in an offensive way, what options do
you have to correct this usage?
a) Nothing
b) Take legal action
c) Speak to a company representative
d) Deletion of information by the device manufacturer
e) Deletion of the information by the user
SECTION III: DEMOGRAPHICS
Q41: What is your gender?
a) Male
b) Female
c) Prefer not to answer
Q42: Which of the following best describes your current occupation?
a) Student
b) Legal Occupation
c) Healthcare Occupation
d) Technologist
e) Academic
f) Researcher
g) Policymaking
h) Nonprofit
i) Other
Q43: What category below includes your age?
a) 17 or younger
b) 18-20 years old
c) 21 to 29 years old
d) 30 to 39 years old
e) 40 to 49 years old
f) 50 to 59 years old
g) 60 years old or older
Q44: What race / ethnicity best describes you? (Please select only one).
a) American Indian or Alaskan Native
b) Asian / Pacific Islander
c) Black or African American
d) Hispanic American
e) White / Caucasian
f) Multiple ethnicity
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Q45: What is the highest level of school you have completed or the highest degree
you have received?
a) Less than a high school degree
b) High School degree or Equivalent (e.g. GED)
c) Some college but no degree
d) Associate Degree
e) Bachelor Degree
f) Graduate Degree
Q46: In what region of the U.S. do you currently reside?
a) North West (e.g. Washington, Idaho, Oregon, etc.)
b) West: (e.g. California & Nevada)
c) Southwest: (e.g. Arizona, Colorado, Texas, etc.)
d) Midwest: (e.g. Illinois, Kansas, Ohio, etc.)
e) Southeast: (e.g. Louisiana, Alabama, Florida, etc.)
f) Mid-Atlantic: (e.g. Virginia, Pennsylvania, New York, etc.)
g) Northeast: (e.g. Maine, Vermont, etc.)
Q47: Which of the following best describes the area you live in?
a) Urban
b) Suburan
c) Rural
Q48: Indicate total household income:
a) under $25,000
b) $25,000 - $29,999
c) $30,000 - $34,999
d) $35,000 - $39,999
e) $40,000 - $49,999
f) $50,000 - $59,999
g) $60,000 - $84,999
h) Over $85,000
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Appendix G Semi-Structured Interview Protocol
Thank you for participating in the survey and for volunteering to this follow-up interview.
Before we start, I’d like to explain what we'll be doing during the interview, which will
take no longer than 30 minutes.
I will ask you a series of questions related to your survey responses. In addition, I will
walk you through a card-sorting task. With your permission I’d like to audio-record our
interview. This will allow me to focus on our conversation and will allow me to revisit
your response at a later date.
[pause for response; if subjects says no, then interview will not be recorded].
You are not obligated to answer every question. This interview and its recording will be
kept confidential. Your identity will remain anonymous and will only referenced using a
pseudonym in future publications, presentations and workshops. Please note that you
don’t have to answer every question. Upon completion of the study all records will be
destroyed. Any questions before we begin?
Pseudonym:
Time:
Date:
Interviewer:
Interview Length:
Date online survey was completed:
Semi-Structured Questions:
When you responded to our survey, you indicated that you were most experienced with
[health tracking devices or mobile payment applications].
a) Please describe your typical interaction and usage with [either a health tracking
device or mobile payment app].
a. Probe: Why did you choose X and how do you evaluate its “usefulness”?
b) Based on your experience, could you please expand on how and when you decide
to voluntarily share information with others?
c) To your knowledge, please describe what happens to your data after it is shared
by you and collected by [either a health tracking device or mobile payment app].
d) What benefits have you received from using [either a health tracking device or
mobile payment app].
e) Based on your answer regarding your current privacy setting, please explain why
you have or have not changed the setting.
f) What other factors may impact your ability to protect your privacy online using x
device or app?
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