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ABSTRACT 

 There is currently a tremendous effort being put forth towards educating today's 

youth on the ―safe‖ and ―appropriate‖ use of communication technologies through 

various educational programs nationwide. These programs are prepare youth Internet 

users to become ―cybercitizens,‖ fostering safe online environment for both educational 

and corporate activities. Additionally, they seek to assist seemingly confused parents to 

better understand what youth are doing online, and the potential risks they face should the 

Internet be used inappropriately. These curricula provide significant insight into the ways 

in which youth Internet safety has emerged as a problematic for policymakers, school 

administrators and parents. I ask three main questions throughout this work: first, what 

dynamics have produced, or made possible current youth Internet safety discourses ; 

second, how have various groups understood the risks involved with youth Internet use; 

and finally, what is the work of youth Internet safety discourses. In answering these 

questions, I draw on an analysis of youth Internet safety policy and curricula, in addition 

to a student survey, student and parent focus groups, and interviews with school 

administrators across six school districts within New York State. I argue that information 

technologies have made everyday youth lives available for adult surveillance, through 

social networking and video hosting sites. Such surveillance demonstrates the failings of 

what I describe as technologies of childhood – the techniques and pedagogies which 

construct and govern particular concepts of youth and development. Through the works 

of Foucault and Donzelot, I describe the ways in which youth Internet safety discourses 
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have emerged from historical anxieties over the appropriate roles of adults and children in 

society, seeking to reconfigure families and institutions in order to protect and reproduce 

existing technologies of childhood. 
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DISCLAIMER 

Throughout this text I have quoted a number of sources, including student survey 

data, online commentary, and public documents. Rather than editing these statements, 

noting spelling and grammatical errors, I have kept the statements intact within the 

document. This becomes particularly apparent throughout the student survey data and 

legislative sources, where such spelling errors are common.  

I have chosen to maintain the errors in these statements primarily because this work 

is centered on language and discourse, and the precise ways in which my various 

informants and participants have chosen to articulate their understandings of youth 

Internet safety and practice are relevant to my arguments.  
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1. “i felt very violated and wrong...” 

 

Once i was online and this guy would keep messageing me over and over i had told him 

once i didnt want to talk but he kept doing it. I had finally said okay and started talking to 

him, he told me he was a younger man but ended up being a very older man. He keept 

telling me he wanted to met and that he would pay me to have sex with him... i kept 

saying no and every time i did he would rasie the price. i knew something was wrong and 

i new if i really di d this it would be bad, after the men got to 6,000 dollars i almost 

considerd going but then i said no and got off.i felt very violated and wrong and never 

went on that sight again. 

      - Survey Respondent, Male, 6
th

 Grade 

 

*** 

 

 In other instantiations of this project, the numerous proposals, overviews and 

abstracts that launch dissertation research, I have typically begun with ominous sounding 

quotes from media outlets and legislators, easily opened for critique. Here, however, I 

have chosen to open with a single quote, what was perhaps the most clearly troubling 

story from across dozens of interviews and thousands of survey responses – there were 

not more than a handful of such tales present in the data I collected. Sixth grade was, 
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incidentally, the lowest grade level that participated in the research project. In a project 

which is highly critical of what I describe as youth Internet safety discourses – the 

policies, curricula, and media coverage which make visible forms of risk against the 

backdrop of youth Internet practice – it represents the ―hard case‖. More specifically, I 

ask three broad questions throughout this work: first, what dynamics have produced, or 

made possible current youth Internet safety discourses; second, how have various groups 

understood the risks involved with youth Internet use; and finally, what is the work of 

youth Internet safety discourses. In answering these questions, I will argue that by and 

large, the adults who have been made responsible for the protection of youth online, the 

parents, school administrators, legislators and law enforcement officers, largely do not 

―get‖ what it is that youth do online on a day to day basis. They are distanced from the 

social lives of youth, prevented from entry not by the lack of a ―natural‖ affinity for 

technology, or having had the opportunity to ―grow up digital,‖ but rather by the 

increasingly governed and surveilled boundaries between the world of ―childhood‖ and 

―the real [adult] world‖ which they play a role in producing and policing. From this social 

distance, the everyday lives of youth online appear as ―risky,‖ placing youth in close 

proximity with violent and sexually explicit content, cyberbullies, and online sexual 

predators. The statements and actions of youth online are made visible in ways which 

seem inappropriate and dangerously personal. Stripped of social and temporal context 

through surveillance activities, adults responsible for the protection of youth are forced to 

adopt the worst-case scenario as a means for making sense of any given situation, 
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translating the ―drama‖ of everyday youth experiences into ―incidents‖ of victimization, 

criminality, and overexposure desperately in need of intervention. None of this, however, 

allows me to simply brush aside a statement such as the one above, which is why I have 

chosen to begin my work here. In the chapter which follows, I will describe the above 

case and some others like it through the argument I have outlined above, using it to 

broadly provide a framework for understanding the remainder of the dissertation. Closing 

the chapter, I will briefly summarize each of the chapters, from the literature review to 

the conclusion.  

1.1 Analyzing the “Hard Case” 

 The story provided in the opening survey quote is, for most adults, a familiar one. 

Originally appearing in media coverage surrounding the federal Communications 

Decency Act in 1994, the apparition of the Internet predator did not become prominent in 

the public imagination until 2005, when Dateline NBC correspondent Chris Hansen 

began airing what eventually became the now infamous ―To Catch A Predator‖ series of 

specials. While Internet predators are typically seen to ―groom‖ their victims, slowly 

wearing down their resistances to meeting in person by building a relationship over time, 

in this case the chat participant seems to have been persistent and provided an offer of 

money. The mechanisms which underpin the techniques of online predators are in 

themselves telling, and in both cases – grooming and bribery – the underpinnings are 

similar. In typical cases of grooming, which I have heard described in numerous 

presentations by law enforcement and the National Center for Missing and Exploited 
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Children, the predator positions themselves as the companion and trusted friend of the 

potential victim, as someone who truly cares and understands their feelings. Put slightly 

differently, the grooming predator offers meaningful social engagement to youth, 

recognition as a full-fledged individual, and access to adult social worlds. In a similar 

manner, the offer of money, another resource which youth are largely denied access to, is 

effectively an offer of adult decision making power. Disturbing as the story is, it was the 

only incident that appeared in my data which so closely matched the commonly 

understood ―Internet predator‖ stereotype. No other youth mentioned active solicitation 

by adults online, and no administrators or parents relayed similar incidents involving 

youth in their district or family. Certainly, there were other stories relayed to me by 

school administrators involving what appeared to be Internet predation, but such cases 

often turned out to be the everyday socializing of youth, which unfortunately for the 

students involved, violated governing mentalities of adulthood and childhood. After 

relaying one such story to me in which both parents and the district officials were 

involved, I asked a school administrator if there was anything illegal about the 

relationship between the willing youth ―victim‖ and the seeming ―predator.‖ He 

responded simply: ―Criminal? Everybody's over the age of 18, so no. Uncomfortable? To 

say the least!‖ 

 As is often the case when it comes to disturbing experiences that youth have 

online (K. J. Mitchell, David Finkelhor, & Janis Wolak, 2003), it appears that it is 

unlikely that the boy spoke about the problem with either his parents or other adults. In 
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less serious cases, youth often do not see their more risky online experiences as 

particularly problematic, not warranting the intrusion of adult assistance into their semi-

private online social lives. In cases such as this one, youth have rightfully cited concerns 

that adults will further surveil and restrict their access to the Internet. Additionally, 

according to the parents I spoke with in focus groups, an experience with an apparent 

Internet predator would likely lead to a complete intrusion into the various accounts 

which youth use to communicate online. Beyond such intrusions, youth in such situations 

also are likely to be prevented from accessing the Internet by their parents. In her own 

analysis of youth Internet safety discourses in the UK, Sheila Brown (2005) voiced her 

amazement that this would ever be the case: ―[T]he inherent notion that children need 

more supervision is bizarre, when clearly adults [who victimize youth] require more 

supervision and children require more autonomy!‖ (p. 175). More specifically, she 

criticizes the notion that youth should effectively be punished – which is often the case in 

such situations, as the ―Work from Home‖ example in chapter six demonstrates – for the 

social and structural conditions which allow youth to be victimized by adult predators. 

Similarly, because youth are denied access to adult social spaces, they are also denied any 

form of meaningful participation in the policy process – both in terms of curricula and 

law. As such, Internet safety curricula is found by youth generally ineffective in school 

districts, as youth are provided with terms and concepts which simply do not make sense 

when placed into the contexts of their everyday lives – which I will discuss further in 

chapter six. As described by David Oswell (1999) in a similar analysis of Internet safety 
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policies in the UK,  

...it seems significant that in regulatory thinking the agency of the child has 

remained invisible. The child is spoken for, and represented, but rarely, if ever, 

given a voice. In policy calculations concerning Internet content regulation, the 

child is clearly the object, rather than the agent, of representation. If the child is 

constituted outside of itself, in the field of discourse and government, then agency 

simply cannot be assumed. (p. 59)  

 Reading the original statement, itself collected from an online survey, in many 

ways encapsulates the experience of an adult, viewing the interactions of youth online 

from afar. It is a short statement, only a handful of sentences long, and provides little by 

way of context. It is not clear what site the participant was using when he was confronted 

by the predator, nor is it clear over what time span the interactions between the two took 

place. When faced with the gravity of a statement such as the one above, or worse yet the 

actual log of a conversation between a potential predator and a minor, the site on which 

the conversation took place may seem a trivial piece of context. For many adults 

responsible for the safety of youth online, who in my conversations rarely engage with 

online social spaces for reasons other than surveillance, it is unlikely that the space within 

which such conversations are held is even a consideration. The Internet instead appears as 

a dangerous, homogeneous space, facilitating youth/predator interactions. As understood 

by youth, the Internet is a heterogeneous space, and the multiple contexts which youth 

find themselves in guide their actions and interactions with each other. By having been 
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collected anonymously online the statement itself, like other statements made online, is 

an unstable form of text. It is continuously open to reading and rereading, simply by the 

nature of the fact that the intentions of the author are unclear. Read through one lens, the 

statement is what it is – an open discussion of a victimized youth online. However, the 

statement could just as easily be a prank – a common act of what is described online as 

―trolling,‖ where anonymous Internet users deliberately attempt to produce a reaction 

from others online. Two examples of such trolling incidents are discussed in detail in 

chapter five. Adults who are responsible for the safety of children are discursively 

positioned in such a way which prevents any such reading of the situation. No matter how 

remote the possibility that a child might have been victimized, parents and school 

administrators must respond as if they had, or risk potentially severe social and legal 

consequences.  

 As the everyday social lives of youth are increasingly placed in public and semi-

public spaces online through blog postings, social networking sites, and photo/video 

hosting sites, they are rendered increasingly visible for adult surveillance. Through this 

surveillance, the disciplinary gaps between the institutions of the home and school also 

become visible, as youth freely engage in what is viewed by adults as inappropriate 

socialization, much as they do among their peers when unsupervised. One exchange 

between parents in one focus group made this clear: 

Parent A: [W]hen I found out what my son was typing... I tried to have a 

dialogue, I said ―Why would you talk like that? You wouldn't talk like that in 
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front of me!‖. I said ―I know there are things you wouldn't talk to me about 

period, we'll exclude those. But,‖ 

Parent B: But he doesn't talk like that in general. You'd never hear that language 

out of his mouth. 

Parent A: No, exactly, in relating to people. Why would you talk like that. He 

gets it, he thinks about it and he's like ―Awww, I don't know.‖. I don't think they 

think. 

Parent B: They don't think! 

Parent A: They don't! 

Parent B: They just think they're hot shots, you know, being older than what they 

are. By swearing you're older. 

Described by the parents, such inappropriate activity, once uncovered, demands 

disciplinary action. The addition of ―we're watching‖ could easily be placed at the end of 

each exclamation of ―They don't think!‖ While in this case, ―swearing‖ was the 

inappropriate activity made visible through social networking sites, incidents of 

―predation‖ can just as easily be pulled out of the everyday activities of youth, as made 

evident by the above mention of the ―Criminal... Uncomfortable...‖ predator/victim case. 

Perhaps more importantly, ―like adults‖ could be added to each exclamation of ―They 

don't think!‖ as well. This is reinforced by the sarcastic comment that ―By swearing 

you're older.‖ It is true, youth simply do not think like adults, and the use of obscene 

language certainly does not make one an adult. However, the reason for this is most 
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commonly seen to be because they are ―developmentally‖ unable to do so.  

 As I will return to throughout the dissertation, while I support the notion that there 

is a neurobiological basis for cognition, it is often mobilized as the sole explanation for 

the inability of youth to act like adults – particularly within youth Internet safety 

discourses. Similarly, the Internet and other communication technologies are also viewed 

by adults as a key force driving what they view to be dangerous shifts in youth sociality. 

Throughout my conversations with participants, the most commonly cited concern was 

not online predators, cyberbullying, or access to inappropriate content. Instead, it was a 

sense that an over-reliance on information technologies by youth was leading to an 

inability to communicate offline. Youth are understood to constantly drift towards the use 

of cell phones and laptops, despite the offline presence of others, who are more often than 

not adults. Indeed, such over-reliance is often cited as a damaging influence on the 

developmental capacity of youth, permanently crippling their ability to speak with other 

face-to-face. Little is said, of course, about the increasing limitations being placed on the 

independent mobility of youth (Derbyshire, 2007; Gardyn, 2002; Karsten, 2005; Karsten 

& van Vliet, 2006), and the comparative difficulty of coordinating parental permission to 

―hang out‖ with friends offline. This is again implicated to a certain extent in the above 

stalking case, as youth are seen to be more open to forms of sexually explicit 

conversation and content because of the extent to which it is made available online. What 

is ultimately viewed by adults as this dangerous shift in sociality is not a change, 

insomuch as a new level of visibility. It is the private lives of youth between the home 
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and the school made visible, and thereby rendered available for adult governance. Youth 

cyberspaces, in this sense, become one of the few remaining spaces within which youth 

can rewrite and reconstitute their own identities outside of adult supervision. The Internet 

provides the potential for rethinking existing subject positions and power relationships, 

activities which to some extent can be identified within youth Internet practice and 

discussions of youth Internet safety. 

1.2 “There are just things I don't want to see...” 

 Youth Internet safety provides a particularly interesting site for the study of 

surveillance technologies, and governance, particularly because it seems as if both the act 

of surveillance and the viewing of youth engaged in various kinds of ―inappropriate‖ 

activities is something that is generally unwanted by both adults and youth. Despite the 

statements by parents, administrators, and legislators that youth must be protected, 

through surveillance and restriction, it can be argued that none truly want to have to do 

so. As quoted in the discussion on adult understandings of privacy, one parent said simply 

―I guess, it's like I don't, there are just things I don't want to see, that they shouldn't be 

doing.‖ Additionally, a law enforcement officer, following one of the presentations I had 

attended noted that while she had heard of numerous initiatives in the state to deal with 

youth Internet safety issues, including curricula, special programs, and policies, she 

rarely heard of any news following the initial press release. This was much my own 

experience, and as my fieldwork demonstrated, school districts were doing relatively 

little by way of youth Internet safety education or policy development despite describing 
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a strong commitment to the issue. As such, the issue of how it is that such curricula, 

policies and surveillance systems were established emerges as a major problematic. 

Rather, the pedagogy of youth safety demands that such protections be put into effect. 

Where prior to the widespread availability of information technologies much of everyday 

youth practice took place beyond the surveilled spaces of the home and school, as the 

―appropriate‖ social spaces youth have been both increasingly constrained and the once 

hidden practices of youth are increasingly made visible online, adults who are positioned 

to take responsibility for youth are forced to take action. As one administrator noted, 

―Anytime we can keep children safe, we need to.‖ 

 This is the mechanism by which the discourses identified by both Michel Foucault 

and Jacques Donzelot penetrate even further into the once inaccessible social spaces of 

youth – the mechanism by which ―power advanced, multiplied its relays and its effects, 

while its target expanded, subdivided, and branched out, penetrating further into reality at 

the same pace.‖ (Foucault, 1978, p. 42). Youth Internet safety discourse is the most recent 

instantiation of these broader, historical discourses surrounding youth and the family. As 

will be demonstrated in chapter four, these discourses do not simply reposition youth and 

adults in relation to each other, but additionally factor into the power relations between 

adults themselves. Broadly, I argue in this dissertation that youth Internet safety 

discourses are reconfiguring families and institutions in ways which are analogous to 

those which occurred in the 18
th

 century, as described in the work of Donzelot (1979). 

Further, much of the anxieties surrounding youth Internet safety represent not problems 
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with technologies, but rather the disruption of existing roles and conceptualizations of 

youth and adults as the everyday lives of youth are made increasingly visible through the 

use of information technologies.  

 In cases where youth are involved in largely public incidents, it is not only the 

reputations of parents and administrators called into question, but rather schools, 

neighborhoods, and towns – all of which are implicated in the fostering and protection of 

spaces within which youth can properly develop. The embedded assumption that youth 

must always be surveilled and protected whenever possible obscures the possibility that 

there may be cases in which youth might be better served with more, rather than less 

autonomy. This tactic further serves to obscure the role of adults in the production of 

youth victimization online (Brown, 2005). In order to make both youth and the Internet – 

variously formulated as investments in the future – amenable to policy intervention both 

must be conceptually stabilized. This stabilization process (Roe, 1994), described in the 

policy analysis chapter, simplifies complex sociotechnical issues such that they can be 

conceptualized and operated upon by policymakers. In the case of youth Internet safety, 

the groundwork for such stabilization has already been laid through the production and 

circulation of existing governing mentalities. Youth are figured through the concepts a 

folk developmental psychology which renders them as not-yet-social, defenseless, and 

unable to make rational decisions in any given context. As Brown (2005) describes, 

―Children and young people are constructed as endangered, not as empowered.‖ (p. 151). 

Similarly the Internet is conceived of not as a complex and heterogeneous social space, 
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but rather as a simple tool to be regulated. This was made particularly clear in my 

discussions with parents and school administrators, who variously described the Internet 

as similar to a lawn mower, stated that the Internet was developed as a tool for business 

(not for social youth), and that uses of the Internet beyond that of a purposeful tool were 

frivolous and inappropriate.  

 It is through this process that those responsible for children online actively play a 

role in their inability to ―get‖ youth Internet practice. As described in both the chapters 

five and six, youth Internet safety ―incidents‖ are produced within the contexts of 

everyday lives – from the local, contiguous on and offline social activities of youth. 

Removal of this social context through surveillance, facilitated through the proliferation 

of information technologies and varying modes of surveillance, makes youth lives visible 

in a way that lends itself to common imaginaries of ―cyberbullies,‖ ―inappropriate 

content,‖ and ―online predators.‖ I conceptualize the discourses which position social 

networks and other forms of information technologies in ways which allow them to be 

used as surveillance tools as a form of technology of suspicion (Campbell, 2004), 

encompassing both a means to observe, and a frame through which to interpret and make 

actionable gathered data. Legislators and others responsible for youth can then be seen to 

adopt policies and curricula which are largely ineffective in their stated purposes, are 

used as additional evidence by youth that most adults do not understand forms of online 

risk and are not to be trusted when it comes to online safety problems.  
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1.3 TL;DR (Too Long; Didn't Read) 

 TL;DR, or Too Long; Didn't Read, is an acronym which has recently gained 

popularity on many text-driven online forums, and is typically used to mark a brief 

summary of a longer, more complex posting. This allows users who are pressed for time 

to quickly get the gist of longer arguments, and is usually placed at the bottom of a post. 

In this section, I provide my own TL;DR, starting from the three main research questions 

listed in the opening paragraph.  

 The first question asks, what dynamics have produced, or made possible current 

youth Internet safety discourses? To answer this question, I begin with existing youth 

Internet safety curricula and policy, using the work of Foucault (1977, 1978, 1998) and 

Donzelot (1979) as a conceptual frame. I draw considerably from Donzelot's work, which 

focuses on shifts in family configuration and roles in the 18
th

 century, following concerns 

that youth, who were variously being left to the streets or ―spoiled‖ by wealthy parents, 

represented a wasted resource in the eyes of the state. Specifically, in chapters three and 

four I argue that the ways in which the modern family was reconfigured in the 18
th

 

century, through the establishment of a particular relationship between children and 

adults, can be seen to drive anxieties over children and technology today as the everyday 

lives of youth are made visible through information technologies. In chapters four and 

eight, I turn to the ways in which both youth and information 

, 2002) in terms of each other, embedding the potentiality of an anticipated 

(Adams, Murphy, & A. E. Clarke, 2009) knowledge economy of the 21
st
 Century within 
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both through parallel notions of development. The anticipation of this 21
st
 Century 

utopian imaginary, contrasted with dystopian imaginaries of a non-competitive and 

traumatized society, further serve to drive the perceived need to protect and regulate 

youth Internet practice. As such, youth Internet safety discourses are much more about 

protecting a particular concept of childhood, in anticipation of a particular kind of 

economic future, rather than protecting actual children. Masking these motivations and 

further reinforcing the governing mentalities (Campbell, 2000) of childhood are 

technologically and neurobiologically deterministic discourses of ―media effects‖ and 

childhood ―development‖ - as described in chapters three through six, across various 

social arenas. 

 The second question asks, how have various groups understood the risks involved 

with youth Internet use? In answering this, the more empirically driven of the three 

questions, I find first that parents tend to be significantly distanced from everyday youth 

Internet practice, which I describe primarily in chapter six. Lacking the broader context 

provided by engagement with both everyday youth ―dramas‖ and what can broadly be 

conceived of as Internet culture, parents (and some school administrators) require a 

conceptual frame through which to make sense of potentially problematic youth behavior 

online. As partially discussed in the final research question, through the frame of youth 

Internet safety discourses, youth Internet practice becomes visible primarily as forms of 

―inappropriateness‖ and ―sexual predation.‖ This said, the ways in which both parents 

and school administrators understand the risks involved with youth Internet use – namely 
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concerns over youth sociality and ―spillover‖ arguments that move from online to the 

school – do not appear to conceptualize youth Internet practice through discourses of 

youth Internet safety curricula or policy. While they are indeed distanced from the 

everyday social lives of youth, they still have a greater level of understanding of what 

youth do and why they do it, than perhaps legislators and curricula developers, and as 

such articulate problems with youth Internet use in very different ways. In chapter seven, 

through discussions and survey participation with youth themselves, I find that existing 

policies and curricula hold very little relevance for the majority of youth. As one student 

participant said about the term ―cyberbullying‖: ―It's an old lady word.‖ 

 The final question asks, what is the work of youth Internet safety discourses? 

Through the work of Nancy Campbell (2004), I answer this question in the final chapter 

by arguing that through Internet safety discourses, adults are positioned in relation to 

youth and the Internet in such a way that allows social networking technologies and other 

online social spaces to operate as technologies of suspicion. In this sense, social networks 

as surveillance tools are paired with a specific conceptual framework through youth 

Internet safety discourses, allowing for the disembedded collection and interpretation of 

―actionable‖ data from everyday youth Internet practice as a mode of discipline and 

control. This surveillance data is ultimately interpreted through the lens of future 

employers and college recruiters – given the logic that anything posted to the Internet is 

there forever – disciplining everyday Internet practice of both youth and adults into forms 

appropriate for the 21
st
 century knowledge economy. As such, youth Internet safety 
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discourses are seen as part of a broader discourse of the 21
st
 century economy, and are 

demonstrated to operate according to the key principles of late modernity as described by 

Anthony Giddens (1990). 

 What ultimately renders youth Internet safety as a problematic within this project 

is the increasingly shrinking social space available to youth beyond the surveillance of 

adults. It has been argued that each successive generation has been increasingly 

monitored, and had their daily lives structured, by adults (Herring, 2008; Howe, 2000), at 

the same time their independent mobility has been restricted. Within increasingly carceral 

spaces, it is somewhat unsurprising that the social distance between youth and adults – 

the ―dangerous‖ shifts in youth sociality described in chapter seven – should also 

increase. Where once youth were able to ―get away with‖ access to the ―real world‖ and 

age-inappropriate behavior outside the monitored spaces of the home and school, they are 

now surveilled through social networking and other video and picture hosting sites by 

adults who hold varying degrees of access to the information posted there. In this sense, 

while surveilling youth online may appear as a necessary method by which to further 

govern the activities of youth, it instead serves to further delineate the sense of ―adults‖ 

versus ―kids‖ as adults colonize online social spaces for surveillance purposes, rather 

than as a means of meaningful engagement. At the very least, this mode of surveillance, 

while generally failing to prevent youth who are determined to engage in risky or 

inappropriate behaviors in the heterogeneous spaces of the Internet, has been seen to 

disrupt the learning process both at home and within schools (Steeves, 2005, 2009). 
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Furthermore, curricula and policies based on surveillance viewed through the lens of 

youth Internet safety discourses serves to increase the sense by youth that most adults are 

―cavemen‖ – as one focus group participant described them – in terms of understanding 

youth Internet practice.  

 The project contributes first to the surveillance/STS literature, by interrogating the 

mobilization of ―everyday‖ technologies – not explicitly designed for the purpose of 

surveillance – as surveillance tools. Further, there has been little emphasis so far on 

watchers in the surveillance literature thus far, a gap which is addressed in this work 

through an explicit focus on the pedagogies that position watchers to use everyday 

technologies as surveillance tools, and how they are trained to make sense of the resulting 

data. More broadly, this work contributes to STS literature by examining the ways in 

which technological and neurobiological discourses are mobilized to reinforce and 

protect existing social constructs – in this case, that of ―childhood,‖ which is itself largely 

ignored within STS. This discussion should be of particular interest to scholars of 

information technology policies, providing an explanation of the forces that position 

information technologies to be regulated – particularly when youth are involved – in 

ways which ―no one can say no,‖ beyond often undertheorized concepts of moral panic. 

While this itself will prove of interest for childhood studies scholars, I additionally 

provide in chapter two a discussion of the processes by which developmental psychology 

maintains conceptual dominance within the field of childhood research, by providing an 

analysis of my own experiences attempting to perform such work.  
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 In the second chapter, I provide an overview and synthesis of the literatures and 

concepts that guided this research – namely those of childhood studies, historical 

representations of childhood (including the works of Foucault and Donzelot), 

surveillance studies, and anticipatory regimes. Broadly, I use the literature to draw 

inroads between the fields of STS and childhood studies, outlining similarities and 

overlapping concepts. This literature also sets the stage for broader arguments that 

consider the role of youth Internet safety discourses as delineating a form of technology 

in themselves. Donzelot's work on the emergence of the modern family in the 18
th

 

century, through the reformation of families among both the working and upper class, 

plays a key role in explicating the motivations of legislators, administrators, and parents 

for whom youth Internet safety has become visible as a problem. I use Donzelot's work to 

make sense of current reconfigurations of the family – seen within this dissertation as 

institutions which are reproduced through particular technologies of childhood – as youth 

Internet safety curricula and policy move to maintain spheres of childhood development.  

 In chapter three, I outline the research methods used to support this dissertation. 

Broadly, I drew on the methods outlined by Foucault (1972) and Clarke (2005), seeking 

to perform a situational analysis of youth Internet safety. However, unlike most formal 

methods discussions, the majority of the chapter is devoted to the ways in which my own 

project and methodological commitments were circumscribed by dominant 

understandings of childhood. More specifically, I outline how there is an emphasis on the 

production of a particular form of scientific knowledge about youth, particularly in cases 
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where school districts expect ―actionable‖ data from such a project. It is in this chapter 

that I begin to discuss issues of ―development,‖ as developmental psychology is 

positioned to be the dominant discipline through which to understand youth behavior. 

Development appears throughout the dissertation, both in the forms of childhood 

development and technological development, which I argue are bound together within 

youth Internet safety discourses. However, it is not the field of developmental psychology 

which is itself problematic – particularly as it has moved to adopt more constructivist 

concepts (Vygotski, 1978) – but rather a form of folk developmental psychology and 

neurobiology which appeared repeated throughout my data.  

 In chapter four, I provide an analysis of some of the more popular forms of youth 

Internet safety curricula I encountered in New York State, focusing primarily on 

NetSmartz and the law enforcement presentations through which it is typically delivered 

to parents and youth. It is here that I begin drawing on the work of Donzelot to explain 

the anxieties surrounding youth Internet practice, in addition to the ways in which such 

curricula attempts to reconfigure families and schools in new relationships of 

surveillance. Where Donzelot described a change in family formation as a means to keep 

the negative influences of the working class away from other youth, I argue that a similar 

change is taking place to prevent the negative influences – or inappropriateness – 

perpetrated by youth themselves away from youth and the public gaze. Effectively, rather 

than a form of class subjugation, it is a form of developmental subjugation through the 

tactical expansion of the family through the construction and inclusion of ―trusted adults‖ 
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and the turning back of youth into a circular relation of vigilance. Additionally, it is here 

that I discuss the role of presenters in the delivery of youth Internet safety curricula, who 

are most commonly law enforcement professionals. I argue that regardless of the content 

provided by such curricula, law enforcement professionals – who are by nature exposed 

to the worst youth Internet safety incidents – place youth Internet practice within a worst-

case frame, emphasizing the seemingly risky and inappropriate behaviors of youth online.  

 Similarly, chapter five provides a historical analysis of youth Internet safety 

legislation at the federal, state (NY) and local (Albany County) levels. Starting with the 

Communications Decency Act and ending with the Albany County Cyberbullying law, I 

use this analysis to describe the ways in which the development of youth began to be 

conflated with the development of  workers for a future knowledge economy, and further 

to examine the ways that concepts of youth and youth Internet practice are stabilized 

through the policy process. Legislative discourses clearly emerge from what Adams, 

Murphy and Clarke (2009) describe as an anticipatory regime, as part of an episteme 

which emphasizes the collection of data to forecast, and take action towards, particular 

visions of the future. Legislators can universally be seen to contrast visions of a utopian 

future, in which the current generation of youth operate a bustling and globally 

competitive knowledge economy, with the negative ―impacts‖ and perceived problems 

with information technologies in their statements concerning youth Internet safety. 

Additionally, I begin to describe the ways that through legislative discourses, youth and 

technology are bound together as an investment in the future, constructing positions 
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which resist critique. I conclude the chapter by providing one key example of the ways in 

which youth are excluded from policy discussions – even when they are asked to 

participate in some way.  

 Chapter six is the first of the two chapters based on the interviews, focus group 

sessions, and survey data collected during the project, and focuses solely on parents, 

teachers and school administrators within participating districts. Here, I primarily discuss 

the concerns voiced by parents and administrators over youth Internet practice, including 

dangerous shifts in youth sociality brought on by technology, and the threat of the non-

parent. These concerns mark a major empirical finding, namely that the concerns 

traditionally presented in youth Internet safety curricula and policy – namely those of 

pornography, online predation, and cyberbullying – are not those that parents and 

responsible adults most commonly face. Again, I use the concepts provided by Foucault 

and Donzelot to discuss the kinds of spaces parents and administrators seek to produce 

online for the ―appropriate‖ development of youth. In particular, the pedagogies of the 

family which emerged from the 18
th

 century can be seen once again in discussions of 

youth Internet safety by parents and administrators, although again repurposed to protect 

youth from the influences of the virtual ―street‖ and inappropriateness of others. This 

inappropriateness is in part seen to emerge from the improper use of information 

technologies, viewed to be more of a tool than a social space. In this chapter I 

additionally describe the ways in which adults, distanced from the everyday lives of 

youth, are forced to adopt the worst-case frame provided by news media and Internet 
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safety curricula when attempting to make sense of everyday youth Internet practice.  

 In chapter seven, I analyze the student focus group and survey data. In addition to 

describing the primary concerns of youth while online and their frustrations over existing 

youth Internet safety policies and curricula, I also conceptualize their everyday social 

lives in terms of ―drama,‖ contrasted by the often disembedding conceptual framework of 

―bullying.‖ Put more simply, the categories of ―bullying‖ and ―cyberbullying‖ are not 

ones which make sense for youth, and tend to be seen as markers of adult influence. As 

one middle school student said of cyberbullying, ―It's an old lady word.‖ Instead, youth 

tend to understand their social lives and the problems which emerge from them in terms 

of drama – the everyday tensions and politics of school life. Drama, despite being 

recognized by both parents and school administrators, becomes visible as ―bullying‖ and 

―cyberbullying‖ as a means to operationalize perceived disciplinary problems between 

youth. Again, I find that youth are not concerned about online predation and 

―cyberbullying‖ as such, and instead share similar concerns to those of adults – namely 

spillover issues and fear that adults will misinterpret the content they post online. Despite 

broadly viewing youth Internet safety curricula as irrelevant to their daily lives, many 

youth do believe that Internet safety curricula is important and valuable – indicating that 

youth generally want Internet safety curricula, but perhaps not as it is provided in its 

current form. 

  Chapter eight frames youth Internet safety discourses themselves as 

―technologies of suspicion,‖ connecting them into a broader, anticipatory discourse of the 



24 

 

21
st
 century knowledge economy. First, I describe Internet safety discourses as a form of 

surveillance technology, given that they position parents and other responsible adults to 

become watchers, using social networking sites and other cyberspaces frequented by 

youth as surveillance tools, rather than as media through which to engage with youth in 

meaningful ways. I draw on Campbell's work on technologies of suspicion, explaining 

the ways in which adults, distanced from the everyday lives of youth ultimately confirm 

their suspicions about the risky behaviors and inappropriateness of youth online through 

surveillance practices. Inappropriateness within youth Internet safety discourses is 

commonly constituted in relation to the future gaze of the 21
st
 century recruiter and 

employer, and as such I perform an analysis of ―21
st
 Century Skills‖ - a set of educational 

standards developed by representatives from information technology developers, and 

supported by a number of states across the nation. Here, I return again to discuss the co-

figuration of youth and information technologies within this anticipatory discourse, 

focusing on the ways in which the development of information technologies can be seen, 

through the work of Donzelot, to be taking place in a regulatory sphere much like that 

placed around youth. 

 I conclude the dissertation work by once again summarizing my arguments, but 

doing so through the works of Landon Winner (1986) and Thomas Hughes (1993), using 

youth Internet safety as a topic from which to discuss issues of technological 

somnambulism and momentum. I begin by demonstrating the ways in which the 

discursive positioning of a technology or set of technologies can be equally, if not more, 
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important to the policy decisions that surround it. In essence, it is not merely how the 

technology itself is designed, but rather what it appears to be to policymakers and various 

groups of social actors. This can in part be seen through the positioning of information 

technologies as a ―tool,‖ and additionally through the positioning of social networking 

spaces as surveillance technologies. Finally, I describe information technologies – 

specifically the Internet – as a case of technological somnambulism allowing for modes 

of criticism and resistance. As I argue, through its underdeterminedness, the Internet and 

information technologies provide a social space outside of constituted forms of power. In 

the case of youth Internet safety, social networks and other sites frequented by youth 

become spaces within which they can escape from dominant notions of appropriate 

childhood development and ―be themselves.‖ However, through Internet safety 

discourses and ―trusted systems,‖ cyberspaces are increasingly being colonized and 

reformed in ways which reinforce and reproduce governing mentalities of childhood and 

intellectual property – as they likely would have been had any public deliberation 

occurred over the ways in which the Internet should have been designed and 

implemented. While this may paint a bleak picture, I close the dissertation with 

recommendations and a discussion of the ways in which youth Internet safety efforts are 

slowly changing to incorporate the more situated forms of expertise offered by youth, 

parents, and school administrators, paving the way for more meaningful and socially just 

forms of policy and education. 
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2. “Hey, what are you doing?” 

 

 Having spent years studying computer crime and teaching ―Digital Self Defense‖ 

courses, this project was initially centered on the ways in which youth activities online 

had become criminalized and made deviant through Internet safety policies and curricula. 

At the time, the concept of ―youth‖ remained an unchallenged and invisible assumption 

within my work. As I chased after the engine of what I initially saw as the moral panic 

behind youth Internet safety, examining the conditions by which its discourses were made 

possible, I found myself consistently returning to conceptualizations of youth as a deviant 

subculture. Starting with that perspective, ―safety‖ and ―risk‖ become discursive means 

by which reproduce existing power relations, to put them in – or back into – their place. 

Following that line of reasoning brought me to question the naturalness of the concepts of 

―youth‖ and ―childhood,‖ initially through the works of Barrie Thorne (1987, 2009). 

Slowly, the project became centered on notions of youth, rather than those of deviance or 

technology – a process which will be described in detail throughout the next chapter. In 

this chapter, I will provide a brief review of the literatures that came to frame this 

research – namely those of childhood studies, surveillance studies, and the works of 

Foucault and Donzelot.  
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2.1 Exploring Childhood Studies 

 Emerging largely from the work of British social anthropologists throughout the 

late 1970s and 1980s, the field which has come to be known as the ―new sociology of 

childhood‖ is focused on interrogating the ―natural‖ categories of childhood and 

adolescence. This work has been brought about by concerns with the dominant western 

conceptualizations of childhood driven primarily by the work of psychologist Jean Piaget 

and sociologist Talcott Parsons. Within such a frame, children are consistently perceived 

as not-yet-social, always in the ongoing process of becoming a fully-functional adult, 

transitioning either between natural stages of intellectual development as in the work of 

Piaget, or acting as an empty vessel of cultural reproduction in the work of Parsons. 

These concepts of ―development‖ and ―socialization,‖ respectively, were carried over as 

assumptions into other disciplines. As such, prior to the work of the new sociology of 

childhood, children were largely sidelined across the social sciences. However, as 

positivist and functionalist social science began to be called into question by more 

interpretive and constructivist theoretical frameworks throughout the late 1960s and early 

1970s, the dominant frames of childhood development and socialization, along with the 

general lack of attention paid to children in the social sciences, drew increased criticism. 

Among the more major influences on the paradigm during this time was that of symbolic 

interaction and the work of the neo-Chicago school – driven by Herbert Blumer and 

Howard S. Becker – which was then beginning to take hold in British criminology and 

cultural studies. The ―new deviancy‖ which emerged from the National Deviancy 
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Conference in 1968 yielded moral panic and subcultural theory, both of which relied on 

the critical examination of ―deviant‖ youth subcultures (Young, 2009). While work of 

moral panic and subcultural theory is not commonly cited by the new sociology of 

childhood, the move towards the reexamination of youth deviance – itself emerging from 

the youth-fueled countercultural movements of the 1960s – helped to set the stage for 

continued discussions on the construction of childhood and adolescence. Indeed, nearly 

all of the classic examples of panic and subculture studied by scholars of new deviancy, 

including the Mods and Rockers (S. Cohen, 1980), muggers (Hall, Critcher, Jefferson, J. 

Clarke, & Roberts, 1978), punks (Hebdige, 1993), and drug users (Young, 1971), all 

focused on deviant youth. Furthermore, positivist criminology was rooted deeply in the 

dominant psychological and sociological frames, drawing on concepts of individual 

development and socialization to explain deviance. Such criminological work tended 

towards ―a focus on the juvenile 'in need of care, protection, or control'‖ (Taylor, Walton, 

& Jock Young, 1975, p. 2). The criticisms leveled by the new deviance scholars towards 

traditional criminology were also targeted at the dominant conceptions of psychological 

and sociological development which supported it, by providing a stepping stone for 

similar work in the sociology of education and the sociology of childhood. Ultimately, 

the rejection of positivist work rippled throughout the social sciences, and as mentioned 

by the editors of a volume produced in the wake of the National Deviancy Conference, 

―Few fields of inquiry have been left untouched. We are even witnessing attempts by 

radicalized natural scientists to unpack the political assumptions underlying the 
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procedures of 'hard' science itself.‖ (Taylor et al., 1975, p. 1).  

 While there was initially little discussion between disciplinary traditions on the 

topic, scholars who were doing the work of ―unpacking the political assumptions‖ 

underlying childhood slowly began to stumble upon each others' work, eventually 

culminating in a number of interdisciplinary workshops and conferences. Coming out of 

these workshops, a small group of British social anthropologists – namely Allison James 

and Alan Prout – began to work towards identifying a number of common themes in 

childhood research across the disciplines. In 1989, James & Prout (1997) edited and 

published Constructing & Reconstructing Childhood, a volume which aimed to establish 

the increased scholarship around the sociology of childhood as an emerging paradigm. In 

doing so, the editors enumerate what they viewed as the six commitments of the 

paradigm (p. 8): 

1. Childhood as a social construction, rather than as a purely natural or biological 

phenomenon 

2. Childhood as a variable of social analysis, rather than as a universal phenomenon 

3. The social lives of children as a valuable research subject independent of the 

concerns of adults 

4. Children as active participants in the construction of their own social arenas 

5. A commitment to ethnographic methods in the study of childhood 

6. Childhood as a phenomenon continuously reconstructed by the double 

hermeneutic of the social sciences 
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As described, the paradigm explicitly took aim at developmental psychology, primarily 

for having  imposed a ―particularly western conceptualization of childhood for all 

children which conceals the fact that the institution of childhood is a social construction‖ 

(p. 9) through primarily positivist ―technologies of knowledge‖ (p. 9). The then current 

sociological concepts of childhood, seen to have largely translated positivist psychology 

into functionalist sociology, were also of central concern to the paradigm. James and 

Prout instead call for accounts of childhood which incorporate poststructuralist theory, 

citing the work of Foucault on discourse theory. They note, however, that such critical 

work would be extremely difficult, describing the extent to which notions of development 

and socialization have resisted criticism throughout the decade, embedded within and 

reproduced by dominant social institutions. This resistance was particularly recognizable 

in the United States, from which very little critical work on childhood had been 

performed. The editors reference the work of Anne-Marie Ambert (1986), who had 

performed an analysis of sociological work on childhood in North America. Ambert 

attributed the relative absence of sociological work on childhood – which was more 

pronounced in the United States – to the lack of value attributed to work on children and 

childhood by male-dominated positivist sociology. As Ambert suggests, ―One does not 

become a household name in sociology by studying children.‖ (p. 16). However, James 

and Prout caution against the complete abandonment of dominant biological explanations 

in the study of childhood, instead suggesting that childhood cannot be understood as a 

disembodied text.  
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 Five years following the publication of the widely cited Constructing & 

Reconstructing Childhood, James, Jenks and Prout (1998) published Theorizing 

Childhood, seeking to consolidate the various approaches which had emerged within the 

new sociology of childhood. In this work, they describe four dominant perspectives: the 

socially constructed child, the tribal child, the minority group child, and the social 

structural child. The social construction perspective draws primarily on post-structuralist 

theory, examining historically contextualized discourses which produce the figure of the 

child. The tribal perspective draws more from cultural studies and anthropological work, 

moving to attribute meaning and significance to the commonly dismissed social worlds of 

children, describing them as a social class unto themselves. The minority group 

perspective shares the most in common with feminist work, examining the ways in which 

children are structurally differentiated from adults through the exercise of institutional 

power. Lastly, the social structural perspective views childhood as a global and integral 

component of all societies, focusing on the relationship between it and other similarly 

integral social categories such as adulthood. The authors strive to find common ground 

between the perspectives in an attempt to facilitate interdisciplinary collaboration, 

emphasizing that each perspective stands in opposition to developmental models of 

childhood, and that each would benefit from further collaborative work. As such, they 

separate the four perspectives into pairings. They argue that where the minority group 

perspective is an ―empirical and politicized version‖ (p. 210) of the social structural 

perspective, the tribal child perspective is an empirical and politicized version of the 
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social construction perspective.  

 James, Prout, and later Jenks call specific attention to the temporality and 

spatiality of childhood in their works, arguing that childhood was constructed differently 

during different times and at different places under varying material conditions. Like 

Foucault, although he is rarely cited in the geographical literature, the geographers 

recognize that the relative positioning of material things produces specific power 

relations. By producing a contextualized social geography of childhood in the here and 

now, they further move to combat the dominant conceptualizations of childhood which 

are both timeless and placeless. Additionally, this move served to further broaden the 

interdisciplinary nature of the new sociology of childhood by fostering interest in 

children as social actors in the field of geography – which had itself been moving towards 

incorporating more sociological and feminist concepts. In particular, two British 

geographers took up the work of better understanding the geographies of childhood, 

Sarah Holloway and Gill Valentine. Funded through the Economic and Social Research 

Council Children's 5-16 Programme, led by Alan Prout, the two researchers chose to 

focus on the positioning and use of information technologies within the social 

geographies of childhood. They undertook a two year research project in 1999, 

conducting ethnographic interviews with 11-16 year olds, their parents and administrators 

within three secondary schools. From the data gathered during this project, Holloway and 

Valentine published numerous articles in addition to a short book entitled Cyberkids 

(2001). This work is of critical importance to the current project, both because of its 
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heavy emphasis on discourses of risk, safety, and competence surrounding youth Internet 

use in the home, and because of its stated theoretical ties to the science and technology 

studies literature, used primarily for the analysis of risk and safety discourses. They open 

the book, noting that both information technologies and youth are constructed as what 

Haraway (1994) describes as ―zones that shape the future.‖ As they describe, ―Children, 

as symbols of the future themselves are at the heart of debates both about how the 

possibilities that ICTs afford should be realized and about the 'new' dangers that these 

technologies might also bring for the Net generation.‖ (p. 1).  

 Their geographically oriented work came into play in their descriptions of the 

ways in which cyberspaces were differently constituted as they were accessed from 

within different geographic locales. Broadly, cyberspaces and social identities of both 

youth and adults were locally co-produced, with different subject positions and use 

patterns emerging from the spaces of home and school. In their analysis of risk and safety 

concerning youth Internet use, which spans two chapters, they find an implicit paradox in 

the ways adults and policymakers conceptualize the relationship between youth and 

technology. On one hand, they describe the ―booster‖ discourse which encourages further 

use of information technologies, seen as the economic engines of the future, by children. 

On the other, they describe the ―debunker‖ discourse, which raises concerns over 

potential risks to the well-being of children who use information technologies through 

exposure to inappropriate content and potential addiction. While Valentine and Holloway 

do not explicitly mention it, both booster and debunker discourses appear to be grounded 



34 

 

in a crisis of childhood governing mentalities. Through booster discourse, youth are 

constructed as more technically competent than adults, allowing for a position reversal 

from the traditional family. Through debunker discourse, technology is constructed as a 

corrupting force on childhood, forcefully corrupting innocent youth. However, they are 

critical of the fact that each of these discourses – which are more aptly described as 

governing mentalities – rely heavily on essentialist notions of childhood and technology. 

Further, through their interviews with parents and students, they find that these governing 

mentalities are manipulated and reworked through everyday information technology use 

in the home. Parents were found to infrequently buy into what Valentine and Holloway 

describe as ―moral panics‖ over inappropriate content and contact with strangers online, 

instead recognizing that their children could handle these ―dangers‖ on their own. 

Furthermore, youth were found not to be universally more competent than their parents in 

the use of information technologies, instead tending to have different skill sets, or in 

some cases simply to have less of a working knowledge of computers and the Internet. In 

their description of these ―booster‖ and ―debunker‖ discourses, the authors appear to go 

out of their way to describe the ways in which their analysis was guided by STS 

literature. Specifically, they cite the work of Callon, Latour, and Law on actor network 

theory, using it as a lens through which to view the conflicting discourses. Given the ANT 

emphasis on heterogeneous networks of human and technological actors, this 

unsurprisingly lead them to find either the social or the technological conspicuously 

absent in each. Valentine and Holloway go on to very carefully cite the works of Callon, 
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Latour and Law, continuously mentioning their debt to STS throughout their work.  

 Five years following the publication of Cyberkids, one criminologist provided a 

work which marked a similar intersection between childhood studies, critical 

criminology, and youth Internet safety. In the second edition of her book entitled 

Understanding Youth and Crime: Listening to Youth?, Sheila Brown (2005) performs a 

discursive analysis of British youth Internet safety policies and media coverage in one 

chapter, focusing on what she describes as ―netdangers.‖ In many ways, her work 

anticipated my own, as she describes a need to recognize the agency and expertise of 

youth, both in their ability to navigate online environments and recognize what 

constitutes ―appropriate‖ behavior from an adult perspective. As she describes in her own 

conclusion: 

[W]e cannot assume that children and young people are never harmed by content 

on the internet; nor can we dismiss the notion that they can under certain 

circumstances be at risk of both online and offline victimization through stalking, 

for example. However, at the centre of any research or policy agenda must be the 

concept of the child or young person as a competent agent, not as ‗in danger‘, 

inherently passive, or vulnerable; and the overwhelming evidence so far suggests 

that most children and young people‘s interactions with and in cyberspace are, 

contiguous with their offline worlds, predominantly non-criminogenic. Panic 

about the internet can only divert attention from what remains the greatest danger 

to children and young people: the institutions, practices and cultures that support 
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abuse and physical exploitation in general. (p. 160) 

While again providing a conceptually useful starting point, Brown devotes only one 

chapter specifically to the issue of ―netdangers.‖ Further, the analysis is one focused 

solely on British media and policy, and Brown does not actually speak with or otherwise 

gather data from youth, parents, or legislators themselves. 

 In the same year, Prout (2005) returned with The Future of Childhood, the 

primary work of a series aimed at mapping out the leading edge of childhood studies. He 

criticizes childhood studies for arriving late to the task of confronting ―the complexity 

and ambiguity of childhood as a contemporary, destabilized phenomenon‖ (p. 62), instead 

explaining childhood in opposition to existing sociological and psychological theories in 

the face of its largely hybrid, complex features. His task then is to dissolve what he views 

as the main dichotomies of childhood studies – natural/social, structure/agency, 

being/becoming, and individual/society. Among Prout's key questions is ―...what makes 

up the network that produces a particular form of childhood?‖ (p. 72). As Prout describes, 

―It is concerned with the ‗excluded middle‘ because it makes a shift from seeing 

childhood as an essentialized category to one produced within a set of relations. It is 

parallel to feminist sociology‘s move from a focus on ‗women‘ to a concern with 

‗gender‘‖ (p. 76). Undoubtedly, this mode of inquiry will sound familiar to STS scholars, 

who have long dealt with similar issues in relationship to science and technology rather 

than that of childhood. However, while STS has undoubtedly examined the production 

and reinforcement of race, class, and gender through modes of technoscientific practice, 
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age has gone relatively ignored.   

2.2 Representations of Childhood & the Family 

 Describing the origins of childhood studies, Prout and James (1997) note that 

―Changes in the general intellectual climate during the 1970s initiated new directions in 

the study of childhood within many disciplines but it was perhaps from history that the 

opening moves were made‖ (p. 15) Of the early works mentioned by the founding 

members of the paradigm, the work of Phillipe Ariès (1965) in Centuries of Childhood is 

by far the most widely cited, and likely the most controversial. A historian, Ariès 

performed much of his work as a director at the Institute of Applied Research for Tropical 

and Subtropical Fruits in France. His most widely cited work, Centuries of Childhood can 

be viewed as a prototypical archaeology of childhood from the fifteenth century onward. 

Drawing largely on artistic portrayals of children and various scholarly writings, Ariès 

argues that childhood simply did not exist as a salient category for medieval societies, 

and that youth moved directly from the conceptual frame of infancy to that of adulthood. 

In Ariès view, youth of the time were seen as nothing more than little adults. He goes on 

to document the conditions which produced the dominant western conception of 

childhood, focusing on changing concepts of the human lifecycle, the development of the 

school/college as a social institution, and the changing role of the family. While much of 

his work has since been criticized on the grounds that paintings rarely provided an 

accurate picture of childhood life, Ariès was the first to take research on childhood 

beyond cross-cultural comparisons and into a discussion of the social construction of 
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childhood and adolescence. Indeed, nearly every publication examining the social 

construction of childhood to follow has cited Ariès out of necessity.  

 While childhood as an object of study in itself was not taken up by any of Ariès' 

contemporaries, his influences could be seen in other works of the time. Most notably 

Ariès was a colleague and friend of Foucault, who later wrote Ariès' obituary (Barry, 

Osborne, & N. S. Rose, 1996). As such, there exists a clear comparison between 

Foucault's Discipline and Punish (1977) and segments of Centuries of Childhood. 

Specifically, Ariès' chapter on ―The Progress of Discipline‖ outlines the use and eventual 

decline of corporal punishment within schools from the 14
th

 century through the 19
th

 

century. Corporal punishment first appears as moral responsibility over students is 

attributed to then loosely-organized school masters, providing the conditions for a 

hierarchical system in which students are under constant observation, and marking a 

conceptualization of children in which ―weakness‖ is a central concern. The birching of 

all students, regardless of age, is provided as evidence that childhood was understood to 

flow directly into adulthood without any intermediate stage. As the school became 

increasingly militarized throughout the 18
th

 and 19
th

 centuries, corporal punishment 

diminished, marking a shift away from the concept of childhood as weakness, and 

towards that of childhood as not-yet-man, in which children needed to be gently guided – 

rather than violently initiated – into adulthood. Furthermore, the militarization of schools, 

which raised youth as officers, facilitated the demarcation of adolescence from childhood 

and adulthood. The parallels between this and Foucault's work, including glimpses of the 
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panopticon, the changing modes of discipline, and the institution of different technologies 

for producing subjects, are clear. As for Foucault himself, he spoke somewhat frequently 

on the topic of childhood within his own historical work, albeit as an example of 

particular forms of power. This came first in Discipline and Punish, within his discussion 

of schools as an apparatus of the carceral system, and later with his discussion of 

sexuality in The History of Sexuality (1978). For Foucault, childhood is constructed and 

mobilized in different ways, and for varying tactical purposes, in order to support specific 

modes of governance and relations of power. In a statement which could very well be 

referencing inappropriate Internet use by youth, rather than masturbation, Foucault states: 

What this actually entailed, throughout this whole secular campaign that 

mobilized the adult world around the sex of children, was using these tenuous 

pleasures as a prop, constituting them as secrets... Wherever there was the 

chance they might appear, devices of surveillance were installed; traps were laid 

for compelling admissions; inexhaustible and corrective discourses were 

imposed; parents and teachers were alerted, and left with the suspicion that all 

children were guilty, and with the fear of being themselves at fault if their 

suspicions were not sufficiently strong; they were kept in readiness in the face 

of this recurrent danger; their conduct was prescribed and their pedagogy 

recodified... The child's "vice" was not so much an enemy as a support... Always 

relying on this support, power advanced, multiplied its relays and its effects, 

while its target expanded, subdivided, and branched out, penetrating further 
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into reality at the same pace. In appearance, we are dealing with a barrier 

system; but in fact, all around the child, indefinite lines of penetration were 

disposed (1978, p. 42, emphasis added). 

As I will go on to argue throughout the dissertation, a similar type of campaign has been 

mobilized around youth Internet practice. Indeed, in many cases of ―inappropriate‖ online 

content posted or consumed by youth, it is much the same campaign – such as in the 

cases of pornography, sexually explicit conversation, or online predators.  

 In a later interview, Foucault more directly engages with the construction of 

childhood – although again focused on childhood sexuality – in many ways anticipating 

the later critiques made by both the new sociologists of childhood and moral panic 

theorists. Here, Foucault questions the medicalization of childhood sexuality by 

psychologists, as mobilized to support legislation on obscenity and decency (terms which 

both go poorly defined in policy discourses): 

In other words, the legislator will not justify the measures that he is proposing by 

saying: the universal decency of mankind must be defended. What he will say is: 

there are people for whom others' sexuality may become a permanent danger. In 

this category, of course, are children, who may find themselves at the mercy of an 

adult sexuality that is alien to them and may well be harmful to them. Hence there 

is a legislation that appeals to this notion of a vulnerable population, a "high-risk 

population,"as they say, and to a whole body of psychiatric and psychological 

knowledge imbibed from psychoanalysis - it doesn't really matter whether the 
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psychoanalysis is good or bad... The psychiatrist is the one who will be able to 

say: I can predict that a trauma of this importance will occur as a result of this or 

that type of sexual relation. It is therefore within the new legislative framework - 

basically intended to protect certain vulnerable sections of the population with the 

establishment of a new medical power - that a conception of sexuality and above 

all of the relations between child and adult sexuality will be based; and it is one 

that is extremely questionable (1988a). 

Here, Foucault might as well be speaking of the IRB process, as I describe it in chapter 

three. While developmental psychology has largely acknowledged the social 

constructedness of childhood, it remains the dominant theoretical framework for the 

study of children. As such, it remains the discipline through which judgements about 

ethical appropriateness and legitimacy (through the construction of ―actionable‖ data). 

Further, while developmental psychology as a field has rounded the turn of social 

construction, the strongly neurobiological understandings of youth established by Piaget 

continue to have a strong hold in the minds of parents, school administrators, educators, 

and legislators. 

 Drawing both upon Ariès and Foucault's work is that of Jaques Donzelot, 

providing another common reference for the new sociology of childhood. In The Policing 

of Families Donzelot's (1979) object of study is the family as a unit of social control, 

which he uses as a lens through which to examine the social. While childhood is included 

only insomuch as it pertains to the family, Donzelot devotes an entire chapter to the 
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subject. Through analysis of historical documents, Donzelot describes the conditions by 

which children came to be ―preserved‖ in the mid-18
th

 century. This emphasis on 

preservation sprung from a realization by the state that the current practices of child 

rearing was intensely ―wasteful‖ – youth abandoned at foundling hospitals were a 

financial expense, the child mortality rate was high (particularly among upper class 

youth), and those that did survive were often psychologically ―corrupted‖ and unfit for 

work. The result was a set of practices which reconstituted the family around the 

preservation of children, which Donzelot identifies as the spread of household medicine, 

and philanthropy. The former established an ―economy of body‖ in bourgeois households 

by forging an alliance between the medical profession and mothers, placing responsibility 

for child education and physical well-being in the hands of mothers, in order to protect 

children from the harmful influences of the servants. This construction and dissemination 

of an ideal, medicalized image of the family is a technology Donzelot describes as ―the 

regulation of images.‖ The latter produced a ―social economy‖ by establishing means of 

parental surveillance within the family, and through the removal of institutions (foundling 

hospitals, convents, brothels) which enabled adulterous behavior and the raising of 

children ―in the street.‖ This Donzelot describes as ―the tutelary complex.‖ Thus, a form 

of ―protected liberation,‖ allowing freedom within the medicalized sphere of the 

household, emerged to support the development of bourgeois children, while a form of 

―supervised freedom,‖ emerged to shepherd prole children away from the street and into  

the supervised spaces of the home and school. As will be elaborated upon in chapters 
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three and five, Foucault and Donzelot's work becomes particularly useful in 

conceptualizing the reconfiguration of power relationships within the home and school in 

the wake of widespread youth adoption of information technologies. Through such a lens, 

the Internet becomes a new form of ―the street,‖ spurring the need for new developmental 

spheres and surveillance regimes. 

 Lastly, and bringing the study of representations of childhood into the present, 

Claudia Castañeda (2006) provides an analysis of the representations and material 

practices – which she refers to collectively as ―figurations‖ – of childhood across a 

number of historical and cultural settings. Her work can largely be seen to emerge from 

the intersection between STS and childhood studies, citing the works of Foucault, 

feminist STS scholars, and the canonical works of childhood studies. Among those sites 

she chooses to examine are those of 19
th

 century developmental science and 20
th

 century 

cognitive neurobiology. Of particular interest for this work are Cast 's discussions of 

the ways in which youth – particularly youth brains – have been figured within 

neurobiological sciences as forms of information technologies, through terms such as 

―wiring‖ and ―programming.‖ Further, she describes the mechanisms by

's work additionally provides a 

tie between the concepts I draw upon in this work, bringing together the childhood 

studies literature, surveillance literature, and the discussion of anticipatory regimes. 
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2.3 STS, Suspicion & Surveillance 

 David Lyon, among the key scholars in what is now known collectively as 

surveillance studies, has defined surveillance as ―the focused, systematic, and routine 

attention to personal details for purposes of influence, management, protection, or 

direction‖ (p. 14). The concepts of STS have been widely taken up in the surveillance 

studies literature, often focusing on the sociotechnical assemblages which constitute 

surveillance systems, and it is arguably quite difficult to categorize much, if any, of the 

literature that explicitly places itself within surveillance studies outside of the disciplinary 

bounds of STS. As such, a number of STS scholars have taken up the work of 

surveillance studies, including Langdon Winner, Andrew Lakoff, Virginia Eubanks, Lane 

DiNicola, Torin Monihan, and Nancy Campbell (Monahan, 2006a). Of particular interest 

for this project are Campbell's works on surveillance technologies. Campbell introduces 

the concept of ―technologies of suspicion‖ to conceptualize specific forms of 

surveillance, specifically those which combine surveillance technologies with modes of 

―data‖ interpretation. As I will further describe in the concluding chapter, the concept is 

particularly useful for understanding youth Internet safety curricula as a mode of 

surveillance, as parents and administrators are trained to monitor and make sense of 

gathered data in ways which produce ―cyberbullies‖ and ―Internet predators.‖  

 Providing the first of many possible intersections between the childhood studies 

and surveillance studies literatures, school surveillance and the surveillance of youth has 

emerged as a central topic for surveillance studies, led primarily by the work of STS 
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scholar Torin Monahan (2006; 2006b; 2009). While Campbell's work is not referenced, 

Monahan also discusses the ways which youth are categorized as either ―victims‖ or 

―criminals‖ through the interpretation of video surveillance data within schools (2006b). 

Monahan additionally describes the ways in which through such surveillance techniques, 

youth are given the sense that they are always being watched, and are always under 

suspicion. Again overlapping with this project, published a volume on school surveillance 

edited by Monihan, Valerie Steeves (2009) provides an examination of online 

surveillance within Canadian classrooms. As I will argue, albeit through the visibility 

provided by youth social networking, Steeves describes the ways in which the use of 

information technologies has provided schools with reasons to establish forms of online 

surveillance: 

To date, the jury is still out on whether the wired classroom has had any effect—

good or bad—on student academic performance, but the presence of networked 

technology has provided schools with an excellent tool to extend its surveillance 

of student behavior, and ostensibly given them plenty of reasons to do so. (2009, 

p. 90) 

Adding to the list of issues at stake when considering the surveillance of youth online, 

Steeves further argues – citing the work of Andrew Davis (2001) – that surveillance 

practices, both online and off, disrupt the learning process within schools by complicating 

the roles of students and teachers while producing a culture of suspicion and fear. 

Furthermore, she notes that through her own past research (2005) with youth and the 
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Internet, she has found that youth do not distinguish between social and academic uses of 

the Internet, and that blocking and controlling access to such sites limits the effectiveness 

and autonomy of the learning process for youth. 

 While to date there has been relatively little direct interaction between the 

literatures of childhood studies and surveillance studies, the two have much in common. 

Following Donzelot and Foucault, the adult/child relationship in the carceral society has 

fundamentally been characterized by surveillance and monitoring. In the introduction to 

an early issue of Childhood, later quoted within Theorizing Childhood (James et al., 

1998), Connolly and Ennew (1996) remark simply that ―To be a child outside of adult 

supervision, visible on city centre streets, is to be out of place.‖ (p. 133). Similarly, as 

Matias Cordero Arce (2011) stated at a recent childhood studies conference ―A child 

'outside' is outside of childhood.‖ These statements can easily be reinterpreted as 

indicating that a child outside of adult surveillance is a child out of place. So too, has 

surveillance studies bordered on childhood studies. As Lyon has noted:  

[P]arents increasingly use surveillance technologies in order to watch their own 

children... Parents have always been concerned about what their children might 

be up to, of course, but ours is the first that has deliberately sought techniques 

used by the military or police in order to monitor their activities (2007, p. 13) 

This is indeed the case within youth Internet safety curricula, as parents attend 

informational sessions and presentations by law enforcement officers, as described in 

chapter four, in part to learn the various techniques suggested for use by law enforcement 
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for the monitoring of youth online. These techniques can range from simply ―friending‖ 

youth on social network sites, all the way to suggestions that parents construct false 

identities online to run ―sting operations‖ on unsuspecting youth, ensuring that they do 

not engage with online ―strangers.‖ As a school resource officer suggested to parents at a 

public cyberbullying discussion panel hosted by a New York school district,  

I think with some of this technology, make a fake account and try to friend them 

on Facebook. Have a friend phone and text them, and say ―Hey, what are you 

doing?‖, and does he respond? If he does, that's a great teaching point (Whiteley, 

2010). 

 Largely missing from the surveillance literature is work which explicitly focuses 

on watchers, instead examining the ways in which existing inequalities and power 

relations are reproduced through particular surveillance technologies and practices, often 

with an emphasis on those who find themselves the target of those practices. To an extent, 

this work begins to examine the ways in which groups and individuals are enrolled in 

surveillance practices, and in the case of Internet safety, the conversion of everyday 

experience into actionable data. This is described in chapters four, six and eight, as youth 

Internet safety curricula presented to parents by law enforcement officers, encourages the 

use of social networking technologies as tools for surveillance, rather than for social 

engagement with youth and other Internet users. Additionally, the existing surveillance 

literature typically describes the ways in which authority figures are performing and 

interpreting the surveillance, and the ways in which this governs the behaviors of the 
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surveilled. In this project, I suggest that with youth Internet safety discourses, youth and 

adults are instilled with the sense that beyond authorities, the future is always watching – 

as will be described in more detail in the preceding section on anticipatory regimes. 

  What might be considered more canonical works within the field of STS – 

emphasizing issues of technological determinism, momentum and citizenship support my 

arguments in the final two chapters of the dissertation. Specifically, I draw on the works 

of Langdon Winner (1986) and Thomas Hughes (1993), discussing issues of 

technological somnambulism and technological momentum, respectively. First, through 

Winner's discussion of technology as forms of life and Foucault's (1988b) definition of 

forms of technology, I argue that the institutions of the family and school have been 

produced by, and serve to reproduce technologies of childhood. For Winner, technologies 

can be understood to fundamentally alter the conditions of life, and provide the potential 

for entirely new activities. Further, Winner describes technologies as conceptual 

resources, pointing towards representations of human thought in terms of information 

technologies as an example – which again can be 

. Similarly, Foucault defines four overlapping modes of technology – 

technologies of production, technologies of sign systems, technologies of power, and 

technologies of the self, producing and manipulating things, symbols, domination and 

individual selves, respectively. Further, if technologies engender forms of life, I argue 

that everyday life within the range of available actions and subject positions made 

possible by those technologies then constitute a mode of technological citizenship. 
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Through technologies, individuals become different kinds of subjects, defining 

themselves and others in ways that place them within particular user groups. 

 Starting from the work of Donzelot, I describe technologies of childhood – the 

pedagogies, techniques, and governing mentalities which produce particular kinds of 

youth – as a socially and culturally entrenched technological system. This understanding 

of technologies of childhood draws on the work of Hughes, who provides a historical 

analysis of the development and entrenchment of the power network as a large 

sociotechnical system as an example of technological momentum. For Hughes, this 

momentum results from the ways in which technologies become intertwined with 

individuals and institutions over time, ensuring their continued operation, and demanding 

particular courses of action – which will again become important in the section on 

anticipatory regimes. In a similar way, I argue that technologies of childhood can be seen 

to be firmly entrenched as a large sociotechnical system, to the extent that they have 

simply become an invisible part of everyday life, protecting them from criticism or 

analysis. Winner's work again becomes important within the concluding chapter, 

specifically his conceptualization, and criticism of, technological somnambulism. His 

argument is that, driven by narratives of progress and modernity, public decisions – to the 

extent that they occur at all – concerning technology adoption go largely unquestioned. 

As such, he describes a mode of effective ―sleepwalking‖ through the adoption of 

technology, and the ―forms of life‖ they engender. Quite understandably, Winner 

positions this form of somnambulism as highly problematic, as the widespread adoption 
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of technologies in effect becomes a form of regulation, shaping and allowing for 

everyday forms of life. However, in the case of youth Internet safety, technological 

somnambulism allowed for the production of online spaces within which youth can 

interact and ―be themselves‖ outside of adult surveillance and beyond forms of 

preconstituted identities and subject positions.  

 I argue that youth Internet safety discourses can be seen as a reactive approach to 

technological decision making, indicative of the ways in which the Internet, had it been 

consciously developed with the governing mentalities of childhood in mind, might have 

been developed. In making this argument, I further draw on the works of Julie Cohen 

(2012) and Lawrence Lessig (1999). Broadly, Cohen calls for a more nuanced approach 

to the understanding of code as law provided by Lessig, away from the four modalities of 

law, code, norms and market and towards what she describes as architectures of control. 

Cohen's framework allows for resistance by socially embedded actors, and provides a 

more robust discussion of the kinds of power relationships engendered by specific forms 

of technology.  

2.4 Anticipating the Future 

 Reading through the childhood studies literature a familiar theme appears, one 

which ties into the recent work of Adams, Murphy and Clarke (2009), providing a 

potential frame through which to begin analyzing the discursive field of youth Internet 

safety. Specifically, the discussion of youth as a symbol of the future is one which is 

returned to frequently, both in the early literature and in the more recent. As James and 
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Prout (1997) note: 

...the inevitability of physical aging, combined with the conceptions of 

mortality of what now are largely secular western cultures, does in fact 

place upon children a particular responsibility for the future. It is children 

rather than ‗fate‘, ‗gods‘ or ‗demons‘ who will most likely endure to shape 

and participate in any future social world: they are the ‗next generation,‘ 

‗the guardians of the future‘ on whose shoulders time itself sits. ...it is 

children, depicted as providing the continuity between generations, who are 

used to underline the prospects for the future, suggesting that it is there, 

more than now, that their importance will lie (p. 236). 

Later, this again becomes an important theme for Holloway and Valentine (2001) as they 

describe both the ―booster‖ and ―debunker‖ discourses surrounding youth Internet use. As 

mentioned previously, in their research the mobilization of youth as a signifier of the 

future is resonant with the mobilization of information technology use as a signifier of the 

future. Both the booster discourse, in that it provides a idealized vision of the future, and 

the debunker discourse, in that it provides a dystopian vision of the future, rely on the 

combination of both symbols. Both works, in addition to numerous others on youth 

Internet use and moral panic, are indicative of what Vincanne Adams, Michelle Murphy 

and Adele Clarke (2009) describe as an anticipatory regime: 

Anticipatory regimes offer a future that may or may not arrive, is always 

uncertain and yet is necessarily coming and so therefore always 
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demanding a response... Anticipation is not just betting on the future; it is 

a moral economy in which the future sets the conditions of possibility for 

action in the present, in which the future is inhabited in the present. 

Through anticipation, the future arrives as already formed in the present, 

as if the emergency has already happened. The telescoping of temporal 

possibilities is a crucial part of anticipation. At the same time, this 

process also entails a forced passage through affect, in the sense that the 

anticipatory regime cannot generate its outcomes without arousing a 

‗sense‘ of the simultaneous uncertainty and inevitability of the future, 

usually manifest as entanglements of fear and hope (p. 249). 

For the authors, anticipation is a marked feature of the current episteme, which relies 

heavily on the conceptual possibility, and manipulation of, the ―future.‖ Through endless 

data collection, the ―necessary‖ actions of today are determined, collapsing the future into 

the experience of the present. While the work on anticipatory regimes focused primarily 

on medical and scientific discourses,  Richard Barbrook's (2007) work on ―imaginary 

futures‖ in many ways anticipated the arguments of Adams, Murphy and Clarke as they 

relate to information technologies:  

In the prophecies of artificial intelligence and the information society, ideology 

is used to warp time. The importance of a new technology lies not in what it can 

do in the here and now, but in what more advanced models might be able to do 

one day. The present is understood as the future in embryo – and the future 
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illuminates the potential of the present... The prophecy of the information 

technology comes closer to fulfillment with the launch of each new piece of 

software and hardware. The present already contains the future and the future 

explains the present. What is now is what will be one day. Contemporary reality 

is the beta version of a science fiction dream: the imaginary future. (pgs. 8-9) 

While other theorists have conceptualized this mode of planning for the future, Adams, 

Murphy and Clarke place far more emphasis in two key areas in their consideration of 

anticipatory regimes. First, the authors place an emphasis on the collection of 

―actionable‖ data to forecast the future, a process which resonates strongly with both the 

need for adults to ―get‖ or understand youth Internet practice, and further with my 

experiences performing research on youth Internet safety, which will be detailed in the 

next chapter. Second, the authors describe a type of discursive tacking between utopian 

and dystopian imaginary futures, rather than focusing primarily on the risk of trauma.  

 The use of anticipatory regimes provides a means through which to place youth 

Internet safety into a specific historical context, one which represents a marked change 

from the period in which Donzelot studied the family. While in the 18
th

 century, youth 

were observed to be ―wasted‖ – rendering them incapable of work in their adult lives 

through processes of ―spoiling‖ and poor health, in the current historical moment there 

exists no such issue. It is not that thousands of abandoned youth are dying of disease, or 

that youth born of ―good stock‖ are failing to enter the workforce, but rather the 

anticipation of a future in which youth will suffer trauma due to lack of protections, and 
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be unable to use the Internet appropriately in order to compete in the global digital 

economy. It is this mode of anticipation, within this particular historical moment and 

through which both youth and information technologies are conceptualized, which drives 

suspicion and surveillance surrounding youth Internet practice. Within anticipatory 

regimes, it is a moral imperative of citizens to ―characterize and inhabit states of 

insecurity‖ and ―to secure their 'best possible futures'‖ (Adams, Murphy, & A. E. Clarke, 

2009, p. 258). This is indeed the case with youth Internet safety, as I will go on to 

describe in chapters three and five, where parents and administrators who fail to monitor 

effectively are positioned as ―non-parents‖ and untrustworthy.  

 At the national level, a failure to provide students with ―21st Century Skills‖ 

(P21, 2011) will drain western nations of their scientific and technological dominance as 

the ―workforce of tomorrow‖ finds that it cannot compete in the ―digital economy.‖ At 

the state level, schools will struggle to engage with students increasingly distracted by 

digital media and the drama which occurs through such media, entering into school 

grounds. At the local level, parents will live in constant fear of the loss of their children to 

either online sexual predators or to the endless psychological trauma caused by 

cyberbullying. Across the levels exists the concept that shifts in youth sociality – 

including ―overexposure‖ and and inability to communicate appropriately in ―real life‖ – 

render the youth of today unable to find reputable employment. It is through the proper 

training in the safe use of the Internet – primarily through its use as a tool, rather than as a 

social space, as a number of parents and administrators explained to me – that will foster 
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the development of proper cybercitizens, able to compete on a global scale. As one youth 

Internet safety curricula site – connected to the Partnership for 21
st
 Century Skills – 

exclaims on their homepage: ―CyberSmart! fosters 21st century skills to increase student 

engagement and prepare students to achieve in today's digital society‖ (CyberSmart! 

Education, 2011). In this sense, the discourses of childhood and the Internet converge as 

overlapping elements of a particular anticipatory regime. As will be discussed in the 

concluding chapter, youth and the ―21
st
 Century‖ are co-constituted within these 

discourses, with the proper development of youth into adults dependent on the proper 

development of the Internet, and vice versa. Embedded within concepts of proper 

―development‖ in both senses are regimes of surveillance and authentication. Placing 

youth Internet safety discourses into the framework of anticipatory regimes further 

uncovers the ways in which they represent, as described in chapter three, forms of 

advanced liberal governance (Rose, 1999).  
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3. “PEDOBEAR – Does not have IRB approval” 

 

 As a friend once told me, ―Dissertation projects are a process of letting go.‖, and 

mine has been no different. The research project which supported this work, as it played 

out through the twists and turns of proposal writing, institutional commitments, fieldwork 

and writing, is quite different from the one which I had originally anticipated. This is 

hardly worth noting in most cases, as nearly all research goes through similar growing 

pains as investigators shift tactics in the face of various obstacles and fresh data. 

However, in this case, I came to realize that the processes by which this project was 

ultimately circumscribed by various institutions was itself an important part of the story. 

Doing research with protected groups of human subjects is never easy – a point which is 

well known to institutional review boards (IRB) and anyone who has attempted such 

work in the past. Having myself performed earlier research on youth and experiences 

with illicit Internet use, I knew something of what to expect before embarking on a 

project such as this one, and had imagined that the inevitable changes in research design 

brought by IRB and their school district-level counterparts would result in little more 

than frustration and an extended discussion on limitations. However, as the research 

progressed, I became increasingly aware that the processes by which the project was 

circumscribed by various institutions were themselves of great importance. Changes in 

methods, levels of mediation, and modes of analysis were all implicated in the ways in 



57 

 

which childhood and adulthood are constituted. Beyond discussing how it was I went 

about collecting my data, this chapter focuses on these institutional forces which shaped 

and positioned this project, from Institutional Review to the final writeup.  

 I came to realize that at every stage of the project, the institutions which mediated 

my research were tactically situated to maintain the dominance of developmental 

psychology while reinforcing the governing mentalities of childhood. This chapter should 

not be understood as my description of some form of conspiracy against my research 

project. While the work of the processes and institutions that were part of this project 

ultimately served such defensive purposes, I do not believe that any of the people who 

were involved were working with anything but what they saw as the best interest of 

children in mind. Even beyond best interests, I can say without hesitation that the work 

that was put into my project by others met the highest standards of quality and 

professionalism. That said, working in the interest of children – which always appears as 

self evident within youth Internet safety discourses – is itself a tactical position which 

resists analysis and criticism. It is perhaps because of this position that it becomes even 

more necessary to carefully examine what work youth Internet safety discourses, in 

policy, media, and curricula, are doing in the world.  

3.1 Method 

 In answering the research questions in the previous chapter, I followed a research 

method which would uncover the ways in which various social groups conceptualized the 

risks associated with youth Internet use, and the conditions which shaped these 
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conceptions. Broadly, this method can be broken down into six parts: curricula analysis, 

policy analysis, parent focus groups, administrator interviews, youth focus groups, and a 

youth online survey. 

 During the curricula analysis, I visited two school districts in Upstate New York, 

one that was hosting a presentation to parents, and another that was hosting a series of 

presentations to students, both on the topic of Internet safety and presented by New York 

State law enforcement officers. While the parent session drew at least partially on the 

freely available Internet safety curricula provided by the National Center for Missing and 

Exploited Children, known as NetSmartz, I had known from past experience and research 

(McQuade & Sampat, 2008) that NetSmartz was among the most widely used curricula in 

the state. As such, I additionally performed an analysis of the materials offered by 

NetSmartz both online and in their freely available curricula binder and DVD. I 

additionally drew on other forms of Internet safety materials provided at the two 

presentations, such as the free booklets provided by the FTC, along with some statements 

made by law enforcement officers who participated in parent focus groups, as will be 

described below. 

 Following the curricula analysis, I performed a historical analysis of the youth 

Internet safety policies introduced at the federal, state, and local levels dating back to 

1994. This analysis centered around the three first pieces of legislation to be passed at 

each of the three scales – namely the Communications Decency Act at the federal level, 

the eSTOP Act at the (New York) state level, and the Albany County Cyberbullying Law 
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at the local level. This analysis considered the text of the legislation, the meeting minutes 

and hearings of the various committees responsible for their production, and any ancillary 

media coverage or scientific reports which became visible through the legislative text and 

meeting minutes. Beyond the central focus of the three laws at the federal, state and local 

levels, I additionally tracked various youth Internet safety bills that had been presented to 

legislative bodies as a means to understand what forms of youth Internet safety issues 

were receiving policy attention throughout the decades. 

 For the remaining segments of the study, the consulting assistance of the 

Washington Saratoga Warren Hamilton Essex Board of Cooperative Educational 

Services, or WSWHE BOCES, was used to gain access to six New York State school 

districts. This project is centered on New York State, at least in part due to convenience 

and my own existing networks of contacts. This said, it is undoubtedly one of the more 

appropriate sites from which to research youth Internet safety issues. As I will describe in 

further detail in chapter five, from a policy standpoint New York legislators at the federal, 

state, and local levels have been among the first to propose and pass youth Internet safety 

legislation in the nation. Arguably, New York has been one of the most active in the 

development and enaction of Internet safety policies. Among the first states to begin 

adopting Internet safety practices in schools and one of the first to develop Internet safety 

legislation, recently New York passed the Electronic Security and Targeting of Online 

Predators (e-STOP) Act of 2008. At the federal level, New York Senator Charles Schumer 

has championed Internet safety legislation, introducing the Keeping the Internet Devoid 
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of Sexual Predators (KIDS) Act. Additionally, New York is home to a range of rural, 

suburban and urban school districts, each with very different sets of policies regarding 

youth Internet use. 

 Parents of students within each of the six participating school districts were asked 

to participate in focus group sessions, which I facilitated personally. Originally, the 

project called for one to two focus group sessions with parents at each school district – 

one at the middle school level, and one at the high school level – depending on district 

size. These sessions were intended to take place with between 6-9 parent participants, 

each lasting approximately an hour and a half. Unfortunately, this was not possible in 

each district, given the realities of parent availability and extreme winter weather. In total, 

focus groups were conducted in four of the six districts, occasionally with as few as two 

participants. Similarly to the student focus groups, these sessions focused on the types of 

online activities parents observed in their homes, and their understanding of Internet 

safety policies in their districts. 

 In order to gain the perspective of administrators and staff within each district, 

between two and five interviews were conducted with those individuals the districts saw 

as the most closely involved with youth Internet safety issues. Typically, this included the 

principal and vice principals at the middle and high school levels, along with directors of 

information technology, teachers, and superintendents, who for convenience will be 

referenced throughout the remainder of the dissertation simply as ―administrators.‖ These 

interviews typically lasted for approximately 40 minutes, and some became impromptu 
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focus group sessions as additional administrators chose to participate. Additionally, in 

one district, a focus group session with six teachers was offered in place of an 

administrative interview, which lasted approximately one hour. 

 Students within grades 6 through 12 (approximately within the age range of 10-

19) in each district were asked to participate in an online survey, consisting of both 

quantitative and qualitative questions, focusing on the major concerns of students, the 

types of risky online experiences they have had, and the ways in which they understand 

district policies and curricula regarding Internet safety. In all, 3688 students were asked 

to participate; of those, 118 opted out, 233 opted in but discontinued after the 

demographics section. Survey respondents were distributed evenly across gender and 

grade level. Aggregate survey results are included in the attached appendix. Providing 

context to this survey data were two focus group sessions with students within each 

district. Sessions were conducted with students from grades 6-8 and grades 9-12, with 

between 6-9 students participating in each session, and lasted approximately 40 minutes 

(or one class period). Initial survey data was used, with assistance from the data analysts 

at BOCES, to construct a developmentally appropriate interview guide. Additionally, IRB 

dictated that BOCES analysts, as childhood specialists, would facilitate student focus 

group sessions. 

 In analyzing the gathered data, I approached youth Internet safety from a 

constructivist stance, primarily through the works and methods of Clarke (2005) and 

Foucault (1972). From Foucault's work, my focus shifted from seeking to understand the 
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nature and extent – the ―reality‖ – of youth Internet safety, to one of seeking to better 

understand the conditions of youth Internet safety, and the kinds of work that such 

discourses performed. The project is one which places uncovering and examining the 

problematic of youth Internet safety as its central object. Unfortunately, Foucault 

provided little by way of formal method, and as such I turned to Clarke's situational 

analysis to provide some level of methodological structure to the project. Through 

situational analysis, Clarke attempts to bring grounded theory (Glaser & Strauss, 1967) 

around the poststructuralist turn, integrating constructivist epistemologies and 

Foucaultian discourse analysis to develop a method which takes on the situation – the 

―...organizations of perspectives which stratify nature‖ (2005, p. 22), coordinating social 

action and making possible particular modes of thought – as its central unit of analysis. 

Situational analysis examines the interaction of various social worlds, within which 

different discourses about the object of study are produced and circulated, paying 

particular attention to the ways in which boundaries and relationships of power are 

constructed and policed. This method includes the analysis of multiple forms of text, 

including ethnographic data, archival texts, and visual narratives – making it ideal for the 

examination of youth Internet safety discourses, as they are spread across policy, 

curricula, and other forms of social interaction. This said, I take inspiration from both 

Clarke and Becker (1993) in their willingness to embrace the ―mess‖ of social research, 

and while situational analysis provided a degree of form to my work, it was by no means 

as formal as the method written here might otherwise suggest. While in some cases I used 
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Atlas.ti – a software package designed to support qualitative grounded theory research – 

in, some I was provided access to the SPSS textual analysis software through BOCES, 

and in yet others I simply read the material, using Clarke's methodology and other 

sensitizing concepts from Foucault (1978), Campbell (2000, 2004), Donzelot (1979), and 

Castañeda (2002) as a guide.  

3.2 Research in Practice 

 Before beginning my doctoral work, I had spent a number of years working on 

youth Internet safety issues in Rochester, NY. Formally, I began my research when I was 

given the opportunity to work with Dr. Sam McQuade – a former police officer and 

program manager for the National Institute of Justice – on a project concerning college 

students and computer ethics at the Rochester Institute of Technology. My role on the 

project, as it would be in others during my time at RIT, was to act as something of a 

―native guide‖ to the social spaces of the Internet. It should come as no surprise that this 

project emerged from the interactions I had with McQuade over the years, the long 

debates between the seasoned cop-turned-policy wonk and the young and inexperienced 

hacker wannabe which I continue to look fondly upon to this day. Our conversations, 

which became particularly heated during periods of survey instrument design, always 

guided the research. However, I was often left unsatisfied – or simply ―grumpy,‖ as we 

came to describe it – at the end of some of our exchanges. This was not in the sense that 

my view was some how being dismissed, but rather that I felt that somehow something 

was off about the ways we had gone about aspects of the work. The ―grumpiness‖ sprung 



64 

 

from my inability to articulate those feelings in any meaningful way. There was 

something inherently humorous about the way McQuade and other ―grown-ups‖ would 

talk about ―gadgets‖ and ―cybersafety‖ –  something that I knew had to mean something. 

Overall, I spent six years working on various Internet safety projects as I worked through 

two Masters' degrees. While the research itself was always grounded in quantitative 

survey methods, I was often in conversations with parents, school administrators, 

students, and other local community members concerning youth Internet safety issues 

following innumerable meetings, Internet safety courses, and research presentations. 

These conversations only served to bolster my sense that there was something there. 

However, it would not be until the start of my work at Rensselaer Polytechnic Institute 

that I would begin to get a handle on my original ―grumpiness‖ over Internet safety. 

Through the teaching and guidance of my advisor, Dr. Nancy Campbell, I came to 

understand my sense of unease as something more than a gut feeling, while reading the 

works of Foucault and Clarke among others. It was only by approaching the various 

concepts and assumptions which facilitate youth Internet safety discourses with 

skepticism that I was able to better understand my ―grumpiness.‖ As I came to view it, 

there were problems inherent with the ease with which the daily lives of youth online 

were fit into the narratives of youth Internet safety, and what was left out in the process.  

 Looking back, even prior to entering into the formal process of proposal writing 

and Institutional review, the early experience of discussing the work of examining 

childhood and Internet safety was particularly telling. In groups of friends and colleagues, 
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merely talking about the research leads to inevitable joking – mentions of being 

confronted by Dateline/To Catch A Predator's Chris Hanson and accusations of using 

―fieldwork‖ to stalk children online. At one point, a friend and fellow grad student 

circulated an image of an angry Pedobear, stating simply ―PEDOBEAR – Does not have 

IRB approval‖ in the now common motivational poster format. As mentioned earlier in 

the introduction, Pedobear is the figure half-jokingly created by 4chan members to 

represent online sexual predation. I nearly always felt secure and comfortable enough 

with my own position to laugh along with and feed into this kind of joking. Certainly, the 

Pedobear image I found particularly amusing. From a research standpoint, however, the 

joking always made me feel slightly uneasy – although never in any way which would 

lead me to resent my well-intentioned friends. While ultimately the joke was a meta-

commentary on the positioning of the research itself, with the pranksters themselves fully 

understanding the social context, it was also a form of criticism of the underlying 

discourses of online pedophilia and youth Internet safety. The sense of unease I 

experienced increased as the project turned towards examining childhood as a social 

construction within Internet safety discourses. There was, after all, an element of truth to 

the humor in the jokes. One day this point was made particularly clear to me, after I had 

spent the day online looking through various youth Internet safety materials. I became 

aware of a site known as ―Woogi World,‖ billed as a ―safe, educational virtual world for 

children K-6‖ (WoogiWorld, 2011), and decided to take a closer look. In order to explore 

the virtual world, users must first create an identity for the site, with parent approval. 
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Acting as both ―parent‖ and ―child‖ user, I set myself up with an account, completed the 

initial youth Internet safety quiz, and began attempting to explore ―Woogi World.‖ 

Immediately, I was greeted with a large map of the United States. Every state was grey, 

and labeled ―Ghost Town,‖ with the exception of Florida and Arkansas, which were green 

and labeled ―A Few Woogies.‖ Hoping to see a few children actually interacting with the 

space – and assuming that I was maintaining ethical standards given the checks put into 

place by the technology itself – I chose to enter into the ―Florida‖ Woogi World section. 

There I found a virtual fairground of sorts, occupied by my own ―Woogi‖ avatar, along 

with one or two others representing other users. After navigating around for some time, 

somewhat uneventfully browsing the various activities available to Woogi world users 

and finding the space all but empty, I decided to ask one of the other Woogies if there 

were normally more users. Attempting to type ―Are there usually more people here?‖, I 

found that the word ―usually‖ was not one which was allowed by the chat whitelist. Nor 

was the word ―normally.‖ As I typed, one of the only other Woogies left the space I was 

in, so I followed after, brokenly attempting to ask my question. It was only then that I 

realized that from the perspective of another user, there was a strange Woogie chasing 

them around spouting nonsensical questions about other users. By acting suspiciously in 

the space, I had unwittingly positioned myself within the role of the suspected Internet 

predator or cyberbully. Days later my advisor asked me to consider what I was 

―becoming‖ through the process of my own research, and while realizing she meant 

something different by the question, the first answer which half-jokingly came to mind 
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was simply ―an Internet predator.‖ This is something of an exaggerated example, but the 

sense that as a researcher questioning the construction of childhood I might be taken for, 

or otherwise positioned into the role of, a pedophile, predator or someone who would 

otherwise bring harm to children was always present. Within the existing legislative 

framework, underwritten by the governing mentalities of a form of folk developmental 

psychology, being caught in such a position even as a researcher is understandable. 

Discussions of the social construction of childhood, sexuality, and trauma are commonly 

mobilized by controversial ―child love‖ groups, which I discovered after stumbling on an 

invaluable interview with Foucault on childhood sexuality hosted by ―[an online] forum 

for people who are engaged in scholarly discussion about the understanding and 

emancipation of mutual relationships between children or adolescents and adults‖ (IPCE, 

2010).  

 This particular point was not lost on the Institutional Review Board (IRB) at 

Rensselaer as they reviewed my project proposal. While they were in no way accusing 

me of being someone who would harm children, they well understood that performing 

such work could potentially make me appear as such, placing the university in a position 

to be liable for my actions as a representative of RPI. I had, however, always anticipated 

that there would be difficulties arising from my decision to study children. Having 

participated in the struggle to gain IRB approval at the Rochester Institute of Technology 

during the Rochester Cyber Safety & Ethics Initiative – a research project which 

surveyed over 40,000 K-12 students – I imagined that I knew what to expect from such a 
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process. My project, as originally described to the NSF and IRB, involved a number of 

phases: an analysis of youth Internet safety policy and curricula, interviews with school 

administrators, interviews with parents, and interviews with students. All interviews were 

to take place at school districts across New York State, dependent on available access to 

districts and willingness to participate. Ultimately, the original design was an attempt to 

move away from quantitative survey work on youth Internet safety, which I had believed 

had largely been done before, particularly in the wake of the recent Rochester Cyber 

Safety & Ethics Initiative. Very few researchers had actually spoken with youth about 

their practices online, and even fewer had discussed with them their concepts of online 

risk, and their experiences with Internet safety policies or curricula. Further, I had 

believed the survey methods largely imposed a specific discourse upon the practices of 

youth, making it difficult to gain an understanding of the ways in which youth discuss 

such practices amongst themselves. Specifically, I had noticed that the youth I had met 

and observed previously tended to adopt the language used by adults when discussing 

youth Internet safety issues, and that a survey instrument would largely fail to uncover 

the important differences between the ways that youth and adults differently understand 

youth Internet practice and risk. The proposal called for the participation of data analysts 

working with the WSWHE Board of Cooperative Educational Services (BOCES).  

 In New York, BOCES is a public organization that allows for the pooling of 

resources in cases where multiple school districts are seeking similar services. The data 

analysis group specializes in providing services relating to the collection and analysis of 
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educational data within school districts, allowing for a level of outsider access. 

Conveniently, there had been a directive from BOCES administration to facilitate 

stronger ties between K-12 and college level institutions, making the collaboration 

attractive from the BOCES perspective as well, and an agreement was made to assist me 

with gaining access to school districts, developing interview guides, and student 

monitoring during interviews. It should also be noted that there was something of a 

personal connection between myself and the organization, as my partner Elizabeth Fisk – 

to whom I have been married to for a number of years – was herself one of the two 

analysts working for BOCES on my project. BOCES assistance was, however, dependent 

on NSF funding, which was in turn dependent on IRB approval for the project. The 

analysts I worked with brought their own expertise to the project, grounded largely in the 

quantitative methods of educational and developmental psychology, along with years of 

experience working with youth subjects in school districts across the state. As such, they 

stipulated that focus group sessions for youth participants be performed, as opposed to 

one-on-one interviews, on the grounds that youth are rarely willing to speak openly on 

their own. As those who have worked with children on research projects are aware, youth 

under the age of 18 constitute one of the four groups of ―protected populations‖ identified 

by the federal regulations that govern human subjects research. Of course, my proposal to 

the Rensselaer IRB was ineligible for the expedited review process, meaning that it 

required examination and discussion by the full board, which only met at scheduled bi-

monthly meetings. Upon being received by the IRB, my proposal quickly drew criticism. 
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The criticism centered primarily on the possibility that youth would reveal potentially 

sensitive information within focus group sessions, particularly when asked about the 

kinds of risky practices and uncomfortable moments they had experienced online.  

 First, the board had concerns that youth would potentially be forced to reexamine 

potentially traumatic incidents, reopening these traumas of the past, thereby further 

damaging the psychological welfare of the subject. I also factored into such 

considerations, as I was considered to be unable to monitor for or recognize signs of 

youth distress within the context of the focus group, lacking the proper level of 

psychological training. Additionally, the mere exposure of such information concerning 

criminal or abusive acts, either by or upon youth, was viewed as extremely problematic. 

Within the context of a focus group, it became impossible to fully ensure that anonymity 

of any one subject would be upheld by the other participants, who could easily discuss 

the sensitive and potentially embarrassing statements of others outside of the session 

itself. Further, the elicitation of such statements was itself subject to state and federal 

reporting laws, requiring any investigator or state employee to provide any information 

concerning potential abuse or crime to law enforcement authorities – which again would 

violate the confidentiality of youth participants. Here again my expertise was called into 

question, as I was viewed as unable to identify what statements would trigger the legal 

reporting requirements. With these issues in mind, the board concluded that my project 

was unable to proceed without BOCES support, given that they had the necessary 

expertise to identify and manage potential problems with youth subjects. As such, only 
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BOCES analysts would be allowed to directly engage with youth throughout the project, 

facilitating the focus group sessions, as I sat on and took notes. It was at this point that 

the analysts at BOCES suggested the use of a survey to handle the more sensitive 

questions – those which involved the online practices of youth, the forms of bullying they 

had experienced, and the risky behaviors they reported engaging in on the Internet – 

rather than asking such questions in a focus group. According to the BOCES analysts, 

this was the preferred method, both providing additional protections for youth and 

allowing for more statistically robust conclusions. While focus group sessions would be 

retained in the research design, the discussions would be highly limited, largely focusing 

on issues of school policy, curricula, and the ways in which youth understand the relative 

positioning of adults and youth in terms of information technologies.  

 While this configuration satisfied the requirements of the review board, the 

project was still denied approval, pending confirmation of BOCES participation. Of 

course, that in turn was dependent on NSF funding, which was itself dependent on IRB 

approval. Obviously the circular dependency was resolved, allowing the project to 

continue. The process itself took a total of six months, between the volleys of memos, full 

IRB meetings, and revisions to the proposal. Interestingly, throughout this process, it 

seemed that IRB members often failed to fully grasp the concessions and changes I made 

to address their criticisms. Often, direct responses to specific problems would be 

responded to with mere repetition of the original criticism. It certainly seemed as if I had 

fallen into the subject position of the unethical researcher, preparing a project which 
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could potentially place the reputation of the Institute at risk. At times, it certainly felt as if 

I was caught up in a panic over the safety of youth – where the worst case frame obscured 

and warped any attempts to modify the project. Despite working towards a project 

centered on issues of youth Internet safety, I was asked repeatedly if it was truly 

necessary to involve youth in the project, if it was truly necessary to speak with those 

whose best interests and safety was at stake.  

 Data collection for the project began in September, 2010, following the IRB and 

NSF confirmations in February of the same year. In order to provide some context prior 

to the design of the survey and interview instruments, I performed an analysis of existing 

youth Internet safety policies at the federal, state, and local levels, and an analysis of 

youth Internet safety curricula as it is provided within school districts across the state. 

Gaining access to school districts can be a slow process at the best of times, and through 

the assistance and contacts of BOCES six of fifteen invited districts agreed to participate 

in the study. Unfortunately, the six districts which agreed to participate were not as 

evenly spread across urban, suburban, and rural areas as were the original fifteen which 

were invited. Further, the largest, most urban of the participating districts was unable to 

provide access to all but one of their schools, a small middle school. The student survey 

instrument, which was developed in collaboration with the BOCES analysts to ensure 

appropriateness for the target audience, was administered to students online by the school 

districts themselves at various times between September, 2010 and January, 2011. Census 

level data was achieved in all schools which participated in the survey, with the exception 
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of one, which had minor technical difficulties, preventing a small group of students from 

completing the questionnaire. While originally the survey data was meant to provide 

context for the development of the remaining interview guides – including those which 

would be used for participating parents, administrators, and students – I was prevented 

from using the data until the end of data collection in March, 2011.  

 The BOCES analysts were in full control of the survey data, as it was 

administered to school districts through an online survey service paid for by BOCES, and 

accessible only by them. Upon requesting that the data be provided to me as the first 

district completed the survey, I was told that I would not be provided with the data until 

data collection was complete, despite the fact that downloading the data from the service 

provider and sending it along was a trivial task. While the analysts later retracted their 

original statement, I was initially told that access to the data would ―bias‖ me for future 

engagements with parents, administrators and students. Further, there was a concern that I 

would, accidentally or deliberately, relay some of the existing data to other participants, 

which to the analysts represented both a threat to the confidentiality of the data itself, and 

the objectivity of the focus group discussions. Later, the stated reason for failing to 

provide me with the data became that of the standard service provided to clients in such 

situations, namely that survey data was not provided until the analysts had the 

opportunity to fully clean and analyze it, a service they were unwilling to provide until all 

survey data had been collected. Rather than providing the data, I was told that the 

analysts themselves would perform their own analysis, using that to provide feedback to 
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my draft interview guides for the subsequent focus group sessions and interviews. 

Reluctantly I was forced to accept their position, both on the grounds that the BOCES 

analysts were providing extensive services at reduced cost, and that continuing to push 

for the data was an excellent way to disrupt the peace in my own household and 

workplace. It was at this point that I realized (much to the annoyance of my partner) that 

this movement was itself part of the project, as my research was effectively being 

bounded and colonized by psychological methods – and had been from the start.  

 Data collection progressed as I visited each of the six participating districts at 

various times throughout the winter. The level of organization and preparation for our 

arrival by the school districts varied widely. One district rolled out the proverbial red 

carpet, with a fully detailed schedule, a prepared workspace, and plentiful (and free!) 

meals and snacks throughout the day. In another, staff and administrators reacted to our 

presence as if they had only just learned of the research project, preparing interviews on 

the fly, much to their annoyance. Within each district, I had planned to conduct two focus 

group session with 6-9 students, one for grades 6-8 and another for grades 9-12, one or 

two focus group sessions with parents (split into grade ranges in the case of multiple 

sessions), and three to five one-hour interviews with the administrators and staff 

members most involved in youth Internet safety issues as determined by the district. 

Given the varying levels of organization, inclement weather, and the willingness to 

participate on the part of parents within each district, the full range of proposed focus 

groups and interviews was not completed in every district. Thankfully, in all districts but 
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one, all of the student focus group sessions were completed successfully.  

 The student sessions were something of a frustrating experience, as I was 

technically unable to interject or change the course of the discussion. As per the demands 

of the IRB, BOCES analysts would accompany me for all student focus groups, 

facilitating the discussion as I quietly sat taking notes. Prior to the first of these, I was 

surprised to find that I would be unable to even record the focus group sessions with 

youth despite having allowance for such recording in my original IRB proposal, again out 

of the concern that they might elicit some form of sensitive information which would 

trigger reporting requirements. Additionally, the methods used by the BOCES analysts to 

facilitate the sessions were somewhat different than those I had been trained in. The 

student focus group sessions were, from my perspective, extremely rigid. While certainly 

there were moments during the discussions in which the facilitator veered away from the 

prepared interview guide in order to follow up on responses, these moments were often 

cut short in order to ensure that the instrument was completed in its entirety. Often, the 

kinds of follow up questions that were asked were not the ones which I would have 

asked, and I found myself unable to contribute to the discussion. Attempts to stare 

meaningfully at the facilitator – who was always my partner – proved to be largely 

unsuccessful, and often counterproductive.  

 However, I do not want to overstate the extent to which the focus group sessions 

were not executed as I might have liked. The data we collected was most definitely 

useful, providing me with plenty of things to discuss, and I am most appreciative for 
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BOCES' support. My criticisms are ones of cross-disciplinary methodological details, 

which again factors heavily into my understanding of the project as a whole. Beyond the 

student sessions, I completed between three and five interviews with staff and 

administrators in each district, and in one was provided the opportunity to conduct a 

focus group session with faculty members in the place of a staff interview – which later 

proved to be extremely useful. However, the tactic of allowing the districts to choose who 

I would interview did not always prove successful, as I interviewed some staff members 

who had little if anything to do with Internet safety policy or curricula in their districts. 

Unfortunately, the parent focus group sessions were extremely difficult for district 

administrators to arrange, even in the most organized of the districts. While the first 

district I visited was able to arrange two full parent focus group sessions, the others 

barely found enough willing participants to fill one. One district was only able to 

convince one parent to participate – who I interviewed regardless – and in another I 

arrived only to find an empty room. I was later told that none of the parents who had 

agreed to participate had decided to actually do so. Strangely, in one district I was faced 

with what was effectively a law enforcement focus group – with two police officers, a 

health care worker who routinely hosted Internet safety presentations, and a stay at home 

mother. Unsurprisingly, while all of the participants were technically parents, their 

responses to my questions rarely ―hung together‖ with those elicited from other parents. 

In some ways the overall lack of parental participation was particularly interesting, given 

the discussions surrounding irresponsible ―non-parents,‖ as I will describe later in chapter 
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six. Finally, after all of the survey and focus group data had been collected, I was sent the 

full set of survey data – with the aforementioned total of 3337 student participants.  

 Much to my disappointment, there are simply forms of research which cannot be 

undertaken under current ethical regulations – a statement which I cannot help but note 

fits me once again into the subject position of the child predator. Even the National 

Academies, when asked to examine issues concerning youth and pornography ultimately 

acknowledged that this was the case. As the panel of researchers described: 

For example, Dorothy Singer, co-director of the Yale University Family 

Television Research and Consultation Center, was not permitted by her 

Institutional Review Board to conduct a study that would have measured the 

impact and short-term behavioral responses of children watching the Power 

Rangers. Ironically, shortly after Singer was prevented from doing this study, a 

local television station videotaped children‘s activities on the playground after 

watching a Power Rangers episode (Thornburgh, Lin, & National Research 

Council (U.S.), 2002, p. 145). 

Similarly, private organizations and news media often ask youth to discuss their 

experiences with crime and abuse online. Indeed, much of the youth Internet safety 

curricula relies on such discussions, providing videos of youth describing incidents of 

bullying and sexual abuse. Youth are ultimately portrayed only through the lens of the 

adult news media. As mentioned previously, researchers are prevented from performing 

similar work, out of fear that youth will either recall past traumas, that some form of 
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information which would necessitate intervention by law enforcement would be elicited 

through the research, or that ―innocent‖ youth will somehow be inspired by the 

discussion to engage in such acts. In any case, the end effect of the protective discourse 

which surrounds youth research is to reduce meaningful participation by youth. James, 

Jenks & Prout (1998) noted this in their work on childhood:  

Strong though the case for this [child protection in research] is, as in debates over 

children‘s rights an over-emphasis on protection invites the charge that what 

resides beneath the rhetoric of welfare is the attempt to exclude children from 

participation... In research this would mean, for example, a return to the practice 

of producing data about children but not with them. Such pressures are sometimes 

spoken about by government-funded researchers in the U.S. where the notion of 

children speaking independently of their parents might be seized on as an attack 

on 'family values' (p. 188). 

As the final sentence in the above quote touches upon, youth are additionally unable to 

speak independently of their parents or other adults responsible for their care. Within the 

IRB regulations, this can be found in the varying forms of assent and consent forms 

provided to youth and adults, respectively. Youth are ultimately only provided with the 

decision to participate in research projects through an assent form after their parents have 

provided legal consent. This idea that minors are incapable of providing legal consent is 

grounded in developmental psychology, as are the concepts of trauma and the necessity 

of adult protection. Again, while this is not to say that youth are fully without need of 
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protection, or that small children are capable of providing consent, but rather a move to 

acknowledge the social construction of youth and the ways in which developmental 

psychology is positioned within the institutions of research.  

 Returned to in later chapters, these issues – the dominant position of 

developmental psychology in the understanding of youth, and the exposure of youth 

practice to adult surveillance – would reappear regularly in the data. In the project 

development and data gathering phases, developmental psychology serves as an 

obligatory passage point for all research with youth subjects – my own included – and is 

additionally positioned in such a way which allows it to easily colonize such research 

projects. This initially occurred as my research proposal was reviewed by the IRB, 

immediately sparking concern. While I requested and welcomed BOCES participation on 

the project, and continue to be grateful for their excellent work, they were ultimately 

made a requirement for the project by the IRB, which itself speaks to the ways in which it 

was institutionally necessary to enroll developmental psychologists in such projects. It 

was not just that BOCES participation was necessary, but further that they were provided 

with sole access to youth participants, preventing me from engaging with youth on their 

own terms. Only those who were trained in the proper theories and methodologies were 

allowed access, ultimately shaping and constraining my research project. Prior to this 

realization, I too had played a role in this process, requesting that BOCES assist with 

developing ―developmentally appropriate‖ questions on both the survey and focus group 

scripts, as had been done in the past with the earlier survey work in Rochester.  
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 Certainly, at the time the IRB mandated that BOCES analysts would need to be 

present for and facilitate the focus group sessions with youth, I thought little of it, other 

than the fact that I would lose considerable control over the direction and flow of the 

conversation in the sessions. However, I began to have a better grasp of the disciplinary 

differences as the BOCES analysts and I began to plan the project. These differences first 

manifested as a focus on the statistical notions of generalizability and validity by the 

analysts – moves which I understood well, with my own background in survey methods. 

This move towards generalizability and validity was always couched in terms of 

providing reports which would benefit the districts within their counties. The implication 

was that unless the project was conducted in a manner which met the standards of their 

disciplinary expertise, there would be no benefit to their constituent school districts. I 

assume that this was either because the project would not be seen to provide what is 

commonly understood as ―actionable‖ data, the district administrators would find that the 

data did not meet their own methodological standards (being trained in education), or 

both. Ideally, it was their goal to expand the project from an original five planned 

participating districts to a total of fifteen. In this case, while I was wary of the additional 

time and effort work within fifteen school districts would require, ultimately I saw the 

benefit of a true cross section of the districts across the state. Of course, given the lack of 

school district interest in participating, we were ultimately only able to gain access to six 

districts. Disciplinary differences were additionally a major force behind the argument to 

accept survey methods, allowing for a much more broad sample group. The differences 



81 

 

again became a stumbling point in the focus group sessions, where BOCES analysts 

insisted on repeating the same questions to each group of students, requiring that each 

question be answered. By ensuring that each question was asked and answered within the 

student focus groups, BOCES analysts were moving to allow for broader generalizability 

and validity, at the cost of a more flexible, less directed discussion with students.  

 Occasionally, I could not help but see myself within the focus group sessions as 

the silent, ―creepy guy‖ in the corner, furiously scribbling notes with a strange electronic 

pen as everyone else spoke.  This, it seemed to me, was a view at least somewhat 

supported by the student participants, who I caught casting a wary glance in my direction 

in more than one instance. As I once again read through this chapter myself, in draft 

form, I realize that even the act of describing my own fieldwork as ―data collection‖ is a 

marker of the ways in which psychological discourses have colonized my project. To an 

extent, this was the level of engagement I had with youth. It was not so much the 

ethnographic work performed by danah boyd (2008), in which boyd directly engaged 

with youth – ―hanging out‖ with them – as they navigated their everyday lives, as much 

as it was a survey-like question-response exchange in which I was prevented from 

holding a meaningful conversation with youth. For their safety, of course. As a result, and 

once again casting me in the role of the child predator, I found myself often wondering if 

various youth I met – both in focus group sessions and within my everyday life – were 

over the age of 18, allowing me to interview them on the spot without fear of reprisal 

from the IRB. I had been positioned within my own work as a social-scientific predator, 
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and ―barely legal‖ had taken on an entirely new meaning.  

3.3 Conclusion 

 In conclusion, it seems appropriate to reiterate the extent to which I feel as if my 

project, despite being hedged in by dominant disciplines and being occasionally messy, 

was a success. No researcher ever manages to acquire all of the data they would ideally 

have liked to, and in that sense this project was no different. Further, while I am 

undoubtedly ―taking sides,‖ as Becker (1967) would say, I do need to emphasize (and 

hedge my bets) by mentioning once again how helpful and professional the staff at 

WSWHE BOCES were throughout the project. I am ultimately critical of the ways the 

institutional systems which circumscribe social research operate, rather than the specific 

and intentional actions taken by the analysts. They were doing their jobs, and admirably 

so given the pittance I was able to provide them with through grant funding. As such, I 

thank them again here, and would suggest to anyone undertaking similar projects to take 

advantage of their services – at the very least, those in opposing disciplines will be 

provided with a better understanding of the tactical mechanisms by which disciplinary 

dominance operate. 



83 

 

 

4. “Your Child's D.I.G.I.T.A.L. Life” 

 

 There is currently a tremendous effort being put forth to educate today's youth on 

the safe and appropriate use of communication technologies. Programs have been 

developed at the national, state, and local levels, in addition to various curricula offered 

by private corporations and non-profit groups. The stated goals of these programs are to 

help prepare youth Internet users to become good cybercitizens, fostering an effective and 

save online environment for both educational and corporate activities. Additionally, they 

seek to assist confused parents to better understand what it is that ―their kids‖ are doing 

online, and the potential risks they face should the Internet be used inappropriately. These 

curricula have been freely provided to youth and adults across the state, in the forms of 

course materials, online resources, handouts, assemblies and presentations, and provide 

significant insight into the ways in which ―youth Internet safety‖ has emerged as a 

problematic for policymakers, school administrators and parents. 

4.1 “Our kids live in a digital world, and we don't really understand it.” 

 In March 2010, I was invited to an evening youth Internet safety presentation, 

provided by a local representative from the New York State Internet Crimes Against 

Children Task Force (NYS ICAC) at a local school district. The presentation, entitled 

―Your Child's D.I.G.I.T.A.L. Life‖ (2010), was provided within the school cafeteria, 
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containing approximately 15 to 20 parents, teachers and school administrators. While not 

a full house, the presenter would later explain to me that the attendance was relatively 

high for presentations of that sort. Once everyone had settled, the principal of the school 

introduced the speaker, after noting that ―Our kids live in a digital world, and we don't 

really understand it‖  – a point reinforced by the use of the now infamous ―Comic Sans‖ 

font on the title slide projected behind him. While choice of typeface may appear to be a 

non-issue to most, for experienced Internet users it speaks volumes. Comic Sans, 

originally released by Microsoft for use with an early version of the Windows operating 

system, has since been reviled as a typeface used exclusively by those without a sense of 

style, associated with casual office memos, birthday invitations, and the worst varieties of 

spam e-mail. The speaker, opened with a brief description of her work with the task force, 

and then asked the audience a simple question: ―What is your child doing online?‖ The 

implication was, of course, that few of the parents in the room could answer that 

question. The investigator did have the answer to her own question, however. Youth, she 

described, commonly make ―risky decisions‖ online, including ―Friending unknown 

people, talking about sex, [and] clicking on pop-ups.‖  

 In an often repeated sentiment, the investigator noted that ―Online actions equal 

offline consequences,‖ a fact which youth Internet users rarely take into consideration. 

The statement, however, was one which was designed not only as a talking point for 

parents holding discussions with their children, but additionally one which parents 

needed to learn themselves. More specifically, the point was a move to bring parents 
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closer to breaking down the conceptual separation between cyberspace and the ―real 

world.‖ As such, elements of the statement ―Online actions equal offline consequences‖ 

were present throughout the presentation. Later, the investigator noted that she would 

frequently tell teens that ―If you wouldn't tell someone something to somebody's face, 

don't say it online,‖ and in cases where ―inappropriate‖ content was involved, asking 

them ―Do you want your grandma to see that?.‖ Shortly after she shook her head and 

lamented that the policy was at one point to tell youth Internet users ―Don't post pictures. 

Well,‖ she said while shaking her head, ―we lost that battle.‖ Later a video from 

NetSmartz (a division of the National Center for Missing & Exploited Children) was 

aired, featuring a girl posting a slightly suggestive picture of herself onto a (physical) 

school bulletin board. As the other students of the school passed by the board, they 

laughed and ripped the picture down – revealing an exact duplicate in its place. As the 

hallway emptied out, the girl returned to the board with a panicked look, and frantically 

began ripping copies of the picture off the board, but to no avail. Seconds later, she 

walked away in frustration, and into the frame walked a balding janitor. The janitor upon 

seeing the photo grinned maliciously, removing a copy for himself. Here again, this short 

ad – frequently aired on television and in highway rest areas around the state – 

transplants the act of posting pictures online into the ―real world.‖ Shortly after the video, 

the speaker displayed a slide which stated: ―Material Online Viewed By: -Friends, -

Parents & Relatives, -Employers, -ONLINE PREDATORS‖ (emphasis in original).  

 The key to preventing these forms of risky and deviant behaviors, according to the 



86 

 

presenter, was the availability of ―trusted adults.‖ The ―trusted adult,‖ was developed as 

part of the youth Internet safety curricula provided by NetSmartz, which is among the top 

Internet safety resources in the country. Implicit in the concept of the ―trusted adult‖ is 

that in the anonymous world of online communication, no one can be trusted. More 

specifically, in the NetSmartz curricula, youth are encouraged to discuss any problems 

they might have with adults who they can verify to be trustworthy and safe, usually 

parents and teachers. Such problems may include unpleasant incidents which youth have 

experienced online, or in other cases, issues which they feel they need to talk out. In the 

latter, youth are told that talking to people online about personal problems is dangerous, 

given that predators and bullies may use sensitive information to groom or attack, and are 

instead encouraged to only discuss such issues with ―trusted adults.‖ Although this is not 

implicitly stated in the curricula, adults do not appear to automatically be ―trusted,‖ and 

instead must have an understanding of the ―D.I.G.I.T.A.L lives‖ of youth Internet users 

before they can take on such a role. Effectively, the ―confused adult‖ makes for a poor 

―trusted adult‖ in the figuration of the NetSmartz/NYS ICAC curricula.  

 ―Your Child's D.I.G.I.T.A.L. Life‖ would seemingly lead the audience to believe 

that the presentation would focus on what it is that youth are doing online, giving parents 

an inside look at ―digital youth culture.‖ Interestingly, throughout the course of the 

presentation the acronym ―D.I.G.I.T.A.L.‖ was never elaborated upon. Additionally, very 

little of the content provided what the title described, assuming of course that the 

acronym can be taken at face value. Instead, the presentation was primarily concerned 
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with the common risks which youth are believed to face online, and the ways in which 

parents might mitigate those risks. In effect, the risks – including cyberbullies, online 

predators, and exposure to/generation of inappropriate content – became the everyday 

―digital life‖ of youth from the ―trusted adult‖ perspective. As such, the Internet safety 

curricula for adults, as exemplified by the Internet safety presentation and the materials 

made available by NetSmartz makes visible the figure of online risk against the backdrop 

of youth Internet use, allowing the everyday social activities of youth as viewed by the 

adults to fade into the background. This construction of online risk can be seen across the 

materials presented to parents, teachers and administrators, which rarely deviates in any 

significant way from the shock-and-scare tactics frequently used by law enforcement 

officials and Internet safety experts – used in many of my own presentations on Internet 

safety to great effect in the past. Existing elements of youth Internet practice, commonly 

observed by parents, are marked out to produce a coherent figure. Among these are the 

images of youth shuffling or closing windows for privacy upon being observed by a 

parent, the use of ―trash talk‖ in an online game, or extended periods spent by youth 

online – all are marked as potential ―warning signs‖ of ―risky behavior.‖  

 The construction of the figure itself is not the only tactical mechanism of youth 

Internet safety curricula, however. Facilitating the legitimation of the curricula, adult 

participants are placed into the subject position of the ―confused adult,‖ destabilizing 

their own experiences with youth and the Internet and their existing understandings of 

those experiences. The law enforcement official, the Internet security specialist, the state 
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Attorney General, or the school Superintendent are positioned as having the expertise 

through which the ―confused adult‖ may be transformed into a ―trusted adult,‖ capable of 

effectively surveilling youth Internet practice, seeing through the potentially deceptive 

practices of youth, and providing meaningful advice to troubled youth which makes sense 

both online and in the real world. Once the figure of online risk has been legitimated, and 

the adults transformed into ―trusted adults,‖ the second aim of the presentation is to 

propagate the perspective of the ―trusted adult‖ – through which the figure of online risk 

is made visible. This is encapsulated by a single statement by the presenter: ―Kids only 

think they know what they're doing.‖ The implication being that the ―trusted adults‖ were 

needed to show youth Internet users what it was that they were really doing online, to 

show them how they produce the figure of online risk, transforming their online social 

spaces. Further, there is no possibility of a ―trusted youth‖ within such curricula, serving 

to position youth as inherently untrustworthy and suspicious – a theme which will return 

in the concluding chapter. As such the ―trusted adult‖ becomes one of the cornerstones of 

NetSmartz youth Internet safety curricula, providing the only frame through which youth 

can fully grasp the ―consequences‖ of their activities online.  

4.2 Offline Consequences 

 The NetSmartz curricula provides a series of brief educational videos and 

discussion templates, all of which are available freely online. Teens have their own 

section of the site designed specifically for them, known as NSTeens. The majority of 

content on NSTeens involves ―inappropriate content.‖ Teens are warned against posting 
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inappropriate content, and encouraged to report ―inappropriate content‖ posted by others. 

Beyond a few brief references to angry significant others, ―inappropriate‖ is universally 

constructed in relation to the figure of the ―trusted adult.‖ One video entitled ―Online 

Consequences,‖ similarly to the discussions in the safety presentation for adults, 

specifically addresses why ―inappropriate content‖ should be avoided, and what 

―inappropriate content‖ is (NetSmartz, n.d.). As with many videos available on the site, it 

is comprised primarily of teens who are being asked to describe their own experiences 

online and how they understand the risks they face, interspersed with clips of NSTeens 

animations from other videos. Beyond a few brief references to angry significant others, 

―inappropriate‖ is universally constructed in relation to the figure of the ―trusted adult‖. 

Trusted adults include parents, school administrators, law enforcement, college recruiters 

and future employers – and are clearly responsible for bringing about the ―Offline 

Consequences,‖ in addition to counseling should a troubled teen need it. As the notes 

contained underneath the ―Offline Consequences‖ video states ―Talk to a trusted adult 

about any information you receive or see online that makes you scared or 

uncomfortable.‖ In contrast, one teen describes, ―There's a lot of stuff I don't want my 

family seein', maybe my friends, but not my family...‖ within the video itself. Similarly, 

the end of the video includes teens describing the ways in which inappropriate content 

posted online might affect the future college acceptance and job prospects, in addition to 

landing them in trouble with school officials. Interestingly, the site itself seems hesitant to 

describe what inappropriate content is – relying instead on the teens themselves to 



90 

 

describe the types of content which should not be posted. In the animation created by 

NSTeens, the characters describe a picture of a football player dressed up as a ballerina 

on a bet, and a blog post about Twinkies and soda being the perfect meal, as 

―inappropriate,‖ potentially presenting a poor image to a college football recruiter and in 

need of deletion. When asked ―Why do people post inappropriate content?‖ another teen 

responds ―Honestly, I think that at the time when they post it they don't really think it's 

inappropriate,‖. Arguably, this is because content only becomes ―inappropriate‖ when it 

is recognized by a ―trusted adult‖ as constitutive of the figure of online risk.  

 While the ―Offline Consequences‖ video provides what appears to be youth 

speaking frankly about what they view ―inappropriate content‖ to be, other videos clearly 

show what the NYS ICAC presenter described as ―These kids [which] have been instilled 

with the message.‖ One such video concerns the posting of ―inappropriate content‖ of a 

different variety: social networking profile data. Entitled ―Social Networking‖, there is 

nearly an audible click as interviewed teens shift into the youth Internet safety discourse 

(NetSmartz, n.d.). When asked ―How can posting personal information and pictures 

affect your future?‖ one teen responds, ―Um, someone could use that information against 

you, and perhaps become a predator, and try and find you, or try and harm you or 

threaten you‖. Other teens are asked ―Do your parents or guardian know what you are 

doing online?‖ One responds ―Our computer is in the living room, so they always have 

clear access to what I'm doin'.‖ Closing the video out, another seemingly nervous teen 

states simply ―You, you should always trust your parents.‖ – a statement which later 
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prompted the NYS ICAC presenter to mention the kids which have been ―instilled with 

the message.‖ Here again, ―inappropriate content‖ is constituted in relation to the ―trusted 

adult‖ but in a slightly different manner. In this sense, personal information is 

―inappropriate‖ because ―trusted adults‖ recognize its publication as risky behavior, as 

predators may use the information to begin grooming or threatening the youth that posted 

it.  

 Of particular interest is the section on cyberbullying. One of the videos in that 

section, entitled ―Cyberbullying,‖ again interviews a number of different teens 

(NetSmartz, n.d.). While the figure of the ―trusted adult‖ is largely absent from this video, 

which is unsurprising given that cyberbullying is perceived to be committed by youth 

against youth, a different tone is adopted by those who are simply speaking their mind, 

and those who are speaking the discourse of youth Internet safety. Two responses to the 

question, ―Why do people cyberbully?‖ presented back to back again highlight the 

difference between ―instilled‖ and non-―instilled‖ kids. The first states ―I think people 

cyberbully because they want to feel better about themselves,‖ in contrast to ―They just, 

like, prolly just don't got a life, just like to bother people, or just like to get attention from 

it.‖ While the first clearly draws upon the often repeated psychological discourse 

surrounding bullying, the second draws on insults, and then describes the motive behind 

bullying as ―for attention‖ - most commonly used in conjunction with the online behavior 

of ―trolling.‖ The video closes out with a student making yet another reference to 

―inappropriateness‖, saying that ―It's just, like, immature and inappropriate and they 
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shouldn't be doing it.‖ Of all the responses across the videos, ―Cyberbullying‖ contains 

what is perhaps the most telling. When asked what cyberbullying is, one teen, seen to be 

leaning comfortable against a locker, seems slightly confused. He states that ―It's just 

basically, like, trash talk,‖ and then seeming to notice that the term needed further 

explanation, ―like, uhhh, through technology.‖ It is a particularly telling statement 

precisely because of the brief pause in between ―trash talk‖ and ―through technology.‖ 

The pause seemingly indicates that, were he speaking to a friend, the description of 

cyberbullying as ―trash talk‖ would be sufficient. Put differently, the pause indicates that 

the concept of ―cyberbullying‖ is not a useful one for the teen – the ―through technology‖ 

simply doesn't matter. It is at this pause where we begin to uncover one of the central 

contradictions of the Internet safety discourse.  

 The knowledge that ―through technology‖ should not be a useful distinction for 

youth Internet users is not foreign to ―trusted adults‖ who have been transformed through 

the Internet safety curricula. A variant of the statement, ―There is no difference between 

online and offline for kids‖, usually spoken in a near-scandalized tone, is present nearly 

every Internet safety presentation – including the NYS ICAC presentation I was present 

for. Indeed, I have heard it spoken (and have even said it myself) over the past eight years 

more times than I can possibly count. On the surface, this statement is simply a repetition 

of the writings of Marc Prensky (2001a), the author who coined the terms ―digital 

immigrant‖ and ―digital native,‖ who describes the ways in which youth (as digital 

natives) and adults (as digital immigrants) are culturally and biologically different in 
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ways that previous generations were not, and  represents one of the more visible ways in 

which ―digital‖ youth are exoticized (Herring, 2008). However, the statement additionally 

points to the fact that for ―confused adults‖ and ―trusted adults‖ alike, there is a clear 

separation between ―cyberspace‖ and the ―real world.‖ In relation to the ―real world‖ 

cyberspace is constructed as a modern wild west, the untamed digital frontier, separate 

and largely inaccessible by parents, educators or policymakers – imagery which serves in 

part to reinforce the subject position of the ―confused adult.‖ As Prensky, and other 

similarly popular authors (Tapscott, 2008) describe, adults are literally not ―wired‖ to 

handle online sociality in the ways that youth do. Through this perspective, the separation 

between ―the real world‖ and ―cyberspace,‖ is constructed as a material/technical 

difference, in which bodies are left behind the screen, allowing the disembodied mind to 

explore freely the expanses of the Internet. This realization is not particularly new, and 

numerous Internet scholars have been critical of such descriptions of the Internet (see 

Holloway & Valentine, 2001; McGuire, 2007; Turkle, 1984). The general criticism is that 

cyberspaces cannot be anything but embodied, locally constructed social spaces – a point 

well demonstrated by the work of Holloway and Valentine on the markedly different 

spaces of youth cyberspaces at home and youth cyberspaces at school. 

4.3 The Work of Cyberbullying  

 These critiques do not account for the fact that there is clearly something different 

about online interaction. There is some form of separation between online and offline, 

cyber and physical. It can be seen in the forms of ―online communities‖ and ―Internet 
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culture‖ which have emerged following the widespread adoption of the Internet. Words 

such as ―lulz,‖ ―fail,‖ ―fag,‖ and ―pwned‖ have either emerged from, or taken on new 

meaning within, the context of the Internet, often in ways which do not translate easily 

beyond the confines of the screen. As such, for youth the divide between ―cyberspace‖ 

and the ―real world‖ is largely conceptualized as a cultural, rather than a material, divide. 

This divide is not a consequence of the technology itself, but rather the differential 

adoption of various kinds of Internet technologies by youth and adults. More specifically, 

youth and adults have come to the Internet in different ways and for different purposes 

over the past decade, and as such the ―cyberspaces‖ experienced by adults and youth are 

very different. This is borne out by research on the purposes to which various age groups 

have put the Internet over the past decade, much of which has been performed by the Pew 

Internet and American Life project. As the authors of a recent memo on the generational 

differences online describe: 

Contrary to the image of Generation Y as the 'Net Generation,' internet 

users in their 20s do not dominate every aspect of online life. Generation 

X is the most likely group to bank, shop, and look for health information 

online. Boomers are just as likely as Generation Y to make travel 

reservations online. And even Silent Generation internet users are 

competitive when it comes to email (although teens might point out that 

this is proof that email is for old people) (Jones & Fox, 2009). 

The report additionally found that Internet users between the ages of 18-32 are still the 
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most likely to be using the Internet for communication between friends and family. As 

such, for the older generations, who were slower in adopting more social technologies, 

the divide between cyberspace and ―the real world‖ as a material divide was much more 

of a conceptual possibility in the general absence of Internet use for everyday social life. 

The mere conceptual possibility of ―cybersafety‖ is precluded by the notion that the 

―cyber‖ represents difference and separation from the embodied social world. An 

emphasis on ―cyberethics‖ implies that regular ethics simply do not apply in cyberspace. 

An emphasis on ―cyberbullying‖ implies that the practice of bullying has been 

transformed by new information technologies which make it unmanageable by traditional 

means. Evidence of this can be found across all of the currently available cybersafety 

curricula, which are largely devoted to activities which protect Internet users from 

particular forms of online social behaviors, rather than attempting to discuss online 

sociality as contextualized within the everyday lives of Internet users. Ultimately, there is 

a separation between the ―cyber<social>‖ and the ―social‖ present in every discussion of 

cybersafety, as the Internet renders particular aspects of youth culture newly visible to 

―trusted adults.‖ For youth, however, the social spaces which Internet technologies made 

available offered a form of social distance from the older generations. The result was the 

coproduction of a (or many) historically situated youth culture and what is now broadly 

referred to as ―Internet culture,‖ fostered by the multitude of social spaces and 

populations of cyberspace. Put differently by Mark Poster (2001),  

...the Internet is more like a social space than a thing, so that its effects 
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are more like those of Germany than those of hammers: the effect of 

Germany upon the people within it is to make them Germans; the effect 

of hammers is not to make people hammers... but to force metal spikes 

into wood. As long as we understand the Internet as a hammer, we will 

fail to discern the way it is like Germany. The problem is that modern 

perspectives tend to reduce the Internet to a hammer. In this grand 

narrative of modernity, the Internet is an efficient tool of communication, 

advancing the goals of its users, who are understood as preconstituted 

instrumental identities (pps. 176-177). 

By conceptualizing the Internet and cyberspace as ―hammers‖ in relation to 

preconstituted identities, they are understood to have ―impacts‖ upon those existing 

identities. As such, youth can be understood as needing protection from the negative 

impacts of technologies, more so than they can be understood to be instrumental in the 

construction of online spaces and cultures. In short, the ways in which the curricula 

constructs the cyberspace/real world divide is largely as that of technologically 

determined difference, while youth/Internet discourses construct it largely as one of 

cultural difference. Within youth Internet safety discourses, such things as hammer-

bullying and hammer-stalking might exist, while anything beyond such issues dissolve 

into broader social contexts.  

  It follows then, that the construction of difference between ―cyberspace‖ and the 

―real world,‖ the mere existence of the prefix ―cyber-,‖ can be tracked as a marker of 
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dominant thought, as a governing mentality of Internet practice, and one which can be 

immediately identified within the discourse of youth Internet safety. With this in mind, 

what then is to be made of the central theme of ―Online actions equal offline 

consequences‖ consistently referenced within NetSmartz material, and by extension the 

presentation provided by the NYICAC representative? The statement, produced within 

youth Internet safety discourse, clearly draws upon a largely material/technical 

understanding of the differences between the cyber and the real world – else the 

statement would largely be unnecessary. Drawing on this perspective, the cultural context 

of the Internet as a social space is rendered invisible, eclipsed by the only true, offline, 

―real world‖ frame of reference – that of the ―trusted adult.‖ Because the differences 

between on- and offline are constituted as neutrally material/technical through youth 

Internet safety discourse, there can be no other social context other than that of the ―real 

world.‖ As such, the existence of any form of youth or Internet culture, from which 

seemingly deviant or risky activities may be internally consistent, is denied in a move to 

further legitimate the perspective of the ―trusted adult.‖ In this sense, youth Internet 

safety curricula can be best understood as consistent with a form of advanced liberal 

governance. Such discourses serve to reconstitute the family and school in such a way 

which produces children who are ―good cybercitizens,‖ prepared for competition in the 

information economy of the 21
st
 century. It comes as little surprise then, that the 

mechanisms of this reconstitution bear a family resemblance to those which served to 

reconstitute the modern family in the late 1800s, as observed by Jaques Donzelot (1979). 
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At the time, the problematic of wasted potential, represented by both youth abandoned at 

foundling hospitals by working class families, and the youth raised under the corrupting 

influences of servants within bourgeoise households, had become visible to the state. This 

set into motion a shift in the construction of families through a variety of policies and 

regulatory efforts. As Donzelot describes,  

The bourgeoise family was constituted by the means of a tactical 

constriction of its members, aimed at suppressing or controlling an internal 

enemy, the domestic servants. This cohesion gave it an added power that 

enhanced its social position and enabled it to return to the social field with 

the force it needed in order to exercise certain controls... The working-class 

family, on the other hand, was forged on the basis of a turning back of each 

of its members onto the others in a circular relation of vigilance against the 

temptations from outside, the cabaret and the street. It carried out new 

educative tasks at the cost of a loss of its coextensiveness with the social 

field; it was dispossessed of everything that situated it in a field of exterior 

forces. Being isolated, it was now exposed to the surveillance of its 

deviations from the norm (p. 45, emphasis in original). 

Similarly, in response to the ―borderless‖ nature of the Internet fostered by the ubiquitous 

access made available through mobile devices and school and home networks, the family 

has been forced to undergo a tactical expansion. The family has become an insufficient 

unit for the suppression or control of the ―Online Enemies‖ of childhood, which as 
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Dateline NBC correspondent Chris Hansen (2007) has pointed out, are ―...Already in 

Your Home,‖ in addition to being present in schools, libraries and the palms of childrens' 

hands. Further, this expansion can be seen as a response to the ways in which information 

technologies allow youth sociality to extend into adult spaces. These technologies have 

facilitated interactions which blur and complicate more traditional boundaries between 

adult and youth social spaces, allowing for youth access to and publication of 

―inappropriate‖ content. As such, a wider, more distributed network of guardians is 

necessary, as exemplified by the production of ―trusted adults,‖ comprised by parents, 

law enforcement, school officials, or any other adults which can be ―verified‖ by youth in 

an offline context. Just as the earlier tactical constriction protected bourgeoise youth 

from the corrupting influences of working class servants and their cultural frame of 

reference, the tactical expansion protects youth from the corrupting influences of the 

youth/Internet cultural frame of reference. Correspondingly, youth themselves are turned 

back in a ―circular relation of vigilance,‖ as youth Internet safety curricula trains them to 

adopt and defend the frame of the ―trusted adult,‖ to whom they are required to report 

any ―uncomfortable‖ or ―inappropriate‖ transgression or deviation. This practice is 

similar to that instilled in youth by school resource officers, who encourage youth to 

report potentially problematic behavior. As Kupchik and Monahan describe, ―Students‘ 

experiences are thus framed within a climate of distrust under the watchful eye of the 

state‖ (2006, p. 622), or in this case, the state and other trusted adults. Once again in ways 

similar to the transformation of the working-class family described by Donzelot, through 
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this mechanism they are dispossessed of their situated positions within the broader social 

field of youth experience. In this way all, whether they be youth Internet users or ―trusted 

adults,‖ are ―instilled‖ with the governing mentalities (Campbell, 2000) of youth Internet 

safety. 

 Such a mechanism has implications which far surpass the reconstruction and 

policing of youth and adult social spaces, however. By linking the notions of 

―inappropriateness‖ and ―appropriateness‖ to the figure of the ―trusted adult,‖ while 

denying legitimacy to the social contexts of the Internet, the curricula effectively sets a 

code of conduct for all Internet activity, for both youth and adult Internet users. As can be 

seen by the ―Online Consequences‖ video, notions of ―inappropriateness‖ and 

―appropriateness‖ are not those of the generalizable adult, but rather those of the college 

recruiter, the corporate employer, and the socially conservative family member. The gaze 

of the trusted adult upon Internet content and activity is that of the liberal, modern state, 

as attributed to the ―adult‖ population. Indeed, this can be readily observed in news 

reports of firings over Facebook postings, and the rising use of social networking sites as 

sources of information during the hiring process. However, any ―inappropriate‖ material 

made available by adults is, to some extent, labeled as ―childish‖ or ―immature.‖ As such, 

any culture or subculture which might arise out of online spaces are, at best, figured as 

youthful in some way, and at worst, figured as inappropriate and immature. Effectively, 

the figure of the child is used to reinforce the dominant gaze of liberal governance. 

Through such a figuration, as Poster suggests, users use the Internet as singular and 
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prefigured identities, rather than entering into and engaging with it as a unique social 

context. In such a way, any culture which might arise out of the various social spaces and 

groupings of the Internet and its users is subjugated to that of the trusted adult. In many 

ways, this further serves to reify the isolation of youth from markedly adult social spaces, 

and vice versa. Many faculty members and district administrators I spoke with exhibited 

a hesitance to join social networking sites, or to post information of any kind online, in 

part because the mere engagement in such activities could be easily misconstrued as 

unprofessional, or as a violation of the established roles between students and staff – 

regardless of how private any engagement in such spaces might be. Others, particularly 

parents, noted that they used social networking sites as monitoring tools against their 

children, a practice commonly referred to as ―creeping.‖ Such cases seem to suggest that 

the only meaningful engagement adults might have in youth social spaces online are 

those in which adult access is used for surveillance.  

 Furthermore, the separation between the cyber<social> and the social through 

youth Internet safety curricula problematizes the Internet as a technology capable of 

facilitating new, and potentially risky or dangerous, modes of interaction while insulating 

existing institutions from open critique. The Internet has made visible modes of social 

interaction which have previously been treated as largely unproblematic, in the sense that 

they were not previously visible as problems in need of specialized policy intervention. 

While the extension of said interaction has undoubtedly changed the ways those 

interactions take place, they are still fundamentally similar. Trash talk is still trash talk, 
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whether or not it occurs ―through technology.‖ However, the visibility of such 

interactions in many cases has changed. The audience which can potentially observed the 

interaction is far broader, and has the potential to grow exponentially. Bullying is perhaps 

the prime, and most recently pressing, example of such changes in visibility. Where once 

the everyday incidents which comprise bullying – the range of frequent, smaller 

interactions between students that are intended to discursively position one another – 

were largely only known to a small group of students, they are now frequently made 

public (or at least more public) online. Youth post slights on social networking profiles, 

upload videos of fights that take place off of school grounds, and perhaps most 

importantly, joke with one another in ways which appear as ―inappropriate.‖ As youth 

chronicle their everyday lives online, they chronicle both the potentially harmful 

instances of deliberate insult and open aggression, along with the playful sarcasm that 

mark their varying relationships. This has a number of implications for ―bullying,‖ but in 

relation to the cybersafety curricula one in particular stands out. Specifically, the 

everyday practice of bullying appears as ―cyberbullying‖ from the outside, made visible 

through the extension of everyday bullying into more public and accessible cyberspaces. 

By simple nature of being made visible through Internet technologies, ―cyberbullying‖ 

becomes a unique form of problem brought on by the Internet, and therefore in need of 

interventions – namely education and policy – which specifically address issues of 

technology use, rather than those of everyday youth lives.  
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4.4 OnGuard Online & the Law Enforcement View 

 The form of youth Internet safety represented by the discourses of NCMEC, a 

non-profit organization largely devoted to combating predation and exploitation on and 

offline, and NYICAC, an organization which solely handles issues of online crimes 

against children, is something of an extreme – made to appear even more so by this 

particular mode of deconstruction. It is a mode of youth Internet safety most closely 

aligned with the policy discourses, discussed in the previous chapter, and is arguably 

among the most common, particularly within New York State. State officials and law 

enforcement regularly draw on NCMEC resources presented in similar fashion to that 

provided by NYICAC, NetSmartz videos play on loops in highway rest stops, and 

NetSmartz curricula materials are commonplace in NY classrooms. Not all modes of 

youth Internet safety discourses found in curricula are the same, however. One example is 

that of OnGuard Online, a site and accompanying curricula provided by the Federal Trade 

Commission. There are relatively few videos and resources available by OnGuard Online, 

particularly in comparison to a site such as NetSmartz; however, the materials they do 

provide tend to focus much less on surveillance, and instead attempts to foster discussion 

and mutual understanding between youth and adults. The video directed at parents states 

that ―...it's based on the idea that the first step towards protecting kids online is more 

about talking, than technology.‖ They go on to recognize that establishing social values 

through conversation with youth, regardless of whether or not such conversations involve 

the Internet, can be the best mechanism by which to prevent online deviance and 
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victimization. The video, and the ―Net Cetera‖ booklet that accompanies it, 

acknowledges the ways in which information technologies have become a part of 

everyday social lives for both youth and adults, and by contrast to the emphasis on 

―trusted adults‖ in NetSmartz, encourages youth to take action on their own before 

coming to an adult for assistance. While technological surveillance and filtering are 

mentioned, the booklet states in bolded text opposite the listing of possible methods, 

―The best way to protect your kids online is to talk to them. When children want 

important information, most rely on their parents‖ (OnGuard Online, n.d., p. 41). This 

shift in emphasis is likely driven by the commitments of the FTC in regards to Internet 

use and regulation. They have traditionally focused on privacy and data collection issues 

online, and are particularly wary of the problems of spyware and identity theft. These 

issues are also described in the materials provided by OnGuard Online, a few pages away 

from those which describe the potential use of monitoring technologies by parents. 

Effectively, the FTC must pull away from suggesting the use of monitoring and filtering 

software by parents precisely because it is functionally identical to the varieties of 

―malware‖ and ―spyware‖ youth are being taught to avoid elsewhere in their own 

materials. Regardless of the forces behind the change in emphasis, at the very least, the 

message presented by the FTC is one which is seemingly less socially isolating. Rather 

than an effort to reframe youth Internet practices through the ―appropriate‖ discourses of 

the trusted adult, youth and adults are encouraged to discuss Internet practices on their 

own terms.  
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 Unfortunately, even when material such as OnGuard Online is provided to youth 

and parents, the shift in emphasis is often lost. Indeed, the OnGuard Online booklet was 

freely provided to parents as part of the NYICAC presentation I attended. This in itself is 

somewhat unsurprising, given the background of the presenter – a law enforcement 

officer dedicated to preventing, tracking, and punishing crimes against children in New 

York State. Such presentations are extremely common, with state troopers, resource 

officers, district attorneys, and computer crime units frequently providing free 

presentations to youth and parents. In many school districts I visited, these forms of 

presentations were the only form of Internet safety education offered. In such cases, the 

presenters themselves are significant in that they speak from the perspective of those who 

handle the unsafe and harmful aspects of the Internet on a daily basis. For them, the risks 

youth face online are made manifestly real, as they investigate cases of harassment and 

track down Internet predators and child pornographers. In presentations provided by law 

enforcement officers and those close to the judicial process, the sense of a real and 

looming threat is made prominent through the experiences of the presenter, placing 

further emphasis on the potentially disastrous consequences of inappropriate youth 

Internet use. Just as with the presentations provided to parents, this is made readily 

apparent in presentations provided to youth as well. One district, which did not agree to 

participate in the study as a whole, allowed me to sit in on a presentation by a New York 

State Trooper to their high school students. The presentation was originally intended for 

parents, complete with a video clip from Fox News which asked the question ―How can 
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you protect your kids from these Internet goons?‖, and was somewhat clumsily 

repurposed for a youth audience. The presenter left little room for safe, legal Internet use 

by teens, stating simply ―Teens online – this is you guys. You are perpetrators and you are 

victims.‖ In this case, as is common for similar presentations for youth made by law 

enforcement officials, the risks that youth face online, such as predation, embarrassment, 

and civil and criminal penalties, were highlighted through the experiences of the 

presenter. One example came early in the presentation, where particular note was made of 

child predators, with the presenter pointing to the slide and saying ―...[that's] what takes 

up 90% of my time these days – child pornography.‖ Others included discussion of 

sexting cases, cyberbullying, and hacking school networks. Through these examples, 

significant emphasis was placed on the ability of investigators to trace and identify 

computer criminals, complete with a discussion on digital evidence. For the students in 

attendance, who seemed to be at least partially surprised that they were not as anonymous 

as they expected online, this invariably lead to questions about punishment and 

consequences. Based on these questions, many students seemed to only have a superficial 

understanding of the justice system, asking whether or not various online activities would 

lead to incarceration. This lack of understanding was used by the presenter to reinforce 

the specter of punishment for youth Internet users. In his discussion of file sharing, the 

presenter mentioned both students who had been arrested through an FBI crackdown, and 

additionally the ―Hundreds of thousands of dollars in civil penalties in the industry 

crackdown per person,‖ leaving some students in the audience concerned about their own 
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file sharing habits. However, the presenter failed to discuss a number of other key points 

to the students. In regards to the arrested students, the presenter described their activities 

simply as ―file sharing,‖ without mentioning that in order to incur criminal penalties for 

copyright infringement – let alone attract attention of law enforcement – a user must be 

sharing thousands of dollars worth of copyrighted material. Additionally, the music and 

movie industry associations have recently ceased suing individual file sharers, and even 

when large numbers of civil suits were being initiated, a very small percentage of users 

were targeted, and tended to settle out of court for a few thousand dollars (Fisk, 2009). As 

such, students were largely led to believe that they would either be criminally prosecuted 

or fined for their file sharing activities online, particularly in conjunction with the 

comments by the presenter that ―We can find you, we will arrest you.‖ The Trooper 

presentation for students and those like it serve to reinforce the dual dystopian visions of 

youth Internet use – that of the ―victim,‖ and that of the ―perpetrator.‖ Rather than 

discussing issues with adults in a safe space, as described by OnGuard Online, youth are 

told that ―The people that say something are typically the ones who don't get in trouble.‖ 

That is, effectively, the message about youth Internet use as delivered by law enforcement 

officers, and it appears to be the most common source of Internet safety education for 

both youth and parents, outside of stories covered through the news media.  

 In one district, during what was ostensibly a parent focus group session, I was 

provided with the opportunity to discuss Internet safety issues with two law enforcement 

officers who were themselves parents. One had previously been CIO of a large police 
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department, in addition to having founded the local chapter of Infragard – the 

public/private partnership established by the FBI to protect information infrastructure. 

The other chose to remain anonymous, but both routinely provided Internet safety 

presentations to both parents and youth. In this focus group, I heard what was arguably 

one of the most extreme examples of the law enforcement view of youth Internet safety, 

as one of the ―parents‖ linked social networking sites to terrorism and human trafficking:  

When you open the door to the Internet, you open the door to the entire world. 

And there are cultures out there that think nothing, and even worse, despise our 

way of life... Social media is a great venue for organized crime, especially 

international organized crime, especially the human slave trade... It is becoming 

almost an underground phenomenon that this is how they find their prey. And 

kids, that doesn't even enter their heads. 

In another district, I was able to speak with the school resource officer – the law 

enforcement agent assigned to the school district. Interestingly, all described the Internet 

safety efforts of law enforcement in New York State as largely analogous to the D.A.R.E. 

program aimed at youth drug abuse. As one of those in the ―parent‖ focus group said, 

―Where we've come from with drugs, we're trying to get there with Internet safety, we're 

trying to get there with sexting... I go over the laws with them, I get my tools from 

NetSmartz. They're a great resource... It's free – the county always likes things that are 

free!‖ Through a somewhat aggressive response to youth Internet safety issues, using a 

D.A.R.E. model of education, the NetSmartz curricula as provided by law enforcement 
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officers becomes the least expensive and therefore most popular means by which districts 

are able to provide Internet safety education, often in highly publicized ways. By 

requesting or accepting presentations by law enforcement, school districts often receive 

local media coverage, demonstrating their commitment to the issue to the community. 

Commonly included in these stories are interviews with the presenters themselves, 

allowing for the further spread of the law enforcement perspective on youth Internet 

safety issues. However, one district in particular – the most rural district I visited – 

recognized the fact that law enforcement officers were not always the most effective 

choice for presenting youth Internet safety curricula to youth. As the director of 

information technology there described, recalling his own experiences at one such 

presentation: 

I can say that I have been to several workshops where they've had State Police 

have just put the fear of God into some of these people, and I think it loses the 

kids. It's almost like you have to mentor them than intimidate them... They said 

―If you do this you're going to go to jail.‖ When you look at the audience and the 

kids are snickering, they're not taking it seriously. I think it's that power of 

authority that's trying to clamp down on students' rights... When you use a 

threatening approach, it really puts up a wall with a lot of kids.  

Just as the Director of IT described, this was precisely what youth were doing at the 

presentations by law enforcement which I attended. As I sat in the audience of students, I 

heard one exclaim ―I'm almost 18, I don't need to know about Internet safety awareness!‖ 
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Another, who was removed from the audience by the principal (for reasons unknown) 

said loudly ―I don't fuckin' want to be here!‖ after she was questioned about her behavior. 

As the first group of students left, and another arrived for the second session, a group of 

boys discussed the title slide: 

Student A: This is going to be fuckin' hysterical... 

Student B: Look what it's called! 

Student C: It's hysterical <laughing>, right!  

The director of IT later discussed plans to take a more mentoring based approach towards 

youth Internet safety in the rural district, in conjunction with the student mediator – a 

position unique to that district – later in the year. He was perhaps the only individual I 

spoke with who was openly critical of the existing youth Internet safety materials beyond 

students themselves.  

4.5 Conclusion 

 None of this is to say that the advice provided to both youth and adults concerning 

Internet safety throughout the OnGuard, NetSmartz and other curricula, which overlap 

heavily with only minor shifts in emphasis and detail, are not effective in at least some 

way. Certainly, the analysis presented here is not intended to dismiss the very serious 

risks faced by youth and adults online, but rather to show what kind of work the kinds of 

Internet safety education provided does, and how it operates at a tactical level. More 

importantly, perhaps, none of this is to imply that those involved in the production or 

presentation of Internet safety curricula have anything but the best interest of children in 
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mind as they go about their work. I have had the pleasure of meeting many individuals 

throughout my research on Internet safety who are truly passionate about their work, and 

strive only to ensure that not one more child endures the potential abuses made possible 

by Internet use. That said, it is that passion which makes it more important to critically 

examine the operation of youth Internet safety discourses. As my mentor and friend Dr. 

Sam McQuade often told me, usually after another school district or funding agency had 

agreed to participate in our research, ―Nobody can say no to protecting children.‖ 

Nobody can say no, and nobody wants to be accused of not wanting to protect children, 

or worse, of being for child abuse themselves. As such, the ability to prevent others from 

saying ―no‖ to Internet safety requires a Internet safety itself to be constantly monitored, 

to ensure that being critical can be separated from ―saying no‖ when it comes to 

protecting children. Unfortunately, as I will describe in subsequent chapters, youth 

Internet safety is much more about protecting a particular idea of childhood than it is 

about protecting children – a danger that comes along with never saying ―no.‖ 
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5. “Our women and children are hurt the most from these internet 

predators.” 

 

 On the surface, it certainly appears as if concerns over youth Internet use in the 

U.S. have gone through distinct phases as increasing numbers of children gained access 

to the Internet and later various forms of cyberspaces. Beginning in the mid-1990's, 

Internet pornography, online predators, and most recently, cyberbullying have all 

dominated national discussions – both in the legislature and in the news media – at 

different times. Each issue has been presented as a ―new‖ threat to youth safety, 

facilitated by information technologies, and creating new potentials for the exposure to, 

or dissemination of, ―obscene‖ and ―harassing‖ content. However, all of these issues were 

largely anticipated by both policymakers and the researchers who examined Internet 

safety dating back to 1994. In this chapter, I first examine the history of youth Internet 

safety legislation at the federal level, from the Communications Decency Act to the 

Keeping the Internet Devoid of Sexual Predators (KIDS) Act. Throughout this history, I 

argue that legislative attention has largely been focused, rather than driven, through 

widely popular news media coverage, such as the Time story on ―Cyberporn,‖ and 

Dateline NBC's ―To Catch a Predator,‖ making various aspects of youth Internet practice 

visible as imminent policy problems. Media coverage then provides a bridge into a 
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discussion of state level legislation, focusing on the development of the Electronic 

Security and Targeting of Online Predators (e-STOP) Act of 2008 in New York State. 

This discussion draws out the governing mentalities of childhood embedded within youth 

Internet safety legislation, constructing youth as subjects that can be acted upon by 

policy. Finally, I turn back to a discussion of the role of technology in youth Internet 

safety legislation, through an examination of the 2010 law passed by Albany County, 

criminalizing ―cyberbullying.‖ Here, as with the youth Internet safety curricula, a 

technological determinist argument is mobilized as a strategic mechanism to insulate the 

existing institutions of childhood from criticism. 

5.1 “Info Superhighway Veers into Pornographic Ditch” – Federal Youth 

Internet Safety Policies 

 Within all youth Internet safety legislation, the explicitly central concern across 

the years has been the protection of children as they go about playing, communicating 

and working online. Initially, this concern came on the heels of federal crackdowns on 

digital copyright infringement, hacking and – most importantly – digital child 

pornography. As early as 1985, federal legislators and law enforcement officers had 

begun taking action against child pornographers and pedophiles online, initially targeting 

those who used electronic bulletin boards to trade information on minors willing to 

participate in sexual activities, exemplified by the Computer Pornography and Child 

Exploitation Act of 1986 (Mace, 1985). As growing numbers of middle class households 

began to take advantage of various Internet service providers and dial-up services amidst 
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advertising campaigns espousing the technologies of the future, youth increasingly began 

to have access to online resources, including bulletin boards, chat rooms, and 

newsgroups. Unsurprisingly, as more youth began to gain access to what had been 

traditionally hidden ―underground‖ spaces, media reports concerning youth access to 

pornographic and explicit content began to filter in amidst stories on child pornography. 

In one of the earliest examples, a reporter writes ―Usually operated by computer 

aficionados out of their homes, the boards can provide off-color jokes, adult pictures, 

formats for trading sexual messages and dating services. All this, just by dialing up the 

right numbers. Computers also are used by pedophiles, adults with a sexual interest in 

children‖ (―There‘s an X-Rated Side to Home Computers, Parents Warned,‖ 1987). In 

this way, the urgency of the child pornography problem became linked with the growing 

accessibility of pornographic content online, particularly as computer technologies 

allowed for the display of increasingly multimedia content. While there was still 

relatively little coverage of access to pornography by youth online, by 1990 a familiar 

narrative had begun to emerge – that of youth accidentally stumbling upon, or being 

interrupted by, online obscenity while engaged in more acceptable pursuits. As a 

Houston, Texas reporter describes,  

Westbury High School student Jeff Noxon's homework was rudely interrupted 

recently when he stumbled across the world's most sophisticated pornography 

ring. After musing at the novelty of seeing sexually explicit material, he went on 

to other studies. Noxon glimpsed only part of an electronic catalog of erotic art 
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and literature that grows daily, offering titles such as Cindy's Torment and ―The 

Education of Rachel.‖ It's supported by taxes and brought into town by the 

brightest lights of higher education.The purveyor of Jeff's surprise and Cindy's 

slavery is a grand undertaking called the Internet. It is the world's most capable 

research tool, but it is an equally efficient conduit for pornography and a 

tempting target for computer hackers. (Abernathy, 1990) 

 Such stories increasingly drew the attention of lawmakers. Among the first to 

begin voicing concerns with the ease by which pornographic content could be accessed 

by children through computers was Nebraskan Senator, Jim Exon (Democrat), who 

would go on to effectively spearhead the amendments that became known as the 

Communications Decency Act. Exon had himself cosponsored legislation against child 

pornography, and began pushing for changes to the Communications Act of 1994 as it 

was being developed. Through these amendments, Exon sought to extend the regulations 

which restricted harassment and ―indecency‖ over telephone calls to any 

telecommunications services which made available such content to minors. With nearly 

every discussion of these issues on the Senate floor, Exon would request that an 

accompanying news article be read in to the record. In the first such instance, in July 

1994, Exon referenced an article from the Los Angeles Times which described the illegal 

use of servers at a government research facility to host pornographic images – although 

Exon seemingly changed the title from ―Computer at Nuclear Lab Used for Access to 

Porn‖ (Bauman, 1994) to ―Info Superhighway Veers into Pornographic Ditch‖ (Exon, 
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1994a). Later that summer, Exon described his actions in a letter to a constituent, noting 

that:  

All Americans look forward to the arrival of new telecommunications 

technology. Families will gain new options for communication and 

entertainment and students will gain easy access to a wealth of knowledge. At 

the same time, recent stories of computer and telecommunications technologies 

being used to transmit pornography, to engage in ―electronic stalking‖ and to 

engage children in pornographic or indecent electronic conversations send 

shivers up the spine of all families... As I said in my statement introducing the 

Decency Amendments, the information superhighway should not become a 'red 

light district' (1994b). 

While at the time, concerns of legislators seemed to be focused primarily on youth access 

to online pornography – or, more accurately, the exposure of youth to online pornography 

– two other major concerns also emerged: online sexual predators, and online harassment. 

On the Internet, as legislators described, ―There is a flood of vile pornography‖ (Grassley, 

1995a), where ―pedophiles and other sexual miscreants... congregate in order to satisfy 

their own depraved appetites... [and] can ply their trade with much less exposure to 

parental supervision or law enforcement‖ (D‘Amato, 1995), and which allows for 

―electronic stalking by individuals who use computer communications to leave 

threatening and harassing messages‖ (Exon, 1994a). The legislators had largely 

anticipated the variety of risks that Internet use would pose to children – or at least those 
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which would continue to be the largest concerns across the nation. The amendments 

posed by Exon did not go without criticism, however, and  other Senators argued that the 

proposed legislation violated the constitution and established undue chilling effects 

through a knee-jerk reaction to the problem (Feingold, 1995a; Kerrey, 1995; Leahy, 

1995a). One, Senator Patrick Leahy of Vermont, proposed a bill to study the control and 

effects of Internet pornography, given that the Senate discussion on online pornography 

were being performed in absence of any Congressional hearings or research. Given the 

legally problematic nature of Exon's bill – namely the vague use of the term ―indecent‖ to 

regulate online speech – it was poorly viewed by the majority of legislators. Indeed, the 

chairman of the Commerce committee, responsible for the Communications Act as a 

whole, had intended to table the bill (Bloch, Cole, Epperson, & York, 1995). Before the 

bill was tabled, however, Exon had prepared a ―blue book‖ of online pornography, which 

he presented to the Senate, inviting all to view the shocking material he had gained access 

to. Shortly afterwards, and prior to any Congressional hearings on the matter of online 

pornography, Exon's amendments were put to a vote, passing the Senate with relatively 

little opposition (84-16). The Senate, it seemed, was hesitant to appear as supporters of 

online pornography when faced with a vote. As one Senator later described in a hearing 

on online pornography, ―Members of the Senate reacted as any parent would when they 

were confronted with the 'blue binder' filled with pornography downloaded from the 

Internet... Senators reacted as most of us would in that situation, they voted for an 

amendment they thought penalized pornographers and sexual predators and which 
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purported to protect children‖ (Feingold, 1995b).  

 Following the passing of the bill through the Senate, Time magazine published a 

cover-story article on the problem of youth access to pornography. The issue featured a 

pasty, dimly-lit child, gasping in horror with his fingers at the keyboard. The headline 

read simply, ―CYBERPORN‖ (―TIME Magazine Cover: Cyber Porn,‖ 1995). The article, 

after mentioning that it was Senator Exon who had first drawn Time magazine's attention 

to the issue, cited a Carnegie Mellon study in pre-publication for the Georgetown Law 

Journal. Time magazine wrote: 

What the Carnegie Mellon researchers discovered was: THERE'S AN AWFUL 

LOT OF PORN ONLINE. In an 18-month study, the team surveyed 917,410 

sexually explicit pictures, descriptions, short stories and film clips. On those 

Usenet newsgroups where digitized images are stored, 83.5% of the pictures 

were pornographic (Bloch et al., 1995). 

The statistic captured the public imagination, and was misquoted for years afterwards, 

with many believing that ―the Internet is 80% pornography.‖ However, despite the 

sensationalistic cover image, and the initial focus on the prevalence and popularity of 

online pornography, the Time article was often critical of legislative efforts to regulate 

such content. Opinions were solicited from constitutional law experts, freedom of speech 

advocates, and pro-pornography researchers, and the article closed with a quote from 

EFF co-founder John Perry Barlow stating that the responsibility was on parents to 

protect youth from online content. Later that same month, the Time article was 
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referenced and entered into the congressional record, seemingly in ignorance of the 

critical tone it had adopted, with legislators instead choosing to focus on the statistics 

published from the Carnegie Mellon study. Presenting the article in support of an 

additional anti-pornography bill proposing further amendments to the Communications 

Act, Iowan Senator Chuck Grassley stated: 

I want to repeat that: 83.5 percent of the 900,000 images reviewed—these are all 

on the Internet—are pornographic, according to the Carnegie Mellon study. with 

so many graphic images available on computer networks, I believe Congress 

must act and do so in a constitutional manner to help parents who are under 

assault in this day and age (1995a). 

While Grassley's own amendments were never passed, and the Carnegie Mellon study 

was publicly discredited (Corcoran, 1995),  the Communications Decency Act quickly 

passed through the House of Representatives. That inappropriate content and contact 

presented a problem was, for anyone involved in the debate, undeniable. Presiding over a 

hearing on ―Cyberporn,‖ Senator Grassley described the problem in his opening 

statement: 

Fundamentally, the controversy this committee faces today is about how much 

protection we are willing to extend to children... Until very recently, parents 

could breathe easier in their own homes. After all, the home is supposed to be 

safe and be a barrier between your children and the dark forces which seek to 

corrupt and destroy our youth. But enter the Internet and other computer 
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networks. Suddenly, now not even the home is safe... I want to say that computer 

communications holds much promise, as we all know. The world of Internet and 

cyberspace is one that should be used to better humankind, not tear it down. I 

believe that we in congress must give America's parents a new comfort level in 

public and commercial networks if these are to be transformed from the private 

preserve of a special class of computer hackers into a widely used 

communications medium. This necessary transition will never happen if parents 

abandon the Internet and computer communication technology remains 

threatening (1995b). 

 Even those who were opposed to the specific changes suggested by Exon and his 

supporters repeatedly acknowledged, within their own statements in both hearings and 

the congressional record, that there was indeed a problem with youth exposure to 

pornography online. As Senator Kohl described in the same hearing, 

When the Internet first began expanding into the mainstream, we were inundated 

with stories about the wonders available through this system. In the last few 

months, however, horror stories have dominated the news. Yet no one -- 

absolutely no one -- has conducted a systematic and balanced study of the extent 

of obscenity, pornography or indecency on the Internet. And no one can quantify 

the presence of Internet predators. Anyone who tells you otherwise is wrong. 

Despite the lack of hard evidence on this issue, no one can deny that there is a 

problem. And the problem is scaring parents and children away (Kohl, 1995). 
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This included the most vehement critic of the Communications Decency Act in the 

Senate, Senator Leahy, stating that ―I am old-fashioned enough to remember when we 

used to hold hearings first and pass legislation after--after we got the facts‖ (1995b), was 

at the very least concerned about the issue. The level of this concern seemed to be enough 

to convince legislators, even those who found the Communications Decency Act 

unconstitutional, to ultimately pass the bill into law. Indeed, the ruling by the Supreme 

Court that critical portions of the law were unconstitutional seemed only to reinforce the 

need for further legislation. Immediately following the ruling, President Clinton made a 

statement on the issue: 

The Internet is an incredibly powerful medium for freedom of speech and 

freedom of expression that should be protected. It is the biggest change in 

human communications since the printing press, and is being used to educate our 

children, promote electronic commerce, provide valuable health care 

information, and allow citizens to keep in touch with their government. But there 

is material on the Internet that is clearly inappropriate for children. As a parent, I 

understand the concerns that parents have about their children accessing 

inappropriate material... With the right technology and rating systems - we can 

help ensure that our children don't end up in the red light districts of cyberspace 

(1996). 

 Although the critical components of the Communications Decency Act were 

struck down as unconstitutional, it marks a critical moment in the history of youth 
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Internet safety – namely the moment at which access to content online emerged as a 

problem for legislators. It was the beginning of more than two decades of youth Internet 

safety legislation, which spans into the present day. As such, it was also the emergence of 

a particular way of figuring youth, information technologies and the future which would 

be echoed throughout later legislative efforts, at the federal level and beyond. First, and 

perhaps most clearly, there is an element of temporal regulation in the statements made 

by legislators. The statements articulate a particular vision of the future, one of the 21
st
 

century information society, which holds promise for the progress of mankind. As 

Senator Exon described: ―These critical public protections must be updated for the digital 

world of the future. Before too long a host of new telecommunications devices will be 

used by citizens to communicate with each other‖ (1994a). This future, in which the 

youth of today have grown up interacting with information technologies and the 

seemingly infinite resources they make available, promises heightened levels of 

economic activity, better access to healthcare, and a more strongly democratic 

government, according to President Clinton's statement. Further, the protection of youth 

online through legislative efforts plays a key role in achieving this vision of the future. 

Without steps taken by the government to do so, parents and children will be ―scared 

away‖ from or ―abandon‖ the potentials offered computers and the Internet, or worse, the 

societies of humankind will be ―torn down‖ through their misuse. Effectively, the proper 

―development‖ of the ideal information society is predicated on the protection and safety 

of youth online. Despite a level of disillusionment with information technologies 



123 

 

following the .com crash in the early 2000's, the anticipation of a prosperous and globally 

competitive information society has retained a consistent presence in legislative 

discussions over youth Internet safety. Second, there is an element of spatial regulation in 

the statements made by legislators. This begins to appear in references to the online ―red-

light district,‖ either in terms of specific cyberspaces which offer sexually explicit 

content, or in terms of the entire Internet as a space within which sexually explicit content 

is available (and unavoidable). These spaces, while tolerated by legislators under 

constitutional rights, are nonetheless described as ―vile‖ and ―indecent.‖ These spaces 

seemingly play no part in the vision of the information society of the 21
st
 century, and are 

rather an unfortunate side effect of allowing widespread participation in communications 

media. Such statements are fundamentally a response to the Internet as what Foucault 

(1971) describes as heterotopia, the site within which  

fragments of a large number of possible orders glitter separately in the 

dimension, without law or geometry, of the heteroclite... in such a state, things 

are ‗laid‘, ‗placed‘, ‗arranged‘ in sites so very different from one another that it 

is impossible to find a place of residence for them, to define a common locus 

beneath them all (p. xix). 

In the absence of a physical ordering, legislators construct their own ―table‖ upon which 

to conceptualize the space of the Internet. Drawing upon physical metaphors allows the 

―red-light districts‖ of explicit online content to appear as next door to, or forcefully 

invading into, those of the ―appropriate‖ information society. By conceptualizing 
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cyberspace in such a way, the filtering and ―redistricting‖ of the Internet through policy 

becomes possible and necessary.  

 Senator Grassley's statement demonstrates a second form of spatial regulation, 

within which the home becomes the sanctuary within which parents can safely raise 

children in the absence of the ―dark forces which seek to corrupt and destroy... youth.‖ In 

statements such as Senator Grassley's, information technologies allow those outside 

forces to invade the home without warning, destabilizing the hard-won boundaries 

between public and private, adult and youth spaces. Of particular importance is the sense 

that there are ―forces‖ which actively seek to destroy the sanctity of the family home. 

Such narratives overlap with those which describe sexually explicit content online as 

intentionally disruptive to the everyday, decent lives of youth online, who neither seek 

out or can psychologically manage such content. This narrative of home intrusion via the 

Internet has also remained a common one over time, as described below in the analysis of 

the New York e-STOP law. Third, implicit in the concern voiced by legislators is a sense 

of what youth are and how they develop, one which is both so widely held and clearly 

inviolable that the Communications Decency Act was signed into law despite an 

understanding by legislators that it was largely unconstitutional. Indeed, the 

Communications Decency Act was the first of several similar bills which were passed 

into law. In 1998, the Child Online Protection Act, which aimed to restrict minors from 

access to online ―material that is harmful to minors‖ as defined by community standards 

of ―prurient interest‖ or which depicts ―in a manner patently offensive with respect to 
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minors‖ actual or simulated sexually explicit content (Oxley, 1998). Following the Child 

Online Protection Act, in 2000 the Children's Internet Protection Act was passed, 

requiring libraries and schools which receive E-Rate federal funding to implement online 

content filtering systems (McCain, 1999).  

 While the Child Online Protection Act was made immediately unenforceable by 

court order, and later declared unconstitutional, the Children's Internet Protection Act was 

ultimately upheld. Notably absent from statements by legislators are any questions 

concerning the extent to which exposure or contact with ―obscenity, pornography or 

indecency on the Internet‖ was actually determined to be harmful to youth. Whether or 

not pornography was indeed harmful seemed to be obvious, however. Even raising the 

question, or for that matter, pointing out that the question was never raised, would 

quickly place any legislator in a politically difficult situation, likely garnering labels of 

―pervert‖ or ―pedophile‖ from constituents. Failing to support legislation which 

―protected‖ youth from sexually explicit content – whether it be in the form of 

pornography or contact by other Internet users – would lead to a similar problem. At 

base, then, is the concept that there are some forms of content which adults may safely 

choose to engage with, but that youth would be irrevocably damaged by (at least without 

adults there to provide context). It is part of a developmental logic, in which youth are 

unable to ―process‖ certain forms of information at particular ages, and those who are 

―exposed‖ to such information are then traumatized. As described by Senator Strom 

Thurmond,  
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Our children are the future of this country. What they see and what they hear and 

what they do determine the type of citizens they make. We must have the right 

environment for them, and we must guard in every way to see that they have the 

right associates... The indecency, the outlandishness of pornography being 

presented where children can reach it should not be allowed under the law 

(1995). 

 This notion of what youth – representing the embodiment of the future – are, and 

how they develop, is also highly resonant with the narrative of the developing 

information society of the 21
st
 century. As Vice President Al Gore noted, during his 

opening statements at a national conference for Internet Safety held in 1997, 

There is a view, which I consider an absurd view, that defines 'children' as 

'nothing more than miniature adults,' not really in need of special protection from 

material that their parents believe they're not ready to process and handle. Well, 

children are not 'miniature adults.' Their minds are developing and growing and 

evolving. And they are especially vulnerable to some kinds of images and 

information that, of course, ought to be freely available to adults who have 

matured and developed and have the full rights of citizenship to choose whatever 

they want to see and listen to and read and look at. Children are in a different 

category, and that ought not be a controversial conclusion... [T]he court has ruled 

that we must find methods to keep our children safe that do not infringe on the 

free speech of others. Therefore, we must give ourselves the time we need to 
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develop these methods. In short, we must meet this 21st-century challenge in a 

21st-century way, not by using the heavy hand of government in ways that 

would harm and squelch this exciting new resource, and certainly not by 

ignoring the dangers and allowing our children to roam free and unsupervised on 

the Internet (1997). 

In Gore's statement, the figuration of children is made explicit, directly referencing a 

view grounded in folk developmental psychology. Interestingly, Gore's statement comes 

on the heels of the emergence of the new sociology of childhood, with the seminal work, 

Constructing and Reconstructing Childhood (James & Prout, 1997), having been 

published earlier that same year. His statement appears as if he is directly criticizing the 

views of the new sociologists of childhood, who view the category of childhood itself as 

a largely social, rather than biological, construction – as described in two. This view of 

childhood is overlaid with a view of a ―21st-century,‖ in which the widespread use of 

information technologies plays a key role. Effectively, the development of youth 

(symbolizing the social stability of the nation) is reliant on the effective regulation and 

development of information technologies (symbolizing the economic and technological 

dominance, and global competitiveness of the nation) and vice versa. The figuration of 

developing youth and developing information technologies are bound together in such a 

way that stifles any form of criticism or dissenting opinion. No one can say no.  

 Throughout the 1990's and early 2000's, youth Internet safety legislation made 

somewhat infrequent appearances in Congress. Among these were the Internet Freedom 
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and Family Empowerment Act of 1995, the Protection of Children From Computer 

Pornography Act of 1995, the Protection of Children From Sexual Predators Act of 1998 

(passed into law), the Children's Online Privacy Protection Act of 1998 (passed into law), 

the Dot Kids Name Act of 2001, and the Who is E-mailing Our Kids Act of 2001, in 

addition to numerous resolutions to recognize particular ―Children's Internet Safety‖ 

months starting in the year 2000. This began to change in 2005, however, as the news 

media began to focus its attention to an aspect of Internet safety other than pornography – 

online sexual predators. By this time, new generations of youth were coming online to 

take part in growing social networking sites such as MySpace and Facebook. While the 

subject of sexual predators online had been known to legislators since 1994, with such 

massive amounts of personal information online, in addition to increasingly powerful 

search tools, the possibility of online predation became increasingly imaginable by 

parents and legislators. Unsurprisingly, this led to a flurry of new Internet safety 

legislation, including the Deleting Online Predators Act of 2006, the Adam Walsh Child 

Protection and Safety Act of 2006, the Protecting Children in the 21
st
 Century Act of 

2007, the Internet Stopping Adults Facilitating Exploitation of Today's Youth Act of 

2007, the Safeguarding America‘s Families by Enhancing and Reorganizing New and 

Efficient Technologies Act of 2007, the Internet Safety Education Act of 2007, and the 

Providing Resources, Officers, and Technology to Eradicate Cyber Threats to Our 

Children Act of 2007, among numerous others in 2008 and 2009. 

5.2 Keeping the Internet Devoid of Sexual Predators – Policy in New York 
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State  

 It was during this time that state legislators additionally began working on youth 

Internet safety legislation, and in 2008,  the Electronic Security and Targeting of Online 

Predators (e-STOP) Act was introduced to the New York State Legislature, later to be 

passed into law. The e-STOP Act is of primary concern, as one of the handful of youth 

Internet safety policies across the nation to have actually been enacted into law. More 

broadly, New York State provides a site of interest for any research on Internet safety. 

The New York legislature has extended Internet safety to include video game content, 

making New York the only state to successfully pass video game legislation. The state 

has even played a role in shaping youth Internet safety policies at the federal level, with 

New York Senator Charles Schumer introducing the Keeping the Internet Devoid of 

Sexual Predators (KIDS) Act. Even beyond legislation and policy, New York is the site of 

a wide variety of extralegal encounters between youth, policy makers and private 

organizations. Examples include the move by attorney general Andrew Cuomo to restrict 

access to Usenet newsgroups in 2008, and the launching of an educational Internet safety 

pilot program – backed by both the then state senate majority leader Joseph Bruno and 

one of the major intellectual property industry associations, the Entertainment Software 

Association – in Rensselaer county. 

 Unlike the policy process at the federal level, which at least partially seemed to 

have identified a range of potential policy problems resulting from youth Internet use, 

with the media serving to focus attention on the most conceptually possible of those, 
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legislation at the federal level appears to be primarily driven by media reports. Prior to 

2006, relatively little attention was paid to youth Internet safety issues by New York State 

legislators. From 2000 onwards, the only references made to youth and the Internet in the 

text of proposed legislation are found in bills seeking to limit access to pornography and 

alcohol sales online, which is somewhat unsurprising in the wake of similar legislation at 

the federal level, including the Communications Decency Act. There were only three 

exceptions between 2000 and 2006, with the repeated – but ultimately unsuccessful – 

introduction of a bill which broadened the definition of crimes against children to include 

those conducted via the Internet. Originally drafted by Assemblymember Michael Spano, 

the bill failed to be passed after a third and final run in 2004. Coincidentally, in 

November of that same year NBC broadcast a special Dateline episode entitled 

―Dangerous Web,‖ hosted by reporter Chris Hansen. Collaborating with an ―online 

vigilante‖ group known as Perverted Justice, Dateline lured ―online predators‖ by 

presenting themselves as teens who were ―home alone and looking for sex‖ (Hansen, 

2004) in online chat rooms. After convincing the ―predators‖ to meet in person, Hansen 

and a hidden camera crew waited at the rendezvous point in Long Island, NY, confronting 

and interviewing those who arrived. Those caught by the unofficial sting operation were 

free to leave at any time, in the absence of law enforcement. ―Dangerous Web‖ proved to 

be immensely popular, and a series of additional specials on Internet predators were 

planned. The next two episodes were released in November 2005 and February 2006, 

switching to the title ―To Catch a Predator.‖ With each successive special, the show 
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became increasingly popular, driving the development of additional sting operations 

across the nation.  

 Along with the popularity of the show, the number of bills targeting youth Internet 

safety issues being introduced to the New York Legislature also increased. In contrast to 

the introduction of only one youth Internet safety bill in 2005, a total of six bills were 

introduced in the state Senate and Assembly during 2006. Additionally, the (then) State of 

New York Commission of Investigation (SIC) initiated an investigation into ―Cyber 

Crimes Against Children‖ in April of 2006, consisting of three public hearings in Albany, 

Buffalo and New York City.  In 2007, at the peak of the popularity of ―To Catch a 

Predator‖ with nine specials airing over the course of the year, the SIC released a report 

summarizing the results of their investigation, and suggesting immediate action (Lerner, 

2007). The number of youth Internet safety bills introduced to the legislature increased to 

10 for the year. While the ratings remained high for the show, with Dateline viewership 

increasing by approximately one million during the specials, NBC faced pressure from 

advertisers and critics who questioned the methods used to lure suspects (Stelter, 2007). 

The pressure quickly proved too much for the show, with advertisers requesting to be 

removed from the ―To Catch a Predator‖ time slots, and the final episode aired in 

December of 2007. Despite the cancellation of the series, the number of youth Internet 

safety bills continued to increase. In 2008, 12 youth Internet safety bills were introduced, 

followed by 10 more during the first four months of 2009. Between 2006 and 2009, these 

bills fall into four categories: parental control services for the Internet, the banning or 
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registration of sex offenders online, youth Internet safety education, and the creation or 

extension of criminal law to include crimes against children online. Unsurprisingly, the 

majority of these (18) fell in the final category, attempting to criminalize online sex 

offenses, impersonation and, per the recommendation of the SIC report, the development 

of a ―criminal luring‖ statute. Again following the recommendations of the SIC report, 

the second largest category of Internet safety bills are those mandating youth Internet 

safety courses at all grade and age levels (11). Surprisingly, in light of the highly 

publicized e-STOP act of 2008 which required sex offenders to register their online 

contact information, there were only six bills introduced to the legislature which involved 

either requiring similar registration, or simply banning sex offenders from the Internet.  

 At the federal level, legislation which mirrored e-STOP was also gaining 

momentum during this time. Senator Charles Schumer had introduced the Keeping the 

Internet Devoid of Sexual Predators (KIDS) Act in 2007, and by October 2008, it too had 

been signed into law by President Bush. Lastly, there were four bills seeking to establish 

online parental control services, introduced simultaneously in the Assembly and Senate 

throughout 2008 and 2009. Clearly, given the types of legislation developed by the New 

York State legislature following the release of the SIC report, it appears to have 

influenced the decisions made surrounding youth Internet safety by policy makers. 

Overall, the ―To Catch A Predator‖ series became one of the driving factors in the 

investigation and subsequent policy development surrounding youth Internet safety 

issues. The image of youth Internet use provided by ―To Catch A Predator‖ was then 
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formalized by the SIC investigation, legitimizing it for policy purposes. Indeed, the SIC 

final report directly references the show, noting that:  

While the benefits provided by technology are tremendous, technology also has 

a terrible downside.  It provides the means for predators to lure children, as 

recent media coverage has amply reflected... [the] Dateline NBC‘s To Catch A 

Predator series is most prominent (Lerner, 2007, p. 1).  

Three years following its release, and despite other counter-narratives provided by 

Internet researchers, New York State legislators continue to cite the report (Colton, 2009).  

 The frame of ―To Catch a Predator,‖ as formalized by the SIC report, provided 

investigators and legislators with a pre-built, publicly acceptable policy narrative from 

which to understand youth Internet use and develop policy. According to Roe (1994), 

these narratives perform a number of critical functions throughout the policy process, 

acting as a conceptual framework to support policy development. In complex and 

uncertain situations, policy makers develop narratives which frame uncertain and 

complex situations in terms of formalized definitions of risk, while making them 

amenable to policy intervention. Risk is formulated through policy narratives in a process 

of underwriting, legitimating the situation as a threat to society. Complexity is reduced 

through a process of stabilization, where the scope of a situation is narrowed and 

simplified to render a problem amenable to specific policy interventions. As Roe further 

describes, the dual functions of underwriting and stabilization often provide justification 

for the development of policy in the absence of research.  
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 Immediately, the title of the SIC report provides an indicator of the dominant 

policy narrative framing youth Internet safety. Rather than focusing on children and 

crime online, or children and deviance, the title narrows the focus to simply ―CYBER 

CRIMES AGAINST CHILDREN.‖ By examining only crimes against children, the 

commission immediately removes all possibility of examining the role of children 

actively engaged in the forms of online sexual propositioning in question. Furthermore, 

those youth who do engage in forms of ―crimes against children‖ online themselves are 

positioned as adults. It is seemingly unimaginable that youth would engage in either what 

appears as online predation or online harassment. This becomes a common theme 

throughout the document, where children are effectively constructed as passive resources 

for the future who are incapable of protecting themselves, engaging in deviant or criminal 

activities, or making rational decisions.  Children of all generations are represented as 

lacking the expertise necessary to fully understand their own social lives, with the report 

noting that ―As children of every generation did before them, too many feel that they 

know better than their parents and teachers how to protect themselves and whom they 

should trust and have as friends‖ (Lerner, 2007, p. ii). This image of children is further 

reinforced by the only testimony provided by a (near) victim of sexual predation online, 

who began chatting with an adult online, leading eventually to plans for a meeting. In this 

testimony, the teenager states that ―If somebody tried to tell me at the time, I probably 

would have just backed them away, because I was talking to him; he didn't seem bad. So I 

probably would have been, 'Who cares. I'm just going to do this'‖ (Lerner, 2007, p. 4). By 
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contrast, the methods used to handle online strangers by the majority of other non-

victimized youth online is left unclear by the report. Just as within the youth Internet 

safety curricula, paradoxically, the same children who are incapable of protecting 

themselves or understanding the complexities of the cyberspaces which they themselves 

produce, are acknowledged as technology adepts. Without explicitly stating the terms, the 

report places youth online into the problematic subject position of the ―digital natives‖ 

who have grown up with these technologies, while previous generations are simply 

―digital immigrants‖ (Prensky, 2001a). They are able to navigate a number of sites 

beyond the comprehension of parents and school administrators, such as MySpace, 

Facebook and Xanga. As such, the report largely sees parents – who would typically act 

as the front line of defense against online victimization – as unable to supervise or protect 

their own children. The report describes this situation, mentioning that 

Children are now growing up with access to cell phones, digital cameras, 

computers, and the Internet – often in one piece of hardware – and many 

children know more about digital communication technology than their parents 

and guardians... Many parents do not understand technology well enough and 

are not sufficiently familiar with the risks to effectively guard against them‖ 

(Lerner, 2007, p. 2).  

Additionally, school administrators who devise technical measures to ensure youth 

Internet safety measures find only that youth additionally have an understanding of how 

to ―use proxy servers to circumvent restrictive software‖ (Lerner, 2007, p. 19), rendering 
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their protections useless as well. 

 The adult online sexual predator is positioned as the most prevalent victimizer of 

children online, trading child pornography, successfully soliciting children for sexual 

chat, and luring them from their homes and schools. Drawing on the ―real-world‖ 

pedophile imaginary, the SIC report describes their methods in the executive summary:  

Where the image of a child predator before the Internet was a lurking stranger 

in a raincoat, today‘s cyber predators can seek out victims in the privacy of their 

homes.  Internet access permits contact between children and predators who 

seek to lure them for sex. Of course, no parent would let a son or daughter meet 

with a stranger – let alone meet in the child‘s bedroom – but technology now 

allows that (Lerner, 2007, p. 1). 

Later in the report, testimony provided by a New Hampshire detective further linked the 

online predator to the ―real world‖ predator. ―Traveling‖ predators, enabled by the 

Internet, are described as invading the small town of Keene, New Hampshire:  

Offenders, who are overwhelmingly male, have arrived in Keene on foot, on 

bicycles, on trains, in rented cars, and even on planes from foreign countries 

thinking that they were going to meet minors for sex... [A] traveler from 

Minnesota who was aware of [Detective] McLaughlin‘s work still risked the 

possibility of a sting, telling the detective‘s online alter ego before traveling to 

Keene, ―When you come to meet me, make sure that Detective McLaughlin 

doesn‘t follow you‖ (Lerner, 2007). 
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The analysis put forth by the SIC generally adopts the frame provided by ―To Catch a 

Predator‖ for describing online predators. Both generally view children as only capable 

of becoming victims online, rather than as capable of initiating sexual chat or soliciting 

for sex themselves. Indeed, the very methods used by the television show largely prevent 

youth from appearing as ―the predator.‖ For one, it is unlikely that members of ―Perverted 

Justice‖ would actively pursue lines of conversation with minors, an activity which 

would immediately place them at risk of violating the very laws they are attempting to 

uphold. Furthermore, even if a young ―predator‖ could be lured into a meeting, they lack 

the resources to travel the distances necessary to do so. As such, those who are featured 

on the show can only possibly be adults. Unlike ―To Catch a Predator,‖ the SIC report 

does acknowledge the potentially abusive activities of children against other children 

online. Specifically, the report describes the dangers posed by cyberbullying – where 

youth engage in various forms of harassment online (McQuade, 2009) – through the well 

publicized case of Ryan Halligan. As a teenager, Halligan took his own life after an 

extensive cyberbullying campaign by his classmates (Halligan, n.d.). The report names 

only Halligan directly, while all of the ―bullies‖ in the story are nameless and faceless, 

just like the anonymous online predators. While this is likely due to privacy concerns for 

the then-minors involved, it has the end effect of creating a dichotomy between ―child 

victims‖ and ―bullies,‖ seemingly excluding bullies from the category of children 

themselves. Furthermore, the activities of online sexual predation and cyber-bullying are 

unproblematically made separate by the report. ―Cyberbullying‖ and ―Sexual Predation‖ 
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are two clearly different activities, which have no overlap, and no mention is ever made 

of the ability for youth to solicit sexual activities from one another, rather than being 

victimized by anonymous predators. In describing attempts to address and manage crimes 

against children online, and again in explicit policy recommendations, predators are 

clearly marked as the focal point for further policy action. The directions of current 

federal and state law enforcement initiatives are indicated by their titles, with names such 

as ―Operation Predator‖ and the ―Internet Crimes Against Children Task Force.‖ 

Similarly, of the eight recommendations made by the SIC, six explicitly target child 

predation and pornography, while the other two recommendations involve broad 

educational efforts for children and adults. No recommendations were made which 

address cyberbullying directly, and the suggested educational initiatives are geared 

towards ―protecting children‖ rather than managing problems with online harassment by 

children. The narrative developed by the report is summarized in the concluding remarks 

of the report: 

The Internet is in many ways a modern playground, but unlike a physical 

playground, where diligent parents can easily protect children from interlopers, 

the Internet provides access for predators to meet children. Internet crimes 

against children have reached epidemic proportions and require long-term, 

substantive, innovative legislation and sentencing options that appropriately 

address this devastating assault on our children (Lerner, 2007, p. 37). 

Finally, the report removes all doubt that we face a problem of ―epidemic‖ proportions, 
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and as Hansen (2007) would say, the online enemies are already in your home.  

 By framing youth Internet use in such a way, the commission and policy makers 

have successfully underwritten and stabilized youth practices, providing the basis for 

policy action. First, the narrative stabilizes the practices of youth Internet use through a 

number of framing devices, each of which masks and simplifies deeper complexities: 

 Youth are condensed into a single category, regardless of age, all of whom engage 

in similar activities online for similar purposes.  

 Youth Internet users as portrayed by the narrative have little capacity to act, either 

to defend themselves against threats, or to commit acts which may constitute 

abuse against other Internet users – specifically those which fall in the domain of 

―online predation.‖  

 Youth face threats from only two clearly separate sources online, ―online 

predators‖ and ―cyberbullies.‖  

 Predators are framed as adult males, who solicit for sex and lure youth from 

homes, and are similar to previous threats of ―real world‖ sex offenders. 

 Bullies are children, but children who are ―othered‖ from those who need 

protection, and do not engage in activities considered to be online predation. 

Second, the narrative underwrites risks youth Internet users face as a problem amenable 

to policy intervention: 

 Online predation has reached epidemic proportions in New York and across the 

nation. 
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 Youth cannot protect themselves online, despite thinking they ―know what is 

best.‖ 

 Parents cannot protect youth online, because they are not as technically savvy 

 Schools cannot protect youth online, because youth can circumvent technological 

measures 

 Therefore, given the ―epidemic‖ of online predation, the state must intervene. 

 Online predators are similar to ―real world‖ sex offenders – now a known quantity 

– and can be dealt with accordingly. 

Seen through the lens of policy narrative, the earlier contradiction between ―passive 

children in need of protection‖ and ―technologically savvy children‖ becomes more 

pronounced. Children must be framed as passive in order to sufficiently stabilize the 

problem, while simultaneously and contradictorily being framed as technologically 

capable to sufficiently underwrite the problem to support eventual policy work. As a 

whole, this narrative of youth Internet use is problematic on a number of levels. First, and 

most importantly, framing youth as incapable of protecting themselves or harming others 

shifts focus to predation by adults – which the majority of youth have little trouble 

avoiding and counteracting (boyd, 2007) – and away from the far more prevalent (by the 

report's own admission) issue of cyberbullying. In the largest studies to be conducted on 

the topic, it was found that 43% of all sexual solicitations online were performed by 

youth under the age of 18, while an additional 30% were aged between 18 and 30, 

according to the ―victims‖ of such solicitations (J. Wolak, K. Mitchell, & D. Finkelhor, 
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2006). By drawing a distinction between ―adult predation‖ and ―youth bullying,‖ a wide 

percentage of the very forms of abuse legislators claim to be so concerned about is left 

unaddressed. Furthermore, the report clearly describes the jurisdictional difficulties faced 

by school administrators, who are caught between a need to manage online incidents that 

impact school life and an inability to take disciplinary action against students for 

activities which take place ―outside‖ of school grounds. Problems with cyberbullying fall 

out of the policy narrative developed in the report, with no mention of such difficulties in 

either the executive summary or final recommendations. According to the report, the 

―epidemic‖ comes not from cyberbullying, but from online predation. As such, the only 

policy recommendation addressing cyberbullying problems comes from broad 

educational efforts, leaving school administrators without recourse. Finally, the report 

fails to provide a grounded sense of how prevalent online predation is in New York State, 

relying only on testimonials by victims, (under resourced) law enforcement, and non-

profit watchdog organizations in addition to media coverage to gain an understanding of 

the problem. At no point are youth Internet users asked what daily life is like online, and 

how they go about managing the seeming risks the Internet poses. Rather than including 

what is arguably the most important perspective from which to understand youth Internet 

use, the narrative completely excludes it, sarcastically noting the extent to which youth 

online think they ―know better‖ despite acknowledging the fact that they are more 

knowledgeable about Internet technologies than the policy makers themselves.  

 Beyond the policy arena, counter-narratives to that presented by the SIC report 
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were developed, making meaning from youth Internet use in very different ways. These 

came from the academic community, through extensive studies on youth Internet use. All 

of the reports produced by these studies failed to perform the key functions of policy 

narratives, namely stabilization and underwriting, as associated with the problems 

involved with youth Internet use. As Roe (1994) describes, descriptions of problems 

which merely serve to criticize other policy narratives without performing the functions 

of stabilization and legitimation cannot support the development of policy. Therefore, 

policy makers will maintain policy narratives which frame the problem in such a way 

which allows for the development of policy, even in the face of contradictory evidence. 

Three major research projects were performed, making results available to legislators, 

and each was vulnerable to co-optation and dismissal in various ways. The first, and most 

visible, was the Youth Internet Safety Survey project, performed by the University of 

New Hampshire Crimes Against Children Research Center. Funded by the National 

Center for Missing and Exploited Children (NCMEC), this project gathered data from 

over 3000 youth Internet users through the course of two national telephone surveys in 

1999 and 2005 (J. Wolak et al., 2006). Out of all the findings generated by this project, 

one in particular became widely publicized: one in five (or seven, depending on the 

survey) youth Internet users have been sexually solicited online (Richtel, 2006; Thomas, 

2000; Wetzstein, 2001). Sexual solicitation was defined by the researchers as an incident 

―where someone on the Internet attempted to get them to talk about sex when they did not 

want to or asked them unwanted sexual questions about themselves‖ (J. Wolak et al., 
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2006, p. 15). This statistic, along with a number of other alarming findings, was 

unsurprisingly used by the SIC commission to describe the ―epidemic‖ of online sexual 

predation. However, the research team has repeatedly criticized the use of the statistic for 

such purposes, noting that the simple solicitation of a minor online does not make them a 

―victim,‖ and that very few (four percent) actually experienced an event which they 

found disturbing. They have additionally criticized the way in which the imaginary of the 

online predator has been constructed, arguing for legislation which treats such activities 

in a similar manner as statutory rape (Janis Wolak, David Finkelhor, K. J. Mitchell, & M. 

L. Ybarra, 2008). In the Congressional Internet Advisory Committee Forum entitled ―Just 

the Facts About Online Youth Victimization,‖ researcher David Finkelhor stated that:  

Now, on the case of internet sex crimes against kids, I‘m concerned that we‘re 

already off to a bad start here. The public and the professional impression about 

what‘s going on in these kinds of crimes is not in sync with the reality, at least 

so far as we can ascertain it on the basis of research that we‘ve done (Lordan, 

Finkelhor, Ybarra, Lenhart, & boyd, 2007, p. 3). 

Similar statements by Finkelhor were additionally picked up by news outlets and 

publicized – although not as prominently (Kornblum, 2007). Unfortunately, just as with 

the ―80% of the Internet is pornography‖ statement, the statistic continues to be 

propagated, and can be found in nearly every document describing the dangers of youth 

Internet use today. A second study, known as the Rochester Cyber Safety and Ethics 

Survey, was performed by Samuel McQuade in 2007, surveying 40,079 K-12 students in 
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the Rochester, NY area. The results of this study found that youth were engaged in a wide 

variety of abusive and criminal behaviors online, in addition to experiencing different 

types of online victimization. While youth were found to experience, and engage in, 

various forms of sexual ―predation‖ and solicitation online, the percentages of students 

who had done so was relatively small (McQuade & Sampat, 2008). As such, McQuade 

largely argued that more attention needed to be paid to youth as both offenders and 

victims online, and that legislative efforts needed to move beyond the dominant concern 

of online sexual abuse (McQuade, 2006). While McQuade's efforts at shifting attention to 

a broader range of computer crimes by and among youth gained significant purchase 

among local media outlets and legislators, it too was co-opted by legislators focused on 

sexual predation. U.S. Senator Charles Schumer (of New York) at one point held a press 

conference in Rochester along with McQuade, simultaneously promoting the proposed 

Keeping the Internet Devoid of Sexual Predators Act and supporting the research 

performed by McQuade. In addition to being easily co-opted, the attempts by McQuade 

to expose a broader set of online abuses served to further complexify the perception of 

youth Internet use, making it more difficult to develop policy when compared to the 

dominant policy narrative. Finally, and perhaps most closely tied to the policy process, 

the Internet Safety Technical Task Force – consisting of a team of top Internet researchers 

– was formed by a coalition of 49 state Attorneys General, seeking to better understand 

the risks faced by youth online. The task force, while performing no research directly, 

compiled an extensive literature review on youth Internet use, and held interviews with 
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researchers, industry officials and law enforcement. In December of 2008, the final report 

was released to the public, stating broadly that concerns over online predators were 

largely unfounded, and argued for additional legislative attention towards the issue of 

cyberbullying (Internet Safety Technical Task Force, 2009). Responses to this report by 

the Attorneys General was mixed. During an interview, North Carolina Attorney General 

Roy Cooper – one of the coalition leaders – responded negatively towards the report, 

stating that the task force was meant to study predators, not bullies: 

We did not ask the task force to look at the bullying issues. We asked them to 

look at ways for us to fight child predators. I am concerned with some of the 

findings. I think it relied on outdated and inadequate research… The report says 

that not much of the research occurs after (2006), the time that social networking 

sites exploded. Our main effort here is protecting children from inappropriate 

adult contact (Steel, 2009).  

While it is unclear how the report was received by New York State legislators, given the 

continued focus on online predation in proposed legislation (Colton, 2009), it appears to 

have had little effect in dislodging the dominant policy narrative at the time. Despite 

having been recognized by many as an issue, cyberbullying had largely been pushed out 

of the dominant discourse. As the father of victim Ryan Halligan described to PBS, ―At 

the time I was concerned about what everybody was concerned about: predators and 

pedophiles, right? I mean, that was what the media was talking about – you heard the 

horror stories‖ (Dretzin, 2008).  
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5.3 “Continued Cyber Harassment Cyber Bullying” – Local Youth Internet 

Safety Policy 

 It would not be long, however, before cyberbullying would reappear as a problem 

in need of policy intervention. Activities and experiences which might be described as 

―bullying‖ among youth are colloquially viewed as a natural part of human development, 

having been a feature of children's lives seemingly throughout history, and as such have 

remained largely hidden. As noted by Olweus and Limber (2010), bullying did not begin 

to become problematic for American policymakers until the events of the Columbine 

High School shooting in 1999. The shooting, and the similar shootings that followed, 

gave a public visibility to bullying issues. Cyberbullying, following the Communications 

Decency Act of 1998 had never truly vanished from the attention of policymakers – as 

evidenced both by continued references in the congressional record at the federal level 

(D. Hughes, 2001; Sanchez, 2005, 2008), and the SIC report in New York State. 

However, it was initially referred to as online harassment, rather than as a form of 

bullying. In 2009, a number of bills were introduced at the federal level addressing 

cyberbullying, including the Student Internet Safety Act, the Adolescent Web Awareness 

Requires Education Act, the School And Family Education about the Internet Act, and the 

Megan Meier Cyberbullying Prevention Act, in addition to a congressional hearing 

(Scott, 2009) on the matter. As these issues were being considered by legislators, a 

number of high-profile cases in which victims of cyberbullying committed suicide began 

to make national headlines, including those of Megan Meier (Maag, 2007), Tyler 
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Clementi (Foderaro, 2010), and Phoebe Prince (Eckholm & Zezima, 2010).  

 In August of 2010, the Albany County Legislature passed a law criminalizing 

cyberbullying. Introduced by Brian Scavo, the law makes the act of cyberbullying a 

misdemeanor offense, punishable by a $1,000 fine or one year incarceration. While little 

of the rationale behind developing the legislation was available through the local 

archives, Scavo did post a single comment online, responding to recent newspaper 

coverage, concerning his thoughts on the matter: 

I created the Cyber Bullying law for Albany county to protect our women and 

children and families and business owners of Albany county, New York. 

Joking and political satire is one thing, but continued cyber harassment 

cyber bullying is a sickness and a crime, these internet bullys (sic) do not care 

are realize that our women and children are hurt the most from these internet 

predators. 

We in Albany County now have a law to protect you. 

Sincerely yours 

Legislator Brian Scavo (2011) 

As written, the law provides a section on the intent of the legislators, describing the 

reasons for passing the law. In this section, the legislators describe what they understand 

cyberbullying to be, and the extent to which it poses a policy problem for the county: 

This Legislature hereby finds and determines that bullying is a long-standing 

problem among school-aged children in Albany County and throughout the 



148 

 

nation and with the advent of technology, bullying has transformed from a 

predominantly school-based issue to a broader societal problem... cyber-

bullying, which consists of non-physical bullying behaviors transmitted by 

electronic means, is the newest form of harassment. 

This Legislature finds that cyber-bullying is rampant: forty two percent (42%) of 

children in the fourth through eighth grade surveyed in a recent poll reported 

being bullied online. 

This Legislature determines that cyber-bullying follows its victims everywhere 

they go and can occur at any time of the day or night, as it is perpetrated online 

and/or through text and picture messages on cellular phones and handheld 

devices. 

This Legislature also finds that perpetrators of cyber-bullying are often more 

extreme in the threats and taunts they inflict on their victims, as they do not 

actually see their victim's emotional reaction to the abuse and believe they are 

anonymous. 

This Legislature further finds that victims of cyber-bullying suffer very real and 

serious harm as a result of these incidents, often showing signs of depression, 

anxiety, social isolation, nervousness when interacting with technology, low self 

esteem, and declining school performance. 

This Legislature also determines that, in some cases, victims attempt or commit 

suicide in part because of the cyber-bullying they've endured (2010). 
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 Described in the legislation, technology has allowed the problem of bullying – 

traditionally an issue managed by school policies and disciplinary measures – has been 

transformed into a problem for legislators. The announcement made by President Obama 

(2011) via Facebook in the following year, describing the severity of the bullying 

problem and the need for action, would seem to support such statements. While both the 

Albany County legislators and Obama mention the long-standing issue of bullying, only 

in the age of cyberbullying has it become a problem worthy of national attention. Further, 

the problem of bullying is positioned in the legislation as a problem which was, in 

comparison to the ―rampant‖ problem of cyberbullying, manageable by school districts. 

As such, it was the introduction of information technologies which increased the scope of 

the problem beyond control of the school districts and into the purview of legislators. Just 

as with the Internet safety curricula, technology is positioned as the force which drives 

the problem. This tactical move draws attention away from the social context and 

institutions which produce bullying behaviors, instead refocusing it on a historical fear of 

changes in ―out of control‖ technology. It is nearly unthinkable, despite the fact that 

bullying is described as a long-standing problem, that schools or communities could be 

driving forces behind the 21
st 

Century problem of cyberbullying. Here, as with the 

concerns over pornography and online predators, cyberbullying is seen as spatially 

problematic. The legislation demonstrates concerns over the complication of boundaries 

between school, home, and the public brought by asynchronous, mobile communication, 

as bullying leaves the school and enters into the broader society.  
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 Although not as explicit as the statement provided by Senator Exon during the 

Communications Decency Act discussions, the description of cyberbullying as 

inescapable by youth implies that there was once a space and time within which youth 

were safe, prior to the adoption of information technologies. If information technologies 

have allowed bullying to escape from the bounds of school, this implies that this safe 

haven was once the home, now intruded upon by the ceaseless activities of cyberbullies. 

Mentioning the spread of bullying from the school and into the broader community 

through information technologies is also indicative of jurisdictional concerns. A concern 

of school administrators is that they are often legally powerless to take action against the 

majority of cyberbullying incidents, given that they take place primarily off of school 

grounds. Beyond the spatializing aspects of the legislation, the legislature finds that 

cyberbullying is more extreme, and that perpetrators believe themselves to be 

anonymous. Here again, the technology is at the center of the problem, by facilitating 

mediated youth communication. Such interactions are understood to be less personal, in 

the absence of non-verbal cues, and offer youth some degree of anonymity during 

bullying incidents. Technology, in this way, is seen to depersonalize interactions between 

youth, leading to more intensely viscous forms of bullying in the absence of visible 

indicators of harm. Similar statements were made by both parents and school 

administrators, although a large number of students specifically mentioned that 

cyberbullying was far less problematic in comparison to physical bullying, given that 

cyberbullying can simply be turned off, as will be discussed again in chapter seven. 
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Lastly, the legislation describes the consequences of cyberbullying in terms of the harm 

caused to victims. Particularly interesting is the inclusion of the words ―very real and 

serious harm‖ in the description, seemingly indicating that some of the legislators may 

have once believed cyberbullying merely caused relatively harmless forms of virtual 

cyberharm. In many ways, this statement is a mobilization of the ―online actions equal 

offline consequences‖ argument made by the cybersafety curricula, again effectively 

stating that there is only one perspective from which online interactions can be 

understood – that of the state, and by extension, the corporations which drive the national 

economy. 

5.4 Conclusion 

 These policies, proposed in the best interests of children, are more accurately in 

the forecasted best interest of the adults that children will someday become, as the 

interests and experiences of actual youth are dismissed or otherwise go unheard by 

policymakers. Those youth who are invited to participate are typically victims of some 

form of online crime, and as such have come to understand their experiences largely 

through the contexts and language provided by adults. In the cases where non-victims are 

asked to provide perspective, any attempts to critically discuss the problem by youth are 

largely ignored. As part of a 2010 cyberbullying panel discussion at the Bethlehem, NY 

School District – including law enforcement officers, school administrators, and 

psychological and legal experts – the student body president Jason Wan was asked to 

provide his perspective. In his opening statement, he noted that: 
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I think that when people write in all caps or, you know, a thousand exclamation 

points it just shows a lack of maturity that, <laughs>, is probably, probably, 

found among a lot of teenagers. I myself have never seen or been the victim or 

perpetrated cyberbullying. I don't think I've ever perpetrated cyberbullying, and 

of my friends who I've asked this week, none of them could tell me any 

examples that they themselves have seen, so maybe I'm just a skewed sample 

(2010). 

Throughout the remainder of the discussion, Wan's statements went largely undiscussed 

by the other panel members and the audience. Seeking to bring Wan back into the 

conversation, the moderator, a local news anchor, asked him:  

Jason, I wonder if anything has changed for you sitting here this evening. Any 

perspective on how many people see this, or how far your words can go? 

Granted you say you haven't been a victim of, or your friends haven't been. Has 

this changed your perspective on the vast reach of virtual words... Do you think 

that kids realize the tone that their words can take, and how far their words can 

travel? (Zahn, 2010) 

To this, Wan responded simply ―I'm kind of worried that I'm like hopelessly out of touch. 

There are kids jumping on others, as described. I don't think I've seen anything like that... 

I guess they must not [realize], if this is a problem‖ (2010). 
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6. “It's a tool... I use it as a tool. I try to teach my son [to use it] as a 

tool.” 

 

Wherever there was the chance they might appear, devices of surveillance were 

installed; traps were laid for compelling admissions; inexhaustible and corrective 

discourses were imposed; parents and teachers were alerted, and left with the 

suspicion that all children were guilty, and with the fear of being themselves at 

fault if their suspicions were not sufficiently strong; they were kept in readiness in 

the face of this recurrent danger; their conduct was prescribed and their 

pedagogy recodified; an entire medico-sexual regime took hold of the family 

milieu (1978, p. 42). 

 *** 

 While Foucault, in the above quote, was describing the historical circumscription 

of childhood sexuality in the 18
th

 century, his words can just as easily be applied to the 

issue of youth Internet safety today. This is somewhat unsurprising, given the extent to 

which the discursive containment of  childhood sexuality continues to factor into youth 

Internet safety – exposure to sexually explicit content, sexting, and online sexual 

predators to name a few examples. In this chapter, I focus on the words of the ―parents 

and teachers,‖ the adults who are responsible for the safeguarding of youth online. When 
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considering the production and proliferation of youth Internet safety discourses, it is often 

difficult to avoid the trap of assuming that ―adults‖ and ―youth‖ can easily and uniformly 

be grouped into opposing factions. The participants in my study, while I often label them 

as ―parents,‖ ―teachers‖ and ―school administrators‖ were varied, as were their 

understandings of cyberspace, youth, and risk online. What interests me, however, is the 

ways in which they converge discursively, how they are brought together through 

discourse, and how they bring themselves together through the production and 

reproduction of their own. Despite the descriptions of adults provided by youth Internet 

safety curricula and legislators, the parents, teachers and school administrators I spoke to 

– those who are most closely involved in the protection and policing of youth – do not 

come across as particularly ―confused‖ or ―beseiged‖. Overall, the discourse of parents 

and school administrators surrounding youth Internet safety is in many ways closer to 

that of youth themselves, picking up slang and contextualizing youth Internet use within 

everyday life. This is certainly not to say that parents and school administrators are 

without concern when it comes to youth Internet practice, but rather that the concern has 

a shift in emphasis. It should be noted here once again that the parents whom I spoke with 

were volunteers, and accordingly self-selected themselves to participate in the project. It 

was often mentioned, both in the focus group sessions and in discussions with school 

administrators that these participants represented a specific kind of parent – those who 

are willing to engage with the school districts and participate in school events. As I will 

discuss in more detail further on, this became of particular importance in discussions of 
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youth Internet safety, as parent participants and administrators described a type of parent 

who allowed for various kinds of inappropriate behavior by youth online.  

6.1 From “Protecting Kids” to “Keeping Kids out of Trouble” 

 Overwhelmingly, the parents who participated in the focus group sessions were 

concerned with keeping their children out of trouble. In contrast to the ―protecting kids‖ 

narratives of both Internet safety legislation and the Internet safety curricula, providing 

an image of youth who are at risk of becoming victims online, discussions of ―keeping 

kids out of trouble‖ take on a more punitive tone. In such discussions, youth are assumed 

to be both capable of and engaged in various forms of inappropriate behavior. Certainly 

protecting youth from harm forms part of the narrative, in that much of the trouble youth 

might find themselves are seen to have lasting effects, but the emphasis is centered on 

maintaining a specific kind of sociality both on and offline. The major differences 

between the two narratives are the assumption of guilt, and the pleasure derived from 

revealing inappropriate behavior on and offline. Youth were broadly perceived to be ―up 

to something‖ inappropriate. One exchange between parents in a focus group 

demonstrates the ongoing suspicion: 

Parent A: ...but it's just trying to stay on top of it. Like you said, I don't know 

most of what the stuff is all, kids –  

Parent B: Yeah, because they delete their history –  

Parent A: They delete their history, they're not honest –  

Parent C: They're not honest –  
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Parent A: And again they establish filters [to prevent parent supervision]. 

While revealing a level of resistance by youth to adult surveillance, these statements 

additionally indicated that parents seem to enjoy the challenge of uncovering or 

preventing such activities on some register. Upon introducing themselves, two parents 

jokingly boasted that they were ―The meanest parents in [the school district]‖ to laughter 

and approval from the rest of the focus group participants. Another parent provided an 

exchange between herself and her daughter as an example: 

[Jane] the other night had her phone, and made a smart comment to me, so I made 

her ―Well, it's time for you to go to bed, put your phone down.‖ She said ―But I 

haven't said good night to my friends!‖ So I said, ―Say goodnight‖. She goes, ―I 

don't want to leave my phone down here, I don't want it down on the table, I want 

it in my room!‖ I go, ―You realize I can just call Verizon and have them print all 

your text messages, right?‖ I don't know if I can, but she didn't know. The look on 

her face was priceless. She says ―You CAN? All right...‖ [emphasis added] 

This pleasure in ―catching‖ youth was by no means derived from the unwanted 

imposition of parental order on the lives of youth, but rather from the sense that by 

becoming ―the meanest parents‖ they were becoming the safest parents. Strategies for 

parental ―meanness‖ invariably centered around surveillance. Among the most commonly 

described surveillance strategies were requiring that youth access the computer in a easily 

visible space, requiring youth to provide passwords to their online accounts, actively 

monitoring messages on social networking sites and cell phones, and monitoring web 
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browser histories. Parents felt justified in engaging in such forms of surveillance, as both 

part of their responsibility and as their right to search and monitor the property which 

they paid for and supported: 

We have told the kids ―I want your passwords, write your passwords down‖, and 

with their cellphones as well: ―At any time I may ask for your cell phone, and let 

me see what's up with you, let me see what you're texting your friends, that's my 

responsibility as a parent. We bought the phone for you, and we can do that.‖ 

They were all very put off with that at first, but they kind of got used to that idea. 

Such statements, of course, ignore the fact that few youth – particularly those who are 

under the legal working age – are able to obtain or afford cell phones, computers, and 

subscriptions through Internet service providers without adult assistance. Another parent 

was somewhat hesitant to monitor her children online, not wanting to violate their 

privacy, and not wanting to find anything which might incriminate them: 

You know, it does feel like it's an invasion of their privacy, but I say ―You know, 

we're paying that phone bill, so it's not really your phone, it's our phone.‖ They 

had a man come and do a presentation who was a recovering drug addict and he 

said, you know what, check those phones, check the Facebook, because that's 

how you find out what your kids are doing. They live in your house, this is how 

you know it. I guess my mom was right, because she kept saying ―If you don't 

check their things, you're not going to know what was going on.‖ Like I said, 

sometimes I checked and found things I didn't want to know about, but if I hadn't, 
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I wouldn't have known. I don't do it all the time, they think I can go online and 

check their texts, you can tell who they text, and who texted them, but you do 

have to get a court order to actually see the text. But they don't know that... 

Similarly, some school administrators have adopted policies which allowed them to seize 

and search cell phones, particularly those with zero-tolerance policies in place. Not all 

parents felt strongly enough about the risks involved in Internet use to violate their 

children's privacy, however, and at least one or two in each focus group session adopted a 

stance in which they trusted their children until given a reason not to. One simply stated 

that ―I always trust until they break it.‖ These parents seemed to believe that the more 

general guidance they had provided to their children, the basic moral principals by which 

they lived their lives, would prove sufficient to keep their children out of trouble. In this 

sense, the extent of surveillance necessary to meet parental responsibilities was a 

controversial topic.  Parents in focus group sessions often debated these boundaries. In 

one session, I found that some parents were willing to intrude upon their child's virtual 

privacy, but unwilling to search their bedrooms, while others were willing to do both. I 

asked what it was that made the Internet different from the ―real‖ space of the bedroom. 

One parent responded: 

It's a combination, in terms of things. I guess, it's like I don't, there are just things 

I don't want to see, that they shouldn't be doing. I think it's a reflection on how 

they're perceived. Their room, I don't go in their room, because it is, it's private. 

Whereas the Internet is a public thing. Especially if I find stuff on my laptop – 



159 

 

guess what, ―It's my property you decided to do something stupid on.‖ and there's 

going to be a lot more consequences. But again, people have mentioned trust is 

earned, and if I have a reason to think that there's something, red flags going off.  

With this statement, the ways in which parents and administrators perceive the Internet 

itself as a social space began to become visible. The space of the bedroom, made private 

behind the walls of the family home, is compared to ―the Internet‖ as a whole, openly 

accessible to all Internet users around the world. Broadly, the parents I spoke with 

seemed to understand the ―public‖ of the Internet not in terms of who was most likely to 

view any particular online content, but who could possibly view it both now and into the 

future. One parent remarked: ―They're finite, and the Internet is endless.‖. Speaking 

towards the perceived persistence of online material, an administrator mentioned that 

―What's funny now may not be funny 22 years from now. You can twist things, or 

statements out of context.‖. This understanding of the social space of the Internet often 

ignores any technical provisions that have been put into place to limit the size of a given 

public, along with the social contexts which make the movement of online content 

possible, as such considerations would fail to allow parents to prepare for worst-case 

incidents. Further, there is an understanding of online identity construction, with concerns 

about how youth are perceived as they, as danah boyd (2007, p. 13) has described, ―write 

themselves into being.‖ A parent, who also owned and operated a summer camp for youth 

described how she monitored both her own children and her teen employees: 

I'm not [just] monitoring my own children, I'm monitoring 30 staff for the 
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summer. I'll put on there [Facebook wall], ―Naughty word alert!‖ - they'll come 

back and say ―What did I say?‖. I'll say ―The P-I-S-S-E-D word is not socially 

acceptable, even though you think it is.‖. But my point to that was, as we tell 

them that what you write, anything you write, is a reflection of you. So, if you're 

going for that job, and that person happens to be a friend, then you've got to 

remember that they cannot say about hiring you because of - But I have had 

people who I have not hired back because of their behavior on Facebook. So, I 

think kids need to be aware, to be reminded that is a reflection on them even 

though it is just something they're typing on.  

For this parent, and the others who commonly described the ways in which they required 

their children to remove online content, monitoring youth online is monitoring the ways 

in which they constitute themselves as individuals. Accordingly, there is only one social 

context for parents – the ―appropriate‖ one which they reconstitute as they enter into an 

online space. In a similar manner, adults monitor themselves to ensure this context is 

maintained online. An administrator relayed to me a story in which faculty members 

posted potentially inappropriate – but not illegal or otherwise problematic – photos of 

themselves online: 

Just because of the positions we're in, it's a public, you're in a public person, the 

public is paying for your position, and there's a certain rules and expectations of 

you, that, you can't be, unfortunately be doing. So, we had board members in 

[District] doing the ice luge a few years back, there were pictures. And they're 
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adults, they're over the age of 21, and just because of their role in that district and 

that, there's an example of that.  

In this sense, there is only one public – that which adults construct for themselves and for 

youth.  Bolstering the sense of the adult/appropriate public, is the conceptualization of the 

Internet and information technologies as a tool, rather than a social space. One principal 

described:  

In my opinion it is almost an adult tool that we've put into children's hands, and 

they don't know how to handle it. You know, it was something that was really 

meant for business but became a real social thing. And children are social by 

nature, and they have not developed the filters they need to make adult decisions.  

Later, this was made completely explicit in a focus group session, with one parent 

discussing the Internet as a tool, while all others nodded heads and murmured in 

agreement: 

It's a tool...I use it as a tool. I try to teach my son [to use it] as a tool. They play 

games, they get on to some mindless games and stuff, but if he wants to use it 

―What are you using it for?‖ - he uses it as research. He's just not on there 

aimlessly looking at nothing. That's what I think Facebook, MySpace has 

become...Some of the younger generation coming in [to the fire department], it's 

like ―Hey man, you may not want to be doing this stuff out there in public, it will 

be misinterpreted. You may think it's harmless, but someone may use it against 

you, against me. You're part of an organization.‖ That's why I say it's a tool – it 
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should be used as a tool, some people use it as mindless air out everything, that's 

why I look at it as a tool. That's how I use it, it's how I want to teach my kids 

what it is. The consequence is when you use a tool wrong, bad things can happen. 

When you use a torch to thaw out pipes, set your house on fire, you didn't do it 

right. There's a way to do it right and a way to do it wrong. Similar to how you 

use the Internet, for a wrong thing, you put your address out there, your name, 

talk to somebody you don't know, there's a consequence. I took my son off the 

computer Saturday and said ―Go outside and do something.‖  

Conceptualized as a tool, rather than as a space, any use of the Internet as a social space 

by youth is easily dismissed by adults as the ―wrong way,‖ a lack of ―developmental 

filters,‖ or simply ―looking at nothing.‖ Through such a frame, it is easy to see how 

parents and administrators simply ―don't get it‖  –  they lack the social context that makes 

youth Internet practice meaningful and appropriate.  

6.2 Club Penguin & Working from Home – Stories of Internet Safety 

Incidents 

 This lack of understanding became even more apparent through the types of 

stories I was told by parents and administrators. Specifically, in nearly every focus group 

that I held with parents, and similarly interviews with administrators, I was told some 

form of victimization story. In one district, a mother told me a story about how her 

daughter, while in 5
th

 grade, had been exposed to highly inappropriate sexual language 

while on the Disney-run children's social site, Club Penguin. Club Penguin allows youth 
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to chat and play games in a rudimentary and allegedly secure virtual space, much like that 

of Woogi World. As she described,  

[W]hen our daughter was in 5th grade we kind of had a scary experience where I 

think she innocently was on one of these, it was a game that you get on and play? 

But on the game there's a place you can go on and chat, and she used a different 

name, user name or whatever, and apparently there was a man who kept talking to 

her, and, I don't know why she kept talking back to him, but he said some very 

inappropriate, very sexual things to her, things he was going to do to her, and she 

was mortified. I think she was scared, I feel very badly she didn't feel comfortable 

coming to me about it, but she wrote it down on a piece of paper to show one of 

her friends, and the friends' parent found it in the book bag and told. I feel 

fortunate that happened, because then the parent called the principal, the principal 

called me, said come in we need to talk, and that's how I found out about it... I 

feel very badly because as a 5th grader she was exposed to a lot of stuff that you 

expose your children from, and I felt like I wasn't doing my job. That's when we 

got the laptop to stay in the living room or in the dining room.    

In another focus group, held in a separate school district, a parent described an online 

exchange which resulted in an telephone call to her 14-year-old daughter from an older 

sounding man:  

When she was littler, she was going on to something, probably when she was in 

middle school, I got a phone call one night at home, and they were like ―Hello, is 
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[Jane] there?‖ I was like ―Yeah?‖, it sounded like an older guy. I asked ―Can I ask 

who is calling?‖ he goes ―Well, she'll know‖. I was like ―Okay...‖ and I said 

―[Jane], phone!‖ and I stayed on the phone. She got on and he goes ―You don't 

sound like you're 18!‖ and I go ―That's cause she's not, can I ask who is calling?‖. 

He said she went on for like a home business, so I'm like, I freaked out. I said 

―She's not 18, she's 14, you need to hang up.‖ And, um, actually she was younger. 

I yelled at her and we cut her off the computer for like a year. I'm like ―You can't 

do that, if your phone number is out there they can easily have tracked you.‖ So, 

that right there has made me step up my security of her, but with the phone, with 

the iPod, with the friends, it's very hard. 

These stories and those like them can perhaps be best conceived of through the language 

of network security, as Internet safety ―incidents.‖ Such incidents represent the aspects of 

youth Internet practice which have been made visible to adults as harmful or risky. Both 

examples demonstrate the often messy realities of dealing with Internet safety incidents 

as a parent. From the parental perspective, such incidents often occur without warning, 

and with relatively little context to make sense of what is happening. In the first example, 

the mother and other participants went on to discuss Club Penguin. None of the parents 

seemed to know much about the site, including the actual name or the fact that it is 

operated by Disney as a ―safe‖ site for youth, beyond what they had been told by their 

own children. As the conversation went on, it was mentioned that similar incidents could 

easily take place right in front of parents, under the guise of ―cute little penguins.‖ While 
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there was little discussion over the second incident among the other participants, much of 

the story involving Jane indicates a lack of awareness of the situation. The fact that the 

call was unexpected, the ―freaking out,‖ and the suspicions over the stated purpose of the 

call all point to a certain level of misunderstanding. In both cases, the parents provide a 

narrative of online predation, one in which a child was exposed to what appears as an 

online predator, and one in which a child was complicit in her own potential solicitation. 

However, both stories can be read differently with a broader understanding of the spaces 

youth frequent online, and by acknowledging that youth are not entirely defenseless when 

they enter into such spaces.  

 In the first case, it should be immediately noted that Club Penguin, as a site which 

has youth Internet safety measures built into the design of the site, makes a very poor 

platform for the solicitation of youth. Language filters and automatic banning make any 

form of sustained inappropriate conversation – such as forms of ―grooming‖ necessary to 

gain the trust of youth online – incredibly difficult. In addition to the automated filters, 

youth can and are encouraged to report any inappropriate language or behavior on the 

site. There are, however, ways to circumvent the language filters until such activities are 

reported or otherwise noticed by the site. As such, it makes a perfect target for online 

―trolling,‖ where users attempt to elicit strong reactions from others. Numerous attempts 

have been made to troll Club Penguin, with YouTube videos showing (clearly older) users 

logging on and shouting statements such as ―KILL YOUR PARENTS‖ and ―HAVE S E 

X WITH DEAD CORPSES‖, using spaces to mask ―sex‖ from the automated filters 
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(Club Penguin Trolling, 2010). Such forms of trolling are ultimately deliberate attempts 

to disrupt an online space, performed in the spirit of a prank – although a highly offensive 

one. While the change in intent would not change the fact that a 5
th

 grade student was 

exposed to offensive and inappropriate language, it would reduce the severity of the 

incident considerably. Further, it seems at least possible that the ―victim‖ in this case was 

not afraid, but rather curious about the meaning of the inappropriate language – choosing 

to copy and hide it for later discussion with friends, and showing no outward signs of fear 

or depression which might alert her parents.  

 Concerning the second incident, one can easily reread the situation simply by 

taking the statements of the anonymous caller at face value. Certainly, a potential 

employer needs to discern the age of an applicant just as much, if not more so, than a 

potential predator does, and there are numerous attractively marketed ―work from home‖ 

organizations online – even if many of them are scams or outright fraudulent (Blake, 

2009). Regardless the way events actually played out in each incident, in both the parents 

demonstrated a lack of an embedded understanding of youth Internet practice. In place of 

such an understanding, the narrative of the Internet predator was mobilized to make sense 

of the situation. The uncertainty built into the Internet predator narrative allows it to be 

easily used to reposition the elements of many online incidents. Internet trolls and work 

recruiters are fit into the subject position of the predator, youth into that of the unwitting 

victim in need of protection, and the Internet is recast as a dangerous and risky space for 

children. Evidenced by both cases, such interpretations of youth Internet practice can lead 
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to increased surveillance and protective measures, which in turn make it less likely that 

youth will go to parents at times when they are genuinely in need of help, further 

reinforcing and perpetuating the need for increased surveillance and protective measures 

on the part of parents.  

6.3 Non-parents 

 This is not to say that all parents are entirely ―clueless‖ about the practices of 

youth online, but rather that in cases where parents are uncertain about the details of a 

situation, media coverage and Internet safety curricula provide worst-case conceptual 

resources. Put differently, youth Internet practice can often appear quite different, and 

often more risky, from a social distance. As such, the activities of youth online can appear 

to parents and other adults as highly risky, in the absence of deeper social context. 

Further, parents are encouraged to assume the worst, given that allowing even the 

smallest possibility that a child might be victimized would be considered bad parenting. 

As Foucault (1978) described in his discussion of youth sexuality, parents are left feeling 

as if they could have done better, that ―their suspicions were not sufficiently strong.‖ as 

made apparent by the mother of the student who was involved in the Club Penguin 

incident who stated:  

I feel very badly because as a 5th grader she was exposed to a lot of stuff that you 

keep your children from, and I felt like I wasn't doing my job. That's when we got 

the laptop to stay in the living room or in the dining room.  

Even those parents who do not view their children as having been victims of a youth 
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Internet safety incident feel as if they are not doing enough, that the protections they have 

in place are too weak. One parent, who had instituted a policy of collecting her child's 

passwords and using their credentials to check on their online actions, simply said: ―But I 

don't know, I still feel like I could be doing more to protect them.‖ This sense that 

children could always be better protected is pervasive despite the fact that the Internet has 

allowed for much broader and more significant visibility and surveillance of youth 

activities. Another parent cited her lack of understanding surrounding youth Internet 

practice as a main source of concern, adopting the position of the ―confused adult‖ 

constructed by youth Internet safety curricula: 

My kids will say to me though, like on Facebook, if somebody pops up and wants 

to be your friend, and they'll say to me ―You don't know that name, don't do it.‖ 

But they have to tell me what to do, and that makes me a little uncomfortable. 

Because I don't know. You know what I mean? They know so much more than I 

do. Not just that, but everything. How do I protect them? It goes back to trust. I 

feel like I should know more, that I'm really not doing my job as a parent, 

because I don't know more.  

In this case, it is not enough that the youth being described are teaching the parent proper 

Internet safety.  

 Rather than from any risk that youth face online, the concern seems derived from 

the proper role of the parent in such situations. It is the parents' ―job‖ to protect youth 

wherever they are, even in spaces and contexts within which they are capable of doing so 
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themselves. As I described in the curricula analysis, youth are feared for their seemingly 

superior technical skills in comparison to the adults who are charged with protecting 

them, while they are simultaneously viewed as lacking the necessary expertise to protect 

themselves from potential threats online. Beyond this, however, figuring the relative 

expertise of youth and adults is key in youth Internet safety discourses. Those who are 

perceived to have the greatest level of expertise – whether it be in terms of technical 

ability, moral interpretation, or social connectedness – are those who are in the greatest 

positions of power. The adults I spoke with struggle to make sense of youth Internet 

practice, which at the best of times appears as strange and indecipherable, and at the 

worst appears as risky or dangerous.  

 Attempting to more closely examine this issue, I asked parents and administrators 

whether or not youth ―only think they know better‖ when it comes to Internet use. The 

responses to this question were particularly telling, as parents often noted that they do, in 

fact, ―know better‖ despite also stating that they had relatively little experience with 

information technologies, and knew little of the social practices which took place online. 

Perhaps best summarizing these sentiments, one mother stated: ―I hear that all the time! 

'You have no idea mom!' But I do! I'm sure I don't know the full extent of everything 

that's said, but I feel like I have a handle.‖ In response to the previous statement another 

mother, who had presented herself as something of a technological optimist, disagreed 

saying that: ―I think kids do know a lot more than what the parents think they know. I 

really think they do. I just feel like there's a lot more going on electronically then we 
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really realize.‖ From the parental and administrative perspective, this sense of having ―a 

handle‖, or ―getting it‖ is that of having the requisite understanding of youth Internet 

practice necessary for effective surveillance and policing. It is ―the handle‖ which allows 

the adult perspective to unilaterally operate upon youth Internet practice. As such, youth 

Internet safety discourses represent a parental anxiety over flaws in the traditionally 

understood roles of youth and adults, grounded in a form of folk developmental 

psychology and made visible through youth Internet practice. Biologically 

―underdeveloped‖ youth are not, and cannot, be positioned in such a way which gives 

them sole (or primary) responsibility for their own safety online. In this way, youth 

perspectives on Internet practice are easily dismissed. 

My son made the comment to me ―I don't understand why they're just getting on 

this bullying stuff now. It's been going on forever. But they're making a big deal 

out of it just because of.‖ and he's like ―they think that because a couple of 

kids...‖ and he didn't take it likely, he took it very seriously, but he's like 

―Because a couple of kids from wherever committed suicide now all of a sudden 

we're getting hammered with this cyberbullying and this bullying, and it's not that 

predominant in the school system.‖ I was like ―Is it? And you just don't know it.‖  

Similarly another parent mentioned that: 

[Jane] said when she took the survey, ―I just hit no or negative on all of them 

because none of that stuff has ever happened here, or to me.‖ I go ―Well, it might 

have happened to someone else‖, and she said ―Not in our school!‖ and I go 
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―Honey, trust me, it happens, you just don't know it.‖ So, she's just clueless when 

it comes to that.  

Skirting more specifically towards the developmental capacity of youth, another 

described:  

So there are some positive things, a lot of it's positive, but we do need to train our 

parents. Our older generation needs to be trained so that we understand what is 

appropriate, what is not appropriate, and then we need to pass that on to them. I 

think that we can make a pretty good judgement about whether it's appropriate or 

not, but they're learning, they're growing, they're not able to do that in some 

situations.  

nIn contrast, some parents and administrators I spoke with acknowledged the expertise of 

youth, who were seen to outperform their parents in cyberspaces, having both a 

contextualized understanding of such spaces and years of experience with information 

technologies. A somewhat smaller minority of parents actively empowered youth, trusting 

them to handle potential problems online themselves: 

Parent A: I think my kids are right on about the dangers that are out there. I think 

they're aware. Fully aware. And that's by allowing them to have the computer and 

trusting them.  

Parent B: I don't think mine does, because she's too trusting. She scares me.  

 The underlying sense that the actions of youth online would then reflect upon 

parents poorly in some way, exposing them to perceived irresponsibility, was common. 
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As one parent described: 

I check their pages just to be sure they aren't cursing or saying anything 

inappropriate. Because that's a reflection on me, you know, as well of their safety, 

it's a reflection on me.  

Even in those cases where a parent might have a more contextualized understanding of an 

incident, parents still perceive their responsibilities to restrain the inappropriateness of 

youth behavior, out of concern that such inappropriateness would be linked back to them. 

Parents of youth who engaged in inappropriate behavior were often cited as a primary 

cause of the behavior itself: 

That's a family issue as well, I can't imagine, I can't imagine my 12 year old 

picking up her shirt. There's a parental problem going on there.  

These parents were assigned to a specific category of parents, those who through a lack 

of supervision skills or caring had effectively become non-parents. This categorization 

was particularly prominent in one suburban district, where parents discussed the role of 

non-parents in Internet safety and bullying incidents in both the middle school and high 

school discussion groups. Two parents at the high school level began a discussion about 

such non-parents, actively positioning themselves as ―parents who care‖ in relation to 

these other, non-participant parents: 

Parent A: Parents are a big part of it though. All of us here show that we're 

parents that care. There's a lot of parents out there that don't. They don't monitor, 

they don't care what their kids are watching, or whatever at what age. 
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Parent B: There's a much smaller subgroup – my son got into a fight with a 

whole bunch of other kids last year, and I immediately called, I wanted to know 

exactly what happened. They're like ―Mr. [Parent], you don't have to worry about 

[Student]. What you did, you talked to him, you're good. He's not the problem. 

But some parents I've tried to talk to, don't care, they can't be bothered.‖  

Other parents were less critical of such non-parents, citing societal changes and economic 

pressures as the major reasons for a lack of supervision: 

I think society has changed, I think kids don't have as much supervision, I think 

two parents work in a family and that's not the way it used to be. I think a lot of 

things have changed. We see more and more kids go home without parents home, 

it's just the way it is, it has to be that way. There's more chance for them to do 

things without parents being aware.  

Parents in this district, however, were not the only ones to describe the non-parent. 

Additionally, the non-parent appeared in discussions with parents across districts 

(although less frequently) and also in statements made by school administrators: 

I think ultimately it's falling more on the schools, like everything else. You know, 

it is. And I'm okay with that. They're here, I want to keep them safe, but I think in 

terms of when they're at home, parents need to be more diligent about it. You 

know, it's a family decision of how much computer time, you know use, but what 

they're actually doing and how they're monitoring it, I think parents need to do a 

better job of that.  
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Another principal noted that: 

I think that educating the parent piece is incredibly important. The hard thing is is 

enforcing the parents to participate in that. You know, with students here we can 

do that, but if someone's not supervising them with this media it's as good as – 

kids will swear when no one is hearing them swear... I fear for that.  

Parents and administrators, through the discussion of the role of non-parents in Internet 

safety incidents, are effectively critiquing the disciplinary gaps between the institutions of 

the family and the school. These gaps were once acceptable when parental supervision 

and surveillance was made possible largely through the partitioning and control of 

physical space. Following the construction of the modern family in the 1700s, Donzelot 

identifies a pedagogy of ―supervised freedom‖ which establishes the practice of 

constraining youth to the spaces of the home and school as an aspect of proper parenting: 

In the second instance, it would be more exact to define the pedagogical model as 

that of supervised freedom. The problem in regard to the working-class child was 

not so much the weight of obsolescent constraints as it was excessive freedom – 

being left to the streets – and the techniques employed consisted in limiting this 

freedom, in shepherding the child back to spaces where he could be more closely 

watched: the school or the family dwelling (2005, p. 47). 

Echoes of supervised freedom are visible in statements concerning non-parents. While 

the worst of non-parents allow their children to roam unsupervised on the streets, other 

non-parents allow unsupervised access to the Information Superhighway. As such, Sheila 
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Brown (2005) notes that:  

Children are seen as ‗in danger‘ from the internet because it seems that just as 

adults do not like young people hanging around on street corners, so they do not 

like them to have unfettered access to the virtual street corners of cyberworlds. 

Hence we see ‗moral panics‘ surrounding the supposedly deleterious effects of 

computers on children‘s development and morals, and the alleged need to control 

the amount of time children spend on the net, and what they do on it, ‗for their 

own good‘ (p. 148).  

The effectiveness of the pedagogy of supervised freedom, however, lies partially in class 

differentiation. It should be noted that this mode of pedagogy was aimed at the working 

class, as the bourgeoise youth were not commonly ―left to the streets‖. In discussions of 

non-parents today, this understanding remains, and partially drives concerns over the 

level of freedom and access available to youth online. Good parents who allow their 

children unsupervised access to the Internet are not simply non-parents, they are working 

class non-parents – an inexplicit label which the middle class parents who can afford 

Internet access would likely prefer to avoid. Bad parents who fail to supervise their 

children become low-class, regardless of economic status. Additionally, the potential risk 

of youth Internet safety incidents provide a basis for furthering ties between the 

institutions of the family and the school, allowing for a seamless web of surveillance as 

youth transition between the cyberspaces of the home and the cyberspaces of school. 

Non-parents (or, in a sense, dysfunctional families) who will not or cannot effectively 
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surveil or discipline their children must then be governed or assisted by the school 

district. This was made explicitly clear by one high school parent, who noted: 

Well, that would be good if the school did step in for the kids that are not 

parented at home, and monitored at that home. They'd have to come up with a 

way to do it, that's the problem.  

Some administrators also agreed with this position, and one stated that: 

I do think that if they were just using these things in school, we would be okay... I 

am seeing everyday schools take on more social responsibility, whether it's 

feeding children, immunizing, whatever it is. I think it's, in my opinion, one of 

those social responsibilities we need to take on, because it's more interesting to 

the students than it is to their parents and the students are the IT people in their 

homes, and they can pull the wool over their parents' eyes... I do think we need to 

take on more responsibility of educating them about it... Anytime we can keep 

children safe, we need to.  

Again, however, non-parents are blamed for the weakening of such attempts to join the 

family and the school. Continuing the conversation above, another parent described that 

while non-parents expect the school to perform the work of parenting, there are limits: 

A lot of parents expect these schools to take on the role of a parent. To a certain 

point, then they're like ―Oh nononono! Don't do that!‖  

This portrayal of non-parents was, as with the majority of other discussions on the topic, 

provided in a disapproving tone. The thought that non-parents would prevent the school 
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from extending into the home was seen as yet another strike against them.  

 Throughout the focus group sessions with parents, and in one district with 

teachers, the most commonly voiced concern was that of youth sociality. By comparison, 

participants spent little time discussing issues of cyberbullying, online sexual predators, 

or sexting – although changing youth sociality was seen to be a contributing factor to 

nearly all other youth Internet safety problems. Changes in youth sociality was largely 

described as being driven by two forces, namely those of exposure to media content, and 

the mediation of communication. The former was less discussed, perhaps given that it has 

less direct bearing on youth Internet safety issues, but when the topic did arise 

participants spoke passionately about it. After being asked to explain a statement made 

concerning the ―crap‖ youth were exposed to today, one parent responded: 

Information about drugs, sex, language, violence – Just the video games, the stuff 

I don't allow, it's the certain things that, my middle... I'll, quick segue, my son was 

12 at the time, and he went over to a friends house. Nice kid, fine, and they called 

and the parents asked if he could watch ―XXX‖ and I went, ―The movie with so-

and-so and so-and-so,‖ and he was like 12 or 11. He said ―Tyler said he's not 

allowed to watch those movies.‖ and I said ―Tyler's correct!‖ Different parents 

have different guidelines. We could debate the effect of those movies, the games 

on kids, but for me it was like ―No!‖. It's everything across the board from – as a 

society the Internet has allowed people to become a lot more open and talk about 

different things. People talk about all sorts of things on the Internet that as a 
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parent, I don't want my kids exposed to. 

Interestingly, the topic came up most frequently in the teacher focus group, where one 

participant stated: 

...through the media that they're just inundated. You know, they all watch Jersey 

Shore, and if they look at that and they think that that's normal, then that's what 

they should strive to be like. Whereas my generation grew up with Full House...  

More broadly this can be tied to concerns with exposure to content labeled as ―adult,‖ 

as youth are understood to lack the developmental ability to properly make sense of 

such material. The  appropriateness of particular forms of content, and of the inability 

of youth to properly ―filter‖ or make sense of such material, was also a common 

concern, and one which was often explicitly referenced by both administrators and 

teachers. Exposed to such content – it is rarely discussed that youth might actively 

seek it out – it is then incorrectly processed by youth through their developmentally 

incapable minds, creating a problematic model for social behavior. The latter force 

driving changes in youth sociality was discussed much more frequently by parents 

and administrators. Specifically, participants saw the mediation of communication 

allowed for by information technologies as hindering the natural development of 

social skills through ―real‖ face-to-face interaction. Given the amount of texting, 

instant messaging, and wall-posting which youth engage in, they are seen to have a 

reduced understanding of non-verbal interaction. In face-to-face social situations, 

youth are seen to be nervous, have poor etiquette, and be unable to maintain the 
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appropriate level of eye contact with others. As summarized by an exchange between 

three parents in one district: 

Parent A: So, my daughter had a new roommate who came to our house for 

dinner, and the entire – it was a barbecue, it was causal – but she sat across the 

picnic table texting and doing Facebook the whole time! Which, I'm from the 

generation... I mean, that's rude! She's having a conversation with people who 

knows where, and we're face to face! And that bugs me. I don't think there's 

enough etiquette. It's so new, and they're so used to it. 

Parent B: I have kids who come over and do that – they can't even give you eye 

contact to carry on a conversation. I think when they're nervous, the phone comes 

out. So, yeah. 

Parent C: I think that's a problem there, no boundaries, we are not teaching 

boundaries. 

In another district, one parent described this issue as her primary concern regarding 

Internet safety issues: 

I worry about this generation's social skills and business life and when they get 

out of school, because you're in a whole different world then, and you have to 

communicate with your peers and people you work with and I just worry about it 

all the time. That's my biggest concern. 

Youth are seen as increasingly unable to socialize with adults or one another properly, 

leading to a general lack of respect and an inability to empathize with others. For some, 
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youth are seen to be possibly ―addicted‖ to the use of information technologies, 

preferring to use them to communicate over face-to-face methods. As one teacher/parent 

remarked: ―It's so interesting to me how addicted they are – they just can't control 

themselves.‖ This is described as a major contributing factor in cyberbullying incidents, 

sexting, and a general inattentiveness in the classroom and home. It is the combination of 

developmental level and technology which accounts for the perceived generation gap. On 

one register, this can be seen as a discursive mechanism to shift blame away from youth 

themselves in cases of perceived inappropriate youth Internet practice, simultaneously 

allowing for easy problematization and subjugating youth agency. On another, such 

discourses again make visible the construction of the family itself, and the ways in which 

the family was constructed as a technology. As with concerns over the non-parent, 

concerns over particular forms of youth sociality can also be traced to the historical 

construction of the family. In addition to describing a pedagogical model which operated 

on the working class, Donzelot also outlined one which operated on the bourgeoise: 

What of childhood? ...the solicitude of which it was the object took the form of a 

protected liberation, a freeing of children from vulgar fears and constraints. The 

bourgeois family drew a sanitary cordon around the child which delimited his 

sphere of development: inside this perimeter the growth of his body and mind 

would be encouraged by enlisting all the contributions of psychopedagogy in its 

service and controlled by means of a discreet observation (1979, p. 47). 

In this instance, the goal was to reconfigure the family in such a way as to protect/free 
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youth from the inappropriate influences – the vulgarity of the street – of the working-

class servants which worked within the bourgeoise home. Such influences were seen to 

produce subjects who were unfit for work or social life among adults, in spite coming 

from seemingly ―good stock.‖ Careful parental supervision protected youth from 

inappropriate influences, ensuring access to only the most developmentally appropriate 

content and activities throughout their time in the home. While servants have long since 

ceased to present a threat to the modern family, the Internet, providing access to 

traditionally adult content regardless of developmental ability on the part of the user, 

poses a similar threat. On one hand, vulgar and titillating conversations have been 

replaced with chat rooms, blogs, and pornography, leading to poorly or under- socialized 

youth. On the other, the ability of youth to remain idle in the household made possible by 

servants has been replaced by the ability of youth to remain stationary in homes rather 

than ―going outside‖ to play and socialize with each other. As one parent described: 

I think the time they spend on it too bothers me. We have to set limits in our 

house. There's so many other educational things – reading a book, going for a run, 

going to visit your grandparents. You know, and I think that the computer use gets 

in the way of developing in certain areas. 

 Often ignored within such sentiments is the increasing restrictions placed on 

youth who do venture outside (Derbyshire, 2007; Gardyn, 2002; Karsten, 2005; Karsten 

& van Vliet, 2006). The mentioned limits reconstitute the ―sphere of development,‖ by 

denying youth access to communication technologies. In this instance, the parent later 
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went on to describe how her children were not allowed to use any device which required 

a screen – including televisions, computers and cell phones – after a particular time in the 

evening. Other parents described similar tactics, such as placing cell phones in a 

communal basket at the end of every day, and setting strict limits on computer use. Just as 

discourses around the bourgeoise family positioned the working class and the street as 

opposing the proper and safe development of youth, discourses around youth Internet 

safety positions the social Internet and youth themselves as the opposition. The 

communications of youth penetrate and disrupt the protected sphere of development in 

the home via information technologies. This, of course, comes with a number of 

consequences. Youth culture, to the extent that it is supported by information 

technologies which are beyond adult supervision, appears largely inappropriate and 

problematic. By extension, the social spaces which such technologies support are 

themselves seen as inappropriate for adult engagement. This was visible in conversations 

with parents and administrators to varying degrees. While some actively maintained their 

own online presences, many others found engagement with social networking sites to be 

inappropriate. When asked about his online activities, one principal stated: 

I'm not on Facebook, I'm not on social networking stuff, I'm not a part of that. In 

my position, I feel for me personally, it's a bad decision for me to be involved in 

those type of things, but I do have access to my kids. Both my kids are on it.  

Another parent participant, having difficulty describing what it was about social networks 

that made them ―bad‖ said simply: 
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I don't like Facebook myself, because I don't know about it and I think that there's 

stuff on there that's just, like, bad. People talk about people and stuff, so I don't 

like Facebook. 

Those who did use social networking sites – specifically Facebook – frequently described 

their use of the space to monitor youth online. Parents most frequently did so, and in 

many cases explicitly created accounts solely for that purpose. By demanding that their 

children ―friend‖ them through the service, they are then able to view all of the comments 

made by the friended account. As one parent described: 

I have a MySpace, and the only reason I have a MySpace is because my daughter 

has one, so she had to up my MySpace and add me as a friend, or she couldn't 

have a MySpace. So I go on every so often and check her status. If I don't like 

anything, I'm like, ―take it off, or I close it.‖ Period. I monitor, but you still, that's 

only Facebook and MySpace. There's a whole big other web out there that I'm 

missing, I'm sure, that I'm a little uncomfortable about.  

This form of surveillance was occasionally referred to by both youth and adults as 

―creeping.‖ Some took creeping to an extreme, setting up the account in such a way as to 

send SMS/text message updates to their phone every time their child posted a status 

update. Given that Facebook allows users to ―de-friend‖ other accounts without notifying 

the de-friended user, such parents would often become suspicious when long periods 

would pass without any visible activity.  

 Not all parents and administrators I spoke with saw engagement with social 
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networking sites solely as a method for surveilling youth, however. Many enjoyed using 

it, not only as a means to keep in touch with family and friends, but also to foster stronger 

community ties. One parent, who operated a summer camp for youth, described how she 

frequently used it to keep in touch with past and present campers and counselors, 

allowing her to maintain social ties that were once largely broken once the season had 

ended. She, too, however, described how she would additionally use the information 

posted there to monitor both her own children and potential employees/counselors, 

providing a story where a potential counselor posted a picture of underage drinking, and 

was not offered a position in the coming year. The one school resource officer (law 

enforcement officer assigned to a school district) I spoke with saw the accessibility of 

youth online through social networks as an excellent resource. Rather than fearing the 

relative expertise of youth online, he chose to use it to his advantage, both in terms of 

gaining information and further engagement with youth in his district. Discussing the 

students in his district, he stated ―They live this technology every day... I struggle with it 

a little... [I ask students,] 'You're a tech junkie, what does this mean?'‖ Engaging with 

students in such a way allowed the officer to surveil online spaces, including social 

networking sites and confiscated cell phones, more effectively. Further, he indicated that 

youth were more than willing to assist him in doing so, seemingly happy to provide their 

expertise. This was commonly described by parents and administrators I spoke with. 

Youth, who seemingly want to both demonstrate their expertise and additionally bring 

adults into their own social world, willingly provide their assistance, often despite an 
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understanding that allowing adult access can potentially result in more effective 

surveillance. 

6.4 On Moral Panic 

 The idea that youth lives are colonized by the governmental discourses of youth 

Internet safety is further supported by the fact that few, if any, school administrators or 

teachers I spoke with saw any increase in disciplinary incidents as youth began adopting 

information technologies. Rather, they described a shift in which youth disciplinary 

incidents began increasingly to incorporate and be facilitated by information 

technologies. The only exceptions were in districts where there existed a zero-tolerance 

cellphone policy, which was seen to be nearly unenforceable due to the number of youth 

secretly carrying and using their phones. Furthermore, no school administrators I spoke 

with were having any particular difficulties managing the changed modes of disciplinary 

issues using existing policies. That said, the very same administrators additionally voiced 

a strong concern for youth Internet safety issues, including cyberbullying and predation – 

although neither were particularly found to be common. The most common problems 

those who handle disciplinary issues in schools faced were arguments between youth 

which started online and off school grounds, grew to include larger groups of youth 

through the visibility of social networks, and lead to face-to-face confrontations during 

the school day which disrupted the educational process. Youth themselves did not seem 

particularly concerned about youth Internet safety issues, feeling generally confident that 

they were able to handle the kinds of risks they faced online.  
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 Certainly, given this seeming absence of an online youth victimization 

―epidemic,‖ moral panic seems to provide a strong theoretical framework for 

understanding youth Internet safety issues. Broadly, the concept of moral panic refers to 

events in which a ―condition, episode, person or group of persons emerges to become 

defined as a threat to societal values and interests‖ (S. Cohen, 1980, p. 9), developing a 

―disproportionate‖ level of concern in relationship to the level of threat, allowing ―moral 

entrepreneurs‖ to manipulate the policy process for political gain. This concept has fared 

well over the decades, gaining significant purchase among sociologists – particularly 

among British criminologists (Thompson, 1998). Those works which have used this 

framework to describe contemporary youth culture and online deviance include 

Springhall's (1998) work on youth and popular culture, Potter & Potter's (2001) 

discussion of youth and cyberporn, boyd's (2007, 2008) work with teens and social 

networking sites and Marwick's (2008) description of online predators as on MySpace. 

Each used the concept of disproportionality somewhat uncritically, rightfully pointing to 

the fact that the level of public concern certainly did not seem to correlate with the 

incidence of youth problems.  

 The notion of disproportionality in moral panic theory, however, is highly 

problematic. Specifically, while moral panic theorists are willing to accept that social 

problems themselves are a social construction, they tend to treat the ability to measure 

and link both the incidence of those social problems and the level of panic surrounding 

them in a more positivistic manner. Furthermore, moral panic theory tends to be 
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leveraged as a damning critique against those in positions of power, describing them as 

moral entrepreneurs. While I agree that in many cases this is warranted, it is unlikely that 

such a label will make those in power any more amenable to shifting their tactics or 

coming to an understanding with the less powerful. Within my discussions with school 

administrators, parents, and teachers, in addition to my more informal experiences prior 

to this project, the wide majority of those who can be labeled as ―moral entrepreneurs‖ 

are genuinely working with what they view to be the best interests of children in mind. 

Certainly, in cases of youth Internet safety, at issue are not those acting as ―moral 

entrepreneurs‖ but rather the governing mentalities surrounding youth, families, and the 

Internet which underpin their actions and policy decisions.  

 At the heart of such moral panics over youth Internet safety, then, is not the ―real‖ 

gap between the problem and the policy response, but rather the invisibility and 

inaccessibility of notions of childhood and the Internet. As Campbell (2000) describes, 

―Policy is embedded in the culture that produces it, and is best seen as a cultural practice 

of governance... Cultural values are installed in public policy in ways that do not always 

yield policies that are practical, ethical, or just‖ (p. 7). Ultimately, the words and actions 

of those who do the work of protecting youth online are internally consistent. As they 

would undoubtedly say, even one victimized child is one too many. They are not 

panicked, they are doing their duty as called for by their position within the existing 

institutions of the home, family and school, the current instantiations of which both 

demand and make possible continued youth surveillance and the unquestioned 
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reproduction of existing youth/adult power relationships.  

 Through my conversations with school principals, I often found them to be well 

positioned to understand both the positions of parents, often being parents themselves, 

and the social everyday social lives of youth. They were additionally the primary contacts 

for parents with concerns over youth Internet safety problems, often becoming the first 

point of contact even in instances which occurred off school grounds, and were 

technically beyond the ―jurisdiction‖ of the school. Most principals seemed to have a 

handle on the concept of ―drama‖ and how it played out within their districts, more so 

than other administrators and parents I spoke with. In two cases, I met with school 

administrators responsible for disciplinary issues who seemed to have genuine respect for 

youth, and strove to maintain positive relationships with the students in their districts. 

During one of these interviews, we were interrupted no less than four times, as students 

came into the office for information and advice. While all of the principals I spoke with 

seemed to struggle in some way or another with information technologies, their 

relationship to parents, youth, and the school position them as ideal candidates for the 

facilitator role described by Frank Fischer (2003). Specifically, he describes a mode of 

policy analysis that places the analyst as a mediator between the multiple discourses and 

perspectives which circumscribe any given issue – as I will discuss further in the 

concluding chapter. Through training and more active engagement with youth online – 

effectively leveraging the technology to partially even the power relationship between 

youth and the principal – principals can better understand the multiple meanings which 
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online content can take on within youth social contexts. They would then be well 

positioned to act as advocates for youth in such cases, defusing panic surrounding 

Internet safety issues by providing necessary context to parents and other administrators. 

One example might have been the Penguin Club incident discussed in chapter five, in 

which what was once a ―child predator‖ could have been reread as simply Internet trolls. 

While such a solution would additionally heighten the ability for principals to surveil 

youth, which I continue to argue there should be less of, at the very least such 

surveillance would take place on youth terms given the ability to block and ignore 

individuals within social networking sites.  

6.5 Conclusion 

 Overall, the ways in which the adults I spoke with conceive of and approach the 

Internet, or more specifically the online spaces which youth frequent, makes visible 

particular aspects of youth Internet practice in specific ways. Parents and administrators, 

in responsibly performing their social duties, reproduce and ensure the relative 

positioning of youth and adults, and reinscribe the boundary between them. It should 

come as no surprise then, that youth perceive such adults as ―cavemen‖ who simply 

―don't get‖ what it is they do online, and why it is that they do it. In the process, 

responsible adults additionally constrain themselves by further attempting to bound and 

police a single ―adult‖ social context, separate from a sphere of development for youth, 

online.  
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7. “your all hipocrits.” 

 

“ITS ALL COMMON SENSE!!!!!!!!!!!!!!!!   THE ONLY WAY BAD THINGS 

HAPPEN IS IF YOU DO SOMETHING STUPID  OR IF YOU PUT YOURSELF 

OUT THERE FOR PEOPLE TO FIND YOU!!!!!!!!!!!!!!!!!!!!!!!!!!”  

     

“i think that you people over exaggerate and that it not really a big deal  that 

kids go on facebook and post that they got drunk or something. your all 

hypocrits. we are not children anymore. id rather party it up now while i can 

until i actually have to settle down and start my life.” 

 

       – Anonymous Survey Participants 

*** 

 As described at length in chapter three, this dissertation project was originally 

intended to gain access to youth, to better understand the ways in which they conceive of 

their social lives and the kinds of risks they face online. Ideally, I wanted to hear their 

perspective in their own words, without the traces of sarcasm that indicated they're 

getting one over on the comparatively old researchers. As described in chapter two, 

however, that proved to be a tremendously difficult undertaking. In addition to being a 

methodologically complicated problem, even gaining access to youth was problematic. 
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There were no one-on-one, open ended discussions with youth, and I was ultimately 

unable to even ask them about their real experiences with risk online, not to mention the 

ways in which they conceptualized them. This made the project of uncovering the ways 

in which youth conceptualized their Internet use at least somewhat difficult. Overall, I 

center youth conceptualizations of their Internet practice through the notion of ―drama,‖ a 

term which unexpectedly appeared frequently in my data. In many ways, information 

technologies will fade from view in this chapter, at least in part because they do not 

comprise particularly notable aspects of youth social life – they simply constitute one 

more social space. 

7.1 Staying Safe Online 

 It is worth mentioning once again here that, although youth appear as a 

homogeneous category within youth Internet safety discourses, and while I often speak of 

them as such, they are anything but. This became particularly clear throughout the focus 

group sessions with students, where they described varying degrees of access to and use 

of the Internet. Some participants noted that they rarely went online at all other than for 

school work, avoiding the social networking sites altogether. Others seemed to simply 

avoid the Internet and information technologies wherever they could. This was the 

subject of a particularly amusing telephone call from a parent, prior to the start of one of 

the focus groups sessions, who helpfully wanted to warn me that her son might ―bias‖ my 

study given that he simply did not use computers or the Internet with any frequency. I 

was, of course, happy to have him participate. In the focus group sessions, these students 



192 

 

represented a significant number of the participants, but were still not in the majority. 

One survey respondent described their use of the Internet, saying that ―come on this is me 

were talking about here!  i do homework. occasionally check email. the last time i 

checked my email i had stuff from july unopened in there.‖ This was further supported by 

the survey data, which demonstrated that the youth survey spent relatively little time 

engaged in online activities (gaming, school work, shopping, social networking, and web 

surfing as listed by the survey). Even social networking, broadly perceived to be the 

social center of youth, was only used 0-2 hours per week by 76% of the students 

surveyed, with an additional 19% responding that they used social networking sites 

between 3-5 hours per week. 

 Further, youth are not nearly as technologically adept as they might seem or 

describe themselves to be. In the focus group sessions, youth displayed an understanding 

of information technologies which was similar to that of adults. It is informal and 

experiential, but not always technically correct. This can be seen in the previous chapter, 

as parents described successfully lying to their child about the ease by which they could 

view text messages online. Similarly, one survey participant described a somewhat 

panicked understanding of location data embedded in photos: 

Somtimes i get very scared aftter i go online and im near people I dont know. 

My mother told me everything on how people can find you after talking to them 

on the internet and how they can find u off your cell phones if u post a pic using 

ur cell phone! so ive been really concernd about all tht stuff..like when ppl come 
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my direction i feel so scared untill they pass i also dont know if thts a bad thing 

or a good thing! 

Interestingly, it was only through the discussions with youth that adults too began to 

appear as a more heterogeneous group. While certainly there were statements that fit well 

into the notion that adults are technologically illiterate and phobic, such as ―I don‘t think 

they would understand what I was doing if I told them.‗What do you mean you can talk 

to everybody at one time?‘,‖ and ―She was yelling because the computer wouldn't turn 

off. 'Press the button!' 'Oh...',‖ not all students viewed their parents in the same way. In 

one survey response, a student stated that  

i have made a lot of friends online and i have been using the internet from a very 

young age. a lot of adults think that the internet is completely filled with 

pedophiles. sure there are some, but there's a lot less than everyone seems to 

think. 

Others mentioned that their parents were ―Facebook addict[s],‖ and ―My dad is, he 

knows a lot about things that we use. He just wants to know what we're doing,‖ 

acknowledging their ability to use and navigate information technologies. That said, 

while some acknowledged that at a technological level their parents were somewhat 

adept, many knew little beyond that: 

Um, I don't know. My mom has a facebook but she doesn't really know how to do 

anything. My dad he's like a caveman. So it's like, I don't know... [T]hey 

understand but they don't get the point. They're like ―Why do you waste your time 
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online?‖  

 While adults I spoke with often stated that youth fail to understand that the things 

they type online reflect on them as individuals, as described in the previous chapter, 

youth appear to have no trouble with this concept. Discussion in focus groups often 

touched upon annoyance over inappropriate content and modes of posting. Interestingly, 

this occurred more frequently in high school focus groups, where older students would 

often complain about younger students.  

Student A: It's like, they update their status every 10 seconds ―Going to the 

bathroom‖ 

... 

Student B: That's cool, because when you go to get a job and you can't because 

they look at your facebook 

Student C: They're like ―Oh, I slept with this guy...‖ And they're proud of it! 

That's the thing that's stupid. 

Instead, the problem arises from the simultaneous negotiation of multiple contexts. 

Youth, writing themselves into their own social contexts and cultures, cannot 

simultaneously remain ―appropriate‖ as adult contexts are mapped onto youth practice. 

Indeed, what might be deemed appropriate by adult standards might otherwise be viewed 

as inappropriate by youth. One participant described how seemingly hurtful messages are 

often exchanged between friends: ―They say hurtful things... Because it's a joke to them, 

both of them [those involved in the online exchange].‖ Taken a step further, adults who 
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enter into youth social spaces online do so through the worst-case frame. This frame 

anticipates the worst possible outcomes of any potentially inappropriate action made by 

youth, imagining the broadest possible audience far into the future. As one focus group 

participant described: ―I don't like that my mom has my password. It's not like I'm going 

to do bad stuff. What if someone sent me a bad message and she read it?‖ Within such a 

context, a much broader range of content and actions becomes immediately 

inappropriate.  

 While I was unable to speak with youth directly on the topic, I believe that that 

youth, who have a sense of how far such information will spread based on a deeper 

understanding of their own social networks and the technological infrastructures which 

support them, do not always share such concerns. In order for any content to remain 

online indefinitely, it usually must be interesting enough for others to reproduce and store 

the information elsewhere, and must be noticed before it can be removed by the original 

poster – which is possible through all current social networking sites. The content must 

have what boyd somewhat undertheorizes as ―juiciness‖ (2007, p. 8). As such, there is an 

understanding that while content posted online can be reproduced and recirculated, not 

everything will ―be there forever‖ or will ―be seen by everyone.‖ So, while youth 

routinely mentioned that ―that the lil things you say.. the pictures you post... will be there 

forever. people can see them,‖ the risk of an out-of-control audience and persistence are 

mitigated, allowing youth to, as quoted earlier in the chapter, ―break common sense.‖  

 As with the school administrators, the most primary and frequently occurring 
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concern of youth when it came to youth Internet safety issues was the carry-over of 

online arguments into school. This was apparent in both the survey and focus group data, 

as youth explained the ways in which changes in status updates and blogs could rapidly 

grow into large conflicts between multiple opposing groups. As described by one middle 

school principal,  

She put this on Facebook about me and I'm going to kick her ass!‖ I think we 

deal with a lot of the backlash of what's written on Facebook the night before... 

Further, these kinds of issue have significantly expanded the seeming jurisdiction of the 

school district, as explained at the cyberbullying panel discussed in chapter four. 

Ten years ago if we got a call from a parent about something that happened 

online or over the phone, we would pretty much say ―Well that happened out of 

the school and I'm going to refer you our school resource officer...‖ And that's 

just no longer the case anymore, because anything that happens outside school is 

brought into school (Morley, 2010). 

While occasionally, these confrontations fizzled once brought over into school as students 

met face-to-face – ―Mostly people just want to run their mouths. When they confront 

them, they don‘t do anything.‖ – other times the in school problems became disruptive 

and major points of difficulty for youth, as previously confirmed  by school 

administrators. Again, these forms of conflict were the main source of concern for youth 

in terms of online risk – the idea that statements would be taken out of context or 

deliberately misread and responded to by others, sparking widespread furor across social 
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networks and later in school. While this was perhaps the most common concern voiced 

by student participants, the survey data show that relatively few students have actually 

experienced problems with arguments ―carrying-over‖ from online into school. One in 

ten students (11%) reported having had arguments in school as a result of online 

activities. This was slightly more common among sixth through tenth grade students, 

with sixth grade students most commonly reporting that they had experienced ―carry 

over‖ of arguments, with twelfth grade students being the least likely. While 

administrators and teachers often described such situations to be much more likely to 

involve female students, both male and female students equally reported having been 

involved in such ―carry over‖ incidents.  

 Beyond such forms of incident, the second most voiced concern was that of 

filtering at school. This was problematic from the standpoint of having the freedom to 

access a wide range of web sites:  

Everything is blocked on the school server, i'm not even sure why we have 

internet at the high school. There's absolutely no freedom. They say you can surf 

the web if you have free time... too bad there's nothing to surf. 

Youth regularly mentioned the difficulties that web filtering brought to both classroom 

discussions, when teachers themselves were unable to access blocked resources on the 

fly, and additionally when doing research projects. From one focus group session: ―Oh, 

look – Wikipedia is blocked as a forum.‖ While some youth mentioned the capacity to 

appeal to technology services in order to unblock particular sites, this was viewed as 
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clumsy and time consuming.  

 Notably absent from the concerns that youth mentioned were issues of online 

predators and more traditionally understood forms of online bullying. I asked the survey 

participants what the differences were between accessing the Internet at home, and 

accessing the Internet at school, in an attempt to feel out the ways cyberspaces were 

variously constituted through local spaces. Invariably the difference in the level of 

freedom and filtering between the two spaces were the most commonly discussed issue. 

One of the most recent youth Internet safety concerns to make headlines – sexting, the 

practice of taking and distributing nude photos – was occasionally mentioned, but usually 

as an activity that others (or ―younger students‖) engaged in. This said, in the survey we 

asked youth to provide their most pressing concern for both the previous and current 

school years, prior to discussing any issues about bullying or the Internet. Internet safety 

risks rarely appeared, being completely eclipsed by grades, sports, other students, and 

―nothing.‖  

  A number of common strategies for protecting themselves online were also 

discussed by youth throughout the focus group sessions and survey data. When asked 

asked about the topic in the focus group sessions, youth frequently responded with 

common phrases from youth Internet safety curricula: ―Don't post personal information.‖ 

―Block some sites.‖ ―Firewalls up at all times.‖ Overall, I cannot say that I encountered 

any youth who did not seem to have a grasp of basic Internet safety principals. In all such 

situations, these were usually voiced in an extremely disinterested and rehearsed manner. 
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In other cases students would discuss how being safe online was generally an issue of 

―common sense‖ and not ―being stupid,‖ often in a more frustrated tone. In every focus 

group, at least one student noted how simple the concepts of avoiding strangers, 

protecting personal information, and avoiding trouble were. This was additionally a 

common theme in the survey data, where one student noted ―It's all common sense. I use 

my judgement on what to do or what not to do on the internet. I have not yet had any 

problems.‖ In part, these common sense judgments on how to stay safe online were 

supported by the ease through which youth could manage online problems. One stated 

that ―It's really kind of a joke – you can just log off, you can do all kinds of things to stop 

it, including just telling someone.‖ Similarly, another student said ―There's generally 

always a way to get out of it. You can always just block or X out of your computer 

window.‖ The participants seemed to understand, however, that not all youth similarly 

followed either the prescribed rules of Internet safety or the informal guidelines of 

common sense. On student noted that ―You do have a group of kids who have the 

common sense, but not all of them do.‖ Others described the understanding that staying 

safe online was a matter of common sense, but that youth frequently took risks 

regardless: 

Student A: It [the presentation by the district attorney] was common sense! 

Student B: The common sense that everyone breaks... 

For the most part, the major components of Internet safety did appear to be ―common 

sense‖ for youth. One survey respondent described, responding to the kinds of risky 
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activities that they engaged in online:  

Facebook...but it's only because they [adults] think that it's completely open and 

that you're automatically friends with everyone else.  But as long as you don't 

have information showing to the world, and don't add/accept people you don't 

know (basically just be smart online) then it's not a risk 

 In focus group sessions, such discussions almost always lead into the subject of 

youth Internet safety curricula in their school districts, which were universally spoken of 

with frustration and disinterest. In part, this was again because staying safe online seemed 

like simple common sense to most youth. Others spoke of annoyance over being provided 

with the same curricula year after year, with little variation, stating that ―By second 

grade, you know everything.‖ Overall, 79% of the survey respondents said that they were 

already familiar with all (44%) or most (35%) of the material made available for them 

through Internet safety curricula. Often, this curricula was found to be outdated, and 

provided generic information, rather than specific methods of using and configuring 

online spaces – which were sentiments shared with the teachers I spoke with in one 

district. Further, youth found that the information they were provided with did not always 

match with their understanding of online practices and ―real life.‖ ―We always hear this 

one story about this girl who got a text message and killed herself. Is that how it really is? 

No.‖ One student expressed his extreme frustration at the fixation on cyberbullying, 

stating that: ―I think that they're focusing on the wrong type of bullying... The school 

talks a lot about cyberbullying. I'm sick of it. I'm not listening anymore.‖ When asked 
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how well Internet safety curricula related to their online experience, another stated that  

Not really very well. They focus on the 'big risks' and most students aren't doing 

really risky things. They do things that aren't the most safe, like posting a 

million pictures of themselves or advertising their whereabouts on their 

facebook status.  

Turning again to the survey data, sixty-two percent of the respondents reported having 

been exposed to some form of Internet safety curricula in their districts, with the wide 

majority (79%) reporting that they already knew most or all of the material provided 

within this curricula. Of those survey respondents who had reported receiving any 

Internet safety instruction, up to a quarter  indicated that the instruction was ―very 

helpful‖ to them. Only half of the students indicated that those same activities had any 

degree (aggregated from varying levels of relevance) of relevance to their lives – the 

other half indicated that the material provided was not at all relevant. Despite the fact that 

many found the curricula to be irrelevant, this data certainly shows that the existing 

curricula is found helpful and relevant by some youth, and has at least some value. 

Arguably, such curricula would be much more successful if it were better tailored to the 

lives of youth – providing more of a mentoring approach, as described in the previous 

chapter.  

 Over half (55%) of the student survey respondents reported that they had engaged 

in what adults would view as risky behavior online, and of those who responded that they 

do engage in risky online behaviors, the majority (77%) reported that they occurred 
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primarily at home, rather than at school. This is at least somewhat unsurprising given the 

filters that restrict Internet access within school districts. What constituted this risky 

behavior, however, was another issue entirely. The response ―none‖ was among the most 

common, with approximately 1,000 participants responding accordingly. Over 600 of the 

survey participants, when asked what forms of risky behaviors they engaged in – again, 

focusing on activities they thought adults would consider risky – responded simply with 

―facebook.‖ Use of facebook was overwhelmingly mentioned in the results, even in more 

complicated answers, and emerged from the data as the most mentioned (858 records) 

form of ―risky behavior,‖ followed by ―myspace‖ (225 records). The wide majority of 

―risky behaviors‖ described by youth were quite obviously everyday activities for youth – 

social networking, chatting, shopping, gaming, and pornography. One participant 

mentioned that: 

Most adults think that things like Facebook and Myyearbook are dangerous so, 

social networking alone is probably something that my parents would think are 

dangerous. Talking to people I don't know is what scares them. 

Answering the same question, another described: 

My mother doesn't approve of all the things that I put on Facebook. Mostly 

status messages that could be taken the wrong way.  I don't download music and 

watch movies online anymore due to viruses and new laws. 

Yet another said simply: ―my dad thinks just being on the computer is risky.‖ These 

responses would seem to support the arguments put forth by Steeves (2009) and 
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Monahan (2006b), namely that surveillance of youth online instill in youth a sense that 

they are under suspicion, and further prevent them from openly using relatively safe 

information technologies, despite the fact that they generally understand how to protect 

themselves and manage risk online. When asked what online activities they had stopped 

engaging in because they were risky, while only approximately a third of the students 

responded, the other two primary categories of response to emerge from the data were 

―myspace‖ and ―facebook.‖ One responded mentioned that ―really nothing i dont go on 

youtube much any more because my dad said that it can cause virusis!‖ 

 Before moving on to issues of drama (or dramaaaaaaa!), it seems important to 

mention one more, and somewhat unexpected, element that appeared in the data: humor. 

Across both my focus group sessions and the survey data – particularly the survey data 

where responses were anonymous – youth routinely made light of Internet safety issues. 

As I was reading through the survey responses, searching out the more humorous 

statements as a means of procrastination, I came to realize that they reflected a certain 

knowledge about the relationship between youth, Internet safety and adults. Specifically, 

they were indicative of an understanding about both the stereotypical risks, and 

additionally the means by which to use those risks to garner an emotional (panicked) 

response from researchers and other adults. These statements appeared most frequently in 

response to a question on the kinds of risky online behaviors youth engage in. 

Participants variously entered ―Nothing, i live on the edge everyday. i love being friends 

wit 50 year old men on facebook,‖ ―Setting up sexual meetings with middle aged men,‖ 
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and ―i talk to like a whole bunch of rele hot guys and posted like fifty billion pics of me.‖ 

Among the more cryptic was a response which stated simply: ―sexting, jews, any other 

race but white.‖ Yet another, which was likely providing a response which represented 

more truth than trolling, yelled ―I LOVE MY EXPERIENCES ONLINE. THEY ARE 

FILLED WITH EXCITING PORN FILLED ACTIVITIES.‖ While undoubtedly 

―inappropriate‖ for youth between grades 6-12, the statements show that youth 

understand the danger from predators and sexting, and further that engaging in such 

behavior is, from the perspective of most youth, ridiculous. Further, as a classic attempt 

at ―trolling,‖ it speaks to an understanding of the ways in which adults responsible for the 

protection of youth are positioned, requiring them to act upon such statements, even 

when they are (at least for me) undeniably humorous. Indeed, such forms of trolling are 

excellent drivers of what youth widely described as ―drama.‖ 

7.2 Drama & Bullying 

 Of significant importance is the simple fact that youth do not discuss the Internet 

or Internet safety issues in the same way that adults do. They simply do not discuss such 

issues using the same terminology or understanding that adults, guided by forms of youth 

Internet safety curricula and policy, do. While this first became apparent during my 

curricula analysis in chapter three, if only briefly through a pause made during a student 

interview (―trash talk... through technology‖), it was certainly borne out through the 

survey data and my/BOCES conversations with youth. As mentioned in that chapter, my 

primary concern is that youth Internet safety policy and curricula, while attempting to 
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speak directly to youth, does so in such a way which fails to do so using their own 

language and concepts. The most clear examples of this focused primarily around the 

issue of ―cyberbullying.‖ During the final few focus group sessions with students, I asked 

the facilitator to begin asking the participants if they used the word ―cyberbullying‖ in 

conversations with each other about the kinds of things that happened online, and then 

who did use the word ―cyberbullying‖ in their experience, if not them. This was, of 

course, after numerous other sessions with students, in which I had rarely heard them use 

the term unprovoked. The first time the questions were asked, to a group of high 

schoolers, there was an immediate response from the group: ―No.‖ When asked who did 

use the word, they simply responded ―Teachers, adults...‖ Encouraged by this, we again 

asked this question in a second focus group with middle schoolers. Similarly, as soon as 

the first question was asked, all the participants in unison replied ―Nobody uses it.‖ Then, 

without asking the second question, one middle school girl said simply and quietly: ―It's 

an old lady word.‖ The discussion continued, as various other participants commented 

stating that ―It just sounds, like, weird‖ and ―We don't really talk about it.‖ Even the term 

―bullying‖ itself was questioned by one survey participant, who noted that:  

bullying is an annoying, inacurate word used by adults.  I would explain this 

word, "bullying" as someone hurting another person with intent and knowing 

what they are doing.  This textbook version is not what really goes on.  It usually 

begins with a comment or snyde remark that bothers someone who then builds it 

up to more than it's worth. 
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This not only supported my previous discussion in the curricula analysis, but additionally 

fit with my other experiences both with youth and with other adults. After realizing that 

the students I had been listening to were not using the word ―cyberbullying,‖ I looked 

back again at the interviews I had done with parents and school administrators. They too 

rarely, if ever, used the word – although parents were more likely to do so. In a 

subsequent interview with an administrator I asked why she had not used the word, and 

she responded simply: ―Bullying is bullying is bullying.‖ That, however, did not appear 

to be the entire story. When discussing bullying and carry-over issues, one word came up 

much more frequently than ―cyberbullying‖ across all the interviews, focus groups and 

survey data, and that word was ―drama.‖  

 ―Drama‖ was a term I was largely unprepared for. I knew vaguely that it was a 

term used by students, but had largely failed to anticipate the extent to which it would 

appear across my research. It appeared most frequently in the survey data, which is 

somewhat unsurprising given that it was among the only spaces within my work where 

youth could speak without overt adult surveillance. Responding to a question on 

important things youth should know about staying safe online, one student said ―I guess 

to not start drama online. there is saying about facebook. 'stop drama, if you you want to 

say something say to my face not over facebook'.‖ Others cited drama when asked about 

their largest concerns at school:  

Grades and fitting in, my goal last year was basically to stay out of all the drama, 

so when I did get pulled in, I tried to keep my opinions out of the way and never 
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took sides, I also worry about keeping people safe and preventing fights, I am a 

girl who enjoys peace, friendship, and safety.  

Similarly, another response spoke directly to administrative concerns: ―There is way too 

much drama in the school and it sometimes interferes with the learning part of school.‖ 

Yet another student linked drama specifically to the Internet, stating that ―Most the drama 

is over the computer i guess.‖ Beyond the more lengthy responses, many answers to a 

number of the open survey questions were simply ―drama,‖ or otherwise were variations 

of ―DRAMAAAAAAAA.‖ I was not the first to stumble upon the usage of the term, 

however, as it factored extensively in danah boyd's (2008) doctoral work on youth 

Internet practice, appropriately entitled Taken Out of Context. Cyberbullying was also a 

concern within her research, while not the focus of the work, and as such she spoke at 

length with youth about drama and its relationship to online spaces throughout her 

fieldwork. As one of her informants told her: 

MySpace is a huge drama maker, but when you stick a lot of people in one thing, 

then it‘s ... it always causes drama. ‘Cause, like ... MySpace is, like, a really big 

school. ... School‘s filled with drama. MySpace is filled with drama. It‘s just 

when you get people together like that, that‘s just how life works, and stuff. 

(quoted in boyd, 2008, p. 227) 

She goes on to describe the ways in which the everyday social lives of youth play out 

through dramas of varying scales, and how social networking sites and other online social 

spaces serve to extend such dramas beyond the walls of schools.  
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 Drama, as such, is an extremely difficult concept to pin down, albeit one which 

everyone seems to know. At a local conference, I had the opportunity to speak with an 

elementary school administrator, who began discussing ―drama‖ in knowing tones. Of 

course, I asked her what drama was, given that I had seen it appear across my data but 

largely without any clear definition. As she described it, drama was the intentional 

performance of attention-drawing conflicts, passed through family and friendship ties, 

and often grounded in old grudges. Drama is not merely about putting someone down or 

getting in a fight, it‘s about the attention and excitement that such conflicts generate, 

regardless of who the ―winner‖ is. It is, as the informant in boyd's work describes, what 

happens ―when you get people together like that.‖ This was particularly interesting to me, 

because the word ―drama‖ had always appeared as something different from, but in some 

way overlapping with, the concept of ―bullying.‖ Through our conversation, I came to 

understand that incidents of ―bullying‖ infrequently have the same degree of social 

context that incidents of  ―drama‖ have. Framing a conflict as ―bullying‖ positions the 

participants in terms of the ―bully‖ and the ―victim,‖ based largely on who ―won‖ the 

conflict, and largely ignores the conditions which produced the conflict. It is often 

mentioned in discussions on bullying that ―bullies are people too,‖ that beyond the 

subject position of the bully, they are capable of being caring individuals in varying 

social contexts. Drama, on the other hand, is deeply grounded in social context. It only 

makes sense for those who have a sense of the social/power relations from which it 

emerged, and it uses those relations to generate conflict and excitement. Like a soap 
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opera, it demands and draws an audience which understands those relationships and the 

historical significance of the conflict. There are rarely easily discernable 

―winners/bullies‖ and ―losers/victims‖ in drama, namely because drama is an ongoing 

and self-generating performance, rarely segmented into discrete ―incidents‖ with clear 

beginnings and endings. The starring character may be in trouble on this week‘s episode, 

but tune in next time… Bullying ultimately becomes a way for those who are missing the 

social context of a conflict to make sense of a dramatic situation – a way to easily 

reconfigure dramatic productions into ―incidents‖ in need of outside intervention by 

authorities, or by large scale audiences. Youth are less likely to view social situations in 

terms of bullying, precisely because they have a more contextualized understanding of 

the power relationships in play.  

 As adults move away from the social context of everyday youth lives – namely as 

they increasingly interact with the online social spaces of youth as instrumental tools for 

surveillance – their need to rely on the bullying frame increases. School administrators, 

who handle the disruptions which emerge from youth drama, can more easily view youth 

sociality as drama rather than bullying given their broader understanding of the 

relationships in their school. Parents, who are only provided with a view of their child's 

immediate social circle, have the least contextual information available to them, and are 

less likely to use the dramatic framework. Conceptualizing drama and bullying in such a 

way further explains the recent ―epidemic‖ of cyberbullying. The capacity for Internet 

users to remain anonymous, or to adopt the identity of another, further strips social 
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situations of easily accessible context. As such, those surveilling online spaces can be left 

with little, or worse misleading, immediate context with which to make sense of a 

situation. Youth, on the other hand, layer their local social context atop online social 

spaces to look past anonymity and deception. As one student described: ―It could also be 

a Facebook status update saying ‗There was a fight‘...You don‘t have to say their name, 

people already know.‖ Another drew a connection between youth Internet safety curricula 

and this level of situatedness, remarking that:  

People who aren‘t in close relationship with us everyday don‘t really know what 

we do on Facebook. So they don‘t really understand, like, why people are 

fighting on Facebook... I think they should find out more about it. Because if 

they‘re not coming up with things that help people...  

None of this is to say that the concept of ―bullying‖ is a foreign one for students. Just as 

with adults, it provides a specific conceptual frame through which to understand social 

situations. While the term ―drama‖ made numerous appearances in my data on youth, so 

too did ―bullying.‖ The difference, however, lies in the ways in which youth and adults 

mobilize the term, and under what conditions. Bullying is undoubtedly a useful 

conceptual framework for youth, but not one which they rely on out of necessity. One 

telling quote from the survey was from a ―victim‖ of ―cyberbullying‖ who said: ―i went 

through people cyberbullying me last year and i know how it feels to be called a 'fat cake' 

and a 'plastic.' Im friends with the person till this day and sometimes i wonder if i should 

be i dont want to cause drama.‖ Here, cyberbullying appeared as a specific form of 
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activity, in which there was a discernable victim being ―called names‖ online. By 

contrast, drama appears as the ensuing fallout from severing the existing relationship with 

the bully/friend. However, even here the distinction is not entirely clear, as the 

victim/bully continue to be ―friends‖ despite the ―cyberbullying‖ incident – cyberbullying 

continues to be part of, and and engine for, future drama.  

7.3 “BOYS BEATING ON BOYS”  

 Drama and bullying also serve to reconstitute gender identities among youth, 

being highly gendered terms. As described by a middle school student: ―Verbal for the 

girls and aggressive for the guys. Girls are more sassy and dramatic.‖ Drama is 

positioned the more feminine term, as women are seen to be ―more social‖, and are made 

responsible for social reproduction (Campbell, 2000). ―If people would get over the girl 

drama and stop fighting over boys we would be fine!‖ Bullying, then, is the more 

masculine term. In the survey, youth were asked to define bullying, and later on to 

describe any differences between online and offline bullying. Bullying was commonly 

defined in gendered terms, for example: ―BOYS BEATING ON BOYS‖, or ―FIGHTS! 

basically bewteen ALLLLLLLLLLL boys.‖ Another student described the differences 

between boys and girls mentioning that:  

People can be bullying on facebook and probably would never say anything in 

person and in person it's usually a group of guys picking on one other kid for no 

reason. Girls bully in person too but probably more online 

Accordingly, online bullying (or bullying online – cyberbullying was still rarely 
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mentioned) is viewed as a less masculine activity. As survey respondents describe: 

―Bullying online means the bully is a pussy and won't say it in person‖ and ―well cyber 

bullying is worse cuz if ur talkin smack over the computer then ur a pussy and u dont 

have the balls to say what u want to say to that certain individual.‖ Indeed, the words 

―pussy‖ and ―balls‖ appeared within the survey data almost solely in response to the 

question on the differences between bullying online and offline, only occasionally being 

used to describe the act of bullying as a whole. Interestingly, this conceptualization of 

bullying has increasingly become mobilized by youth Internet safety curricula, in which 

it is mentioned that cyberbullying is for cowards as a means to prevent youth from 

engaging in such behaviors. Such an understanding of online ―drama‖ is also partially 

supported by the survey data, in which 24% of female respondents had reported having 

had an argument at school as a result of an online activity, where only 18% of males 

reported the same. Similarly, 25% of female respondents reported having had rumors 

spread about them online, while only 15% of male respondents reported having had 

similar experiences.  

 It is perhaps interesting to note, while discussing gender, that there was at least 

some evidence that ―inappropriate‖ use of information technologies was itself a gendered 

construct, as described by adults. As described, much of the inappropriate use of 

information technologies – particularly the more highly visible incidents described by 

participants – tended to involve female students, rather than male. Administrators often 

mentioned that female students were the ones who were more frequently involved in 
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online problems, particularly when it came to problems with spillover incidents. As two 

principals in one district described to me: 

Principal: I think it's mostly girls. I think because girls are on that, that gets them 

revved up, and we probably have had more instances of girl physical altercations 

than boys, so that's changed things, from the days of old... The drama builds and 

then you've got this girl and her little group of friends, and this girl and her little 

group of friends, and then they get together and cackle, and start pulling each 

others hair out. Scratching. That's how they fight... Girls are dramatic.  

Assistant Principal: On the opposite, boys are more up-front... If I have an issue 

with you, I'm just going to say ―I have an issue with you.‖... They won't use 

Facebook. 

These kinds of statements from both students and administrators can be combined with 

the conversations on the proper use of information technologies – namely that 

―appropriate‖ use of the Internet is as a tool, rather than as a social space, as described in 

the previous chapter. As a result, the social, feminine use of the Internet emerges as 

―inappropriate‖ and at the root of most online problems, while more masculine, 

instrumental uses of the Internet emerge as ―appropriate‖ use.  

7.4 Social Networks, not Computer Networks 

 Made clear by my discussion of bullying and drama, the everyday dramas of 

student life are typically local dramas, rather than ones which involve large groups of 

anonymous Internet users. As I will describe in this section, this was further supported by 
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my experiences on a district to district basis. Overall, it appears as if the kinds of 

problems that youth have with each other online – which represent the wide majority of 

Internet safety problems that youth experience and are concerned about – emerge from 

the relationships and social networks they have offline. However, the technologically 

deterministic discourses embedded in both youth Internet safety legislation and curricula 

tend to mask this, focusing on the impacts of technology rather than of local social 

problems. I argue here instead that information technologies have made visible local 

social problems, making it appear as if technology has had a negative impact on youth.  

 One district I visited relied on an extensive surveillance system to monitor and 

restrict the activities of youth throughout the school day. Offline, the schools were 

monitored by security cameras, in addition to the use of off-the-shelf audio baby monitors 

installed in the bathrooms and locker rooms, allowing school administrators to monitor 

activities therein without violating the visual privacy of students. Online, students access 

the web through a highly restrictive filter, and are additionally prevented from cell phone 

use on school grounds by district policy. The unintended consequence of these two 

policies, as described by middle schoolers, was to convert bathrooms and locker rooms 

into zones of unmonitored communication. Cell phones, typically hidden in pockets, 

could be used to silently text other students within such spaces outside of adult 

surveillance. Unsurprisingly, these policies were widely seen by student participants to be 

ineffective, particularly given their uneven enforcement by faculty members. Within the 

survey results, a significant number of the participants from this district voiced concerns 
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over the restrictive policies, and a general lack of freedom across grade levels, and 

physical violence appeared as part of the everyday school experience for many student 

discussants and administrators. As one survey respondent noted that his primary concern 

for the year was ―How half of the kids would be beating people up. The nasty and rude 

pictures that were sent around.‖ The superintendent spoke of an incident in which two 

girls – one from within the district, one from another – had begun an online argument. 

This argument eventually led to a confrontation at a football game between the girls' two 

schools in which the student from the outside district requested that a ―friend‖, who had 

been in past legal trouble, brutally beat the other student. The beating was recorded via 

cell phone, and then sent to the victim's mother. This kind of physical violence was 

described as ―rivalry‖ between schools by student participants. In situations such as this, 

the Internet seems to allow for interaction between students across districts – interaction 

which can facilitate the construction of boundaries between the two districts. Overall, 

administrators in this district described much more extensive problems with Internet 

safety issues. Here, as with all districts, this was primarily with ―carry-over‖ incidents 

where online drama would generate in-school conflict.  

 In a second district, the rural site briefly described in the curricula chapter, things 

were quite different. Youth were under far fewer restrictions, and were watched much less 

frequently. There were no forms of electronic surveillance in place. Perhaps most notably 

in this district, no locks were placed on any student lockers. This was not a school policy, 

but rather a cultural norm which school administrators were unable to provide the origins 
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of. In cases of theft, administrators would simply announce that there had been a 

problem, and threaten to create a policy of locked lockers. Shortly after such an 

announcement, school administrators told me that the theft victims typically found their 

items anonymously returned. There was generally a culture of respect in this district, and 

relationships between students, faculty, and school administrators seemed strong. Youth 

were increasingly provided with privilege and freedom at varying grade levels. Unlike 

the previously mentioned district, violence in this district was extremely rare, with only 

2-3 incidents within the year prior to my fieldwork. Further, previous years had seen a 

nearly unheard of statistic of zero physical altercations between students. This district 

additionally had dealt with ―carry-over‖ incidents, but again, these were highly limited. 

Across the districts I visited, this rural district had the least problems with youth Internet 

safety issues. Interestingly, administrators there were the most concerned about problems 

with Internet safety, to the extent that they were beginning to develop new policy and 

curricula through ongoing committee meetings.  

7.5 Conclusion 

 While changes in youth sociality is cited as a major concern by those adults 

responsible for youth safety, there has been little attempt to think critically about why it is 

that these perceived changes might be taking place, instead placing blame on the 

unstoppable forces of technological change and biological development. It certainly 

seems as if youth culture is becoming increasingly difficult to understand from the adult 

perspective, particularly as the everyday social lives of youth have increasingly 
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incorporated information technologies beyond the interests of most adults. In one 

example of this during a focus group session, parents discussed widely popular forms of 

online gaming and the ability to temporarily adopt other personas through virtual avatars 

and identities: 

Well you have all this, virtual, virtual worlds. They develop their own avatar 

and they can make themselves look however they want! And they can do 

whatever they want in those virtual worlds. I think that's a little messed up, quite 

honestly. So you're pretending to be something that you're not, and you're doing 

things that you would never, probably never even think about doing as your real 

person, but yet, the sky's the limit... I attended a seminar on it and my jaw was 

in my lap. You know, people don't do this! I can buy a virtual skirt on eBay and 

pay $500 for it and what do I have? I have a virtual skirt from a virtual world. 

Are you kidding me? 

Arguably, increasing restrictions and surveillance as moves to protect youth online 

ultimately only serve to strengthen cultural differences as youth and adults, placing them 

into opposing groups within the expanding carceral system, thereby making it more 

difficult to develop policies and curricula that are meaningful and effective. As one 

survey participant responded, in the final open ended question on the questionnaire:  

I have never had a bad experience using the internet up to now. I think that 

teachers and people are making kids paranoid, and making parents trust their 

kids less. Despite what people may think, we are smart these days. 
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8. “...it's just my private space where I can be a teenager.” 

 

Social networking. My mom and other adults are always so concerned that my 

friends or I are doing things that are wrong because I don't want her meddling, 

but it's just my private space where I can be a teenager. 

    - Survey Respondent, discussing risky behavior online 

*** 

 

 Bound up in the discourses of youth Internet safety are various constructions of 

youth and adults – the positions which facilitate particular modes of surveillance and 

knowledge production in anticipation of a 21
st
 century information economy. As such, it 

is a site of interest for surveillance studies, childhood studies, and STS, through which 

useful intersections between these bodies of theory might be made. In this chapter, I will 

argue that conceptualizing youth Internet safety discourses as what Campbell (2004) 

describes as a technology of suspicion provides a useful starting point for the exploration 

of such intersections. From there, I will move to further unpack the concept of the ―21
st
 

Century Knowledge Economy‖ and ―21
st
 Century Skills,‖ by analyzing the literature 

provided by the Partnership for 21
st
 Century Skills, an organization dedicated to national 

education reform. Moving from the discussion of 21
st
 Century Skills, I describe how both 

information technologies and children can be seen to be developing within parallel 
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spheres of protected liberation, through the interconnected systems of trusted adults and 

trusted systems. Finally, I conclude by returning to what, exactly, is at stake in 

discussions of youth Internet safety.  

8.1 Surveilling Youth Online 

 Social networking technologies, media hosting sites, and other forms of 

information technologies widely adopted by youth serve as social arenas within youth 

Internet practice. While youth do engage in forms of surveillance activities within these 

spaces, these practices can largely be viewed as a mode of everyday surveillance, not 

dissimilar to that which occurs as gossip and rumors are spread across peer networks. 

However, these same technologies, mobilized and appropriated as ―tools‖ by adults 

responsible for youth, are transformed into surveillance mechanisms. As described in 

chapters five and six, the wide majority of parents, administrators, and teachers I spoke 

with used social networking sites primarily as a means by which to further monitor youth, 

both as a means to manage exposure to and posting of inappropriate content, and as a 

form of persistent evidence in disciplinary encounters. Through the use of social 

networking technologies as a mode of surveillance, youth Internet safety discourses 

operate as what Campbell (2004) described as a ―technology of suspicion.‖ Specifically, 

these forms of technology ―constitute a set of empirical modes for producing and 

interpreting 'data'—results—in ways that conflate prediction with prescription, acting as 

technological forms of supervision, monitoring, supposed deterrence, and ultimately 

control‖ (p. 79). 
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 While Campbell writes specifically of drug users as the most ―paradigmatically 

'untrustworthy' subjects‖ (p. 79) in her discussion of technologies of suspicion, I would 

argue instead that perhaps it is youth which claim this title, given that ―Adolescence is a 

natural period of experimentation and risk taking‖ (National Research Council (U.S.)., 

1993, p. 1) rather than a state brought about by ―unnatural‖ illicit substances, which is 

itself often entered into as an accepted part of the ―natural‖ risk taking of youth. 

Comparatively, while drug users are ―alienated‖ from the truth, youth are positioned in 

such a way which renders them unable to perceive or understand the ―truth‖ in the first 

place, as evidenced by my discussions of ―who knows best‖ in previous chapters. In both 

cases, however, the subjects of surveillance are rendered as untrustworthy in addition to 

being unable to appropriately conceptualize the truth of any given situation. As such, 

youth and drug users must be placed under continued surveillance, and it is the 

responsibility of anyone charged with their care to surveil. This is again apparent through 

my discussion of ―non-parents‖ in chapter five, in which those parents who are perceived 

to be either unable or unwilling to monitor their children online are irresponsible, and 

seen to be one of the primary causes of problems involving youth Internet use. 

 Youth Internet safety discourses facilitate a mode of knowledge/―data‖ production 

through the encouragement of a particular kind of adult engagement with online social 

spaces. Being positioned as a potential ―tool‖ for adults, engagement with the social 

spaces of youth is highly limited. Such engagement is discouraged, as described in 

chapter five, where parents and administrators spoke of a sense that use of social 
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networking sites for purposes beyond surveillance was in some way inappropriate – 

citing previous cases where faculty members and coworkers had shared too much of their 

lives online. This level of engagement with online social spaces provides a disembedded 

(Giddens, 1990) view of youth lives, requiring conceptual stabilization (Roe, 1994) in 

order to become ―actionable‖ surveillance data. It is here that adults – even those who are 

relatively close to the everyday lives of youth – are positioned as confused, in need of a 

native guide to the ―complex‖ technological world of youth spaces online. Combined 

with social networks as surveillance technology, youth Internet safety discourses further 

act as a technology of suspicion in this sense, providing a conceptual frame through 

which youth Internet safety incidents can be constructed and acted upon. Accordingly, 

youth Internet safety curricula establishes the position of the trusted adult, a position from 

which truth claims about youth social activity can be made. For those who are not 

exposed to forms of youth Internet safety curricula, a conceptual framework is provided 

through ongoing media coverage of youth Internet safety incidents. Through these 

positions, the everyday dramas of youth social lives online become visible as incidents of 

―cyberbullying‖ and ―online predation.‖ These modes of interpreting the data collected 

through the surveillance of youth further become visible in scientific studies of youth 

Internet safety, where terms such as ―cyberbullying‖ are prevalent despite the fact that 

youth tend to understand potentially abusive online behavior in very different ways than 

those provided by youth Internet safety discourses. Once stabilized through the concepts 

of youth Internet safety, the data can then be mobilized to underwrite various forms of 
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intervention, in the forms of policy, modes of technological regulation, and curricula.  

 These policies and curricula are often found to be disconnected from the actual 

lives of youth, and largely fail to address issues of online abuse in any meaningful way. 

To repeat a statement from a student focus group originally written of in chapter six, 

People who aren‘t in close relationship with us everyday don‘t really know what 

we do on Facebook. So they don‘t really understand, like, why people are 

fighting on Facebook... I think they should find out more about it. Because if 

they‘re not coming up with things that help people...  

In this sense, it is not the technologies of social networking themselves that are the 

surveillance tools, but rather the discourses which position adults to use them as 

technologies of suspicion for surveillance purposes. As such, it is these discourses that 

must be at the heart of any discussion of adult surveillance of youth Internet practice. 

Youth Internet safety discourses, as a technology of suspicion, allow for what Foucault 

and others have described as the capillary penetration (Campbell, 2004; DiNicola, 2006; 

Lyon, 1993) of everyday social lives by surveillance technologies. It is the mechanism by 

which liberal governance (N. Rose, 1999) spreads into youth social spaces beyond the 

institutions of home and school, as they have been made visible through the now ―public‖ 

social lives of youth online. It is not simply that policies and curricula are largely found 

to be meaningless by youth, but rather that youth Internet safety discourses, driven by the 

pedagogy of childhood and the family described by Donzelot, demand the further 

intrusion of governmental practices into the spaces of everyday life.  
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 As Lyon (2007) describes, ―Everyday surveillance is endemic to modern societies. 

It is one of those major social processes that actually constitute modernity as such‖ (p. 

14). In this statement, he appropriately cites the work of Anthony Giddens (1987), whose 

work in part describes the role of surveillance, much like Foucault (1977), within 

modernity as part of an apparatus which collects and commodifies information about its 

subjects. Specifically, Giddens (1990) describes a mode of ―disembedding‖ of 

information from the flows of everyday life, which although not explicitly cited by 

Campbell, complements the concept of technologies of suspicion, particularly when 

applied to youth Internet safety discourses. Disembedding is described by Giddens as ―a 

'lifting out' of social relations from local contexts of interaction and their restructuring 

across indefinite spans of time-space‖ (p. 21), driven by two central mechanisms – the 

creation of symbolic tokens and the establishment of expert systems. These mechanisms 

can easily be identified within youth Internet safety discourses. First, ―trusted adults‖ are 

established as the experts who maintain epistemological dominance over the field of 

youth Internet practice. Second, ―incidents‖ as symbolic tokens convert youth Internet 

practice into a unit ―of interchange which can be 'passed around' without regard to the 

specific characteristics of individuals or groups that handle them at any particular 

juncture‖ (p. 22). Through the examination of youth Internet safety, technologies of 

suspicion can be seen as features of the modern form of social organization, forms which 

ultimately do the work of bringing western society closer to the imaginary of the 21
st
 

century ideal. 
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8.2 21
st
 Century Skills 

 I turn now towards unpacking exactly what it is that I mean by the 21
st
 century 

knowledge economy, contextualizing youth Internet safety discourses within the broader 

discourse of 21
st
 Century Skills, a set of educational standards developed primarily by the 

information technology industry, currently being offered to school districts across the 

nation. Established in 2002, and funded by industry partners and $1.5 million in matching 

funds from the U.S Department of Education, the Partnership for 21
st
 Century Skills (or 

P21) seeks to develop educational standards and assessment methods which will 

strengthen the ability for American students to compete within a global economy. 

Membership within the partnership includes many of the nation's largest information 

technology corporations, including Adobe, Apple, Cisco, Dell, HP, Intel, Microsoft, 

Oracle, and Verizon, in addition to a number of educational companies and brands, such 

as McGraw Hill and Sesame Street (P21, 2008).  Its goals, as described by literature 

provided by the partnership are to: 

We advocate a 21st century education system that delivers results that matter: 

Graduates who 

can compete in a global economy. Creating a 21st century education system will 

be invigorating for educators and students. it will inspire and support teaching 

and learning that is relevant and responsive to the nation‘s needs. By moving 

education forward with this compelling vision, the Partnership for 21st Century 

Skills is helping to secure every student‘s future (P21, 2008). 
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In the same brochure, P21 paints a picture of the fast-paced, 21
st
 century in the present, 

stating that: 

The economy is global.  

Market competition is fierce.  

Businesses innovate.  

Technology advances.  

Workplaces adapt.  

Individuals create and participate.  

Jobs and lives change.  

This is the way of the world in the 21
st
 Century: Dynamic. Creative. Diverse. 

Complex. Fast-Paced (P21, 2008). 

As of this writing, fifteen states have become ―P21 Leadership States,‖ within which the 

state governor and chief state school officer have demonstrated a commitment towards 

the standards put forth by P21, in addition to having provided a written plan to P21 

describing their efforts towards meeting those standards. While New York is not currently 

one of those states, P21 has a strong presence in the state, with the standards already in 

use within some school and BOCES districts (HFM BOCES, 2010; WSWHE BOCES, 

2010).  

 It is unsurprising, given the membership of P21 and the current trend towards (or 

anxieties over) the use of information technology in the classroom, that information 

technologies should hold a central place in the stated skills framework. Listed in this 
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framework is a section on ―ICT (Information, Communications & Technology) Literacy,‖ 

which states: 

Apply Technology Effectively 

 Use technology as a tool to research, organize, evaluate and communicate 

information 

 Use digital technologies (computers, PDAs, media players, GPS,  etc.), 

communication/networking tools and social networks appropriately to 

access, manage, integrate, evaluate and create information to successfully 

function in a knowledge economy 

 Apply a fundamental understanding of the ethical/legal issues surrounding 

the access and use of information technologies (P21, 2007). 

While tenuous, this is the only explicit point within the standards which governs youth 

Internet safety curricula, namely education surrounding the ―ethical/legal issues‖ 

surrounding information technology. This said, it is less the small mention of Internet 

safety issues within the framework, and more the overall approach towards Internet 

practice which ties the two together. First, the framework places emphasis on the use of 

―technology as a tool,‖ a stance towards information technologies which has been 

described in earlier chapters, serving at least in part to delegitimize the use of information 

technologies as a social space. Second, students must use digital technologies and social 

networks ―appropriately‖ to ―create information‖ as a means to ―successfully function in 

a knowledge economy.‖ In this context, it becomes quite clear that the ―appropriateness‖ 
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of social network ―use‖ is ultimately judged through the lens of the 21
st
 Century 

employer. Finally, there is an emphasis on ―effectiveness‖ which pervades not only this 

section of the framework, but all others. It is a pervasive and instrumental view of youth 

Internet practice, again keying in to the use of the Internet as a tool, rather than as a social 

space, for the end goal of increased economic viability and competitiveness on a global 

scale. It is here that Internet ―safety‖ and ―appropriateness‖ connects directly to the goals 

of corporations and the state, and provides additional support for comparison to 

Donzelot's (1979) discussion of 18
th

 century reconfigurations of the family. 

 Additionally, the P21 framework provides a section on ―Creativity and 

Innovation‖  – which will become more relevant later in the chapter, but will be discussed 

briefly here: 

Think Creatively 

 Use a wide range of idea creation techniques (such as brainstorming) 

 Create new and worthwhile ideas (both incremental and radical concepts) 

 Elaborate, refine, analyze and evaluate their own ideas in order to improve 

and maximize creative efforts 

Work Creatively with Others 

 Develop, implement and communicate new ideas to others effectively 

 Be open and responsive to new and diverse perspectives; incorporate group 

input and feedback into the work 

 Demonstrate originality and inventiveness in work and understand the real 
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world limits to adopting new ideas 

 View failure as an opportunity to learn; understand that creativity and 

innovation is a long-term, cyclical process of small successes and frequent 

mistakes 

Implement Innovations 

 Act on creative ideas to make a tangible and useful contribution to the field in 

which the innovation will occur (P21, 2004a). 

Here again, creativity is framed in a highly instrumental way. Ideas must be ―new and 

worthwhile,‖ with the worthwhileness of the ideas determined through their usefulness in 

the 21
st
 century economy. Students must ultimately ―maximize‖ their creative efforts. No 

mention is made of the repurposing or reproduction of ideas or content as a mode of 

creativity, as ―originality and inventiveness‖ are key. As noted by a critic of the 21
st
 

Century Skills framework,  

As extensive as some of the lists of 21st century skills are, there are topics you 

won‘t find: aesthetics, intellectual play, imagination, the pleasure of a subject, 

wonder. The focus of the lists—even when creativity is mentioned—is 

overwhelmingly on utility and workplace productivity (M. Rose, 2009). 

Within such a framework, the creativity of ―writing oneself into existence‖ online as 

described by boyd ceases to be acknowledged as such. Indeed, it is likely to instead 

become perceived as inappropriate online behavior. 
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8.3 From Trusted Adults to Trusted Systems 

 It is perhaps not enough to say that the discourses of youth and technology are 

bound together as ―zones that script the future‖ (Haraway, 1994, p. 100), as mentioned in 

previous chapters, but additionally that youth and technology are mobilized to figure each 

other. Through her analysis of neurobehavioral development in the media Castañeda has 

already demonstrated the ways in which youth brains are actively figured as computers. 

In one of her examples, taken from a Newsweek article, the author describes the ―wiring‖ 

in youth brains are ―like the Pentium chips in a computer before the factory preload

, the figuring of the 

child as a form of information technology becomes visible in the ―booster‖ discourses 

described by Holloway and Valentine (2001). One widely popular example comes from 

that of Marc Prensky, in his work on ―Digital Natives‖ and ―Digital Immigrants,‖ citing 

neurobiologists to draw his conclusions on the ways in which information technologies 

themselves have performed the ―programming‖ of youth brains: 

They have been adjusting or programming their brains to the speed, interactivity, 

and other factors in the games, much as boomers‘ brains were programmed to 

accommodate television, and literate man‘s brains were reprogrammed to deal 

with the invention of written language and reading (2001b, p. 3). 

This too can be seen to tie back to youth Internet safety concerns, with parents and 
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administrators expressing  concern over dangerous shifts in youth sociality throughout 

chapter five.   

 , this figuration of the child additionally installs a certain 

potentiality in the child, one which has been discussed at length by other childhood 

scholars (James et al., 1998; James & Prout, 1997; Prout, 2005) but without reference to 

information technologies as a conceptual frame:   

This maturational materialization of the child and the child-brain locates the 

greatest potential for change in the child... At the same time, however, its 

tendency toward determinism lodges potential in the child and locks it in... More 

generally, figurations of the child as a potentiality include a mechanism by which 

this potentiality might be either realized or squandered. The risk of failure is then 

inherent in the child's potentiality. So too, the child's value as a potentiality lies 

partly in the opportunities it affords – indeed requires – for external control and 

direction. The child is figured as a potentiality in need of control for the 

realization of that very potential – for while development is full of potential, its 

outcome is never simply guaranteed (2002, p. 80). 

 In an analysis of presociological models of childhood, James, Jenks and Prout 

(1998) describe both the Dionysian (evil) and Apollonian (innocent) conceptions of the 

child, both of which have been paradoxically threaded through the modern discourses of 

childhood. The Dionysian child is perceived as evil and must be barred access from 

―dangerous spaces‖ such as the street, while the Apollonian child is perceived to be in 
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need of protection as an investment in the reproduction of social order. Within the notion 

of the Apollonian child is again the promise of a ―return on investment,‖ the potential 

reproduction and strengthening of existing social orders through development within a 

sphere of protected liberation (Donzelot, 1979). The same conceptualization can easily be 

applied to discourses of the Internet and information technologies, which is similarly 

discussed primarily in terms of promise, and alternating modes of Dionysian evil and 

Apollonian innocence. One need only look towards the statements of policymakers to 

find examples. In chapter four, a familiar pattern emerges in the statements of legislators 

considering youth Internet safety issues – namely that the Internet holds great promise for 

the future, and has already advanced the state of humanity, but it can also be used for all 

varieties of nefarious purposes. President Clinton provided one example, in response to 

the Communications Decency Act Supreme Court decision: 

The Internet is an incredibly powerful medium for freedom of speech and 

freedom of expression that should be protected. It is the biggest change in human 

communications since the printing press, and is being used to educate our 

children, promote electronic commerce, provide valuable health care 

information, and allow citizens to keep in touch with their government. But there 

is material on the Internet that is clearly inappropriate for children. As a parent, I 

understand the concerns that parents have about their children accessing 

inappropriate material (1996). 

Another more recent example comes from a speech given by Bruce Mehlman, the 
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Assistant Secretary for Technology Policy at the United States Department of Commerce, 

at an ICT Literacy Summit: 

I'd like to conclude by offering three principles to guide our efforts going 

forward. First, we must recognize that technologies only benefit society when 

we use them wisely. Technology can enable us to improve our lives and make 

the world a safer, more abundant, and more equitable place. Or it can exacerbate 

problems. For example, encryption technologies that protect our privacy also 

conceal terrorist communications. The Internet lets children in Alaska visit the 

Smithsonian or take virtual courses at MIT, but it also gives them access to 

pornography, hate speech and instructions on building a pipe bomb. Digital 

literacy will never substitute for good parenting and effective teaching, and any 

effort to define and promote digital literacy must reinforce their unique and vital 

roles (2003). 

It should be noted that Mehlman's speech repeatedly mentions the ―21
st
 Century,‖ and 

was directly linked to by the Partnership for 21
st
 century Skills. Through such statements, 

it can be seen that the Internet itself must ―develop‖ its potential within its own state of 

protected liberation, away from the unprotected domains of the terrorist, child 

pornographer, and sexual predator. It too must be prevented from ―Veer[ing] into [a] 

Pornographic Ditch‖ (Exon, 1994a).  

 Analogues to such a mode of technological development – within a sphere of 

protected liberation – can be drawn in the work of Julie Cohen (2012), a legal scholar 
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working in the vein of Lawrence Lessig (1999). As she states: 

Within the emerging regimes of authorization, discourses of national security, 

economic security, and technical authority work to reinforce a system of 

differential accessibility to information about the network‘s operation. 

Paradoxically, those discourses derive enormous power from the fact that they 

are embedded within an ideology of openness, in which precepts about open 

networks function both as received truths and as cardinal aspirations. Although 

regimes of authorization have no necessary connection to authoritarian political 

forms, they work to instantiate a system of governance that is authoritarian in the 

generic sense: that favors compliant submission to authority. They seek to 

produce not only willing vendors, consumers, and citizens, but also tractable 

ones, and they seek these changes not merely at the behavioral level, but at the 

infrastructural level as well (in press). 

This same form of ―openness‖ can be found within the language of the 21
st
 Century 

skills. As described above, students are encouraged to be ―communicate new ideas to 

others effectively,‖ ―Be open and responsive to new and diverse perspectives‖ (P21, 

2004a), and to ―Leverage social and cultural differences to create new ideas and increase 

both innovation and quality of work‖ (P21, 2004b). At the same time, students are 

instructed to ―Apply a fundamental understanding of the ethical/legal issues surrounding 

the access and use of information‖ (P21, 2004c). This particular form of ―openness‖ 

appears on the surface to be similar to that found throughout everyday use of the Internet, 
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namely that in which the free and open access, use, reinterpretation and redistribution of 

information resources is possible for users of the system. Technologically, perhaps the 

most widely known instantiation of this form of openness is the free software movement 

(Kelty, 2008). This form of openness can also be seen in youth Internet practice, as youth 

repost, recontextualize, and repurpose digital content, as they ―write themselves into 

existence‖ (boyd, 2008). However, within the forms of system provided by information 

technology developers and the Partnership for 21
st
 Century skills, such modes of 

openness are not possible. Instead, such are open in the sense that users are able to openly 

access and recontextualize information within the bounds of ―the ethical/legal 

[framework] surrounding the access and use of information,‖ and additionally in that 

such systems are open to the incoming flow of information. These seemingly open 

systems are described by both Cohen and by the developers of such systems, as ―trusted 

systems.‖  Through such systems, 

...security is promoted by pervasively embedding technologies and protocols for 

identification and authentication, by cross-linking those capabilities with 

pervasive, large-scale information collection and processing, and by promoting 

related (though arguably inconsistent) norms of ready disclosure and unceasing 

vigilance (J. E. Cohen, 2012). 

 Technological innovation within trusted systems is open, assuming that said 

innovative technologies are interoperable with the protocols of identification and 

authentication set forth by content providers and manufacturer/developers. In this sense, 



235 

 

technological development can be seen to progress along the lines of continued economic 

―competitiveness,‖ as proprietary technologies and modes of identification and 

authentication ensure intellectual property rights and prevent reinterpretation and 

reproduction by unauthorized developers. Trusted systems ensure that information is only 

used as rights holders intend, unerringly in instrumental ways which maximize economic 

growth. Similarly, the development of youth within trusted systems is open, assuming 

that they submit to and play within protocols of identification and authentication – a 

fundamental understanding of ethical/legal issues surrounding the access and use of 

information and information technologies – contextualizing their actions within the 

instrumental frames of continued economic development. 21
st
 century skills encourage 

youth to be creative in economically instrumental ways, and to be open to the capture of 

new ideas and diverse perspectives within a formal system of intellectual property.  

 The fact that there should be such clear analogues between the terms ―trusted 

adult‖ and ―trusted system‖ is not entirely coincidental. The very corporations which are 

currently developing the hardware and software that comprises such systems are the same 

corporations which are key members of the Partnership for 21
st
 Century Skills. It is 

telling that not a single organization tied to the open source or free software movements 

are included in the membership list. Indeed, one of the member companies – Microsoft – 

as a major force behind the development of trusted systems, ―hard-wiring‖ the 

functionality of trusted systems directly into every piece of hardware and software in 

invisible or less-visible ways (J. E. Cohen, 2012). Play and innovation are allowed and 
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encouraged under the watchful gaze of trusted adults and trusted systems, insofar as they 

bring users ever closer to the 21
st
 century knowledge economy. As a trusted adult might 

ask, what would an employer think if they saw an online video of you out drinking 

[inappropriate/NSFW] and dancing [unauthorized reproduction of copyrighted content] 

with your friends? 

 Both youth and the Internet can seen to be in states of ―not-yet‖ and ―becoming‖, 

holding within them the potential for the utopian digital economy of the 21
st
 century, and 

the opposing potentials for dystopian failure through trauma, inappropriateness and 

global non-competitiveness. Potential is effectively embedded within the governing 

mentalities (Campbell, 2000) – the concepts which govern and demand governance – of 

youth and the Internet, and through the current anticipatory episteme, we are morally 

obligated to secure the ―best possible futures‖ (Adams et al., 2009) for our youth and our 

society through increased surveillance by trusted adults within trusted systems.  

8.4 The Vanishing Social Spaces of Youth 

 For some readers, the idea that youth Internet safety operates as a form of 

advanced liberal governance, penetrating the everyday lives of youth, is enough of an 

impetus for concern. As described by Campbell (2004),  

More important... I would argue, is the decentralization and 

deinstitutionalization of distrust, the capillary dispersion of distrust and 

suspicion throughout the carceral society, and the role of distrust in underwriting 

the development of certain kinds of knowledge systems and technologies, forms 
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of social and cognitive order, and the functional dispersion of police practices to 

individuals such as parents, teachers, and peers (p. 79). 

Similarly, drawing on the work of Foucault, Kelly (2000) describes youth-at-risk 

discourses, and the truths generated by them, as ―dangerous‖: 

These processes are dangerous in the sense that the construction of these truths 

emerge from increasingly sophisticated processes of surveillance, identification 

and intervention. These processes target particular populations of young people 

in various attempts by experts and centres of expertise to know and manage the 

uncertain in the name of certainty (p. 312). 

The questions such an explanation may have for others, however, is what such a capillary 

dispersion of distrust and suspicion means for both youth and the Internet. Simply put, 

the adult surveillance of youth in their everyday practices – made visible through the use 

of information technologies – further reduces the spaces within which youth could once 

be free of the adult gaze. While there is undoubtedly great value in mobilizing the 

conceptual frame of the adult during the process of raising the kinds of individuals most 

westerners would prefer to live with in their own societies – adults do usually know best 

– there is additionally a value to having spaces where youth can learn lessons for 

themselves. This is perhaps particularly true in cases where adults are ―better off not 

knowing‖ about what it is that youth are up to. Where once youth were able to ―get away 

with‖ various forms of behavior – engaging in activities that are appropriate for youth, 

but inappropriate for adults – they now must be concerned that such activities will fall 
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under the gaze of adult surveillance. Similarly, adults are differently positioned in cases 

where youth may have once been ―caught‖ engaging in inappropriate activities, and then 

disciplined by adults in relatively private ways. The wider visibility of such events places 

adults in a web of mutual surveillance as well, bringing the gaze of other adults and 

authorities to bear on the disciplinary practices of parents. As such, the discipline of 

youth itself becomes increasingly normalized. 

 One parent effectively described the situation, comparing the strikingly familiar 

actions of the youth of his generation against those of today: 

What used to be an embarrassment that was localized may be spread a little bit 

like a virus, and more people find out about it. It's instantaneous now. When I 

went to high school on Long Island, there was these guys who made a sex tape in 

someone's basement. It's weird, now it's kind of like people become famous and 

get reality shows who are doing that. Back then it was mortifying. My parents 

were devout Catholics, ―We don't talk about that, it's a sin.‖. But it got isolated 

and they basically, the parents, and the school was able to clamp down the 

information, that was it. Nobody saw it, a few select people saw it, it never went 

beyond – now it's online...  

The dangerous changes in youth sociality are again implicated in the statement, as the 

driving force behind the inability to ―clamp down‖ on ―mortifying‖ information. 

Effectively, that the lack of a devout Catholic moral grounding allows youth to publicly 

spread such information. That said, it was a ―sin‖ to discuss the basement sex tape, yet it 
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was clearly discussed in the community widely enough for one student who was not 

involved in the incident to remember the story decades later. Instead, it was the lack of 

widespread access to communications channels which limited the spread of information 

to the local community. However, ―now [that] it's online,‖ such instances are placed in 

the context of the future employer and recruiter. Effectively, adults who were once 

―caught‖ online engaged in the inappropriateness of youth are forever marked as 

unemployable, even beyond the trauma which such an event might cause as adult 

surveillance categorizes those involved as ―victims‖ and ―criminals‖ (Monahan, 2006b). 

 There is something to be said for the encroachment of trusted adults and trusted 

systems into the everyday lives of youth. The focus on a particular kind of 

―development,‖ moving towards a 21
st
 Century economy is of particular concern. As 

Jennifer Jenson (2011) noted during her presentation on the state imposition of parenting 

techniques on indigenous Saraguros at the 2011 Multiple Childhoods conference, 

―Development acts as an uncontested backdoor to homogeneity.‖ Arguably, this statement 

applies equally as well to technological development as it does to childhood 

development. The development of youth and technologies through through/as trusted 

systems is a move to homogenize creativity and innovation into the forms which best fit 

the instrumental goals of the 21
st
 century knowledge economy. This is certainly not to say 

that youth (and adults) are incapable of resistance – indeed this dissertation demonstrated 

the ways in which both groups are largely indifferent towards formal modes of Internet 

safety curricula – but rather an incitement for further unpacking of the ways which youth 
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Internet safety curricula and information technologies guide youth Internet practice. The 

question of what kinds of people we are raising as a society should not be one which is 

left to assumptions about global competitiveness and economic dominance. 

 Finally, an argument can be made about the increasingly carceral nature of youth 

social spaces. As mentioned in the previous chapter, it was the district with the least 

amount of surveillance and the seeming highest level of engagement with students which 

also had the lowest incidence of physical violence. It is at least partially surprising to me 

that anyone would expect that placing any social group under further restrictions and 

increased surveillance would result in stronger, more meaningful connections between 

the watchers and the surveilled – and yet this appears to be what is happening with youth 

in schools today. Given the now famous Zimbardo prison experiments (2008) and the 

recent events at Abu Ghraib, it would certainly seem as if placing individuals within 

increasingly carceral system serves to reinforce difference, to ensure disrespect, and to 

cultivate resistance. Why should anyone be surprised that, given the slow erosion of 

youth spaces beyond the gaze of adult surveillance, youth are increasingly treating others 

and each other with disrespect? As my argument here has described, youth Internet safety 

discourses have ultimately served to shift attention and criticism away from existing 

institutions, surveillance systems, and constructions of childhood as possible forces 

behind the seeming ―epidemic‖ of cyberbullying.  

8.5 Conclusion 

 Through such modes of surveillance and vigilance – of trusted adults and trusted 
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systems – the spaces where youth could once play with adult concepts and modes of 

identity without fear of adult discipline are eroding. As the survey participant described in 

the quote that opened this chapter, ―My mom and other adults are always so concerned 

that my friends or I are doing things that are wrong because I don't want her meddling, 

but it's just my private space where I can be a teenager.‖ Undoubtedly, in order to live the 

lives most of us wish to lead, we require spaces free from what is ultimately corporate 

surveillance, spaces within which to engage in the everyday practices which are 

―inappropriate‖ for the workplace or the context of the employer. For many youth, in 

worlds where they are increasingly tracked by GPS units, surveilled by audio and video 

recording devices, and are generally perceived to be ―out of place‖ merely by being in 

public outside of adult supervision, the homogeneous spaces of the Internet are perhaps 

one of the last places youth do have to simply ―be a teenager.‖  

 Unfortunately, while the framework offered by 21
st
 century skills is problematic 

from the standpoint of this dissertation, particularly in terms of this dissertation work, it 

may well be the best available in terms of meaningful integration of technology into the 

classroom. It is clear that information technology is currently underutilized in schools 

across the nation, and the Partnership for 21
st
 Century Skills provides a free and objective 

based set of standards to school districts for better integration. In this sense, my criticisms 

are somewhat minor in comparison to what I see as the problems – or at least wasted 

potentials – faced by failing to incorporate information technologies in classrooms. While 

this may paint something of a bleak picture for the future of technology in the classroom 
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and concepts of open source, it is not necessarily the case that either youth or teachers 

will be entirely ―caught up‖ in 21
st
 century skills. As I will describe in the next, and final, 

chapter, resistance and appropriation of youth Internet safety and 21
st
 century discourses 

is possible, and in many ways already occurring. 
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9. “the experts should not be adults they should be kids” 

 

Teachers and Adults are as bad as students WORSE!!!!! They swear they trash talk kids 

they will say anything that is on their mind and they should be taught this stuff by experts 

on internet safety. And the experts should not be adults they should be kids who have 

learned to be safe online so that they can tell  stories and not other people because half of 

the stuff they tell us is probably fake! Everything they tell us just scares us and were kids 

we don't listen to them we just go home and do what they told us not to try it. Like 

inhaling you tell kids tons of stuff not to inhale and what do we do; we go home and we 

do it. Kids and Teachers both need to learn about internet safety.  

 

All my teachers, parents, and adults think it's bad to talk to people online, when really it's 

not a big deal at all, im not going to give out any information that will give away my 

location, or who i am. It's just talking, and people don't understand that. it's really no big 

deal. 

       - Anonymous Survey Participants 

*** 

 My aim throughout this work has been to examine the ways in which youth 

Internet safety discourses position youth and adults in ways that reinscribe the division 

between them, and to show how particular forms of technological citizenship are 
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discursively constructed and positioned relative to one another. I have also sought to 

answer the questions posed in the introduction: first, what dynamics have produced, or 

made possible current youth Internet safety discourses;  second, how have various groups 

understood the risks involved with youth Internet use; and finally, what is the work that 

youth Internet safety discourses performs for those social groups. In other words, I have 

sought to make visible youth Internet safety and risk available as a problematic in the 

Foucauldian sense. As such, my focus thus far in the dissertation has largely been bent 

upon analyzing the empirical data using concepts taken from various literatures to help 

frame what is produced by the discourse of youth Internet safety and the cultural work 

accomplished by its effects. In this conclusion, I turn to what I have learned about youth 

Internet safety and conceptions of risk available within it as the basis for my contribution 

to conceptual discussions in Science and Technology studies. In this concluding chapter, I 

summarize and tie together the central concepts which emerged from this research, from 

supervised freedom and protected liberation to anticipatory regimes and technologies of 

suspicion. In part, this summary is written through the more canonical concepts of STS, 

concluding the dissertation by folding the previous elements of this work into an 

argument that perhaps a greater social awareness – the ―awakening‖ spoken of by 

Langdon Winner (1986) – concerning technology development and adoption may not 

always play out in ways which would facilitate more socially just or democratic forms of 

technological citizenship or forms of life.  

Instead, I argue that in the case of information technologies – and specifically in the 
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forms that youth have widely adopted as heterogeneous social space in which to 

constitute identities – a level of technological somnambulism has allowed for a space of 

resistance to be open up within the historically specific constructs of childhood and 

parenthood constituted in part by the surveillance and monitoring technologies I have 

studied. However, I fear that this space has been increasingly encroached upon and even 

colonized by adult interests in producing certain skill sets perceived to be necessary for 

workers in the 21
st
 century ‗knowledge economies‘ into which parents see their children 

fitting as skilled workers. Rather than the heterogeneous social space that youth 

experience on the Internet, the ‗adult Internet‘ recapitulates the practices of division 

between youth and adulthood, play and work, etc., and reinforces the boundaries drawn 

between them. Through these discourses, parenting itself has been construed as a skill-

based form of surveillance and monitoring activities. As much as a historically particular 

construct of childhood is made available by youth Internet safety discourse, there is a 

historically particular construct of parenthood. While my focus has been on the 

‗technologies of childhood,‘ it also became clear to me that the terms and conditions of 

technological citizenship in the age of the Internet are defined by those users who are 

dominant and who are thus able to set the discursive terms of what constitutes ‗safety‘ 

and ‗risk.‘   

Concluding this chapter, and the dissertation, I provide recommendations for future 

policy and curricula surrounding youth Internet safety – particularly given that a 

significant percentage of student survey participants responded that youth Internet safety 
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was, in fact, of importance to their lives – based around concepts of situated expertise.  

9.1 Technologies of Childhood 

 The techniques and pedagogies used to raise children, which can be termed 

‗technologies of childhood,‘ engender ―forms of life,‖ and, as Winner describes, both 

establish fundamentally new activities and alter the conditions of life. These technologies 

of childhood produce and are reproduced by the institutions of the family and school, 

which in turn shape particular kinds of citizens, who are then judged valuable to the state 

in specific ways. As Donzelot (1979) described in his work, 18
th

 century concepts of the 

family emerged as a response by the state to growing mortality rate among working class 

youth and the perceived unreadiness of upper class youth for the workforce upon 

reaching adulthood. Effectively, the value of youth was seen to be ―wasted‖ in terms of a 

state resource, and a concerted effort was made to change that through new pedagogies 

and configurations of the family, developing ideal spheres of development for youth. It 

was a historical moment from which technologies of childhood were recognized by the 

state as a means by which particular kinds of subjects could be produced. Foucault‘s 

studies of the formation of the ‗conjugal family‘ by the late 19
th

 century considered a  

series of elements that are linked together in a circular fashion and in which a 

value is attached to the child‘s body, his life is given an economic and affective 

value, a fear is created around this body, and a fear is installed around sexuality 

as source of the dangers incurred by the child and his body; the simultaneous 
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blaming and responsibilization of parents and children with regard to this body, 

setting out an obligatory, statutory closeness between parents and children; the 

consequent organization of a restricted and close-knit family space; and the 

infiltration of sexuality throughout this space and its encirclement by medical 

controls or, at least, by a medical rationality (Foucault, 2003, p. 265).  

While the hold exercised by political rationality of medicine over the specific construct of 

childhood has by no means declined, the rising hold of information technologies upon the 

‗responsibilization‘ of parents and the value of the child has become much more visible. 

As I argue in the fourth chapter, youth Internet safety curricula – which is positioned as 

the dominant discourse surrounding youth Internet use – can be seen to operate in 

strategically similar ways to the discourses of the bourgeois ‗conjugal‘ family in the 18
th

 

and 19
th

 centuries upon which Donzelot and Foucault were focused. Specifically, 

Donzelot saw the working–class family as reconfigured into a relation of circular 

vigilance, and the upper class family as increasingly constricted. This was, in the former 

case, a move by parents to limit childrens‘ access to the temptations of the street, and in 

the latter case, as a move to restrict the influence of working-class servants on upper-class 

youth.  

 These new formations of the family, together with the pedagogies of protected 

liberation and supervised freedom, established youth as useful subjects for the state, as 

instruments of continued economic viability produced by particular family configurations 

and modes of surveillance. But they also promoted, as Foucault pointed out in his lectures 
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on the topic, a family configuration based on heterosexual marriage that had become by 

the late 19
th

 century an ―interclass family model‖ common to both classes, in which a 

―little cell of parents and children whose elements are differentiated but strongly 

interdependent and which are both bound together and threatened by incest‖ (p. 271). 

While incest was the late 19
th

 century threat in response to which families organized new 

forms of life, including separate beds and bedrooms, the 21
st
 century equivalent is on-line 

pornography and sexual predation, threats against which families organize sociotechnical 

systems of surveillance and monitoring and school districts incorporate youth Internet 

safety curricula into pedagogical periods often reserved for other aspects of being good 

citizens.   

 Similarly, I argue that youth Internet safety discourses can be traced back to the 

pedagogies and formations identified by Donzelot and Foucault. As the everyday lives of 

youth have become increasingly visible through the use of information technologies, 

including social networking and video hosting sites, so, too, have the flaws in the 

technologies of childhood reproduced by the school and home, demonstrating the ways 

and spaces within which youth are able to act ―inappropriately‖ that were previously 

hidden. Parents and those responsible for youth were positioned in such a way where ―the 

fear of being themselves at fault if their suspicions were not sufficiently strong; they were 

kept in readiness in the face of this recurrent danger; their conduct was prescribed and 

their pedagogy recodified‖ (Foucault, 1978, p. 42). As such, it became necessary to 

reconfigure these institutions, allowing the penetration of surveillance and monitoring 
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further into the everyday lives of youth. Youth Internet safety discourses, particularly the 

curricula as provided by law enforcement officers, move towards a tactical expansion – 

rather than a restriction – of the family, while turning youth back into a relation of 

circular vigilance towards each other and a containment of inappropriateness and risk 

online. Where the shift in the 18
th

 century was effectively one of class subjugation, and 

the shift in the 19
th

 century was one of the stabilization of dominant family form, here it 

is one of the subjugation of childhood through the prevention of access to and creation of 

inappropriate and immature online content by youth. This in combination with the fears 

voiced by parents and other responsible adults, which demonstrate the pervasiveness of 

the 18
th

 and 19
th

 century pedagogies of childhood, points towards the underlying 

discursive forces which drive Internet safety discourses.  

 In this case, however, the shift emerged not out of a reaction to clear problems 

with the ‗wasting‘  of youth or concerns about the support of foundlings, but rather out of 

a concern for a particular kind of future. As Claudia Castañeda (2002) describes,  

The condition of childhood therefore takes value in its potentiality. At the same 

time, the form that the child's potentiality takes is always a normative one, in 

relation to which failure is always possible. Just as the child's physical growth 

must be ensured by specific means, so too the child's socialization and 

enculturation must be secured... Should a child either fail to possess or realize its 

potential (as in the notion of ―stunted growth‖) he or she remains a flawed child 

and an incomplete adult. (p. 4) 
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This potentiality could perhaps be said to have been embedded in notions of childhood 

during the period of history examined by Donzelot, in which youth became positioned as 

investments in the future of the state. Described in previous chapters, however, there is no 

clear and present danger posed by youth Internet use, often leading other theorists to 

frame youth Internet safety issues as a form of moral panic. Instead, it is a concern that 

youth will fail to realize their potential, and as a result the nation as a whole will fail to 

realize the potentials offered by information technologies themselves – namely that of the 

21
st
 century knowledge economy described in the previous chapter. As such, youth 

Internet safety discourses can be seen to emerge from the epistemic frame of an 

anticipatory regime, requiring a specific course of present action in order to realize the 

maximum potential from both youth and information technologies, while collecting data 

in order to forecast and chart potential futures.  

9.2 The Technological Momentum of Childhood 

 It is clear that participants within the discursive spheres of public policy, the news 

media, and the everyday discussions of parents and school administrators, have ―woken 

up‖ from the technological somnambulism described by Winner to an extent. While this 

is due in no small part to the fact that information technologies have historically been 

positioned as ―forms of life‖ that fundamentally change social relationships in ways that 

have been continually and futuristically exoticized, this does not change the fact that at 

some level there has been an ―awakening.‖ Throughout this work, concerns over shifting 
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modes of youth sociality, explicit content, and increased persistency and searchability of 

information by and about youth online represent not only an understanding of how 

information technologies have created new potentialities for thought and action, but 

additionally how decisions over what technologies youth are allowed access to must be 

considered as forms of life.  

 At least in the case presented here, it is perhaps technological momentum, as 

described by Thomas Hughes (1993) which is of more pressing concern. It is 

technologies of childhood, parenthood, and, ultimately, citizenship that are seen to have 

momentum – rather than information technologies. I argue that instead, information 

technologies are the central focus in issues of youth Internet safety because it is 

conceptually impossible (or at least difficult) to critically examine entrenched 

technologies of childhood and parenthood, as reproduced by the institutions of the state, 

the family and the school. Effectively, information technologies are positioned as the 

problem – particularly when combined with developmentally unready youth – 

―impacting‖ youth sociality and exposing them to problematic content. It is nearly 

unthinkable that developmental notions of the child – which become visible within this 

work as forms of folk developmental psychology, which unlike the academic disciplines 

of behavioral development and developmental psychology, do not acknowledge the social 

constructedness of childhood – grounded in neurobiological explanations of development 

could be considered differently. In this way, the case of youth Internet safety and 21
st
 

century discourses can in effect be seen as an entrenched soicotechnological system that 
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has taken on the aspects of technological momentum described by Hughes, who defines 

the term ―technological momentum‖ as:  

Men and institutions developed characteristics that suited them to the 

characteristics of the technology. And the systematic interaction of men, ideas, 

and institutions, both technical and non-technical, led to the development of a 

supersystem – a sociotechnical one – with mass movement and direction. (p. 140)    

Similarly, my work here has demonstrated the ways in which the institutions of the 

family and school are being reconfigured through youth Internet safety discourses to 

better suit a particular understanding of the future economy, grounded in dominant 

understandings of the Internet as the basis upon which that future economy will be built. 

The school and family, which police and reproduce the subject positions of childhood, 

trusted adults, bullies and predators, are oriented towards the future and have an 

extremely strong sociocultural ―momentum.‖ After centuries of entrenchment within 

everyday lives, they have become naturalized as simply ―the way things are.‖ 

 However, while Hughes‘ case of the electric power network could largely be seen 

to move towards and reinforce a particular idea of modernity, the rise of information 

technologies, as described by Arjun Appadurai (1996), marks a rupture from what is 

described as the modern moment. He further notes that: 

Through such effects as the telescoping of news into audio-video bytes, through 

the tension of the public spaces of cinema and the more exclusive spaces of 

video-watching, through the immediacy of their public absorption into public 
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discourse, and through their tendency to be associated with glamour, 

cosmopolitanism, and the new, electronic media... tend to interrogate, subvert 

and transform other contextual literacies (p. 3).   

Youth Internet safety discourses as a form of surveillance technology serve in part to 

manage the interrogation, subversion, and transformation of western literacies made 

possible by information technologies – particular constructions of childhood and 

intellectual property, for example – while simultaneously maintaining a level of openness 

to facilitate the controlled flow of information. Again as mentioned in the previous 

chapter, what can ultimately be perceived as a mode of protected liberation – one of the 

forms of childhood pedagogies described by Donzelot and Foucault. 

 Ostensibly, youth Internet safety discourses focus on two central issues: the 

―impacts‖ of information technologies on the lives of youth, and the ―appropriate‖ use of 

information technologies by youth. Indeed, information technologies appear through the 

frame of youth Internet safety discourses as both providing a path to future economic 

viability and in some ways limiting to what is understood to be the natural development 

of youth. Following the mobilization of technology as an explanation for the seeming 

increase in youth inappropriateness and risk taking, youth and information technologies 

are positioned in such a way that demands further ―security‖, protecting both within 

spheres of constricted and monitored development as an investment in a particular kind 

of future. As such, the discursive positioning of a technology – the kinds of futures it 

offers – drives our decisions concerning adoption, and later dictates ―appropriate‖ use. As 
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Winner himself describes, ―Much of the answer can be found in the astonishing hold the 

idea of 'progress' has exercised on social thought during the industrial age‖ (p. 5). It is the 

anticipated future, and the singular path through variously imagined pitfalls and 

catastrophes, which dictates policy and further technological development. Similarly, as 

David Buckingham (2007) notes, 

...like other forms of marketing rhetoric, the discourse of the ‗digital generation‘ 

is precisely an attempt to construct the object of which it purports to speak. It 

represents not a description of what children or young people actually are, but a 

set of imperatives about what they should be or what they need to become (p. 

93). 

Just as no one can say no to the protection of children online, positioning them as an 

investment in the future, no one can say no to steps taken towards the skilled workforce 

and the technological infrastructure needed to undergird the future competitiveness of the 

nation within the 21
st
 century economy. Youth Internet safety and 21

st
 century skills 

discourses engender a particular form of technological citizenship, outlining the 

appropriate and inappropriate uses of the Internet, while simultaneously defining the 

technology itself as a ―tool‖ available for appropriate use but cordoned off from 

inappropriate use. Such discourses are mobilized as a means to produce good 

cybercitizens, prepared for the 21
st
 century economy.  
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9.3 Youth, the Internet and Critical Potentials 

 Youth and information technologies are bound together, developing in spheres of 

protected liberation, each for the good of the other. The global flows of cyberspace must 

remain open and free, but only to the extent that the liberation of information made 

possible by information technologies does not endanger the ―digital rights‖ of the 

growing intellectual property industry, or allow for the exposure of youth to 

―inappropriate‖ materials. Similarly, youth must themselves have the freedom and 

latitude to become the creative producers of the 21
st
 century, to take on their roles as the 

sources and exchangers of information flows, but only to the extent that they access and 

produce ―appropriate‖ content under the watchful control of trusted systems and trusted 

adults. What is perhaps hidden by this mode of co-development, with its focus on the 

economic viability of the nation in a fast-paced, high-stakes, ―dynamic‖ future, are the 

implications for the critical potentials of information technologies and modes of 

technological citizenship in the present.  

 As they exist today, heterogeneous and heterotopic (1998) cyberspaces enable the 

new rethinking and reformation of social constructs and interaction. Among the best and 

earliest examples of such modes of critical action online can be seen in the ―recursive 

publics‖ of the open source and free software movements, as described by Chris Kelty 

(2008). In his work, he defines such publics as: 

...a public that is vitally concerned with the material and practical maintenance 
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and modification of the technical, legal, practical, and conceptual means of its 

own existence as a public; it is a collective independent of other forms of 

constituted power and is capable of speaking to existing forms of power through 

the production of actually existing alternatives... [with a] focus on the radical 

technological modifiability of their own terms of existence. (p. 3) 

Exemplified by the free and open source software movement, recursive publics adopt a 

mode of communication and organization which could only have developed online. 

Cyberspaces allowed for the rethinking of sociality and cooperation beyond the logistical 

limits of face-to-face interaction, and independent of at least some forms of constituted 

power. More specifically, information technologies made possible the conceptualization 

and production of new modes of social interaction, acting in many ways as a form of 

critique. In effect, cyberspaces provide the conceptual space from which to ask that 

question so championed by STS scholars: ―How could things be different?‖ Within my 

own research on youth Internet safety, similar, if less radical social changes can be seen 

to be undertaken by youth online. While youth undoubtedly participate in new forms of 

social interaction and maintenance online – notably through the use of social networking 

technologies – perhaps more important is their ability to ―be themselves.‖  As mentioned 

previously, one student said simply that ―My mom and other adults are always so 

concerned that my friends or I are doing things that are wrong because I don't want her 

meddling, but it's just my private space where I can be a teenager.‖ The Internet, as such, 

becomes a space from which youth can think beyond the subjectivities offered by 
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dominant conceptions of youth. It seems odd that ―being themselves‖ is itself necessarily 

a mode of technological citizenship, with the implication being that it is only through 

information technologies are youth able to be free, or partially free, from existing forms 

of constituted power. Cyberspaces allow for freedom from the subject positions, modes of 

expression and spheres of development that constitute existing notions of childhood. It is 

notable that some youth perceive such online spaces as among the only spaces within 

which they can ―be themselves,‖ and that these spaces are simultaneously positioned as 

developmentally problematic within youth Internet safety discourses. 

 Under increasingly broad surveillance regimes, youth are unable to be themselves 

offline, while doing so online is seen to render them unable to appropriately socialize 

face-to-face or through more traditional media. Through the conceptual, and anticipatory, 

frame of youth Internet safety discourses, youth are additionally prevented from being 

themselves online, as all youthful indiscretions and inappropriate acts beyond the bounds 

of childhood are given permanence, understood to result in far-reaching consequences for 

the future workforce. By being themselves, youth are seen to risk everything – not only 

their own futures, but that of the nation. This, in turn, is mobilized as further justification 

for the surveillance and supervision of youth, ensuring that they never escape from the 

developmental spheres of childhood. As mentioned in the previous chapter, through the 

work of Julie Cohen (2012), the development of information technologies can be seen as 

analogous to the development of youth, allowing for the construction and interconnection 

of trusted systems, designed to allow for a free, but tightly managed flow of information. 
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Through the production and implementation of such systems, in which ―digital rights‖ 

and preconstitituted identities are encoded, embedded, and universally enforced, and the 

discursive tactics of youth Internet safety, within which youth are restricted to 

cyberspaces and ranges of action which allow only for developmentally ―appropriate‖ 

behavior, much of the truly critical potentialities of the Internet are lost, both for youth 

and adults. As such, youth Internet safety and 21
st
 century discourses can be viewed as a 

means by which to reconstitute and police already existing modes of citizenship within 

online spaces, in many ways mending the rupture of modernity made possible through 

information technologies, as described by Appadurai. Through developmental logics of 

both youth and technology, the smooth continuation of the modern moment is made 

possible – signposting the path to the 21
st
 century without the messy ruptures of the more 

subversive uses of the Internet. 

 The particular futures offered by youth Internet safety and 21
st
 century discourses 

– the dynamic knowledge economy in contrasted by an inability to compete on a global 

scale, a generation unable to relate to one another in ―real life‖, and a moral collapse 

brought on by access to inappropriate content and dangerous individuals – have become 

visible through the intersections of childhood and information technologies, is the ways 

in which children and technologies are variously seen to be responsible for making 

possible those futures. Information technologies are largely seen to be the drivers of such 

futures, ―impacting‖ what would have been the normal, everyday lives of youth as they 

mature into the sophisticated knowledge workers of the 21
st
 century. Social networking, 
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the open (yet managed) global flows of information, dynamic adaptation to change – all 

are seen to be eventualities for which youth must be prepared. However, it is arguable 

that such understandings of the future would not be possible if it were not for the 

widespread adoption of information technologies by some groups of youth – again, it is 

important to note that not all youth are the early adopters they are made out to be. 

Undoubtedly, however, the adoption of social networking technologies, cell phones, and 

other ―rapid fire‖ (McQuade, 2009) forms of communications technologies have all 

shaped visions of the future. It is only years later that adults have increasingly begun to 

actively engage with social networking sites, and even then, this can perhaps be partially 

attributed to the aging of college students and the perceived need to surveill children 

described in previous chapters. 

 Returning to the issue of technological somnambulism, it can be argued that to the 

extent to which information technologies have been underdetermined – the extent to 

which they have not been designed to reinforce existing and dominant understandings of 

the world – they have become available to previously silenced and heavily surveilled 

groups as a means to rethink themselves. In a world where the social spaces of youth that 

are free from the surveillance of adults – constantly searching out forms of inappropriate 

behavior – are becoming increasingly restricted, information technologies provide the 

conceptual space from which youth can ―be themselves.‖ This is further evidenced by 

youth Internet safety discourses, which are primarily mobilized as a response to the 

perceived inappropriate and risky behavior of youth online, as a means by which to 
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regain control over the social spaces and behaviors of youth. While this is not to say that 

technological somnambulism a socially just means of decision making surrounding 

technology issues on the whole, it does point towards the importance of maintaining 

access and openness as key tenants of socially just technological, and perhaps youth, 

development. More specifically, it is the malleability and heterogeneity of the Internet 

which has allowed for the production of spaces within which it is conceptually possible to 

be something other than the subject positions of social life, to play with and challenge 

existing modes of identity. Malleability and open access allows various groups of users to 

create ―spaces‖ and user communities within the forms of life engendered by any given 

technology, appropriating technologies in ways which make them culturally appropriate 

and available as spaces of resistance. As such, openness and malleability can be seen as a 

potential remedy for technological somnambulism, in that even those technologies which 

are positioned in a way which make them appear that they ―must be kept up with,‖ users 

can modify and control them in ways which maintain social control over ―forms of life‖ 

at a local level. 

9.4 Code, Surveillance and Suspicion 

 The above discussion speaks to the form of technological ―lock down‖ described 

by legal scholar Lawrence Lessig (1999, 2004) in his works on technological citizenship 

and open culture, as facilitated by information technologies. Lock down primarily occurs 

as the modalities which constrain the actions of users online – which Lessig categorizes 
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into four categories: the law, norms, the market, and architecture – increasingly become 

embedded within the technological systems (architecture) which allow for the production 

and reproduction of culture and identity. Arguably, however, these categories are not 

sufficient to describe the kinds of positioning and epistemic blind spots constructed 

through youth Internet safety discourses. As alluded to in the previous chapter in 

discussions surrounding adult engagement with social networking technologies as a 

surveillance tool, it is not merely the ―architecture‖ or ―code‖ of a technology that 

produces forms of life. While Lessig's discussion of norms begins to touch upon the ways 

that technologies are ultimately positioned in relation to specific groups and classes of 

individuals, it does not go far enough in explaining the extent to which those groups 

relate to technologies at an epistemic level. Just as ―code‖ for Lessig is law, so too are 

what Nancy Campbell (2000) describes as governing mentalities, dictating and shaping 

the ways in which various individuals perceive and understand technologies, policies, and 

each other. While Campbell primarily uses the term to refer to policies that differentially 

affect specific social groups, it can be equally applied to technologies.  

 One major example throughout this work is the understanding of cyberspace 

itself, particularly among adults. As described in chapter six, many of the parents, 

administrators and teachers I spoke with discussed and understood cyberspace primarily 

as a tool, rather than as a social space. The Internet becomes, through Internet safety 

discourses, a singular tool with proper and improper uses. As one principal described,  

In my opinion it is almost an adult tool that we have put into children's hands and 



 

 

262 

 

they don't know how to handle it. You know, it was something that was really 

meant for business but became a real social thing. Children are social by nature, 

and they have not developed the filters that they need to make adult decisions. 

Embedded in the notion that cyberspace is a tool is the lack of recognition that 

technologies are mobilized and used by multiple social groups for culturally specific 

reasons, that cyberspace as a social space is broadly heterogeneous and can operate in 

radically different ways from site to site and protocol to protocol. Tied to this notion of 

information technologies as a tool or filtering device is the sense that uses of the Internet 

and information technologies that go beyond that of a tool are at best childish, and at 

worst inappropriate or risky. The governing mentalities of both youth and information 

technologies are again constituted in relationship to one another; both are instilled with a 

particular potential that adults are responsible to realize through the maintenance of 

separate spheres of development for both youth and technologies. 

 In the case of information technologies, forms of lock down, whether they be 

discursive or infrastructural, appear as one of the central imperatives of the anticipatory 

regime, in which the space within which individuals can ―be themselves‖ becomes a 

space within which individuals must instead be their future selves. Effectively, through 

youth Internet safety discourses and trusted systems, notions concerning ―appropriate 

use‖ are instilled within both users and information technologies. Appropriateness is 

always constituted from the standpoint of an adult operating to incorporate the child‘s 

distant future into current use of the Internet, through the disembedded gaze of 21
st
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century skills. As discussed in the previous chapter, this vision of the future is facilitated 

by the conversion of information technologies – in the case of youth Internet safety, 

namely those of social networking technologies and video hosting sites – into 

technologies of suspicion. By positioning such technologies as adult tools for 

surveillance, responsible adults are further distanced from the everyday lives of youth in 

the present and instead focused upon their potential futures. This is a critical function of 

technologies of suspicion, embedded within which are particular modes of data collection 

and interpretation that tend, more often than not, to reconstitute and reinforce existing 

governing mentalities. Parents and other responsible adults are encouraged to use social 

networking technologies as surveillance tools, rather than engaging with them as modes 

of everyday sociality. Youth, who understand that their parents are only using the space to 

surveil them, do not view the monitoring adults as truly active participants in the space, 

and begin to resist surveillance. Again, as mentioned in the quote which opened the 

previous chapter, ―My mom and other adults are always so concerned that my friends or I 

are doing things that are wrong because I don't want her meddling.‖  

 Simply the act of resisting surveillance is itself suspicious, justifying the need for 

further surveillance. Because adults who engage with social networking sites as a 

surveillance tool fail to have a more socially embedded understanding of everyday youth 

life online, they are forced to rely on the contextual frames offered by the technology of 

suspicion – which I argue in this case is not the social networking technologies 

themselves, but rather the discourses of youth Internet safety which surround them. 
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Through such a frame, positioning online activities as indicators of future career 

readiness, the everyday lives of youth appear as inappropriate, and in cases where youth 

are not deemed to be acting in overtly inappropriate ways, their presence on social 

networking sites is taken as an indicator that they may be becoming ―addicted‖ to 

communications media. Regardless of what youth are doing online, or how they appear, 

they become suspicious through youth Internet safety discourses. At their core, 

anticipatory regimes are grounded in the collection and interpretation of data – as are 

technologies of suspicion – data which allows for the forecasting and anticipation of the 

future. As Adams, Murphy and Clarke (2009) describe, science and technology emerge 

from this state of anticipation in ways which better facilitate the forecasting of possible 

futures, setting the conditions for action in the present. Youth Internet safety discourses, 

as a technology of suspicion, can be seen to emerge from such a regime. They are an 

attempt by adults to ―get‖ what it is that youth do online, gathering surveillance data as a 

means by which to forecast the adults they will eventually be perceived as, and using that 

data as a basis for measuring appropriate actions in the present.  

 It is not merely the safety of youth, or the policing of copyright law which 

engender a form of neoliberalism within youth Internet safety discourses, but rather the 

understanding of actions in the present – both online and off – in terms of steps towards 

the knowledge economy of the 21
st
 century. Certainly, the actions of youth online become 

constrained through the mobilization of technologies of suspicion into a range of 

appropriate behavior, constituted through the anticipated gaze of the future employer and 
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modes of creativity youth are encouraged to engage in become increasingly oriented 

towards economic usefulness, productivity, and concepts of intellectual property. More 

broadly, however, it is the discursive positioning of information technologies not as a 

social space, but as a tool – with appropriate ―uses‖ constituted in terms of economic 

productivity – which can be understood as aspects of neoliberal governance. This again 

returns to Cohen's work, in which she describes architectures of control, operating both at 

the infrastructural and discursive levels to produce particular kinds of subjects. Both 

WoogiWorld and Club Penguin, the ―safe‖ online spaces for youth mentioned in chapters 

three and six, can perhaps be seen as an extreme example of such architectures of control. 

In both, the acceptable range of action is highly constrained, limiting youth to very 

specific activities and vocabulary. Further, youth are watched by adult moderators, who 

are available upon request when they are not actively monitoring a given area. In 

WoogiWorld, the tenets of appropriate use and limited creativity underpin various games, 

quizzes and activities. Parents are needed to create accounts, and youth identities are 

linked directly to parents. They are closed, overdetermined spaces, with very little room 

for interpretation or flexibility – and they are specifically designed as such, with the more 

underdetermined and ―risky‖ spaces frequented by youth serving as an example of what 

should not be allowed. Within such spaces – which arguably represent examples of what 

the consciously developed Internet for youth could have been – youth are only free to be 

the children they are asked to be, rather than the people they would choose to be. These 

spaces become simply ―the way things are‖ as the forms of life described by Winner.  
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 It is not my intent here to portray youth supervision, monitoring, or control as 

wholly unnecessary, but instead to point out the value of having spaces from which can 

think differently and exist outside of existing constraints of appropriate childhood. 

Further, I find it problematic that existing notions of childhood and youth technological 

citizenship are increasingly tied to notions of the 21
st
 century knowledge economy, and 

that existing and new technologies, relationships, and subject positions are reconfigured 

through youth Internet safety discourses in ways which restrict the critical potentials of 

youth cyberspaces. Youth need, and often want, monitoring and guidance from adults, but 

I argue they also need and want spaces from which they can be free of such guidance. 

9.5 Resistance and Life Beyond Youth Internet Safety Discourses 

 Broadly, even the interlocking systems of discursive, legal and technological 

protections which produce and reinforce particular modes of technological citizenship – 

in this sense the tractable citizens described by Cohen within architectures of control – 

are not enough to fully eliminate perceived threats to the realization of the 21
st
 century 

economy. If computer hackers and telephone phreaks have taught us anything in the 

decades that followed the personal computer, it is that technologies, even large scale 

technologies such as the power grid, telephone, and computer networks, can be broken, 

repurposed and appropriated in various ways. Similarly it can be argued that youth are to 

some extent deconstructing and repurposing youth Internet safety discourses, picking up 

and incorporating aspects of Internet safety curricula they deem important, while 
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criticizing the rest. While youth I spoke with did not explicitly mention this, as mentioned 

in chapter seven, many survey participants and focus group members found youth 

Internet safety curricula to be useful to at least some extent. This was contrasted by both 

criticism in the focus group sessions and survey results that demonstrated that the 

curricula was widely found to be irrelevant to everyday youth lives. As the student quoted 

in the beginning of this chapter notes, ―Kids and Teachers both need to learn about 

Internet safety,‖ despite the fact that the student believed that ―...half of the stuff they tell 

us is probably fake,‖ a sentiment that is not entirely far from the truth, as described in 

chapter four.  

 Speaking more directly to issues of technological determinism and 

somnambulism within youth Internet safety and 21
st
 century discourses, information 

technologies appear not as an inevitability, but rather as a potentiality. What are seen to 

be the negative effects of information technologies – in this case, youth exposure to 

inappropriate content, dangerous changes in sociality, and spillover events – are issues 

that can be managed. This can be seen in the various strategies used by parents and 

administrators to handle such perceived problems, such as restricting use of information 

technologies by youth, demanding that youth ―do something‖ rather than use information 

technologies, and increased surveillance and monitoring. Arguably, parents and 

administrators do not perceive such technologies as an unstoppable force, and instead 

make decisions and construct policies based on the knowledge to which they have access. 

Parents and administrators do not have to adopt or to allow the youth for whom they are 
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responsible to adopt, information technologies – and this became widely apparent in 

discussions I had with them. Similarly, and as described briefly in chapter seven, youth 

themselves often ignored or chose not to use various forms of information technologies in 

the ways often expected of them, avoiding Facebook and social networking sites, rarely 

going online, or generally being disinterested in information technologies. The student 

survey data further demonstrated that youth are not going online all that frequently, with 

the majority of student participants (ranging from 76% to 93%) responding that they 

spent only between zero to two hours per week engaged in each of the online activities 

listed on the survey instrument (gaming, school work, shopping, social networking, and 

web surfing). Instead, it is the discourses which surround such technologies and practices 

– the social positioning of such technologies as a critical component of the anticipated 

future – which make them appear as unstoppable. This form of positioning can be seen in 

news media and legislative discourses, where the bright, utopian potentials of the Internet 

are routinely contrasted with its perceived evils, as described in chapters five and eight.  

 

9.6 Policy Recommendations 

 The case of youth Internet safety can be understood as a failure to incorporate 

forms of situated expertise – that of socially embedded youth, teachers, parents and 

administrators. Specifically, youth can broadly be seen as ―cybercitizens‖ much more so 

than most adults, who often conceptualized cyberspace as little more than a tool, and 

generally considered mere ―social use‖ to be largely reflect inappropriate and immature 
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behavior. It can be argued that to a certain extent, the youth Internet safety discourses that 

circulate today disembed youth from their existing, socially connected practices, 

positioning them in a way which encourages them to be less like the cybercitizens they 

are, and more the ―real world‖ citizens that adults would prefer they be and become 

(Giddens, 1990). Accordingly, youth Internet safety curricula and policies have in many 

ways been decontextualized and thus fail to make sense in meaningful ways to youth, 

often reducing the effectiveness of what could be, and is seen by some youth as, a 

potentially valuable form of education and guidance if it were made more relevant to 

what kids actually do on-line. As previously noted, one survey participant said of Internet 

safety education: 

...and the experts should not be adults they should be kids who have learned to be 

safe online so that they can tell stories and not other people because half of the 

stuff they tell us is probably fake! Everything they tell us just scares us and were 

kids we don't listen to them we just go home and do what they told us not to try 

it. 

Teachers, parents, and administrators all demonstrated specific understandings of youth 

Internet practice and the associated risks that were not captured by existing youth Internet 

safety discourses. Issues such as spillover altercations, the changing sociality of youth, 

and exposure to/posting of inappropriate content – despite being grounded in notions of 

18
th

 century childhood development and 19
th

 century family configurations – represent 

valid and useful perspectives, and as such should play a role in guiding policy and 
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curricula. 

 Curricula development, grounded in situated expertise can be understood in two 

ways. First, as mentioned in the quote from a Director of Information Technology listed 

in chapter four, there is a need to move away from the more traditional scare tactics and 

authoritative voice of law enforcement officers, and towards curricula that mentor youth 

by drawing upon the ways in which they  understand and experience the risks and 

potentials associated with Internet use. Youth would ideally be enrolled in the 

development and administration of such curricula, fostering an environment within which 

youth, faculty, parents and administrators learn from one another through the joint 

development of Internet safety materials. As the student survey participant stated above, 

youth should be able to act as instructors themselves, and should to a certain extent be 

respected for their understanding of, and ability to negotiate, the multiple contexts of 

online social spaces.  

 Youth were not the only situated experts to emerge from this research, however.  

From the perspective of teachers, curricula development which incorporated forms of 

situated expertise would necessarily include the potential for more impromptu, less 

formal lessons in Internet safety, as driven by current faculty and staff. In a focus group 

with faculty members in one district (which replaced a single interview), participants 

frequently discussed frustration over the inability to access social networking sites and 

other key online technologies for demonstrative purposes. While participants noted that it 

would be very difficult to find time to teach more formal units specifically on Internet 
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safety, they often found themselves in situations where a brief discussion of such issues 

would be relevant, but was impossible given the restrictions imposed by web filters. As 

one teacher described in a focus group session: 

I kind of like your comment of feeling so filtered that we can't really educate 

because we can't get anywhere to try to show them anything. You know I can tell 

the kids, especially with my special ed. kids, ―If you go on Facebook,‖ but I 

can't go on there and show them. I can't show them how to set up the privacy 

settings, or to be able to take a post off that they can't believe they just put on... 

because you can't show them how it would look... So when I talk about 

Facebook I don't know that they're even picturing the screen in their mind, the 

way they would if it was in front of them. 

 As briefly mentioned in chapter six, Frank Fischer (2003) describes a mode of 

policy analysis which is ideal for incorporating situated expertise, allowing voices which 

are often silenced or made invisible in the policy process to play a meaningful role. More 

specifically, he suggests that poststructuralist policy analysts be able to analyze and 

negotiate between the various discourses which surround a given problematic, moving 

policy discussions towards commensurability where there was previously none. 

Similarly, Emery Roe (1994) suggests uncovering and comparing the narratives at work 

within any given policy arena. By searching for the symmetries and asymmetries between 

narratives, the analyst should ideally develop a ―meta-narrative‖ which all stakeholders 

can make sense of and agree with, combining a variety of perspectives for more effective 
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policy development. Arguably, this kind of work could take place within school districts, 

allowing for youth and responsible adults to discuss and negotiate their various forms of 

expertise surrounding the risks that youth face in their everyday lives online. Similarly, it 

is not beyond imagining that youth, as the student survey participant stated, could be 

positioned as the expert in youth Internet safety curricula, allowing them to explain their 

own experiences in their own words. Participating adults in focus group sessions and 

interviews often discussed allowing youth to teach them to use and participate in online 

spaces – why should not this be one more example, allowing for a more collaborative 

approach? Key to any such a process, however, would be the facilitator. It would be 

necessary for the facilitator to be able to uncover and work with the often hidden 

discourses of youth, which are often replaced with adult discourses during conversations 

out of fear of being perceived as ―inappropriate.‖ Described in chapter six, I believe in 

the short term, perhaps existing school administrators – particularly those who have 

existing and respectful relationships with students – can perhaps be positioned as such 

facilitators. 

 While this approach to policy and curricula development may seem overly 

optimistic and idealistic, to an extent this kind of work is already being performed at the 

local and national levels. Within my research on the topic, this can be seen through the 

efforts of the one director of information technology who criticized existing modes of 

youth Internet safety curricula. As previously mentioned in chapter four, this district 

administrator was actively seeking ways to incorporate more of a mentoring approach to 
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youth Internet safety curricula, which would hopefully involve more direct engagement 

with youth themselves. Further, he explained the district was moving away from the law 

enforcement model of policy and education, given the extent to which it was seen to be 

irrelevant to, and often mocked by, students. Finally, it is certainly worth returning once 

again to work more recently undertaken at the national policy level through the work of 

my previous mentor, Sam McQuade (2006). While in chapter five I noted the ways in 

which his, and our, work had largely been co-opted by legislators, it has also played 

another role in moving federal policy towards a more situated sense of youth Internet 

practice and safety as part of a federal working group on Internet safety largely 

comprised of industry leaders, think tank representatives, and policymakers – the Online 

Safety and Technology Working Group (OSTWG). The final report of this group, 

released in 2010, opened with a quote from the first meeting from Susan Crawford who 

warned the group to ―avoid the heated rhetoric about risks to kids online‖ (Youth Safety 

on a Living Internet, 2010). This was followed by a quote from researcher Henry Jenkins, 

who stated that: 

...most young people are trying to make the right choices in a world that most of 

us don‘t fully understand yet, a world where they can‘t get good advice from the 

adults around them, where they are moving into new activities that were not part 

of the life of their parents growing up – very capable young people who are 

doing responsible things, taking advantage of the technologies that are around 

them. (Youth Safety on a Living Internet, 2010, p. 2) 
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Overall, the report suggested approaches to youth Internet safety curricula that avoided 

scare tactics whenever possible, and additionally began to shift away from taxonomies of 

risk which focused primarily on media technologies – addressing my own concerns in 

chapter four. Perhaps most importantly, one of the central recommendations listed by the 

working group concerning youth Internet safety education and policy was simply to 

―Respect young people‘s expertise and get them involved in risk-prevention education‖ 

(Youth Safety on a Living Internet, 2010). 

 While these reports and efforts mark at least a first step towards producing more 

situated youth Internet safety policies and curricula, arguably more action is required to 

truly provide youth with education and policies which ―make sense‖ to them, and the 

adults who are responsible for them. I suggest a shift away from the language of bullying 

and cyberbullying, with an understanding of the kinds of work that such terms do, and 

towards a taxonomy which more broadly recognizes the ways in which youth, school 

administrators, and parents discuss and conceptualize various forms of problems between 

youth, regardless of whether such problems take place on- or offline. Further, while youth 

expertise is recognized by the OSTWG as necessary to the production of more 

meaningful education and policy, this work has further demonstrated the ways in which 

many adults – particularly parents – have been positioned as confused and non-expert 

within youth Internet safety discourses. The situated expertise of parents and school 

administrators is additionally important to any discussion of youth Internet safety, 

particularly as they often consider youth Internet practice in ways which mirror those of 
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youth themselves.  

9.7 Conclusion 

 Throughout this research project I have been continually surprised as it became 

apparent that technologies of childhood, rather than information technologies, lie at the 

heart of adult anxieties over youth Internet practice. Youth Internet safety discourses can 

be seen to emerge from the negotiation of two ways of life, as made possible by the two 

overlapping technologies. Technologies of childhood, so deeply entrenched within 

everyday lives and institutions, have all but vanished as the natural order of things, while 

the ways of life engendered by seemingly new and exotic information technologies 

become visible through the production of spaces which problematize the now naturalized 

technologies of childhood. In this sense, I argue that sleepwalking through the acceptance 

of entrenched, naturalized technologies during moments when new technologies allow 

for positions and ways of life from which those naturalized technologies can be criticized 

and reexamined, is of equal concern to sleepwalking through the widespread adoption of 

new technologies. Indeed, my research here has demonstrated that it is perhaps more 

difficult to uncritically sleepwalk through the adoption of new technologies than it is to 

accept the seemingly natural ways of life engendered by entrenched technologies during 

moments of potential awakening.  

 At this moment, where information technologies have both made visible the flaws 

in existing technologies of childhood and provided a space from which technologies of 
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childhood can be uncovered and reconsidered, youth Internet safety discourses 

themselves represent a form of technological somnambulism. The tactical expansion of 

the family to broadly include ―trusted adults,‖ and the turning back of youth into a 

circular relation of vigilance are tactical moves which work to repair and restrain youth 

back into the positions of childhood in the face of now visible gaps present in existing 

technologies of childhood. The pedagogies of childhood, in the forms of protected 

liberation and supervised freedom, widely adopted in the 18
th

 century, now continue to 

drive parental need to adopt more stringent surveillance and supervision regimes, 

reconfiguring families and repurposing online social spaces. In this sense, it is the 

technologies of childhood, the pedagogies and techniques, which are positioned to act in 

a deterministic or autonomous manner.  

 Attempts at resistance to technologies of childhood made possible through 

information technologies – such as youth ―being themselves‖ online – are variously 

framed as inappropriate, criminal or suspicious, and are frequently seen to be the results 

of information technologies ―impacting‖ natural development and ways of life. No one 

can say no. This is despite the fact that the modes of technological citizenship made 

available through technologies of childhood, namely the parent as watcher and youth as 

appropriate child, are seen by both adults and youth to be problematic. Just as youth wish 

to ―be themselves‖ online, so too are there ―just things I [adults] don't want to see.‖ The 

technologies of childhood, however, are no longer technologies. They are no longer new, 

and their ways of life are no longer open for negotiation with other technological ways of 
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life, such as those of information technologies. As such, information technologies must 

too be reconfigured to protect and preserve existing modes of technological citizenship 

made possible through technologies of childhood. The result is an anticipatory view of 

trusted adults and trusted systems, which reproduce and maintain existing ways of life 

through information technologies, while simultaneously restricting the potentials they 

offer for reexamining governing mentalities and naturalized technologies, in service of a 

21
st
 century knowledge economy.  

 Despite the seemingly long reach of dominant Internet safety discourses, which 

construct particular subject positions for youth and adults alike, it seems that resistance in 

the form of a more situated approach to policy and curricula development is indeed 

possible. Youth, despite not always ―knowing best,‖ are people too, and certainly in the 

case of youth Internet safety – as the prevailing experts on their own everyday lives 

online and off – deserve a voice in the policies and curricula which shape their everyday 

lives as technological citizens. As has been demonstrated throughout this work, without 

such an approach it seems that nobody is truly listening to what established Internet 

safety ―experts‖ have to say and that youth truly are at risk – if primarily a form of risk 

constituted in part by the very lack of access that youth have to channels of power and 

spaces of ―their own.‖  
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APPENDIX A: STUDENT INTERNET SAFETY SURVEY 

INSTRUMENT 

Total Respondents: N=333 

Note: Items without frequency tables were open ended short answerquestions. 

1. Please indicate your grade level. 

Grade level N Frequency (%) 

6 401 12% 

7 542 16% 

8 493 15% 

9 543 16% 

10 383 12% 

11 453 14% 

12 401 12% 

 

2. Please indicate your gender. 

Gender N Frequency (%) 

Female 1677 50% 

Male 1596 48% 

 

 

3. Last year at school, what kinds of things were you most concerned about? 
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4. Was there anyone or anything that helped you with your concerns last year? 

 

5. Since school started this year, what are you most concerned about? 

 

6. What would help you with this year's concern? 

 

7. What does bullying mean to you? How would you explain it? 
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8. How much is bullying a concern at your school? 

 N Frequency (%) 

A major concern 592 18% 

A concern, but not a major 

concern 

1474 44% 

Not a concern 599 18% 

Not sure 610 18% 

 

 

9. What are the differences if any between bullying online and bullying in person? 

 

 

10. How many hours per day do you use the Internet for... 

 0-2 3-5 6-8 9-11 12+ 

N % N % N % N % N % 

Gaming 2497 87% 254 9% 51 2% 29 1% 50 2% 

School work 2568 88% 233 8% 45 2% 27 1% 45 2% 

Shopping 2617 93% 127 5% 22 1% 19 1% 22 1% 

Social networking 2186 75% 549 19% 79 3% 40 1% 70 2% 

Web surfing something of personal 

interest 

2423 83% 322 11% 66 2% 36 1% 64 2% 
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11. If you multitask when you are online, which activities do you do at the same time? 

 N Frequency (%) 

Gaming 1250 38% 

School work 1542 46% 

Shopping 446 13% 

Social networking 1990 60% 

Web surfing something of personal interest 1567 47% 

 

 

12. How skilled are you at using the Internet? 

 N Frequency (%) 

Very skilled 1542 46% 

Somewhat skilled 1410 42% 

Not very skilled 182 6% 

Not skilled at all 60 2% 

 

13. How is your Internet use different between home and school? 
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14. In the past six months, have you or has someone close to you experienced one of the following: 

 Me Someone 

close to me 

Both Neither 

N % N % N % N % 

Approached someone 

unknown while online 296 9% 339 11% 336 11% 2162 69% 

Been approached online 

by someone unknown 605 19% 282 9% 528 17% 1709 55% 

Been in an argument at 

school as a result of online 

activity 340 11% 447 14% 317 10% 1998 64% 

Had someone use my/my 

friend's account online 

without permission 230 7% 347 11% 169 5% 2375 76% 

Had someone spread 

online rumors about me/my 

friend 224 7% 442 14% 395 13% 2048 66% 

Had someone stalk me/my 

friend online 255 8% 236 8% 220 7% 2386 77% 

Lost a connection in the 

middle of an online activity 834 27% 145 5% 667 21% 1457 47% 

Received a computer virus 

from an online source 658 21% 290 9% 436 14% 1719 55% 
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Received inappropriate 

content online 358 12% 217 7% 323 10% 2192 71% 

Sent inappropriate content 

online 150 5% 161 5% 106 3% 2678 87% 

 

15. Over the next six months, how concerned are you about each of the following when 

you are online? 

 Very 

concerned 

Somewhat 

concerned 

Not too  

concerned 

Not 

concerned  

at all 

N % N % N % N % 

Being approached by 

someone I do not know 561 18% 625 20% 908 29% 1026 33% 

Being exposed to 

inappropriate content 746 24% 506 16% 701 23% 1147 37% 

Getting a computer virus 865 28% 730 24% 735 24% 772 25% 

Having someone use my 

account without 

permission 1070 34% 499 16% 570 18% 971 31% 

Having someone spread 

rumors about me 1016 33% 569 18% 661 21% 865 28% 

Having someone stalk me 1193 38% 356 11% 540 17% 1010 33% 

Losing a connection during 

my online activity 556 18% 615 20% 870 28% 1057 34% 
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16. What online activities do you engage in that adults might think are risky? 

 

17. How often do you engage in these behaviors? 

 N Frequency (%) 

Every time I am online 617 19% 

Most of the time I am online 470 14% 

Once in a while 644 19% 

Never 1331 40% 

 

 

18. Do these online activities/behaviors happen more at home or at school? 

 N Frequency (%) 

More at home than school 1441 43% 

More at school than home 134 4% 

About the same at school and 

home 

130 4% 

I don't engage in any risky 

behaviors online 

1349 40% 

 

19. Have you stopped doing any activities online because they were considered to be 

risky? 

 N Frequency (%) 

Yes 988 30% 

No 2025 61% 
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20. What online activities have you stopped because you thought they were too risky? 

 

21. Does your school have an Internet Use Policy? 

 N Frequency (%) 

Yes 2590 78% 

No 54 2% 

Not sure 453 14% 

 

 

22. How strict is your school's Internet use practices? 

 N Frequency (%) 

Very strict 1807 54% 

Somewhat strict 866 26% 

Not very strict 109 3% 

Not sure 308 9% 

 

 

23. Have you received any information at school about online safety? 

 N Frequency (%) 

Yes 1903 57% 

No 519 16% 

Not sure 662 20% 
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24. How many times in the past year have you participated in or received the following about online 

safety: 

 0-5 6-10 11-20 

N % N % N % 

Assemblies 1580 96% 48 3% 10 1% 

Class discussions 1516 93% 83 5% 26 2% 

Class online activity 1498 94% 67 4% 24 2% 

Information sent home 1527 93% 90 6% 19 1% 

Video in class 1489 93% 75 5% 26 2% 

*Results suppressed for items with fewer than 5 respondents 

 

25. How would you rate the online safety information provided at school in the past year? 

 

Helpful 

 Very  

helpful 

Somewhat 

helpful 

Just a little 

helpful 

Not at all 

helpful 

N % N % N % N % 

Assemblies 433 28% 507 33% 283 18% 336 22% 

Class discussions 390 25% 460 30% 330 21% 359 23% 

Class online activity 344 23% 374 25% 297 20% 474 32% 

Information sent 

home 365 24% 380 25% 347 23% 443 29% 

Video in class 382 26% 357 25% 232 16% 486 33% 
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Interesting 

 Very 

interesting 

Somewhat 

interesting 

Just a little 

interesting 

Not at all 

interesting 

N % N % N % N % 

Assemblies 242 17% 376 26% 302 21% 512 36% 

Class discussions 227 16% 390 27% 294 20% 530 37% 

Class online activity 239 17% 312 23% 267 19% 557 41% 

Information sent 

home 180 13% 310 22% 255 18% 664 47% 

Video in class 306 23% 299 22% 236 17% 512 38% 

 

Frightening 

 Very 

frightening 

Somewhat 

frightening 

Just a little 

frightening 

Not at all 

frightening 

N % N % N % N % 

Assemblies 124 9% 195 14% 237 17% 835 60% 

Class discussions 110 8% 161 12% 241 17% 876 63% 

Class online activity 104 8% 138 10% 182 14% 906 68% 

Information sent 

home 108 8% 149 11% 235 17% 882 64% 

Video in class 145 11% 161 12% 208 16% 798 61% 
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Relevant 

 Very 

relevant 

Somewhat 

relevant 

Just a little 

relevant 

Not at all 

relevant 

N % N % N % N % 

Assemblies 170 12% 307 22% 325 23% 584 42% 

Class discussions 163 12% 292 21% 329 24% 602 43% 

Class online activity 155 12% 256 19% 275 20% 657 49% 

Information sent 

home 169 12% 242 17% 310 22% 666 48% 

Video in class 163 12% 246 19% 243 19% 660 50% 

 

26. How well do you feel you already knew the things you heard about in the online 

safety education program(s) at your school? 

 N Frequency (%) 

I knew about everything 769 23% 

I knew most 609 18% 

I knew some 248 7% 

I knew a little 67 2% 

I knew nothing 60 2% 

 

 

27. What do you remember most about the online safety education program(s) provided 

by your school? 
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28. How well does the online safety education you have received relate to how you use 

the Internet every day? 

 

29. Since you have not had any activities at school about online safety that you recall, do 

you think students at your school need to learn about being safe on the Internet? 

 N Frequency (%) 

Definitely yes 803 24% 

Maybe 1255 38% 

Definitely no 346 10% 

Not sure 512 15% 

 

 

30. What do you think is the most important thing that students should know about in 

order to be safe online? 

 


