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ABSTRACT

The intersection of critical creative practices and HCI was explored in an effort to create a
designframework for developing material speculations in the form of communication tools that
evoke critical reflection.In an effort to resurrect the individual withinoption-oriented
technologiesldentity Centered Design was creatédientity Centered Desigrs analternative
conceptual framework for approaching HCI design #mphasizes communication, interaction,
and physicality in an effort tdiversify 6 u s,ébr gi vi ng empha-asus efth®e 6t he
application of an Identity Centered Design methodglto the creation of material speculations
leverages social disfluency in the form of creative tools to reintroduce discretionary use and
individuality within digitakcommunication system3his was demonstrated within a case study
that featured the creémn of a situated artifacin the form of a chabased applicatioentitled
Digital PenmanshipDigital Penmanshigrelies on the use of disfluency through the encoded
presence of théndividualasuseras a way to induce critical reflection on the limitations of
modernday communication system3$he Digital Penmanshipapplication features theisual
encoding ofan i ndi vi du al,&Gpecifitaily aheie keysirokes, doatheanwarbal

elements ofytpe design.



FOREWORD

Ever since | was a child, | always wanted to receive a doctorate. While my desired
profession changed, from Writing to Chemistry to Vocal Pedagogy, etc., the one thing that never
faltered was the desire to learn and make a meaniogfitibution to a body of knowledge. When
| decided to pursue design, that was not going to change. | knew it was not going to be an easy
task, especially since here in the United States, the MFA is typically the terminal degree for
designers, but one way another, | was going to make it happen. It took a few wrong turns to get
here, but after 27 years of schooling, | am happy to present this work as my contribution to the

disciplines of design, humanities, and arts.



1. INTRODUCTION & HISTORICAL CONTEXT

This research stems from a desire to explore the intersection of critical, creative practices
(art, critical design, and traditional design) with HCI in an effort to create material speculations in
the form of tools for ppmoting critical reflectionUsing material speculations as a foundation, we
can create a new framework for integrating critical, creative practices into the field of HCI that
emphasizes interaction and physicality rather than fiction. Under this newwoakjeve can
generate situated artifacts in the form of creative tools that challenge social conventions and offer
alternative definitions for reality.

This research lives under the umbrella of Arts but is rooted in the interdisciplinary nature
of the humanities. As such, the work done here is as much about the writing and research as it is
about the making. And the writing informs the making just as nascthe making informs the
writing.

This research aims to answer two questions:

1. How can criticality be used as a methodology for developing HCI technology that causes
the users to engage in critical discussion about the systems and technology creidéd by

practices?

2. How can space be created for individuality in communication systems that use option
oriented making (OOM)?

To answer the aforementioned questions, this text rejects thedpos cr et i onary
condition where the posliscretionary uses the user who believes they have a choice whether or
not they use technology however social norms, manipulative technology, and an innate desire to
form connections prevent them from being in control. And their condition is the loss of

individuality andidentity due tooptionroriented making within communication systems.



This research is the amalgamation of ten plus years of research on design, identity,
perception, and making. It is a true synthesis between my undergraduate senior independent study
project entitlediPersuasiveness of Typefaces: How N@rbal Factors Impact the Effectiveness
of Emotional and Rational Advertisemetany MFA thess fiHacking for Intimacy: Breaking
systems to allow for intimacy and expressivityand my creative worksna explorations during
my doctoral studies that have a reoccurring theme of identity and communication.

In many ways, this research is part two of my MFA thesis. My MFA thesis was about
identifying the loss of intimacy between the communicator and thessage, and this dissertation

focuses on reinserting the communicator back into their message

1.1 Human-Computer Interaction

The following is a brief overview of the history of HCI, emphasizing its advent, pivotal
moments within its evolution, and the shiffimlynamic between the human and the machine.
Through this textual overview, it will become evident that the discipline of HCI suffers from two
shortcomings: 1) An emphasis placed on optimizing for the novice vs. the expert; 2) An over
simplification of theconstruct of human to a user, resulting in the condition of the- post
discretionary user.

The use of research methodologies to observe, analyze, and improve the efficiency of
individuals interacting with technology can be traced back to 1911. In 1911riEked@aylor, a

mechanical engineer from America whose work was focused on improving industrial efficiency,

L Arielle Nicole Cerini,fiPersuasiveness of Typefaces: How N@rbal Factors Impact the Effectiveness of Emotional
and Rational AdvertisememitéBachelors of Liberal Arts Independent Study, College of Wooster, 26t53;//
openworks.wooster.edu/independentstudy/6540

2 Arielle Cerini,fiHacking for Intimacy: Breakin@ystems toAllow for Intimacy andExpressivityd (Masters of Fine
Arts MFA, Pratt Institute 2017https://issuu.em/acerinidesigns/docs/hackirfgr_intimacy_3.

2


https://issuu.c/

used photography, motion pictures, and statistical andiysisiprove work practices by reducing
performance tm&3Tay |l or 6s i nnovative application of
technologies and mathematic methods was controversial. In higitektoving Target: The

Evolution of HumarComputer Interaction, Jonathan Grudin, a humaomputer interaction

researchr who currently works for Microsoft, writeBDe s pi t e t he wuneasiness

reflected in Charlie Chaplinds popular sati

applying this approach to boost efficiency and productitfty.

r e

In 1914 Lillian®and Fr ank Gi | br et h-andmoatidn studiesptwad inT ay | o |

designine f f i ci ent technol ogi es t Hlatheyeamsphatfolowedt h e
World War 1 (WW1) began, and in the United States research shiftaddewnderstanding the
relationship between people and technology within the context of war. During WW1 and World
War 2 (WW2), the United States government began to help optimize wartime weapons, tools, and
machinery. A primary goal of this initiative wde decrease the amount of time needed for
someone to learn how to use the technology. The works and findings from these initiatives helped
support WW1 and WW?2. During the two world wars, there was an increase in support needed for

creating technologies thavere easy to master and use. Jonathan Grudin writes,

3. Jonathan GrudimjA Moving Target: TheEvolution of Humanrcomputer Interaction,in Humanrcomputer
InteractionHandbook: Fundamental&yvolving Technologies, an&mergingApplications(3rd edition) (London Taylor and
Francis,2012), 4.

4. Grudin, A Moving Targeto 4.

5. Grudin, A Moving Target) 4. Lillian Gilbreth was the first person to receivé’aD in Industrial Psychology and is
often attributed with being the founder of modern Human Factors.

6. Grudin,iA Moving Target) 4.

W



Early tool use, whether by assentlilye workers or pilots, was not discretionary. If training was

necessary, people were trained. One research goal was to reduce training time, but more important was

to increase the speed and reliability of skilled performdnce.

Following WW?2, there was an increase in the need for understandinfoéhavior
requirements of desigif.In addition, WW2 saw thousands of casualties attributed to design flaws
in planes’ The unnecessary casualties of WW2, paired with an apparent need for technologies to
be more intuitive, led to the reappropriation of government funding from the Department of
Agriculture tofiacademic or industrial research that addressed nationalg®atse work done

by Human Factors po8¥W2 existed under the new umbrella of governnfantled research.

Through these new initiatives came Engineerin

6human factors! and 6éergonomics. 0

After WW?2, the discipline of Human Factors picked up where it left off, building upon the
works done by Gilbreths and Taylor. Early HCI research emphasizes the tangible relationships
betweerhuman and machin@ This research primarily centered around flight costand other

military interfacest® The emphasis was on the sensory, perception, and motor functions of human

7. Grudin, A Moving Target) 5.
8. Grudin, A Moving Target) 4.

9.Mark S Sanders and Ernest James McCornfidigmanFactors inEngineering andesigng Industrial Robot: An
International Journal5, no. 2 (1998): 153ttps://doi.org/10.1108/ir.1998.25.2.153.2.

10. Grudin, A Moving Target) 4-5.
11 Grudin,fA Moving Target,04-5.

12 David Meister,The History of Human Factors and Ergonomitst ed. Boca RatorCRC Press, 2018), 8ttps://
doi.org/10.1201/9781315276069.

13. Grudin, A Moving Target) 7.



machine interactiong* It was not until the latd970s/early1980s that the cognitive and
communicative relationships between humans and magoimes! the discourse.

The next few decades after WW2 saw advancements in computational technology and
information studies. Through the 1960s, specialists who underwent extensive training on the
technology were the primary usépDuring this time, muclo f t he f oundati onal
technology was theorized and predicted. Cognitive engineers and computer scientists like Douglas
Engelbart saw the potential for these technologieBatmgment the human intelleat® Where
fliaugmenting the humaintellecd meantfincreasing the capability of a [hu]man to approach a
complex problem situation, to gain comprehension to suit [their] particular needs, and to derive
solutions to problem&t’

Engelbart believed thatomputers wouldibecome congenial to®lthat people would
choose to use interactively in the futd@ In many ways, Engelbart was ahead of his time. While
most engineers of the 1960s were interested in computational research, Engelbart spent his Ph.D.

at Berkley taking classes in the humaststudying Philosophy and LoditHe was interested

14. Meister, The History of Human Factors and Ergonomi8s

15.John M. CarrollfiHuman Computer InteractiorBrief Intro,0 The Encyclopedia of HumaGomputer Interactign
2017,accessed Decemb@r 2021, .https://www.interactiondesign.org/literature/book/drecyclopediaof-humancomputer
interaction2nd-ed/humarcomputerinteractionbrief-intro.

16. Douglas C EngelbarfiAugmentingHumanintellect: AConceptuaFramework) Stanford Research Institute, on
Contract AF49, no. 638 (1962): 1.

17. EngelbartfiAugmentingHumanintellectp 1.
18. Carroll,iHuman Computer Interactierbrief intro.0

19. Thierry Bardini,Bootstrapping: Douglas Engelbart, Coevolution, and the Origins of Persoomlputing
(Redwood City, CAStanford University Press, 2000),, h&ps://books.google.com/books2@Ec100GmMAS5IC.


https://books.google.com/books?id

fin the social and the human aspects of contemporary probtmbjch caused him to favor
augmentation over automatiShEngel bart 6s di verse thinking al
current scope ofeality and ideate innovations in user experience that were decades before their
time. In his texfiLooking Back: a very brief history of HGINicolas Roussel, a senior researcher

at Inria, writes:

At the Stanford Research Institute, [Engelbart] and dlieagues created the first system realizing this
vision. Their oNLine System (NLS) was not only designed to augment the capabilities of its users, but
also to foster their collaboration. Among other firsts, its 1968 demonstration featured the introductio
of document processing, hypermedia, shared files, messagingnrealistant collaboration, multiple
windows and the computer mouse. NLS was way ahead of its time. It impressed and inspired many
people. Few realized the vision behind it, however. Dmecdmplex hierarchies of modes and
commands, it was also difficult to use and required substantial training. This difficulty with initial use

and its reliance on networked timeh ar ed computers were fatal to the

personal omputing as an augmentation tool somewhat faded &fvay.

In the above text, Roussels de s cr i b iokigne &sta,avhoseausetofarouse,
hierarchies, ananetaphors make it aparly exampleof the WIMP interface, which stands for
Windows, Icons, Meus, and Pointerd The demo Roussel is describing took place on December
gih, 1968 anchas since been referred to as fivother of All Demosi?* Roussel writesiiTheir

oN-Line System (NLS) was not only designed to augment the capabilities of its users, but also to

20. Bardini, Bootstrapping 16.
21 Carroll, iHuman Computer InteractiorBrief Intro.0
22 Nicolas RoussefRLooking Back: A Very Brief History of HCIp UnpublishedNorking Draft (2014): 1.

23. Stephen KimanifiWIMP Interfaces)in Encyclopedia of Database Systemd. Ling Liu and M. Tamer OZsu
(Boston, MA: Springer US, 2009352933

24. Douglas C EngelbariiMother of All Demos [Online Video] Decemb8r1968p (Filmed DecembeB 1968)
Bardini, Bootstrapping 12341, https://www.youtube.com/watch?v=yJEdhzMY.



foster their collaboration?® Engelbart and his team saw beyond the potential for computing
technology to analyze and solve complex problems, they sas & way to augment human
capabilities. The features demonstrated infiiether of All Demo® moreor-less served aan
outline for the technological advancements of the nextehedintury.

Whil e Engel bartds technol mlginshading presediayy at i on
technology, their complicated user interfaces made it difficult for people to understand them
without thorough trainingfEngel bart 6s usability issues stem
optimize interfaces for the expeiser, not the novice user. Engelbart believed that user testing and
usability should be geared towards the skilled user, not the nidWdaile he acknowledged that
doing this will result in the novice user having to undergo training, howigveJ felt that people
should be willing to tackle a difficult interface if it delivered great power once masi&red.
Engel bartés belief that systems should be des
were, and still are, highly debated within theldi of HCI. Unfortunately, Engelbart did not help
his case when his 1969 demonstration of NLS in the DARPA offices flopped because users found
it too difficult to use?®

Engel bartdés system was not the only comput

rendered it unusable by n@pecialists. By the early 1970s, the cost of memory and other hardware

25. RousselfiLooking back) 1.

26. Carroll, iHuman Computer InteractiorBrief Intro.0
27.Carroll, iHuman Computer InteractiorBrief Intro.0
28. Carroll, iHuman Computer InteractiorBrief Intro.0

29. Bardini, Bootstrapping 12341.



started to decrease, making the production of the computer more affoftiable. problem
became the complexity of the singoheeonseabiliyi t h
programmers turned to engineering (Human Factors), cognitive science, and information studies
for assistance. In his teXHumanComputer Interactiord a brief introp John M. Carroll,
regarded as one of the founders of huroampuer interaction, speaks to the state of the fields

during the latel970s and eari980s:

The challenge of personal computing became manifest at an opportune time. The broad project of
cognitive science, which incorporated cognitive psychology, artificial intelligence, linguistics, cognitive
anthropology, and the philosophy of mind, had forraethe end of the 1970s. Part of the programme

of cognitive science was to articulate systematic and scientifically informed applications to be known
asficognitive engineering.Thus, at just the point when personal computing presented the practical need
for HCI, cognitive science presented people, concepts, skills, and a vision for addressing such needs
through an ambitious synthesis of science and engineering. HCI was one of the first examples of

cognitive engineering’

In the above quote, John M. Catnafers to HCI asione of the first examples of cognitive
engineering®?Don Norman from the NormaNielsen Group defines cognitive engineeringias
type of applied Cognitive Science, trying to apply what is known from science to the design and

constrution of machiness??

30. Carroll, iHuman Computer InteractiorBrief Intro.0
31 Carroll, iHuman Computer InteractiorBrief Intro.0
32. Carroll, iHuman Computer InteractiorBrief Intro.0

33.Donald A NormanfiCognitive Engineering,User CenteredSystemDesign31 (1986): 31.
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In the 1970s, HCI emerged as a guwbup of Human Factord. If Human Factors was
about the mechanical and tactile relationships between hanmachine, HCI was, at its
fruition, the cognitive and later evolved into the communicative. Cognitive HCI practices were
concerned with constructing models to understéwainan perception and other cognitive
processing?® Under this school of thought, researchers viefireanman being[s] as a subject to be
studied through rigid guidelines, formal methods, and syattenestingd®® The thought was that
if researchers couldnderstand the complexities of human cognition, they could use that
information to shape behaviors and communicate purpose/usability of the personal cémputer.
An example of modeling used by cognitive engineers can be seen in Stuart K. Card, Thomas P.
Moran , and Allen Newell ds Human Processor Mo d e
Processor (MHP), created in 1983.

The Model Human Processor (MHP), depictedkigure 11, serves as a framework for

estimating how much time and mental processing is needed to complete a task or serieg’of tasks.
Under MHP, humans are thought of as processing systems. Card et al. developed MHP using the

same logic usedo assess the performance of a machine, considering the overall capacity,

34. Liam J BannonfiFrom HumanFactors toHumanActors: TheRole of Psychology andHumanComputer
InteractionStudies inSystemDesigng in Readings irHumari Computerinteraction ed. Ronald M Baecker et ab4n
FransiscoElsevier, 1995), 2044.

35. Stuart K Card, Thomas P Moran, and Allen New@&he ModelHumanProcessod An EngineeringViodel of
HumanPerformance) Handbook oPerception andHumanPerformance?, no. 451 (1986): 15.

36. Susanne BgdkefiThird-Wave HCI, 10Y earsLater--Participation andsharingp Interactions22, no. 5 (2015): 24,
https://doi.org/10.1145/2804405.

37.Card, Moran, and NewelfiThe ModelHumanProcessarAn EngineeringModel ofHumanPerformance) 1-5.
38.Card, Moran, and Newelfirhe ModelHumanProcessog 1-5.

39. Card, Moran, and NewelfiThe ModelHumanProcessoq 1-5.



processing times, and performance limitations of the system. Within MHP, this translates into the
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The emphasis on modeling came from a desire to understand how people think. Computer
programmers believed that if they could understand how people think, they could make it easier
for people outside of HCI to use the compufekligning with the HumarProcessor Model, the
goal was to | i mit the userés interaction <cos
Interactioncost, in this scenario, refers fithe amount of physical and mental effort a user must

exert when using the knowledg&.

1.1.1 HCI in the Workplace

In its initial form, the computer was a singlarpose nosdiscretionary device that
improved efficiency*?2 Whether it was breaking enemy encryptions during WW2 or indexing
company records, the machines were created and configured fositiggitar use, and as new
needs arose, new machines were Wéifinally, with the support of government Research and
Design (R&D) funding, advancements were made that led to the realization of ENIAC (Electronic
Numerical Integrator and Computer), thesfigenerapurpose computer built by John Mauchly
and J. Presper Eckert at the Moore School of Electrical Engineering of the University of
Pennsylvania in 1948. ENIAC is said to have weighed over 30 tons and took up over 1,800

square feet> While ENIAC was instrumental in the history of computational technology, it was

40. Carroll,iHuman Computer InteractiorBrief Intro. 0

41 fiHumanComputer Interactiod, XD Ideas(blog), Adobe,accessed March 202Bttps://xd.adobe.com/ideas/
principles/humarcomputerinteraction/.

42. Grudin,fiA Moving Targetp 7.
43. Grudin, A Moving Targeto 7.
44. Martin CampbeHKelly et al.,Computer:A History of thelnformationMachine(New York: Routledge, 2018), 92

45. Grudin, fiA Moving Target) 1-41.



never made available for mass production or public sale because of its size and the cost to recreate
it. 46

In the early 1960s, IBM made massive strides towards solving the scaleryid issue
of computers with their release of the 1401 computer model, the first in the 1400 series that
featured smaller resistor tubes in place of the larger vacuunt ohles.initial demand was for
more than 10,000 machines, and by the-h880s, thevast majority of computers in existence
across the world were IBM 1404%T he popul arity of | BMbds device
why generapurpose computers should be pursued over specialized ones.

By the late1960s/earlyl970s, businesses wespending millions of dollars on computers
to help address structural problems within their company and/or make them seem more*tnodern.
With little knowledge on how to use the devices and, in some cases, no plan of action on what to
use them for, business needed some guidance. By 1967, the journal of Management Science
created the columiinformation Systems in Management Sciea@d)ich played an instrumental
role in the entanglement of Information Systems Managers with technlogy.

Information Scienes became a tool for HCI to overcome the issues regarding how to
effectively integrate computational technology into a business so that you can maximize the

businessdés return on investment. Within the c

46. iiTimeline of Computer Historg,Computer History Museupaccesse8february08,2022, https://
www.computerhistory.org/timeline/computers/.

47. fiTimeline of Computer History 1960s0 Computer History Museupaccessed Februadg, 2022,
https://www.computerhistory.org/timeline/1961/#169ebbe2ad45559efbc6eb35720cb137.

48. fiTimeline of Computer History 1960s0

49, Grudin, iA Moving Targetp 11; Joan M Greenbaunin theName ofEfficiency: Managementheory and
ShopfloorPractice inData ProcessingWork (PhiladelphiaTemple University, 1979).

50. Grudin,iA Moving Targeto 1-41.



are fintegrated man/machine system for providing information to support the operation,
management, and decisiomaking functions in an organizatiott and fithe effective design,
delivery and use of information systems in organizatisfs.

Through their reseah, Information Specialists helped address issues surrounding data
entry and display. A primary focus for Information Specialists fsl®ciotechnical approaches
to system design [that] were developed in response to user difficulties and resistanditioim ad
they involved educating representative workers about technological possibilities and involving
them in desigmr3

The increased integration of computers within the workplace eventually led to workers
beginning to see the value of this technologyrare than just a tool for work; it could apply to
their own everyday activitesThe wor kerso6 realization is repr
took place where the natiscretionary user (users who are required to use the technology for

work) becare a discretionary one.

1.1.2 Discretionary Users: TheWilling Participant

The inclusion of the personal computer in the home was the birth of thgperdgnal
computerand the emergence of the discretional 33etowever, it should be acknowledged that

everyuser is both discretionary and ndiscretionary. For example, the 1970s workers whose jobs

51. G.B. Davis,Management Information Systems: Conceptual Foundations, Structure, and Devel@&ingagore:
McGraw-Hill, 1974), 12 https://books.google.com/books?id=ruZgAAAAMAAJ.

52Peter GW Keen, fAMIS research: Ref edd3(1©8)1Bi sci plines and
53. Grudin,iA Moving Targetp 12.
54. Grudin, A Moving Targetp 12.

55. Grudin,iA Moving Target9 16-18.



adopted the new computing technologies were predominantigisoretional users because they
were required to use it. However, they are also a discretionarpesanse they choose to remain
at the job and adhere to the new requirements. In the same regard, the family from the early 1990s
who decided to purchase a computer for their household were discretionary users because they
chose to bring the computing tectogy into their home. However, they are also-dtretionary
because of social influence and the illusion of needs that led them to make that decision.

The emergence of the discretionary user emphasizes the importance of LSabitign
it comes tadiscretionary users, usability holds greater importance because the users do not have
to use the system. Therefore, it is the job of the once cognitive engineers and now product
engineers to make them want to use the system. HCI research has showif asstfséém is too
difficult to use, the user will not want to usé€ifThis means that if a product is only profitable if
itis used and the user only uses the product if it is not too difficult for them to use, then the product
engineers should valuealslity above all else. The greater emphasis on making the product usable
and accessible to most cowupandusred |liddetwdvattles . c
up-andandu s e 6 interface iIs defined Ibsystehihtendet nt er a

to be used by firstime and ondime users who need to be able to use the system without any

56. Grudin,iA Moving Targeto 16

57.Don Norman,TheDesign ofEverydayThings: Revised anBixpandecdEdition (New York BasicBooks, 2013), 27
66.

58. Adam Powellfiweb 101: A History of the GUd,Wired (blog), Decembei9, 1997, https://www.wired.corh
1997/12/wekl01-a-history-of-the-gui/.
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training effectively; for example, public information kiosks, museum displays, and -ticket
purchasing systens?®

The Graphical User Interface (GUI) vane of the many influential innovations that came
out of a research group at Xerox Palo Alto Research Center (PARC) in the 1970s. In 1970, Xerox
brought together all of the worl dbés best engi
tank® Among the researchers working on the team were Alan Kay, Larry Tesler, Dan Ingalls,
David Smith, and Clarence Ellis, all of whom had a background in Human Factors. Over the ten
years that they worked together, the team pushed the boundaries of whdbtgctwas and could
beb! They used cognitive psychology and programming to examine how the individual mind
thinks and perceives thin§$Much of the work done by this team was, in a sense, a continuation
of what was pr e éMothdref dllDemosbEngel bart és

The work being done at Xerox was groundbreaking, and innovators like Steve Jobs were
eager to see behind the curtain. In fact, Steve Jobs was so enthusiastic that he made a deal with
Xerox allowing them to purchase 100,000 shares otdmspany for a million dollars if they let
Steve Jobs come and tour their facility and be shown demonstrations of some of their new

innovations3® After a bunch of back and forth, they reached an agreement, and Jobs, along with

59. iWalk-up-anduse systend,Interaction Design Foundatipaccessed Jurk 2022, https://www.interaction
design.org/literature/book/trgdossaryof-humancomputerinteraction/walkup-andusesystem#:~:text=A%20Walk
%2Dup%2Dand%2D,systems%2C%20museum%20displays%2C%20etc.

60. Malcolm Gladwell fiCreation Myth: Xerox Parc, Apple, and the Truth About Innovadidhe New YorkeMay
16,2011.

61 GemaGutiérrez MedinafiA Little History of theGraphicalUserInterfacep UX Collectve (blog), 2021,
https://uxdesign.ccfhttle-history-of-interactiondesignd7851e359ed5

62. Powell, iWebo

63. Gladwell, fiCreation Mytho



Bill Atkinson, a software erigeer at Apple, was given a tour of PARC. While there, Steve Jobs
became inspired by Xeroxo6és personal computer,
was the inspiration behind Applebés Lisa and n
the years to follows*

In an article in the New Yorker from May 9, 2011, entitii€ieation Myth: Xerox PARC,
Apple, and the truth about innovatiomjalcolm Gladwell, a journalist, wrote the following about

an interview he conducted with Larry Tesler, an sagi who worked on the PARC tedm.

An engineer named Larry Tesler conducted the demonstration. He moved the cursor across the screen

with the aid of @imoused Directing a conventional computer, in those days, meant typing in a command

on the keyboard. &sler just clicked on one of the icons on the screen. He opened andiolommvsp

deftly moving from one task to another. He wrote on an elegant-proakssing program and

exchanged [emails] with other peoplePaARC, on t he wor WatkiJbshadcomme Et her
with one of his software engineers, Bill Atkinson, and Atkinson moved in as close as he could, his nose
almost touching the screefiJobs was pacing around the room, acting up the wholedifresler

recalled.fiHe was very excited. Thewhen he began seeing the things | could do onscreen, he watched

for about a minute and started jumping around t he

this? This is the greadtest thing. This is revolu

Following the demo at PARGteve Jobs and Bill Atkinson returned to their offices, where
they directed the team to completely shift what/where their focu$\&eve Jobs was adamant
that he wanted the work they were doing to be inspired by what he saw at Xerox, but it should not

be a direct copy. Il nstead, jobs wanted to pus

64. Gladwell fiCreation Mytho
65. Gladwell,fiCreation Mytho
66. Gladwell fiCreation Mytho

67. Gladwell fiCreation Mytho
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the menu bar, resizing windows through dragging, and the use of metaphors such as the trashcan

to communicate functionalit$® Gladwell writes:

The differene between direct and indirect manipulafiobetween three buttons and one button, three

hundred dollars and fifteen dollars, and a roller ball supported by ball bearings anddlifrgéallo

is not trivial. It is the difference between something interfde@xperts, which is what Xerox PARC

had in mind, and something thatdés appropriate fo

PARC was building a personal computer. Apple wanted to build a popular cofftuter.

In the quote above, Gladwell isesaking about an interview he had with Dean Hovey, the
co-founder of IDEO, who was commissioned by Apple to make a cheaper version of the Xerox
mouse’®°The maintakeway from Gl adwell 6s quote is that /
everyone could appach and use while Xerox was creating for the experts. The dichotomy
bet ween Xerox and Applebds approach is reminis
more than a decade earlier: Engelbart believed interfaces should be designed and tdsted for t
skilled user and not the noviéeln the case of Xerox and Apple, Xerox would be Engelbart, and
Apple would be the opposing perspective.

Unfortunately, the difference in approach
successful, asndoXer dkber wseeing the untapped
decided to shift the focus of his team, placing greater significance on the Ul of their device by
creating a GUI. On the other hand, Xerox chose to continue down the same path, and fied1981 a

the successor to the Alto underperformed, the company decided to no longer pursue personal

68. Powell,AiWeb 1010
69. Gladwell fiCreation Mytho
70. Gladwell fiCreation Mytho

71 Grudin, A Moving Target9 10.

11



computers. Historically, though, the 1981 Xerox Star workstation is still attributed to being the
ffirst production computer to use the desktop metaphor, ptisdy@pplications, and a three
button mouse’?
Apple understood the user and designed a system grounded in what the user already knew
to help make it more approachable. Rather than causing the user to ultimately move into the world
of the machine, Appes Li sa met the wuser halfway through
the turning point away from the expert user, who was the focus of the 1970s, towards the novice
user, aiming to create a learnable systém.
While Xerox was the first to bring thesktop metaphor and WIMP interfaces to the public,
Apple and Microsoft were the ones who pushed the metaphor and made it successful. The initial
Xerox Star workstation, released in 1981, served as the framework for all innovations that came
after it/4 While technology, processing, and other computer components changed, the desktop and
its core functionality persisted. As a result, much of the original desktop innovations can still be
seen in todayodés interfaces, swecan.h t he most ref
While mental modeling and cognitive psychology continued to play an influential role in
HCI research, the advent of the personal comp

home expanded the HCI dialogue to include social and behapiyehology’®

72. Stephen KimanifWIMP Interfaces) 3529-33.

73. Jakob Nelsen,fiNovice vs. Expert Use@Nielsen Norman Groufblog), 2000 https://www.
nngroupcom/articles/novicers-expertusers/ 2021.

74. Kimani, iWIMP Interfaces 3529-33.

75.7A Short History of Computer Usénterface Desigm,theuxblog.confblog), May 15, 2017,
https://medium.theuxblog.com&horthistory-of-computeruserinterfacedesign29a916e5c¢2f5.

76. Christopher Frauenbergdntanglement HCI The Next WaveACM Transactions offomputerfHuman
Interaction (TOCHI)27, no. 1 (2019): 27, https://doi.org/10.1145/3364998
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The 1990s brought with it the commercialization of the inteffiet.its initial form, the
internet was, in a sense, an extension of the original functionality of the workplace computers: one
giant database. The commercialization of therimet caused the discipline of HCI to refocus its
efforts on the novice usét The following is an excerpt of text that was taken from a blog post on

the NormarNielsen website entitledNovice vs. Expert Usets

Web users are notoriously fickle: they take one look at a home page and leave after a few seconds if
they cannofigure it out. The abundance of choice and the ease of going elsewhere puts a huge premium
on making it extremely easy to enter a site. There is no such thing as a training class for a website. In

fact, a website with a help system is usually a failed ebs

At the same time, as intuitiveness became the main goal of Web design, there were also reasons to care
less about the performance of experienced users. First, as mentioned above, most sites do not have very
many expert users. Second, the websiteisn paying the userds salary. Wh
spends on performing a task? As long as users buy, it does not matter whether they do so slowly. It is
their nickel (or their employerés). Raectmiagdll vy, t he

minded people to start using interactive systems (say, WebTV), and such users need even simpler

systems’?

Thematically the personabmputer era of HCI has grown and expanded throughout the
years, evolving to include more humanitfesused tpics®®s uch as soci al constr

of the consumer, seeking ways to further the perceived necessity of the platform and devices.

77.CampbeliKelly et al.,Computey 290-96.
78. Nielsen fiNovice vs. Expert Users.
79. Nielsen fiNovice vs. Expert Userts.

80. Resende, Busch, and Pereifhe Three Waves of HCI: A Perspective from Social Sciea®®srkshop Culturas,
Alteridades e Participagdes em IHC, Workshop integrante do XVI Simpésio Brasileiro sobre Fatores Humanos em Sistemas
Computacionai®roceedings(Joinville (SC) Brazil: CAPAihc, 2017): 19.
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1.1.3 The PostDiscretionary User

By the early 2000s, the discretionary user had morphed into what | am calling the pos
discretionary user. The pegiscretionary user is the user who believes they have a choice whether
or not they use technologlyowever social norms, manipulative technology designs, and an innate
desire to form connections prevent them from being mrob

During the 1990s the attempts to commercialize the internet seemed to be a success. The
new medium was attractive to developers and investors alike. With millions of people flocking to
the internet to try and capitalize on the new digital revolytibe market was up and only
continuing to rise. By 1999 the stock market was at atinaél high. This period of rising has since
become known as the doom bubble! In 2000, Pets.com went public in an attempt to raise
capital to help fund their losseBhe company opened and closed the first day of trading at $11.00
a share, which dropped to $7.50 over the following wéénd by April 2000 the NASDAQ was
down 34.2% from its peak value which occurred amonth ptierhi s decl i ne i n Pet
price and rapid decline of the NASDAQ was indicative of theabwh boom bust.

Following the dotcom bubble burst, the public no longer trusted the internet. It quickly
became apparent that if the internet was ever going to reach its full potentialging$o need
arebranding The new internet, Web 2.0, became cent

socialize®* In addition,freesocial platforms emerged, creating a meedwithin the digital space.

81.J. RyanA History of the Internet and the Digital Futufieondon:Reaktion Books, 2010), 12Bttps://
books.google.com/books?id=I00YhHefumoC.

82. Brian McCulloughHow thelnternetHappened: FronNetscape to the iPhor{dlew York: Liveright Publishing,
2018), 171.

83. McCullough,How thelnternetHappened171.

84. Tom Standagelriting on theWall: SocialMediaTheFirst 2,000Years (New York: Bloomsbury Publishing
USA, 2013),7-8.
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In his textWriting on the WallStandage writes the following as an attempt to explain what makes

social networking technologies so compelling:

The first, and most fundamental, is that as primates, humans are inherently social animals. Primate
brains appear to have evolved specificatlyprocess social information to enable primates to function
more effectively in groups. Second, one of the main ways humans assess and maintain their positions
within social networks is by exchanging information with and about others (i.e., gossip)gfihihe
exchange of gossip, individuals can advertise their status within the group and demonstrate their
expertise, trustworthiness, and suitability as an ally or mate. Humans are, in short, built to form networks
with others and to exchange informatioitwthem. The third component, media technology starting
with the emergence of writing, enables literate humans to extend this exchange of information across
time and space to include people who are not physically present. With its instant global rach, th
[iInternet does this particularly effectively, allowing users to share information with unprecedented ease.
But it is by no means the first technology to have supported such a-s@da environment; it is

merely the most recent and most efficient wast humans have found to scratch a prehistoric®itch.

I n the above excerpt, Standage speaks to sc¢
identity, effectively communicating information, and overcoming the issues of time and®$pace.
H u ma n natusalénslination has driven the development of these social networking technologies
for connectivity and the desire to maximize the potential of these three key ideas. In his text,
Standage speaks to the issues surrounding social networking techndtmagsand their
repetitionthroughout history, suggesting that the issues that we are facing today are not new but
are, instead, ones that can be seen throughout h#story.

In the documentanSocial Dilemma technological innovators who have worked for

companies like Google, Facebook, and Pinterest speak to the intent behind creating these many

85. StandageWriting on thewall, 7-8.
86. StandageWriting on thewall, 7-8.

87. StandageWriting on thewall, 7-8.
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to-many technologie® For example, when the like button was first created, it was done with the

best intentions. The programmers saw it as a positive thingviinald better society; however,

over the years, it has proven to have a signif
role in the widespread political divisi#tin the United States and the rise in suicide among young

adults across the worf§

Big tech corporations like Pinterest, Instagram, and Facebook have developed technology
that is highly persuasive and addictRt& he same psychology that was once being applied to the
field of HCI as a means of understanding and augmenting the hleondition, is now being used
to hack the human psycted manipulate usef$ln 2010 Sean Ellis, the first sgdfoclaimed
Growth Hacker, created the term Growth Hacking when he was trying to come up with a new job
description for the individual that wtiassume his role when he left companies that he was

consulting af3

Every decision that a growth hacker makes is informed by growth. Every strategy, every tactic, and
every initiative,is attempted in the hopes of growing. Growth is the sun that a growth hacker revolves
around. Of course, traditional marketers care about growth too, but not to the same extent. Remember,

the power of a growth hacker is in their obsessive focus on alaingoal. By ignoring almost

everything, they can achieve the one task that matters most edfly on.

88. The Social Dilemmadirected byleff Orlowski(Boulder, CO Exposure Lahs2020, 1:31:15.
https://www.netflix.com/watch31254224.

89. fiThe Social Dilemma.
90.fiThe Social Dilemma.
91 fiThe Social Dilemma.
92.fiThe Social Dilemma.

93. fiDefinitive Guide to Growth HackingQuick Sproutblog), 2022, no. June (202Wttps://
www.quicksprout.com/growtthacking/.

94. iDefinitive Guide to Growth Hacking.
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Today, developers are required to take courses like Growth Hacking where they learn how
to hack a usallawibgthem soymartipaldtesegsygiving them the ability to have
reabtwor | d i mpact and cont.fol over their usersodo
While developers and Ul /UX designers <c¢cl aim
d e s i%ghae redlity is that the user is only ever considered witintltc ont ext of t he s
asks. Much like everything else within the commercialized digital space, the very idea of user
centered design is an illusion.

I f you Google 6defi ne uretermedesulthvall lodksimiari onar y

to those depicted ifrigurel2. The four definitions shown are the following person who uses

or operates something, especially a computer or othehinma®’ fia person who takes illegal
drugs; a drug usé® fia person who manipulates others for personalogdiand fithe continued
use or enjoyment of a right® By its very definition, a user only exists within the context of the

thing being used.

95. fiThe Social Dilemma.

96. Jakob NielsenfiUsability 101: Introduction to Usability Januarys, 2012 https://www.nngroup.com/
articles/usabilityl 01-introductionto-usability/.

97.fuserp G o o g Dididnary, 2022 accessed Januady 2022 https://letmegooglethat.com/?q=user
98 fusetoGoogl eds .Dictionary
9.fuset Boogl eds .Dictionary

100fuset Googl eds .Dictionary
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o user
/'yoozer/
See definitions in:

All Narcotics Law

noun
noun: user; plural noun: users
1. aperson who uses or operates something, especially a computer or other machine.
"the user should press return and a message will be displayed”

e a person who takes illegal drugs; a drug user.
"a heroin user”

e a person who manipulates others for personal gain.
"he was a gifted user of other people"

2. LAaw
the continued use or enjoyment of a right.
"any oral permission given within the prescription period would negative user as of right"

Translate user to  Choose language -

Use over time for: user

Figure 1.2: Define user. Google search result for 'define user.'

Interestingly enough, the Oxford English diction&wgs an additional definition for user
that isexcludedrom the google result§A useful or profitable animal. Frequently with modifying
word. Now rared'®' The dictionary labels the definition as rare, however | would argue it is still
verymuchs ynonymous with todayods wuser. While the

user provides dat&?

101l fuser,n.10 Ox f or d En g 2ORZsatcessrd fanuarp 4) 2022ps://wwwoed
com.libproxy.rpi.edu/view/Entry/220650?rskey=SCQHyré&result=1&isAdvanced=false#eid

102 fuser, n.10
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Recently In their articléThe Dark (Patterns) Side of UX Desigi€olin M. Gray, Yubo
Kou, Bryan Battles, Joseph Hoggatt, and Austin L. Toombs statehthfisupplant[ingp of the
user 68 nvaflaueor of t hdéresudtsimdark patierid® Barkdpatternsain thise
case, can be defined @sstances where designers use their knowledge of human behavior (e.g.,
psychology) and the desire$ endusers to implement deceptive functionality that is not in the
user 6 s bd@&%Despiie being refersed to as user centered design, a better name for this
design philosophy istakeholdercentered design

Under stakeholder centered desigehtelogy is created to fulfill the needs/wishes of the
customer. In most cases, this means creating easy to use interfaces that are geared towards the
novice user. For others, like in the case of mmgany communication platforms like Facebook,
it meanscr eating persuasive technology that can

bi ometric dat a, increasing the userds exposur

1.2 Critical Creative Practices

A common misconception about design is that for ibeécsuccessful, it needs to solve a
problem or ful fild]l an already established ne
potential to act as a catalyst for provocation. Critical, creative practices like Critical, Adversarial,

and Interrogative Dmgn apply the methodologies of International Av&atrde art movements to

103 Colin M Gray et al.fiThe Dark (Patterns)Side of UX Desigro (paper presented at the 2018 GEtinference on
HumanFactors inComputingSystemsMontred, April 21-26, 2018, 1-14.

104 Gray et al.fiThe Dark (Patterns)Side of UX Designo 1-14.
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their design practice, activating the imaginations of their audience in an effort to raise awareness
and provoke critical discussidf®

Design originated as a tool foapitalism and industrialization. In the early 1900s, design
helped with mass production by developing standardized components and tools like the Allen
wrench (hex key) and the Philips screwdri¥®The creation of standardized components and
tools that acurred during the Industrial Revolution is an example of Universal Design and the
onesizefits-most mentality. Over the years, this promotion of the-gimefits-most mentality
has become engrained within traditional design practices. While UniversarDieas helped
increase the usability and lifespans of products, it has also restricted expression and
communication within design.

Despite the unintended consequences of design promoting tsé&zetfiés-most mentality,
we should not devalue the innowvat and creative work done under traditional design practices.
The work of designers like Paul Rand helped push the field of design as an artform foivisrd
forward movement of design has helped it grow over the last century and should not be devalued
or thought of as insignificant. However, by grounding design in traditional practices and
definitions, we restrict t Neezls. Im tha same cegaddsby pot e
perpetuating a need for a division to exist between design and art, we create arbitrary distinctions

on what the fields should and should not do. Therefore, the potential of design is in need of a re

105 Francisco Miguel LaranjdiDesign as Criticism: Methods forGxitical Graphic Design Practio¢PhD thesis,
University of the Arts London, 201,725-72, https://ualresearchonline.arts.ac.uk/id/eprint/12027/

106 Jeffrey L. Meikle.Twentieth Century Limited: Industrial Design in America, I9¥89 (American Civilizdion
Series) (Philadelphia: Temple University Press, 1972)9.
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imagining that will allowfor the removal of its disciplinary boundaries. In doing so, we can
reposition the field of design to allow for more collaborative and interdisciplinary work.

The present structuring of design is technologically deterministic. Designers are organized
using their tools and the types of works they create; for example, a designer who creates clothing
is thought to be a fashion designer. By emphasizing the things that are being created and the tools
to create them, we are positioning the designer as bes®gvite of the tool rather than the tools
being in service of the designer. Repositioning this relationship would allow the designer to take
on a more active voice in developing these t
changemaker and braker of conventions.

To date, the majority of the designers that have served as pioneers within the field of design
were designers who also identified as artists and did not limit themselves$pemniic creative
medium. These critical creatives catesls about these arbitrary restrictions and focused more on
the reasoning behind their design work. Among these critical, creatives were El Lissitzky,
Krzysztof Wodiczko, and David Carson. Their refusal to accept the status quo has helped shape
the field d design as it exists today. However, it is important to note that the work of a critical,
creative practitioner is never done. The very nature of critical, creative practices requires a constant

state of destabilization for it to be successful. Larargtest

Critical Design aims to challenge the status quo. Therefore, its practice will always have to be marginal.

To become mainstream woul d °treeandpetiectaYetptiis utopid has | osi n
been imagined and attempted in the gagtng the foundations for a socially, politically and culturally

engaged design practice. Although still being today generally identified as an artistic practice rather

than a design activity, Critical Design positions itself at the margins of the gdgsign discipline, by



both Iliving in and stretching the disciplineds

social changé&®’

In the late1950s/earlyl960s, an alternative design practice emerged with the intent of
altering social stadards. Many believe that arttesign was the origin of Critical Design; however,
the discipline has a much more complex history. Following WW2, Europe faced a series of
economic and political challenges, which helped to facilitate the emergence of, areedive
design practices throughout Europe. However, Ale8ign did not join the scene until the late
1950s/earlyl960s, nearly 15 years later. So, while Addsign is one of the earliest known
movements where design was seen as something beyowidoa #oskill, it is not the origin point
of Critical Design. Among the critical, creative design practices were the work of Dutch designer
Jan van Toorn.

Jan van Toorn was a Dutch designer who is most famously known for his conception of
the three dimenans that all designers should consider when designing: personal, professional,
and socialk® Jan van Toorn saw the designer asexpert on the socioultural context'® He
believed that it is not enough for designers to consider themselves and tfessign when
designing; they should also be aware of the social dimension. Van Toorn raised awareness of the
i mportance of causality and designersdé rol e
that the three dimensions have as much effectbreas i gner 6 s wor k as t hei

dimensions.

107. Laranjo,fiDesign a<Criticism,053.

108 Jan van ToormjRethinking the Visual: Essayistic Fragments on Communicative AdiieAnd Justi ce f or
(Maastricht: Jan van Eyckkadmig 1994): 119.

109 Toorn,fiRethinking the Visuah 119.
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Jan van Toorné6és work sparked the start of
ultimately leading to, still unanswered, questions like the ones written by Rick Poynor, British

design cttic, in his book Critical Practice:

So where does that leave the designer who takes the view that design, as a means of public
communication, should be about more than merely providing promotional endorsement for our current
version of reality? While mandesigners envy the freedom of artists to follow their own agendas,
designers are required, by contrast, to focus their skills and commitment on the transmission of their
clientsb6 messages. Leaving asi de oatevermpaossibied)toms o f

embed an alternative or contrary way of thinking in the everyday commercial practice of H&sign?

1.2.1 Origin Story

The emergence of Anbesign in the 1950s was facilitated by the shift in the economy in
Western Europe post/W2. Following World War 2 in 1945, Europe was in an economic ckdis.
To offer economic support, in 1948, the United States put into effect the Marshall Plan, which
lasted for four yeas until 195112 While the impact of this aid and the role it played in improving
Western Europeods e ctSthestipylationsthahwerg pldced omltecdirancald ,
aid did play a role in the industrial growth of Western Europe during this time. By thEQ®0s,
massproduction and industrial manufacturing were seenhas norm?!!4 This rise of mass

production fostered the notion @teal, universally valid desigima school of thought that began

110 Rick Poynor and Jan van Toordan van ToornCritical Practice, vol. 3 (Rotterdam: naio018ublishers, 2008),
79.

111 Robert Everett Woodsrom Marshall Plan to Debt Crisis: Foreign Aehd Development Choices in the World
Economyvol. 355 (Los AngelesUniversity of California Pres 1986), 117.

112 Wood, From Marshall Plan tdDebtCrisis, 355, 117.

113 J Bradford De Long and Barry Eichengre&he Marshall Plan: History'$lostSuccessfuBtructural Adjustment
Program, (CambridgeNational Bureau of Economic Researth91), 3.

114 Wood, From Marshall Plan tdDebtCrisis, 1-17.
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in the 1920s during the international modern movement in architecture and Hesigihe late
1950s/earlyl960s, AntiDesigncollectives were created in Italy by recent university graduates
and industrial designers out of a desire to findia@ternative to the limitations of peatar modern
designo!16

This period in Italy from 1956 to 1978 is referred to as the Lineament l&adi or Bel
Design erd!’Much like the Situationists and other International Av@arde art movements,
Anti-Desigrd also known as Radical Desi@rwas about going against conventions and
challenging preconceived notions. In his boGkitical Design in Contetx Matt Malpass writes,
fiHere a provocative design culture emerged out of dissatisfaction with the role of design solely
serving production and consumptiot® This critically reflective design perspective truly existed
as a hybrid between International éntGarde art movements and traditional designt o h ol d
a design view where electronic objects function as criticism, one must move closer to the world of
fine art because the design profession finds it difficult to accommodate such r@d&aktlits
synthesis, AntiDesign studios like UFO were inspired by the Dadaists from the early 1900s,
particularly their use of the unconventional and absurd to push public perspectives and

definitions!?°In his textCritical Design in Contextindustrial Designer MaMalpass writes:

115 Penny SparkeiEttore Sttsass an@ritical Design in Italy, 196519850 in Made in Italy: Rethinking a Century of
Italian Design ed. Grace LeeBlaffei and Kjetil Fallan (London: Bloomsbury Academic, 2014), 114.

116 Francesco DamdiThe Radical Discos of 1960s Italy aAdcchitectural Innovatiom Hyperallergic(blog), January
7, 2018 https://hyperallergic.com/260282/thadicatdiscosof-1960sitaly-andarchitecturainnovation/.

117. Dama,fiThe Radical Discos of 1960s Italy and Architectural Innovaion.
118 Matt MalpassgCritical Design in ContexfNew York: Bloomsbury, 2017), 19.

119 Anthony DunneHertzian Tales: Electronic Products, Aesthetic Experience, and Critical Désigron: MIT
Press, 2008), 63

120 Dama,fiThe Radical Discos of 1960s Italy and Atelgtural Innovatiora
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Anti-design projects aimed to open an intellectual discourse through design. The collectives established
explicit ideological and intellectual positions, where protest was seen as essential and the work was
grounded in direct political action. Rather tldsign positioned as being in service to problems, design
was used to facilitate active participation through happenings, interventions, exhibitions, and
publications. The designers aimed to engage consumers in shaping and questioning forms of

consumptioncommunity, and industrial models of production at ldfge.

1.2.1.1 Superstudio

Superstudio was an Italian Afiliesign collective founded in 1966 by Adolfo Natalini and
Cristiano Toraldo di Franci&? The two designers met in Italy while studying architecture at the
University of Florence. Other members of the group included Alessandro Magris, Roberto Magris,
and Piero Frassinelli, designers who also attended the University of Florence. The Superstudio
Collective believed thdtt is the designer who must attempt teenealuate his role in the nightmare
he helped to conceive, to retread the historical process which inverted the hopes of the modern
movemenD*??In this respectfithe nightmare that theyare referring to is about the focus of
international modern designers in the 1920s, who were interested in craatiagrsally valid
design®'**Super studi o thought that designers shoul
that it was the desigm who created this problem, so it is the designer who should fix it. While
their practice was grounded in architecture, much of their work existed in the scope of industrial

design. They created furniture designs, interior designs, and interior lightihgiimed to push

121 MalpassCritical Design in Context22.

122 fiSuperstudia) Archilovers,accessed MarcB, 2019 https://www.archilovers.com/teams/120993/
superstudio.html#info.

123 Roberto Gargiani and Beatrice Lamparieffaperstudi¢Rome:Editori Laterza, 2010).

124 Sparke/iEttore Sottsass and Critical Design in Italy, 196850 112-35.
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back against the homogenizing of products and alter the way designers and consumers view

capitalism and desigtt>

1.2.1.2 UFO
UFO was an AntDesign collective created by Lapo Binazzi in the 1960Binazzi was
fascinated with the absurd ancethse ofé humor and free association
hierarchies of quality as a r ed®cAsignfinanttpant | t al vy
of inspiration for Binazzi and UFO was the work of the Dadaists in the early 1900s. Like the
Dadaists, the members of UFO were interested in breaking conventions and norms. They aimed to

create experiential work that suggested an alternative way of life, evoking a need for change.

1.2.1.3 Archigram
Archigram (Architecture and Telegram) consisted &fraembers: Warren Chalk, Peter
Cook, Dennis Crompton, David Greene, Rob Herron, and Michael We&bhe collective/studio
began as a magazine entitled Archigram that was created by Cook, Greene, and Webb in 1961.

The magazine was intended to be a-fimen platform for exploring new ideas and critical, creative

125 MalpassCritical Design in Context17-39.

126 Kat Herriman fiThe ArtistArchitect Who Revolutionized Italian Design With Humorp The Newyork Times
Style MagazineSeptembe27, 2016, https://www.nytimes.com/2016/09/2@agazine/art/lapbinazziufo-r-and
company.html.

127. Herriman,fiThe ArtistArchitect Who Revolutionized Italian Design With Humoro

128 fiHomepage&) The Archigram Archival Project, Research Centre for Experimental Practice,z2@#8sed April
6, 2019 http://archigram.westminster.ac.uk.

32



work. Although the magazine was fresm, its central theme challenged th&rict modernist
dictates of the 1960%2°

Archigram evolved into a collective/studio when the three other members weeg ito
join them?30 Although no longer just a magazine, the collective decided to stick with the name

Archigram.

Archigram are amongst the most seminal, iconoclastic and influential architectural groups of the modern

age. They created some ofthd2ent ur y6s most i conic images and prc
of technology, society and architecture, predicted and envisioned the information revolution decades
before it came to pass, and reinvented a whole mode of architectural edwoaditimeefore produced

a seam of architectural thought with truly global impaét.

The AntiDesign movement was about breaking the homogenization that hathkeer
the disciplinet®? The movement stemmed from industrial design practices, and it was seen as a
direct rebellion against capitalism and industrialization, which had become the norm in 1960s
Western Europe. Anesign is the first design movement of its kind, but it borrowed heavily
from the whimsical and speculative natures of art movements like Dddheasurrealists. What
makes it unlike any other design practice is the application of these critical art movements within
the context of design. Anfdesign collectives created products and industrial design works that
employed whimsy and speculationitapose criticality on the field of design. Design leaders like

Matt Malpass and Dunne and Raby have come to regard the practitioners-Biegigim during

129 AAbout Archigramd The Archigram Archival Project, Research Centre for Experimental Practice,&2@#8sed
April 10, 2022 http://archigram.westminster.ac.uk/about.php?pg=archi.

130 fiAbout Archigramo
131 AAbout Archigramo

132 Sparke/iEttore Sottsass ar@fitical Design in Italy, 196819850 112-35.
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this period as predecessors to Critical Design. Malpass wiiesigners began to question
orthodoxy and dogmatic approaches in practice in a way that lays the foundation for Critical

Design practice todag-33

1.2.1.4 Why Anti-Design Died Out

Just as Europe and I talyoés g o3iDesigmpussible, al an
they are also responsible for thap in its practice from the lat970s to the lat&990s34In the
late-1970s/earlyl980s, the world underwent a drastic shift in ideals. With politicians like
Margaret Thatcher and Ronald Regan taking office, there was a shift in power towards iapitalis
and neslibertarianism*3> Around this time, we began to see a separation between government and
economics; establishing a free market led to the end of government support programs like welfare
and health care. This dynamic shift created an environmeatentnere was no choice but
capitalism, and little to no space existed for social critique. This rigid, monetarily fueled social
structure removed the space that had been carved out for practices |#®zesigin and allowed
traditional commercial desigmrarctices to reestablish their dominance over the discipline. While
some practitioners continuedtoedigs uch as Davi d Car s @dntvasnatec on st
until Ant ho iHgrtizidhTalesveities in theslatet 1990s, thanti-Design was able to

reemerge as Critical Design, as Dunne says:

133 MalpassCritical Design in Context18.
134 MalpassCritical Design in Context17-39.

135 Anthony Dunne and Fiona Ralfypeculative Everything: Design, Fiction, and Social Dreanfirmgndon:MIT
Press, 2013), 8.
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As soon as a design work does not address a problem with a functional solution, it is considered

redundant, abstract, sedérving or simply a manifestation sélfexpression, thereby forcing a tension

and crossover between design and-t.

1.2.2 Critical Design

Critical Design exists as the-mmagining of the AntiDesign practices from lItaly in the
1950s1970s. Practitioners from the field, directly and indirgcllgrrow from the practices of
collectives like UFO and Superstudio, using speculation and design fiction as methodologies to
design through. This relationship can be seen in the Critical Design practices of design leaders
Anthony Dunne and Fiona Raby, wdemethodologies resemble that of Lapo Bianazzi (UFO) and
Superstudio. Much like Bianazzi, Dunne and Raby use humor and the absurd to break
conventiong:3’

In their book Speculative Everything\nthony Dunne and Fiona Raby define Critical
Design as a desigpractice thatfiuses speculative design proposals to challenge narrow
assumptions, preconceptions, and givens about the role products play in everydf&§Tlie.
term Critical Design was first introduced by Anthony Dunne in his béeaitzian tales: Eleconic
products, aesthetic experience, and critical desfjnce then, he and his wife, Fiona Raby, have
further developed the practice under the name Dunne and Raby. Dunne and Raby view design as
a fimedium to stimulate discussion and debate amongst @esjgndustry and the public about

the social, cultural and ethical implications of existing and emerging technotétfies.

136. Dunne,HertzianTales 23.
137.MalpassCritical Design in Context17-39.
138 Dunne and Rabygpeculative Everythin@4.

139 Tony Dunne and Fiona Rab§Tony Dunne & Fiona RabyCritical Designg 2017, Vimeo: GIDEST, video,
https://vimeo.com/169936495
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Since its origin in the late 1990s, Critical Design has helped-togeni t e t he O0sp
design as something other than a tool gosblemsolving. Over the years, it has inspired the
creation of alternative design methodologies like Adversarial Design, Discursive Design, and
Interrogative design. In their manifest&/B, A Manifestop Dunne and Raby provide an overview
of what Critcal Design is (B) and is not (A) in the form of two lis8Dunne and Rabyd
serves as a framework for organizing the discipline of design, where most design practice exists
in |list O0A6, and their practice is outlined i

While Dunne and Ray do create a clear separation between traditional and radical design
practices, they do not intend for ntmaditional design practices to ever replace or merge with
traditional desigrit*! Both Dunne and Raby acknowledge the importance of traditionardasil
believe it should continue to play a prominent role in the future of design. It is their hope that list
6B6 will help to inspire others to push the b

For the better part of the last three decades, Dunne dydiaae been working to develop
a design methodology that focuses on using fiction as a creative feaittapolate and challenge
the status quo and physical, social, or political laws, instead of affirmingdk&@ver the years,

Dunne and Raby haveedeloped an evocative and effective design practice for social change by
using antidesign's critical, creative methodologies to question and make others question Van

T o o n aibnensidns.

140 Dunne & RabyA/B, A Manifestp2009 accessed December 12, 208@2p://dunneandraby.co.uk/content/
projects/476/0

141 Dunne and Raby§peculative Everythingi.

142 Laranjo,fiDesign asCriticism,0 27.
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Dunne and Raby take an objertented approach to Critical Designewing the prototype
as the primary component of the practice. For them, the prototype is meant to promote the
ficonstruction of a speculative narrative to help us rethink designed objects and consumer
cultureo*3 While the prototype is the focus, thenfitionality is not essential. What is essential is
the provocativeness of the prototype and its

space for critical thought.

1.2.2.1 Matt Malpass

Matt Malpass is a Critical Industrial Designer and researcherhabaowritten one of the
most recent accounts of Critical Desid@ritical Design in ContextMalpass defines Critical
Design as being not objective or explanatory but focuses orsinlgectivity and proposition. In
this context, design aims to generatédate where the purposive function of the design is
discursive!*l n a way, Mal passd perspective of Criti
predecessor to Discursive Design.

Malpass is interested in creating prototypes and objects that push thadabesirand
understandings of realité¢®Un der Mal passdé definition of Crit]

with the intent ofigenerat[ing] debate where the purposive function of the design is disabifSive.

143 Garnet Hertzfiwhat is Critical Making) Current 07(blog), 2016 http://current.ecuad.ca/
whatis-critical-making.

144 MalpassCritical Design in Context18.
145 MalpassCritical Design in Context18.

146 Matt MalpassfiCritical Design Practice: Theoretical Perspectives and Methods of EngagefenDesign
Journal19, no. 3 (2016): 1.
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Li ke Dunne and Rab yofotype & itstability o leffectively communicatela e p

potential functionality are essential, but the actual functionality is not.

1.2.3 Critical Making

Critical Making involves thinking critically about the making process and what it means to
be a maker. Two creative leaders within the practice of Critical Making are Matt Ratto and Garnet

Hertz.

1.2.3.1 Matt Ratto

Matt Ratto is an engineer and creative intekstehe interseatn of theory and makinét’
Il n 2008, he coined the term Critical Maki ng
definition of Critical Making emphasizes the making process, implementing criticality
reflexively*®Wh at di fferentiates Rattods work from Ci
Whil e Rattobds practice of Cr iapromtgpk, it bhlylexisttg do e
as a remnant of the making process. For Ratto, it is more important for the creative process to be
infused with criticality than for the final prototype to be provocative.

Rattods practice of Canddcholarshipriemtadk*iHis gork s b o't
is strongly intertwined with critical theory, serving as a critique within itself. Emphasizing

met hodol ogy, Rattods explanation of Critical

147 Malpass/iCritical Design Practic6,473-89.
148 Hertz,iWhat is Critical Makingd

149 Matt Ratto,fCritical Making: Conceptual and Material Studies in Technology and Sociab ifie, Information
Society4, no. 27 (2011): 253ttps://doi.org/10.1080/01972243.20119.
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flanalytically, though not factionally, separab@™®: 1) Review of relevant literature and
compilation of valuable concepts and theories; 2) individuals come together to generate

prototypes; 3) An iterative process of reconfiguration and conversation, and reflection'begins.

1.2.3.2 GarnetHertz

Garnet Hertz views Critical Making as the intersection point betWegoerimental media
art, critically engaged industrial design, and computer science interaction reSéafttiough
this intersection, Hertz believes that Critical Making camuged to create functional technology
and material speculations, which causes the user to think critically about the roles of technology
and capitalism in their lives, and the individual to think critically about maker culture and how
they are representedthin these digital systems.

Within Garnet Hertzdés definitiiutlizeodctuaCr i t i c
and situated design artifacts in the every day as a site of critical ingéirfhese material
speculations can exist as online docutagon, a public exhibition in an art gallery, and published
case studies in an academic paper. For Hertz, this rethinking of Critical Making to include material
speculations helps create a space for criticality within HCI, allowing critical thoughtstorhen
developing new systems.

Hertz~os definition of Critical Making exi ¢

Design and Matt R Bdrronwing frod bdthtpractices, hisMzaitical Making

150 Hertz,fiWhat is Critical Makingd
151 Ratto,fiCritical Makingp 253.

152 Hertz,fiWhat is Critical Makingd
153 Hertz,fiWhat is Critical Makingd

154 Hertz,fiWhat is Critical Makingd
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is objectoriented while also focusing omqzess and scholarship. This hybrid between physicality
and scholarship allows for criticality to exist in the form of the final prototype and throughout the
making process®

An example of this practice is the work, Phone Safe by Garnet Hertz, whicafis that
creates a situation where users can willingly give up their phone and discétidgetrs place
their phone into the device and cannot retrieve it until the timer at the top of the safe runs out. Each
time a passerby presses the red buttonestiah of the safe, time is added to the clock. There is no
way to reduce time; you can only add it. There is no way to override the time and open up the safe.
This project creates a space for users to disconnect from their devices and brings awaraness to o
dependencies on our mobile phones. The project was displayed at the 21st International
Symposium on Electronic Art (ISEA 2015) at the Museum of Vancouver from August 16 to

October 12, 2015.

1.2.4 Discursive Design

Discursive Design is an umbrella term thasweaeated by Bruce and Stephanie Tharp for
design practices interested in creating works that help to facilitatditlimeking about big,
complicated, or contested issu%’ The Tharps created Discursive Design with the intent of

redefining what design iand can be. They view design as something that should think beyond

155 Hertz,fiWhat is Critical Makingd

156 Garnet HertzPhone Safe,2015,Steel, Aluminum, Custom Electronics, Fabtitvely Objects, Museum of
VancouverVancouver http://www.conceptlab.com/phonesafe2/

157Stephanie M. Tharp and Bruce M. ThaBscursive Design: Critical, Speculative, and Alternative Things
(Cambridge, Massachusetts: The MIT Press, 2019), 8.
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creating tools for the market. Design has the potential to enact real critical reflections and make
positive impactg>®

The name Discursive Design comes from the importance the praletoss pn discourse.
Under discursive design, discourse is definefiasystem of thought or knowledg®® There are
three different types of discourse that can exist under Discursive Design: disgbousdesign
(the subject of the discourse is aboug fleld, designers, and design processes), discdorse
design (the discourse helps to inform or support the design), and distmasghdesign (the
discourse is done through the designed artif4et).

While | agree with the categorizations that theaffis have created to help organize the
many areas that fall under Discursive Design, | think that they are still falling victim to the same
pitfalls that the rest of the design has: 1) They are still creating a clear dividing line between
traditional (comnercial) design and Discursive Design; 2) By breaking down Discursive Design
into three types of discourse where designs exist irooitiee-other, the concept becomes more
digestible, but its potential is restricted. Therefore, to maximize the potenttak afreative
practice, we should remove the boundaries and
In doing so, we are expanding not only how we look at Discursive Designs but also the spectrum

of what is considered a Discursive Design.

158Tharp and Thariscursive Design8.
Tharp and Thariscursive Design73.

160Tharp and Thap, Discursive Design53.
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1.3 Entanglement and Reflective HCI

The main distinction between traditional design and critical, creative practices is reactive
versus proactive. Traditional design is reactive, seeking to solvexpging problems presented
to the designer by a client. Under titaxhal design, the successfulness of the design is, therefore,
dependent upon whether or not the problem was solved. Critical, creative practices take a more
proactive approach to design. Practices like Critical Design use design methodologies combined
with AvantGarde art practices to create designs that activate the imaginations of their audiences,
raising awareness and provoking critical discussion.

In their articlefiExpanding and refining design and criticality in Hil?jerce et al. address
the need for the inclusion of design within t

lack of adoption of design practices to the existence of Critical Dé%igntheir article, they

write:

While this signals a welcomed interest in new modes of design practice and possibilities for engaging
designed products, we believe that the attachmeni
for other articudtions of criticality in HCI desigtf?

In their quote, Pierre et al. state that while the field is open to including design and
criticality within their processes, Critical Design, as it is largely understood, is not the answer. An
underlying issue with tical Design is its emphasis on the theoretical and lack of formality; the

success of a Critical Design project is not always quantifiable. The field of HCI could find the

161 James Pierce et afixpanding andRefining Design ancCriticality in HCI,0in the33rd Annual ACM Conference
on Human Factors in Computing SysteéPneceedings(New York: Association for Computing Machiner015).

162 Pierce et al.fiShort Expanding anRefining Design ancCriticality in HCI,0 2083.
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expressive and subjective nature of Critical Design practices to be too mudemdréure from
their norm.

Material speculationsaterm coined by Wakkary et al. in their té®tlaterial Speculation:
Actual Artifacts for Critical Inquiry offers an expansion of speculative and fictional design
methodologies as a way of inserting icatity into the field of HCI through the production of
interfaceable objects, such as a space or a product, that evoke critical dialogue from‘itélasers.

their text, Wakkary et al. write:

To date, fictional thinking in design has focused on scieintiori and scenarios, and on conceptual
artifacts like norfunctioning prototypes, storytelling props, and fictional objects. As a result, the HCI
community has paid less attention to other theories of fiction in addition to science fiction. Relatedly,
HCI researchers have largely overlooked the role that actual and situated artifacts in the everyday can

offer for speculative and critical inquiries in design. This shift in attention to actual situated artifacts

would reveal design artifacts and everydayiisgs to be sites for speculative and critical inqdft§.

Material speculations create a space for Critical Design to exist in HCI as consumer
products or spaces that bring about critical dialogue and discussion; however, it is grounded in the
fictional.1%°Using material speculations as a foundation, we can create a new framework for
integrating critical, creative practices into the field of HCI that emphasizes interaction and
physicality rather than fiction. Under this new framework, we can generaatesitartifacts in the

form of creative tools that challenge social conventions and offer alternative definitions for reality.

163 Ron Wakkary et alfiMaterial Speculation:Actual Artifacts forCritical Inquiryod (paper presented at the The Fifth
Decennial Aarhus Conference on Critical Alternativeashus Denmark, 1721 August 201p

164 Wakkary et al.fiMaterial Speculatio®,97.

165 Wakkary et al.fiMaterial Speculatio®,97-107.
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In his textAEntanglement HCI the Next Wave®hristopher Frauenburger proposes a
framework for a new form of HCI, which he calimtanglement HC1¢® The primary initiative of
Entanglement HCI is to stop trying to preserve the notion of humanity. Instead, Frauenburger says
we should recognize that entanglement exists between humans and technology. By accepting this
entanglement, raer than fighting it, we can play a more active role in shaping the evolving

phenomenon that is humanity. Frauenburger writes:

[O]ur ethical and moral deliberations in HCI should not only centre around the question what impact
the technologies we creatave on humans, but rather, what humans we become in theativas

with these technologiésand whether this is who we want to 158.

Building upon Frauenburgerods idea of Entan
philosophy calleddentity Centered Ds&gnthat rejects the posliscretionary condition. Identity
Centered Design is an alternative conceptual framework for approaching HCI design that
decentralizes the O6user, 6 emphasizing wehe O6us
shouldcreate technology and seek out places within Ogflaented Making (OOM) systems to

make space for the individual.

1.4 Option-Oriented Making and Identity Centered Design
Optionoriented makinglOOM) is the application of systematic design methodokgie
within making technologies where the design system and its creative potential are controlled by
the tools and system and not the maker or communicator. OOM technologies give the individual

the illusion of having control through the presence of optioutsids the individual to participate

166. FrauenbergerfEntanglement HCI The Next Wavé7;-27.

167. FrauenbergerfiEntanglement HCI The Next Wave28.
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within the system, they must give up some control to the system. These aioted making
systems are t heizgfitsccomadstcd mént odlei OYnand the desi
maximize the number ofgmple who can use them. Examples of OOM systems can be seen within
manyto-many communication technologies such as social media platforms like Instagram and
Facebook; there is control over the content inputted into the system, but the system's ruales restri

the overall formatting and shaping of the output.

Within these OOM systems, the pabs$cretionary user is left to express themselves
through controlled, reductive filters that aim to systemize their individuality and creativity. This
means that withinhese OOM systems, the palscretionary user no longer has control over if
they participate in the system or what that participation looks like. This loss of individuality within
option-oriented making systemsisthepdst scr et i onary usero6s condit.i

The monotonous act of rapidly creating within these OOM systems leads to what | defined
in my MFA thesis asreative automaticity®® Creative automaticity ifithe act of creating while
using minimal mental process[ing}®® The opposite of this creativeutmmaticity is creative
consciousnes<Lreative consciousness can be definedtlas state of complete awareness and
control of the creative proceé¥® The way to move from the automatic creative state to the
conscious one is through the internal reaiorabf self or inserting disfluency into the system,

destabilizing it.

168 Cerini, fiHacking for Intimacyo 18.
169 Cerini, fiHacking for Intimacyd 18.

170 Cerini, fiHacking for Intimacyo 40.
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Social disfluencys the breaking of social conventions or norms. Social Disfluency as
criticality is the creation of tools for making that use +iémding or loopholes within a sysido
break conventions, provoke critical discourse, and redefine the scope of the original system.

The application of an Identity Centered Design methodology to the creation of material
speculations leverages social disfluency in the form of creative tooeintroduce discretionary
use and individuality within digitatommunication systems.

It is important to note that while the goal is to disrupt the fluency of a system, we are not
trying to break it. Instead, the hope is that through the creation of new tools and features that can
be integrated within the OOM system, we can expand its dejesb Throughout the history of
many-to-many communication systems, we see similar examples of this type of appropriation of
external functionalities based on users' widespread integration of them. Within the context of
Instagram, much of their photoigdg features were created in response to external applications
defining a new need for users. For a visual depiction of how Identity centered design works, see

Figure 13.
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Social Disfluency as Critical Intervention
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Figure 1.3: Social disfluency as critical intervention. By inserting social disfluency into OOM communication
system, we can gradually move the system in the direction of our preferred reality.
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2. METHODOLOGY

2.1 Identity Centered Design The Anti-design ofM odern
Computing Technologies

Identity Centered Design is a purpas@ven design philosophy that uses design as a
medium for creating material speculations in the form of tools for communicating or making.
Unlike traditional design practices, Identity Centered De&dass about solving problems and
more about facilitating critical discourse by creating designs that propose alternative ways of
looking at the tools used to express, communicate, and curate our identity. As such, Identity
Centered Design does not offeruniversal truth, nor does it assume one position over another.
Instead, it is about empowering people to be able to make their own decisions and formulate their
own opinions. But, to do so, they need first to be made aware that there is an alterrigire to
current scope of reality.

As mentioned in sectioh.2 of this text, in the 1960s, ardesign emerged from a desire to
find anfialternative to the limitations of pestar modern desigi’* and move the discipline away
from fideal, universally vadl designo Identity Centered Design (aka ansercentered design)
aligns with the critical creatives of the ad&sign movement, emerging out of a desire to overcome
the limitations afforded by modern communication systems. Whergl@sitin took issueith the
over the adoption of O&6éduniversally valid-desigr
emphasizing of the novice user and the intuitive interface, seeing them as a recontextualizing of

the onesizefits-most mentality.

171 Dama,fiThe Radical Discos of 1960=ly and Architectural Innovatioa.
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3. ACTIVATION OF IDENTITY CENTERED DESIGN:
DIGITAL PENMANSHIP

The following case study is intended to serve as a demonstration of the activation of
Identity Centered Design. This case study aims to answer the question: How can space be created
for individuality in communication systems that use optionented making (OOM)? Identity
Centered Design tellssuhat to free the individual from its utilitarian role as a user, we must first
rejecttheposdt i screti onary usero0s condi t isthebymodwtt ac k n ¢
of communication systems that uggtion-oriented making

Identity Centered design is the preservation of the individual as an individual and the
decentralization of the individual as a user. Within this case study, the use of an indibidua
biometric data, specifically their keystrokes, is explored as a way to enhance the presence of the
individual in their message through the visual encoding of their keystroke biometric data into the
nonverbal elements of type design.

Entitled Digital Penmanshipthis case study explores the relationships between keystroke
biometrics and the psychology of fonts to create meaningful mappings of biometric data onto
typeface parameters to enhance tHymthasiredthatng of
the creation of this technology will make people more aware of the following: 1) The limitations
that presently exist in their mantg-many communication systems; 2) The vulnerability that exists

for their keystroke biometrics to be unkmiagly collected and documented.
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3.1 Typeface & the NonVerbal

The word font originates from the French wéodte whi ¢ch means &6 molf?’di ngo
A font is all of the needed ingredients to construct and depict a typéfdamts contain character
outlines, character sets, a width table, and a kerning tébk.typeface is the graphical
representation of words, letters, and numb&$ypography $ the field/practice of typesettiriéf
Typesetting is the laying out of these characters within a particular compdsitimesetting
pays specific attention to kerning, leading, and alignment of-t&é&il compositions adhere to a
grid, whether the dégner is conscious of it or not. This grid can be followed or broken to enhance
the meaning of a text. The experimental typesetting of a text to communicate a deeper meaning is
referred to as Visual Poetit¥.Radical typographic designers are poets whornanicate through
the nonverbal!8°

Type designers use a set of rules and specifications when designing a typeface to ensure

consistency of the letterforms. By adhering to thesedptermined design parameters, a type

designer can ensure that the typefacunified and looks coherent to the user or redggrendix

172 Jim Felici,The Complete Manual of Typography: A Guide to Setting Perfect(Bgpkley: Adobe Press, 2011),
10.

173 Felici, The Complete Manual of Typograpiap.
174 Felici, The Complete Manual dfypography51.
175Felici, The Complete Manual of Typograpi2g.

176 Ellen Lupton,Thinking with Type: A Critical Guide for Designers, Writers, Editors, & StudeatsMark Lamster
(New York: Princeton Architectural Press, 2014), 8.

177 Lupton, Thinking with Type212.
178 Lupton, Thinking with Type84-143.
179 Teal Triggs,Type Design: Radical Innovations and Experimentatiew York Harper Collins, 2003), 144.

180 Triggs, Type Design
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C depicts the anatomy of a typeface, including the prominent global parametegevbat a
typefacebds design. These design el ements come

are responsible for the fontdés communicative

3.1.1 Typeface Families

Typefaces can be organized into typeface families using shared asttibudewever,
throughout the field of design, there are differing opinions on what the individual font families are.
To simplify things, | will be using the categories that Ellen Lupton lists in her iddknking

with Typeo

3.1.1.1 Blackletter Typefaces

At the adrent of the printing press, typefaces were created to emulate the writtef®ivord.
Before the invention of the printing press, all text was handwritten using ornate calligraphic
lettering; not wanting to differ too much from the reading experience thautilee was used to,
typefaces were created to look like calligraphic lettering. These early typefaces have since been
referred to as Blackletter typefaces and differed based on their region of'&tipaspite being
regionspecific, these highly ornate atacters can be classified into four categories: Textura,
closely associated with calligraphy lettering and includes a large number of ligéttires

Schwabacher characters contain a nisimplified and rounded foray8 Cursiva, classified by

181 Lupton, Thinking with Typel3.
182 Lupton, Thinking with Typgel3.
183 fiBlackletterp Typedia September 202ima http://typedia.com/learn/article/blackletter/.

184.S. ColesThe Anatomy of Type: A Graphic Guide to 100 Typef@dew York: HarperCollins, 2012), 1581
https://books.google.com/books?id=ovsVspLExelC.

185 Coles, The Anatomy of Typ&587.
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its cursive ike form, these letterings are easily identified by their looped ascenders and descenders;
and Fraktur the most iconic form of Bl ackl ett

stro%es. 6

3.1.1.2 Serif Typefaces

Serif typefaces get their name frone thlashed lines and ornate terminals at the endpoints
of a charactero6s stroke. Ser i t¥ghedirsteategoryno r ef e
serif typefaces dates back to as early as tHeah8 16" centuries. The different serif type families
can be differentiated using the ball terminals, axis, and the styling of their,sghi&ther they are
sharp, thick, or bracketed®

In the mideighteenth century, Transitional serif typefaces were created. Transitional serif
typefaces feature shasprifs and a straight vertical axf8.The Transitional serif typeface family
got its name because it marks the transition from Humanist serif fonts to Modern serif ones.
Although there are variances among the families in the Transitional category, meintiess
typeface family have a more vertical axis than Humanist serif typefaces, bracketed serifs, and high

amounts of contrast.

186 fBlackletterd
187.Coles,The Anatomy of Typ&587.

188 Coles, The Anatomy of Typé&elici, The Complete Manual of Typographypton, Thinking with TypefiTypeface
Classificationg Design is Historyaccessed Septemtis, 2021, http://www.designishistory.com/1450/tyglassification/.

189 Coles,The Anatomy of Typ@31.
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Modern serif typefaces (also called Rational sEffsoriginating in the early 9century,
were seen as a radical shift in the font design paradigfriivodern serifs are classified by their
high levels of contrast, thin unbracketed serifs, ball terminals, curved legs, and an uptutfied tail.
These typefaces can also contain thinserifsd 6 bal | 6 *er mi nal strokes.
Slab serifs, also known as Egyptian typefaces, were first created in‘thert@ry to be
used in advertising?* These typefaces are identifiable by the large thick slabs that cap the
endpoints of their strokes. Slab seyipefaces are typically found in movie posters and other large
print materials that need to be viewed at far distances. This is because the thick slabs make it easy
to read the characters from far away but arsulted for smaller type materials whehenner

characters with higher contrast are preferred to maintain legibility.

3.1.1.3 Sansserif Typefaces
Sansserif, also known as gothic, typefaces feature characters whose endpoints are not
capped by serif€° Historically, these simplistic character formgalaack to as early as th& 5
century; however, during the Italian Renaissance period, people began to prefer ornate writing
styles, which caused them to disappear until they were resurrected in Germany as a push back

against Blackletter typefacé¥.

190 Coles,The Anatomy of Typ&193650.

191 fATypeface Classification.

192 Coles, The Angomy of Type243; Lupton,Thinking with Type46-50.
193 Coles, The Anatomy of Typ&43.

194 fiTypeface Classification.

195 Felici, The Complete Manual of Typograpi318.

196 fiTypeface Classification.
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The first popularized category of sassrif typefaces in the 80century was Grotesque
sansserifs!®’ The Grotesque sarserif typeface is reminiscent of its serif counterpart, Modern
serif Typefaces. Grotesque character forms have low contrast between thick and thin strokes with
virtually no observable vertical stre¥8 Grotesque sarserif typefaces archaracterized by their
sqguared, curved letterforms &YndGrotesgeeisarseifni qu e

A

typefaces, the capital 6G0d i dowedilseaFigue3.l and t

Later contributions to this typeface family, often referred to asGletesque sarserif typefaces,

no longer contain the doubblowl! g or the squaring of the curvé&s.

-

‘ Bowls

Spur

Figure 3.1: Identifying grotesquesan serifs. Grotesque san serifs can be distinguished from other saerif
typefaces using the letter G: capital G is spurred, and the lowercase gdsuble bowled

197. fiTypeface Classification.

198 Joseph AlessidiMaking Sense Of Type Classification (ParbZmashing Magazindune 19 2013
https://www.smashingmagazine.com/2013/06/maisegseof-type-classificationpart2/.

199 Lupton, Thinking with Type46.
200. Lupton, Thinking with Type46.

201 fiTypeface Classification.
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Transitional sanserif (also known as Anonymous sas®sif) typefaces are characterized
by their straight, consistently weighted charact®t3his uniform ypeface style was a product of
the Swiss Design movement, also known as the International Typographié®Suyiéch took
place in Switzerland in the 1956% The main principles of Swiss design were cleanliness,
geometry/grids, readability, objectivityna uniformity?°> The most iconic typeface to come out

of the Swiss Design movement was Helvefi®a.

Swiss Design is basically synonymous with Helveli¢he very name of which in fact meafiSwis®

(in Latin, Switzerland was the Confederatio Helveticajhich was designed in 1957 and hit the market

in 1960207

Due to the uniformity of the characters witlirese Transitional sarserif typefaces, they
are the preferred choice for digital systems, such as operating sy$tems.

Humanist sanserif typefaces were created to help improve the legibility of-sarf

typefaceg?® The characters of Humanist sesesif typefaces used the proportions of classical

202 Lupton, Thinking with Typg46.

203 fiThe name switched fro®wiss Design to the International Typographic Style in the late 1950s because it had
expanded beyond the borders of Switzerlafiflypeface Classification.

204. Ksenia PedchenkdHelvetica and théesthetics of SwisBesign: Legendarifont andTrend at aimed Might
There beAnythingMore Canonic than Swiss DesigeZ he DesignesSeptember 252019 https://thedesignest.net/helvetica
andswissdesign/.

205. Lupton, Thinking with Typgl65.
206. Lupton, Thinking with Type46.

207. Alex Bigman,fiwhatExactly is Swiss DesigrAnyway?¢ 99designs2016 https://99designs.com/
blog/desigrhistorymovements/swisdesign/.

208 John Gallagher and Rebecca Tafi&tandardized Typography in Interactive Internet Environmeimsype
Matters: The Rhetoricity dfetterforms(Anderson, SCParlor Press, 2018), 3&3.

209, Felici, The Complete Manual of Typograpip.
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Serif typefaces for capital letters and-slyle for lowercasé® Much like their serif counterpart,
the Humanist sars er i f typef aces6 c hixlassilt amd Renaissance | ns
letterforms0o?!! Humanist sanserif typefaces can be characterized by their medium stroke
contrast and the slanted stress of their letterforms.

Geometric sanserif typefaces are characterized by their -lmwtrast, geometric
letterforms?12 The most famous Geometric seserif typeface to date is Futut®. Typefaces
belonging to this family are most identifiable by their O, G, and C character shapes, which should

be a perfect circlé*

3.1.2 Non-Verbal Communication and the Psychology of Fonts

In the disciplines of Visual Rheric and Psychology of Fonts, fonts are said to be
situational, possessing stylistic characteristics that can impact how a message is untiéiood.
example, writing O6HELLO®6 in all caps is perce
The same is true for foatveigh® the thickness of typeface characters. Reaight can be used
to communicate a significance of a word or phéass was the case fégfont-weigh in the

previous sentenéeor it can be used to express intensity. For exan®I€P reads differently

210 fiTypeface Classification.

211 Felici, The Complete Manual of Typograpip.
212 Lupton, Thinking with Typg46.

213 Lupton, Thinking with Typg46.

214 fTypeface Classification.

215 Lupton, Thinking with Typel3.
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than STOP. In psychology, alterations in aesthetic (visual design) elements, such as characteristics
of a typeface, are referred to as the-merbal of a written messag.

Nonverbal communication helps &mphasizer clarify what is saidwvith words; it can
stand on its own or be used in conjunction with verbal mes3ages: example, people could
shake their heads to emphasize their agreement or shrug their shoulders when saying they are
Okay. Nonverbal communicatiolman communicate situational information and contextualize a
message. The same is true for fonts. Font selection can help to strengthen a message or reveal a

deeper meaning within the text.

All verbal communication is affected by the meerbal communica@n thataccompanies it. On the
telephone the tone of voice conveys nuances of meaningtd-tme, expression, gestures and posture
also play an important part. We udemonstrations and models to supplement words, visual aids to
clarify lectures, andnaps, diagrams, charts, and graphs, enhance both spoken language and written

communicatiorf18

The situational context that a font is best suited for and thevadoal information that it
communicates are determined by the font's overall anatomy and shthéeaudience views the
message through. A font that does not align with the message's content is said to be incongruent

with the message or disfluefif. When done intentionally, disfluency between a message and the

216.John R Doyle and Paul A Bottomlé{f,he Massage in the Medium: Transfer of Connotative Meaning from
Typeface to Names and Prodyttépplied Cognitive Psychology: Tificial Journal of the Society for Applied Research in
Memory and Cognitio23, no. 3 (2009): 39809; Mareike Bayer, Werner Sommer, and Annekathrin Schidebtt Size
Matter®d Emotion and Attention in Cortical Responses to Written WoriB®S one7, no.5 (2012): 16; Samuel Juni and Julie
S GrossfiEmotional and Persuasive Perception of Forf@srceptual andviotor Skills 106, no. 1 (2008 3542.

217. L. A. Woolcott and W. R. UnwirfiNon-Verbal Communicatio,in Mastering Busines€ommunication
(London: Macmillan Education UK, 1983), 188.

218 Woolcott and UnwinfiNon-Verbal Communication,188.

219 Tugba Kulahcioglu and Gerard De Mei;ontlex: A Typographical Lexicon Based on Affective Associations
(paper presented at the Eleventh International Conference on Language Resources and Bviéyaatdn JapaniVay 7-12,
2018) 62.
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typeface can serve as a poetic devioe dreating meaning within a design; however, when
accidental, it can evoke a negative response from the reader. In a study done by Kulahcioglu and
De Melo, they found that the attractiveness of a font was dependent upon its congruency with the
messagé?®

Social conventions, such as religion, values, social class, and levels of education, influence
how an individual interprets the persona of a typefédtResearch conducted in sociology and
psychology has demonstrated that how we perceive and defing/ nsabhaped by social
constructs?? An example of this is gender. Social norms and mass media have influenced our
construct of male or female genders. These constructs unconsciously impact our perception of a
fontos f emi ni AiForexampe, in mesera cultuie rsocial gonventions tell us that
beauty and femininity are tall and thin; therefore, tall and thin fonts are femfdine.

In prior research, | investigatdithe effects of typeface disfluency and attractiveness on
thepersuasiveness of and memory for print advertisenaéfithbly experimentation suggested that
fthe use of noiverbal factors that are associated with typefaces can increase the overall

effectiveness of emotional and rational advertisem@&itSimilarly, Saeni Choi and Kiyoharu

220 Kulahcioglu and De MeldjFontlexp 65.

221 Dana KachamiDiscovering Font Personality: 5 Font Psychology Insights Wiliimprove Your UX Desigm
Medium(blog), August22, 2019 https://medium.muz.li/discoveriripnt-personality5-font-psychologyinsightsthatwill -
improveyour-ux-designfd4eb3ae8413.

222 Kachan fiDiscovering Font Personality
223 Kachan fiDiscovering Font Personality
224, Kachan fiDiscovering Font Personality.

225, Arielle Nicole Cerini,fiPersuasiveness of Typefaces: How Narbal Factors Impact the Effectiveness of
Emotional and Rational Advertisemedt§2015): 6.

226. Cerini, fiPersuasiveness of Typefages.
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Aizawa conducted an experiment entitfimotype: Expressing emotions by changing typeface
in mobile messenger textirgyhich investigated the impact of using memtevant typefaces in
texting had on the meaning of a message andsbeexperienc&’ They developed a prototype
user interface that allowed users to alter their typeface to correlate with their mood for their
experimentation. Their findings suggesfi@lat the use of multiple typefaces in a message can
affect andintensify the valence received by users and the use of multiple typefaces elicited an
active response and brought about a livelier mood during tedifg.

In their studyfiTypeface Personality Traits and Their Design Characters¥asg Li and
Ching Y Sen sought to identify what personality traits most closely relate to a particular
typeface??® Participants were shown a typeface using a mixture of capital and lowercase lettering
and asked to assess the type on ten different characteristics: cheerfiuil, lesgible, attractive,

creative, formal, sloppy, relaxed, friendly, and confidéfitSee Table 3.1 for information

regarding the top four typefaz@er personality trait.

Li and Suen conducted a factor analysis sttldyn the data to identify key factors to create
highly correlated groupings of typefaces. The identified factors were directness, gentleness,
cheerfulness, and fearfulness. Li and Sthemn took these four characteristics and analyzed the

type attributes within each ttetermineTable 3.2 if there is a specific design attribute that could

227 .Saemi Choi and Kiyoharu AizawBEmotype: ExpressinBmotionsBy ChangingTypeface inMobile Messenger
Textingp Multimedia Tools and Applicatior&, no. 11 (2019)1415572.

228 Choi and AizawafiEmotyped 14155

229Ying Li and Ching Y Sueri} ypeface Personality Traits and Their Design Charactexgp@per presented at the
DAS '10: 9th IAPR International Workshop on Document Analysis SystBosion MA, June9, 2010.

230.Li and SuenfiTypefacePersonalityTraitsandTheir DesignCharacteristics 14.

231 Li and SuenfiTypefacePersonalityTraits andTheir Design (aracteristic® Factor analysisivolvestwo stages:
deriving the factorandthen rotating them to enhance their interpretability
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be used to identify a fontds personality. dep

within each characteristic.

Table 3.1: Typeface factor breakdown. An overview of which typefaces are perceived as being direct, gentle,
cheerful, and fearful, along with their traits and use cases\dapted from Li, Ying, and Ching Y Suen.
fiTypeface Personality Traits and Their Design Characteristic® Paper presented at the DAS '10: 9th IAPR
International Workshop on Document Analysis Systems, BostgiMA, June9, 2010, 23138.
https://doi.org/10.1145/1815330.1815360

Factor Typeface Traits Best Suited For
Garamond, Centaur, legible, formal, .
.- . ) . . official documents, reports, and
DIRECTNESS Iimes New Roman, Arial, confident, unimaginative, ‘
. orms
Helvetica, Rockwell, unemotional, unrelaxed
Bel Lt BT, Bavh o less prominent; the commercial advertising and
elwe Lt BT, Bavhaus 93,
GENTLENESS Cabel average for all personality headings and not for textual
e
traits: more legible than contents
J erman. Srd cheerful, attractive, children books and pleasant tone
T okerman, Snap ITE, P
Harrington creative, relaxed; in a commercial
old, commercial advertising for
evokes intense emotions;
FEARFULNESS Herty Potter, Chiller special effects; not very legible;
displeasing, cold
should be printed at large sizes
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Table 3.2: Average type parameters. Typeface parameter analysis for directness, gentleness, cheerfulness,
and fearfulness calculated using the parameters of all of the typefaces within each factor. Adapted frdum
Ying, and Ching Y Suen.fiTypeface Personality Trais and Their Design Characteristicd Paper presented at
the DAS '10: 9th IAPR International Workshop on Document Analysis Systems, BostoiMA, June9, 2010,
231-38. https://doi.org/10.1145/1815330.1&B60Q

Factor Legibility x';‘i*;i':” As::i';‘:":r/ De:‘;?;’:t“’ Weight
DIRECTNESS 3.916 0490 0.251 0.252 30.788
GENTLENESS 3.023 0.549 0.230 0.222 46.639
CHEERFULNESS 2.530 0475 0.278 0.247 35.996
FEARFULNESS 2164 0.352 0.339 0.308 23.887

A shortcoming of Li and Suen's research is their lack of knowledge of the field of type
design. However, their research produced interesting results that help to provide evidence for
claims made by designer s, L ioverallnpbcess dioe desigaingl a ¢ k
typefaces resulted in missed opportunities for analysis. For example, all typefaces are designed to
an axis that contains five clearly defined valuebeight (height of lowercase letters); cap height
(height of capital ledrs); baseline (the line that all letters sit on); descenderfiireght of the
capital letters within a typefadg 232and ascender line (the point that any ascenders of a typeface

reach®*Li and Suendés study calculated their val

232 Felici, The Complete Manual of Typograpi2p6.

233 Felici, The Complete Manual of Typograpi2p1-324.
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difference between the baseline and their axis points, which were then compared to- the cap
height234Where this becomes problematic is the-bajght only includes part of the ascender,
and it disregards the descenders. A more accurate means of analysis would be comparing the

ascender and descender heights to theight and looking at that value.

Table 3.3: Factor additional analysis. The following table depicts thdifference betweenthe average
ascender/height andhe average descender/height for directness, gentleness, cheerfulness, faadfulness
The values outlined in pinkwere identified as having darge variance inaverage ascender/height and average
descender/height, and had higher perceived factors of emotioAdapted from Li, Ying, and Ching Y Suen.
fiTypeface Personality Traitsand Their Design Characteristicso Paper presented at the DAS '10: 9th IAPR
International Workshop on Document Analysis Systems, BostoiMA, June 9, 2010, 23138.
https://doi.org/10.1145/1815330.1815360

Factor Ascender/ Descender/ Difference
height height
DIRECTNESS 0.251 0.252 0.001
GENTLENESS 0.230 0.222 0.008
CHEERFULNESS 0.278 0.247 0.031
FEARFULNESS 0.339 0.308 0.031
Looking at Li and Suendés research from a d

be drawnithe difference between the average ascender and average descender heights is greater
for the factors that evoke stronger emotional responses, fearfulnesshemdulness versus

directness and gentleness. For additional details see. This suggests that as the perceived factor of

234.Li and SuenfiTypefacePersonalityTraits andTheir DesignCharacteristica
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an emotion increases so does variance in ascender and descender sizing, however additional

research would be needed to conclude whethapt that is the case.

3.1.3 Critical Design and Typography

Since the advent of Guttenbergbs printing

word and the bod¥3° In her text Thinking with Type Ellen Lupton writes:

Words originated as gestures of thedy. The first typefaces were directly modeled on the forms of
calligraphy. Typefaces, however, are not bodily gestuthey are manufactured images designed for
infinite repetition. The history of typography reflects a continual tension between theahdrtie

machine, the organic and the geometric, the human body and the abstract system. These tensions, which

marked the birth of printed letters over five hundred years ago, continue to energize typograpt¥ today.

In her textType Design: Radical Innotians and ExperimentationBeal Triggs writes:
iTypography functions in the construction of
textual strategies to enhance the message and the mé&iMthat Triggs is referring to has
come to be referred tsavisual rhetoric. Graphic designers and artists can shape how a viewer
interacts with a piece using visual techniques. For example, rhythm and pace of reading can be
regulated through word spaciftf.Meanings can also be enhanced within a compositiomigro
things like color, grids, Gestalt, proximity, and scale.

Critical creative practitioners have generated works that have both broadened our

understanding of the practice as well as questioned the construct of what makes a typeface a

235 Lupton, Thinking with Typgl3.
236. Lupton, Thinking with Typgl3.
237.Triggs, Type Design57.

238 Triggs, Type Design56-57.
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typeface. Some ohese creatives include but are not limited to Erik van Blokland, El Lissitzky,
and David Carson. These designers, and others like them, have gone against the grain with their
unconventional approaches to the practice, creating works that evoked cifigéciore from their
audience while also propelling the field of design forward.

Critical creative practitioners are design leaders that through their innovative and radical
work, have shaped the discipline and destabilized public perceptions. The fglligvarcurated
list of artists and designers that | have deemed critical creative practitioners. These critical
creatives, along with the others that | have previously mentioned within this text, have developed
work that has either deepened our understandif the history of typography and/or rebelled
against the status quo of visual design and typography. Many of these critical creatives are not
self-identified designers or artists. Representative of where | see the discipline needing to evolve
to, thesecritical creatives exist within a space where design, art, and programming intersect. By
living outside of disciplinary bounds, these critical creatives exist as nomads, traveling between

the disciplines using whatever tools and methodologies are neeblest tachieve their goals.

3.1.3.1 El Lissitzky (18905 1941)
El Lissitzky was a designer, photographer, artist, architect, and typographer who lived in
Russia during the early 2@entury?3® Given the political state of Russia in the earlif 2@ntury,
muchd EI Lissitzkyds wor k wa 3*EpLissitzkyphglevedithat f o r

visual communication was a way to convey information to the uneducated, which allowed for

239 John Clifford,Graphiclcons: Visionarie$Vho ShapedModernGraphic Design(Berkeley, CaliforniaPeachpit
Press, 2014), 70.

240, Clifford, Graphic Icons70.
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social and political change. El Lissitzky pioneered the use of diagonal asygsmetry, white
space, and bold san serif faft.

El Lissitzkyds work serves as an early ex
compositions aimed to communicate with the uneducated, who were primarily illiterate. Lissitzky
explored the notion of meaning in the absence of the written #oktking simple shapes and
vibrant colors, primarily red and black, Lissitzky was able to generate controversial compositions
that effectively communicated his message and ideas to the masses through the construction of
what has come to be known as a visual laggu#uch like the practice of Critical Design, the
controversial nature of Lissitzkyodos work evok:
however, where he differed was in his medium for displaying his work. While Critical Design
practice todayprimarily exists in the sterile museum space that restricts its audience, Lissitzky
aimed for increased exposure through the us@fféctive conduits for reaching the pubifé?
Throughout his work and experimentation, Lissitzky came to identify thesuds to be books,

posters, and architectural work, because they allowed for the greatest exposure and visibility.

3.1.3.2 The Bauhaus (1919 1933)
To some historians, the opening of The Bauhaus signified the start of formalized“sign.
Founded by Walter Gmus in 1919, The Bauhaus represented the first formalized institute that

included typography and type design within Fgure 3.5, Figure 3.6, and Figure 3.7

241 Clifford, Graphic Icons70.
242 Clifford, Graphic Icons 38.

243 Justin Wolf,fAEl Lissitzky Artist Overview and Analysisthe Art Story,December 182016 accesseéebruary
6, 2019 https://www.theartstory.org/artidissitzky-el.htm

244, fiThe Bauhaus,Design is Historyaccessed FebruaB; 2019 http://www.designishistory.com/1920/t#auhaus/.
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curriculum?#® During its early years, The Bauhaus existed as more of a craftgmienhowever
by the earlyto-mid 1920s, the vision of the institute grew into a space for the coming together of
art and industrial desigi®
Walter Gropius, the founder of The Bauhauas influenced by the movements of the-late
19" century and early 20century that were concerned with the dividing between fine and applied
arts, as well, ultimately wanting téreunite creativity and manufacturiggAmong these
aforementioned movementvere the Arts and Craft movement and Art Nouvéalihe Bauhaus
and the Bauhaus movement were driven fiayxieties about the soullessness of modern
manufacturing, and fears bout artos | oss of
The Bauhaus played an influential rafethe development of critical creative practices
within design and, ultimately, led to the establishment of Critical Design. The primary influence
of this stems from t he foreunite fire art abdsfunetiondl designs t i t u
creatingpractical objects with the soul of artwor®d? There are a variety of ways this can be
interpreted depending on how you define the disciplines, but to me, this reads as the creation of
design works that are practical, which means that they are somdthingt t hey can be 6

have an established 6purpose,d but contain wi.t

245, fiThe Bauhaus.

246 Larissa BortehiiBauhaus Movement Overview and Analysihe Art Story, 21 Nov, 2010,
https://www.theartstory.org/movemebauhaus.htm

247. Larissa BortehfiBauhaus Movement Overview and AnalySis
248 Borteh BauhaugiMovement Overview and Analysis.

249 fiBauhau® The Art Story,accessedanuary 52022,https://www.theartstory.org/movement/bauhaus/
#:~:text=The%20Bauhaus%@iined%20t0%20reunite, theoretical%20approaches%20t0%20its%20subject.
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being minimalist and standardized, these works are unique and have a communicative potential
beyond their function, which is inchtive of critical creative practices.

Although the institute was only open for 14 years before it was forced to close by the Nazis
in 19332°%the effects that it has had on society, technology, and the disciplines of both art and
design are undeniablehrTe Bauhausd® inclusion of typography
for design within institutions, all owing for
within the institute, the use and development of san serif typefaces was encoarab#tgse

typographic forms and their descendants are still widely used t&tay.

3.1.3.3 U&LC: Upper and Lower Case (1976 1999)

Upper and Lower Case was one of the first publications that were intended to be just for
designerg>’The publication was intended advertise and display new typefaces. U&LC ran from
1970 until 1999 under the direction of Herb Lubalin, during which it released over 126 issues.

The publication often featured experimental, typographic compositions juxtaposed with
illustrations, cartoons, imagery, and rhetoric talking about the benefits of the new type oftfesign.
U&LC, as well as other publications that came after it, offers early examples of visual poetics. Its

use of experimental typographic design perpetuateturther promotion and practicing of design

250 The Bauhaus.
251 The Bauhaus.

252 fiU&LC: Upper and Lower Cas&Pesign is Historyaccessed Septemb&r2021,
http://www.designishistory.com/1960/ulc/.

253 U&LC: Upper and Lower Case.

67



styles and methodologies similar to that of predecessors like El Lissitzky, who understood the

communicative potential of design elements like colors and sBzpes.

3.1.3.4 Type: Rider
Type:Rideiis an application/gamcreated by Agat Films & Cé& Ex Nihilo and published
by BulkyPix and Arte>® As the user plays the game, they are exposed to different typefaces and
historical figures who have influenced the production and development of typography. In the
game, userdip]lay as [two] dots and travel through the ages of typographic styles and

techniquegr® The description in the Google Play stomntains the following:

From the rock paintings of prehistoric times to Pixel art of the 2000s, solve all the riddldmbythie

most popular fonts and characters (Garamond, Helvetica, Times New Roman, Pixel, Comic Sans...) in

a very captivating musical and visual environntext.

Type: Rideris an example of a critical game design that aims to educate the public on the
histary of fonts. By educating the public on the history of type, the game brings forth an often

overlooked history of the graphically depicted word.

254, Clifford, Graphic Icons 38-43.

255 Samuel GilzearijType:Rider- Reviewp Cubed Gamer§016) https://www.cubedgamers.com/
2016/07/30/typeridereview/.

256. fiType:Riderd GooglePlay, accessed Aprill, 2019 https://play.google.com/store/apps/details?
id=com.bulkypix.typerider&hl=en_US.

257. fiType:Ridero
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3.1.3.5 LettError

LettError is a design studio created by Erik van Blokland that primarily focuses on type
design, typgraphy, and tool developmetfit LettError uses typefaces as a tool for critical
inquiry.?° Much of their design work emphasizes a flaw within a system or accentuates a flaw and
exploits it as a tool for critical evocation.

FF Beowolfisarei magi ni ng o fo a@dtSaip fonntRad was cdeated by Erik
van Blokland and Just van Rossum in 198Both FF Beowolf and RandomFont create a
randomized output based on an input. The original RandomFont used the idea that PostScript fil
have a different file for depicting on a screen and printing to a printer to create a disconnect
between what was shown to the user while they were inputting the text and what was outputted by
the printerz®?

While the original font was created usingsB&cript?®? the outdated technology required a
recreation of the typeface, which led to the development of FF Beowolf. FF Beowolf was created
using OpenType font file format. Although the
e ngi n e ek viamBiokland vizas able to successfully develop it using the hinting capability
that exists within OpenType font file formats.

Prior to the devel opment of Eri k van Bl ol

OpenType font file formats had yet to be readl. Through his implementation of the technology

258 fiHomepage) LettError,accessed Apri8, 2019 http://letterror.com/index.html.

259 Erik van BloklandandJust van Rossunif Beowolf 2000, digital typeface, Museum of Modern Arts, New York.
260 Erik van Blokland andust van Rossunff Beowolf

261 Erik van Blokland and Just van RossufhBeowolf

262 Erik van Blokland and Just van RossufhBeowolf
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Erik van Blokland was able to generate a critical work that not only sheds light on an unexplored

capability of typefaces but also adds a | evel

3.1.4 Variable Fonts

Microsoft defines variable fonts &8 font resource that supports multiple font faces in a
family along designedefined axes of variation using OpenType Font Variations mechagisms
that is, by means of variation tables and other variation datblas generallg?®3In laymen
terms, variable fonts are single font files that can act as a full font family. Every variable font
contains a set of mastéfsthat represent the extreme points that a typeface rendering can exist
within. The planning and np@ing out of this space are called the design space bluegmniththey
are saved in a .designspace filthe design space blueprint is an XNdased description of a
multi-modal interpolation space. This file contains all of the characteristics thaagable for
the typeface, such as the weight arukeighto*®°>Once created, a user can interpolate between the
individual axes of their design space. In most applications of variable fonts, the interpolation is
controlled by a user interface containindides or by interacting with the type using your cursor.

Although variable fonts have been around for more than 20 yefaligjitations in
technology and a lack of understanding of their affordances rendered them inefficient and too
costly to further devep. The resurgence of these responsive type forms emerged out of

necessity as user interface research further developed and designs became more intricate, the

263 Peter Constable and Mike Jacoli®penType Font Variations Overviemhicrosoft Docgblog), accessed
SeptembeR3, 2019 https://docs.microsoft.com/ars/typography/opentype/spec/otvaroverview.

264. Masters: masters are the extremes of your typeface,dbnveaiation accegsparameted there are two masters

265 Charles BigelowfiThe Font Wars, Part 1EEEE Annals of the History of Computidg, no. 1 (202Q)7-24;
Charles BigelowfiThe Font Wars,Part 20 IEEE Annals of the History of Computiag, no. 1 (202Q)25-40.

266. Bigelow, fiThe Font Wars,Part 1,0 7-24; Bigelow, fiThe Font Wars,Part 20 25-40.
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amount of font files that were needed to recreate the designs became taxing for servers and

negdively impacted load times. Variable fonts served as a viable solution to allow for designs to

be created without having to worry about the
There are currently five registered font axes for implementing variable fonts QS8:

ital (italics); O6o0opszd (optical S¥madjitiontds| nt 6

registered axes, designers and developers can also use custom axes within their applications using

font-variationsettings?%®

3.1.5 Case Study 1: Varable Font Axis

In an effort to better understand the potential of variable fonts, a case stucihyndasted.
A frequency analysis was conducted examining the 325 variable fonts that are liBtdiahle

Fonts v0.2)which is the largest database ofighle fonts publicly availablé?®

3.1.5.1 Methodology
Prior to conducting a frequency analysis, all of the typefaces listed dWahiable Fonts
v0.20website were recorded into a local database. For each entry the following was collected: font
name; axes psent; and the maximum and minimum value of each axis. After generating the
database of fonts, a frequency analysis was conducted for each axis that was present in the

database. In addition, information was recorded regard the total number of axes per font.

267. Constable and Jacqli¥®OpenType Font Variations Overvigw.
268 Constable and Jacab®penType Font Variations Overviev.

269 Var iFantsV0gb Var i a,lccessedFebruarg 3, 2021. httpsfiats.com.
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3.1.5.2 Results
Descriptive statistics were calculated for the information collected during the frequency
analysis, se@able3.4Table 3.4. On average, the variable fonts listed in the database had a total
of 1.88 awes, with the minimum number being 1 axis and the maximum being 17. Of the 325
variable fonts listed in the database, 243 of them (74.7%) contain an axis to control weight. After

weight, the next most frequently used axis was width at 16 of the 325 (4.9%).

Table 3.4: Descriptive statistics for casestudy 1: variable font axis.

Total Number of Fonts 325
AVERAGE 1.88
MAX NUMBER 17
MIN NUMBER 1
MEDIAN 2
MODE 1

# OF AXIS REPRESENTED 47
MOST REPRESENTED WEIGHT
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Table 3.5: Frequencybreakdown of variable fonts. The three most frequently present
axes in the Variable Font database.

AXES FREQUENCY PROPORTION PERCENTAGE
WEIGHT 243 0.747692308 74.77%
WIDTH 16 0.049230769 4.92%
OPTICALSIZING 13 0.04 4.00%

3.1.5.3 Discussion

The frequency analysis found that weight, width, and optical sizing were the three most
represented axes in the variable font, all of which are also among thredistered font axes for
implementing variable fonts using C%8 Additionally, the large variance between the frequency
of weight axis and the frequencies of optical sizing and width paired with the low average number
of axes that a font has, suggestd #ilthough there are a great deal of variable fonts that exist,
most of them are not using the full potential of the technology.

When working with variable fonts and creating an interactive interpolator this is something
that will need to be taken intomsideration. Specifically, the emphasis that will need to be placed

on weight because of how frequently it appears in variable fonts.

3.1.6 Case Study 2: Graphic Explorations (Visual Poetics)

A key element to variable fonts is the ability to interpolate frara typeface master to

anothed one extreme to the other. Therefore, in order to gain a better understanding of the

270. Constable and Jacobi¥)penType Font Variations Overvigw.
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considerations that need to be made while designing these typefaces, a series of visual explorations

were conducted.

3.1.6.1 Methodology

1. Select a sirting typeface .
2. Select an ending typeface
3. Blend from start to finish.

3.1.6.2 Documentation

Some of the outputted graphics can be seen beldvigure 3.2, Figure 3.3, andFigure

3.4.

bbbbbbbbbbbb

Adelle Davis Sans
Heavy Regular

Figure 3.2: Graphic exploration 1. Morphing Adelle Heavy into Davis Sans Regular.

74



bbbbbbbbbbbD

Adelle Adelle
Heavy Ultrathin

Figure 3.3: Graphic exploration 2. Morphing Adelle Heavy into AdelleUltrathin .

bbbbbbbbbbbb

Davis Sans Davis Sans
Bold Thin

Figure 3.4: Graphic exploration 3. Morphing Davis Sans Bold into Davis Sans Thin
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3.1.6.3 Results

Based on my experimentations, it is evident that not every font can be turned into a variable
font because of how the font was initially created. For exarkpgare3.3 depicts the transitioning
from Adelle Heavy to Adelle Ultrathin. In blending from one heavy to ultrathin the points within
the letter start to behave erratically not allowing for a smooth and seamless transitioning between
states. Howewe in Figure 3.2, which depicts the blending of Adelle Heavy into Davis Sans
Regular, andrigure3.4, which depicts the blending of Davis Sans Bold into Davis Sans Tfen
characters are able to blend without any issues.

Additional research is needed to speculate why some fonts are able to blend more fluidly

than others. However, because | have decided not to create a variable font, there is no need for

further invesigation at this time.

3.2 Behavioral Biometrics and Data as Identity
The term biometrics comes from the Greek words bio (life) and metrics (to meHSure).
Although there is evidence of biometric identifiers being used to represent an individual that date
back to as early as 500 B.C., automated biometric systems have only become available in the last
few decadeg’?Biometrics can be defined dshe science of establishing the identity of an
individual based on the physical, chemical, or behavioral attriboftes persom?’® While

advancements in digital technology are what has enabled the development of these technological

271 Stephen MayhewiHistory of Biometrics) Biometric Update2019 accessed March, 2019
https://www.biometricupdate.com/201802/histafybiometrics2.

272 Mayhew,fiHistory of Biometric®d

273 Anil K Jain, Patrick Flynn, and Arun A Roddandbook oBiometrics(New York: Springer Science & Business
Media, 2007, 1.
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systemg/t he advent and i mplementation of them ha:
for technologies that improve upon the quabf life by making things easier and tailored to the
individual. Developing these digital systems requires informétidatad on an i ndi vi d
usage, this form of biometrics is referred to as behavioral biometrics.

Digital behavioral biometric systemseamultrdimensional, relying on multiple forms of
an individual 6s biometric information for the
different combinations of behavioral (keystroke biometrics, gait, and mouse tracking) and
traditional (fingerpmt scanners and handprints) biometrics for surveillance, encryption, market
research, and technological developm&atSocial applications like Facebook, TikTok, and
SnapChat have created complex busi nesmetrimodel s
data into a commodity. Rather than having to pay monetary fees for using these social platforms,
user® often unknowingly pay for these systems with their behavioral biometric data.

Behavioral biometrics is a category of biometric technologiesittivatves the use of an
individual 6s unigue behavi &%Thesefbehaviors thaude butf i ¢ at
are not limited to handwriting, gait, and keystrokes. In most cases, behavioral biometric technology
is developed to use the unconscious identifiers of human perception for technological

authenticatiort’’

274 Mayhew,fiHistory of Biometricso

275 AR Arun, Nandakumar Karthik, and K Jain Artlandbook of MultibiometricéSpringer, New York, 2006), 31
35.

276.Kenneth RevettBehavioral Biometrics: A Remote Access Appraahst Sussex, United Kingdor2008).

277.Mayhew, fiHistory of Biometricso
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Since the early 2000¢he study of behavioral biometrics has flooded the disciplines of
HumanComputer Interaction, Cybersecurity, and Machine Learning. As more technologies have
been developed, behavioral biometrics have served as an essential tool for security technologies
that verify identity, including signature verification, voice recognition, and speech recogfition.
Present day computing technology, such as smartphones and computers have a greater potential
for receiving an abundance of information and processing dktyjias a result, data can be
collected and implemented within embedded biom&fgystems allowing for data to be collected
for complex information such as hand tremors, hayel coordination, finger movements, and
keystrokes.

Much of the conversatiosurrounding the use of biometrics within digital spaces focuses
on the development of user authentication systems that rely on the comparison of inputted data to
information that has been stored under the profile for the individual. These secure systems ar
dependent upon the user taking part in an enroliment period. Enrollment happens when a user first
creates their secure account or turns on the biometric authentication within an already existing
account., The data collected during enrolienthile the usr is registering for the systém
serves as their baseline. During the authenti
their baseline, how variable the two sets of data are, also known as the entropy between them, is

used to determine/verifglentity 28°

278 Revett,Behavioral Biometricsl.

279V Conti et al.,iAn Embedded Biometric Sensor for Ubiquitous Ad Authenticat{paper presented at the AEIT
Annual ConferenceMondello, Palermo, Italy, October @85, 2013. An embeddedbiometric system is a system that is
contained within itself. What this means, is that in order for authentication to occur, the device does not need to eognect t
external databases, instead the enroliment data used for authentication is storadensystem. This allows for a more secure
security system and faster verification.

280 Revett,Behavioral Biometrics
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One of the most widespread implementations of a biometric systélasjisscale identity
management systems whose functionality relies
identity in the context of several different applicatiof8.These identiymanagement systems
have a centr al |l ocation where an individual 6s
to this system when t hey n%Ardexample oftkisgwolildybe an i n
the ability to use faai | recognition to sign into differen
applications permission to use Facial ID for sign in. When this feature is enabled, Apple does not
share any of the userds aut hent i detionsemdsa at a w
requesttothelarge c al e i dentity management system askin
completing the authentication test, the results are then returned to the application that had sent the
request. In most cases, these éeggale identity management systems will contain multiple forms
of biometric data for an individu&f® Within largescale identity management systems, the
complete catalog of information that exists for an individual is referred to as their idéhtity.
Biometrics & Communication

When it comes to communication, biometécsiore specifically behavioral bionratsd

is all about the nowerbal. Nonverbal communication like gestures, tone of voice, body language,

281 Vikash Yadav, Monika Verma, and Vandana Dixit Kausfikk Biometric Approach to Secure Big Datgaper
presented at the 2016 Intermmatdl Conference on Innovation and Challenges in Cyber Sedariggter Noida, India, February
03-05, 2016, 75.

282 Arun, Karthik, and AnilHandbook of Multibiometricsl.
283 Jain, Flynn, and Rosbklandbook of biometri¢s3.

284 Arun, Karthik, and AnilHandbook of Multibiometrics
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and facial expressions not only communicate information about what an individual is thinking,
contextualizing the message, they also provide insightitio an individual i8>

The closer, more intimate, the relationship is between people, the more perceptive they are
of e ac h -wdarbaleosminanicatia® Nonverbal communication is reminiscent of the
homo erectuso i nst i neces. vPdadr to doomalired nlanguage,i homan pr ac
predecessors like the homo erectus created their own language between two people, or a small
group of people, through the use of gestures, body language, and uttétanbislanguage was
not only representatvefo humandés natur al desire for commun
al so demonstrates that in the abs-eerba &heahbr wor d -
referring to the communication between homo erectus otintdigiduals, the ability fo them to
understand each other is contingent upon the intimacy between them, more specifically whether
or not they <can i-vethbadcopmuaitator.ach ot her 6s non

Within digital communication, the same intimacy exists, but instead of being between t
people, it exists between an individual and a technological system(s). Behavioral biometrics allows
complex integrated systems to construct a profile for you containing key behavioral identifiers and
patterns, so that it can adapt to your changes iavbeh

The evolution of behavioral biometrics has allowed for the development of pattern
recognition software that uses algorithms to generate features (identifiers/characteristics) for an

individual 28 The human brain unconsciously seeks to understamantraning behind things.

285 Woolcott and UnwinfiNon-Verbal Communicatio®,188-93.
286. Thomas WynniiDid Homo erectus speakXambridge Archaeological Journ8l no. 1 (1998): 781.
287. Wynn, fiDid HomoErectusSpeak?

288 Revett,Behavioral Biometrics2.
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Each time we interact with a person, we are unconsciously recording and analyzing the interaction

l ooking for patterns of behavior to help our
reaction or behavior. Behavior analysistems and algorithms were built on a similar principle.

Each time you interact with the system, your behavioral biometric data is recorded. This data is
then stored and compiled into a database for analysis. What the system does with the data depends
onits purpose. I n the case of Facebook pixel,
find like profiles, allowing for the creation of loeklike audience®®, targeted advertisements,

and other forms of tailored conteiit.

A responsive behaviordiometric syste@ more commonly known as an embedded
behavioral biometric systaincan update the template feature, or enroliment feature, in real time.
This is because responsive biometric systems construct their features using standard deviation and
desciptive statistics. Standard deviation is used within these responsive systems to adjust for
outliers; because this template feature is evolving, a more fitting term for it would be a
6 b a s &1 Respansivé behavioral biometric systems are particuladfuliz systems where
continual authentication is required or changes of behavior are tracked.

An example of a responsive behavioral biometric system is atgug keystroke dynamic
system. Unlike shotinput systems, longext input keystroke dynamiet¢hnologies continually

read a userods input data and alPtWwhensitcdmbseto user 6

289 A lookalike audience is a way your ads can reach new people who are likely to be interested in your business
because they share similar characteristics to your existing customers

290 Conti et al.iAn Embeddediometric Sensor for Ubiquitous Ad Authentication.
291 Revett,Behavioral Biometrics77.

292 Revett,Behavioral Biometrics73.

81



keystroke dynamics, responsive behavioral biometric systems are particularly useful because they
allow for adjustments to be made tongmensate for the Power of Repetition which states that

repetition increases performarée.

3.2.1 Keystroke Dynamics

Keystroke dynamics are the behavioral biometric data points that can be captured when a
person types. The earliest historical mention of kekstdynamics is in relation to the telegraph,
specifically during World War Il, as demonstrated in the following quote by Avi Turgeman from

their articlefiBehavioral Bometrics Are Not, New So Why Are They So Hot Right dlow

As telegraph operators gmtore experienced in using the new machine, they became recognizable by
the way they would send dash and dot signals. In fact, Allied forces in World War 1l would verify the

authenticity of messages they received by how they weré%ent.

What Avi TurgemanCEO and founder of BioCatch, is referring to is a methodology implemented
during WW?2 called theffist of the sendeo?®® Telegraph operators would develop their own
uni que pattern, or signature, for sensd?®®ndg mes

Reci pients would then examen the oO0fistsd of

authenticity.

293 Samir Nanavati, Michael Thieme, and Raj Nanagitmetrics: Identity Verification in a Networked Wanal.
20, ed. Margeet Eldridge and Adaobi Obi (New York: John Wiley & Sons, 2002), 20.

294, Avi TurgemanfiBehavioral Bometrics Are Not, New So Why Are They So Hot Right Né&wrbes Technology
Council(blog), June20, 2017 accessed JanuaBy 2019 https://www.forbes.com/sites/forbestechcouncil/2017/06/20/
behavioralbiometricsare not-newso-why-arethey-so-hotright-now/#246cb4fb33d7.

295 Silvana ChiritafiTypes of Behavioral Biometrics: Keystroke DynanacEypingDNA(blog), Decembes, 2019,
https://blog.typingdna.com/types-behavioralkeystrokedynamics/.

296. Chirita, fiTypes ofBehavioralBiometricso
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New authentication and verification systems that deploy keystroke dynamics practices,
function similarly to tHhHea onf iVMWN2s dJinltitkee sfamde
which relied on an individual to identify the authenticity of the message, new systems use
machines. In both present and historical technologies, a level of knowledge about the operator and
their typing styleisneede t o ef fectively validate the indiyv
this is referred to as the enrollment period.

Enrol |l ment processes us e predefined phr as
dynamics?®” Enrollment phrases are carefully tailored to ensure that enough data can be extracted
to generate the usero6s unique typing DNA or f
compare the present session to the previous session to determimetimn af variance between
the two datasets. I f the variance is below th
the variance exceeds the systems threshold, then it denies the identity.

Keystroke dynamics are calculated usingatid trigrgphs, also known as two and three

sequential keypresses, Sepires 3.5 and 3.6°8

297. Jain, Flynn, and Rosklandbook oBiometrics

298 Revett,Behavioral Biometrics74.Scan Code: unique identifying value given to akeygnificant in the case of
left shift versus right shift key; Dwell Time: keypress duration time; Time of Flight: The difference between keypress and
release.

83



\ PRESS-PRESS TIME

' RELEASE-RELEASE TIME

|
+

HOLD TIME HOLD TIME

RELEASE-PRESS TIME

— _JL_“’_ —

Aggvﬁ_;;;;y‘

Figure 3.5: Keystroke di-graph. Visualization of the components of a keystroke ejraph.
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Figure 3.6: Keystroke tri-graph. Visualization of components of a keystroke trgraph.

I n Keystroke Dynamics key preference plays
This key preference is captured thrbiggan codes, which is the unique identifying value given to

a keyd significant in the case of left shift versus right shift kEig(re 3.7).
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Figure 3.7: Unique identifier keys Qwerty keyboard with keys used for type preferences highlighted.
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dwell time, latency, flight time, upotup, and interval. For additional information on these

keystroke biometric features seémgure 3.8.
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Figure 3.8: Keystroke biometric features. Overview of features extracted from keystroke biometrics.
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Figure 3.9: Keystroke press andreleasefeatures.

A

Looking at an individual 6s theietypsd sessieneFord y n a mi
exampl e, | et 6 sirepresgnts thépaess titnehoéthevsecond key i a digraph minus
the release time of the first key. 1ig a positive value, then we can assume that the two keystrokes
were not overlapping, inchting that the two keys were not pressed down at the saméfithe.
is a negative value, then it can be assumed that key two was pressed before key one was released,
which means the keystrokes are overlapgiig.

The research into keystroke dynamias ©e divided into two primary categories short text
vs. long text input systems. Sheoekt input systems are keystroke dynamic authentication systems

thatuse onewordorashete quence of text to Pdongtexyinpatn i ndi

299 Liang WangBehavioral Biometrics for Human Identification: Intelligent Applicatioed. XinGeng Liang Wang
(Hershey, PAMedical Information Science Reference, 2010), 343.

300. Wang,Behavioral Biometrics for Human Identification

301 Revett,Behavioral Biometrics77.
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sysems use allthetypect i vity during a userodos ses%jon f
Much of presentlay research is centered around shext input authentication, rather than long.

303The emphasis on short text inputs is partially because efé¢asons: 1) shotext inputs have

a lower amount of information that is collected making analysis and comparison easier;-2) short
text input® password authenticatidnbenefit from Power Law of Practic&!

Shorttext input systems are keystrotgnamic authentication systems that uses one word
orashols equence of text to vo%ANnexample afrthisismpaksword d u al ¢
authentication systems. Password authentication systems use surrogate representations of
identity3°® for verification and authenticatio??’ By adding keystroke dynamics to password
authentication technology, a more secure system is created that improves upon the old one without
altering the user experieng®.

Long-text input systems use all the typetivitydurn g a user ds session f
and verificatior’®Thi s conti nual analysis of a wuserds

contain dynamic verification: the continual v

302 Jingyan Wang et alfiAn Effective MultiBiometrics Solution for Embedded {Zieed in the 20091EEE
International Conference on Systems, Man and Cybernéfias Antonio,TX: IEEE Press200), 360.

303 Revett,Behavioral Biometrics77.
304. Revett,Behavioral Biometrics

305 Revett,Behavioral Biometrics77.

306 Arun, Karthik, and AnilHandbook of Multibiometrigsl; Jain, Flynn, and Rosklandbook of biometricst78.
The name Surrogate representations of identity are artificial extensions of an individual that can be easily takenhar by anot
person, through thloss, stealing, or sharing of them. This ease of transfer makes them an ineffective way of applying
authentication within a security systems

307. Arun, Karthik, and AnilHandbook of Multibiometrigsl; Jain, Flynn, and Roddandbook oBiometrics
308 Wang,Behavioral Biometrics for Human Identificatiod43.

309 Wang et al.fiAn Effective MultiBiometrics Solution for Embedded Devio&60.
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session. Results ofttes e x per i ment ati ons have showed that
typing. These include but are not limited to 1) keyboard apparatus the user is typing on; 2) the
content that the user is inputting; 3) the mental/emotional state of th&User.

An experiment conducted by fing Lee, WeiHsuan Tsui, and TzChien Hsiao entitled
fiThe Influence of Emotion on Keyboard Typing: An Experimental Study Using Visual Siimuli
found there to be significant effect between emotional&tatdence and arousald and specific
keystroke featurés duration, latency, and accura®ylt is important to note, though, that even
though the results were significant, the size of the effect was relatively small; however, individual
variability was relatively high. Based onetHindings from their experimentation Lee et al
concluded that although keystroke dynamics ¢
emotional state, the accuracy can be increased through the development of personalized®models.

A German programmery the name of Leon Eckert conducted an experiment similar to
the one done by Lee et al during his masters at RfY Bntitled fiBiometric IntimacyEc k er t 0 s
thesissEx pl or [ ed] the possibility of making infer

keystroke rhythms3%® In his thesis presentation, Eckert discusses his findings that while the

310.Nanavati, Thieme, and Nanavaipmetrics 20.

311 PoMing Lee, WeiHsuan Tsui, and TzC€hien HsiaofiThe Influence of Emotion on Keyboard Typing: An
Experimental Study Using Auditory StimdliPloS onel0, no. 6 (Juné&l, 2015), https://doi.org/10.1371/journal.pone.0129056.
Valence: Valence, as used irypBology, especially in discussing emotions, means the intrinsic attractivegms#¥ness
(positive valence) or aversenésbadiness (negative valence) of an event, object, emotion, or situation. Arousal: increased
physiological activity.

312 Lee, Tsi, and HsiaofiThe Influence of Emotion on Keyboard Typiag.
313 Lee, Tsui, and HsiadiThe Influence of Emotion on Keyboard Typiag.

314 Leon EckertfiBiometric Intimacy, Filmed [2017], YouTube video, 9:53, Posted [August 2017]
https://youtu.be/kolCfioe/E.

315 Eckert,fiBiometric Intimacy.
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analysis of dwell time and flight time proved useful for identifying individuals, there were
particular digraphs that served as greater indicatoneaning they iffered the most among
individuals®*An exampl e that Eckert mentions in his
where O6pb6 is the first character, and 6yo6 i s
that of his friend Chino, this digpa consistently differed from oremnother. Although Eckert has

since shifted his focus to security technology and data visualiZdfidiis data analysis on
consistency and separability of dwell and flight time suggests that by augmenting the impact that
these particular digraphs have on the overall metrics of the rendering of a typeface, the presence
of the individual can be maximized within their message.

3.2.2 Case Study 2: Susan the Logger of Keys: Understanding Keystroke
Dynamic Technology

A key-logger is abehavioral biometric technology that corporations and cyber security
firms use to record all keystrokes made on a device or in a sySt8msan the Logger of Keigs
a keylogger built with C++ that was intended to serve as the start of my explorabamnuétrics
to capture or communicate identity. The Regger itself was built usinglacking: How to Make
Your Own Keylogger in C++ Programming Langualgg Alan Norman®'® The application was
modified to store keystrokes in a file on my local device. A&tthend of a wuser 6s i

participant can choose to print a receipt of their session. This exploration focused on making visible

316. Eckert,iBiometric Intimacyo
317. Eckert,fiBiometric Intimacyo

318 Arun, Karthik, and AnilHandbook of Multibiometrics

39plan T NormanHacking: How to Make Your Own Keylogger in C++ Pragiming Language
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the invisible. The wuser i s unaware that their

until they end thie session that they can see the full record.

3.3 Digital Penmanship Application

Digital Penmanships avariable font interpolator thaha ps an i ndi vi dual 0s
the rendering of the textual input While the testing framework was built asReact web
application that uses Redux and Typeé3c the actual interpating is done using vanilla
JavaSdpt, which means it can easily integrate with any JS framewatiose to use the React.JS
framework to build the application because it is buidl dupported by FacebooBecause this
technology is intended to add disfluency to the communication prathas these manyo-many
communication systems, using Faceh@dkameworks helps to create overlapping functionality,
as well aserves as a prbof concept of the potential of the technology to exist within these many

to-many communication systeniseeFigure3.10 for an example of what the end user interface

looked like)

In addition to the React application, an express server was created so that data could be
securely sent to a Mongo database throaghAPI connection where it could then be securely
accessed later for analysis.

Both the express server and web application were hosted using a Linode Server that |
securel and maintaied myself. In additionpoth the express server and the web applicdtamh

an SSL certificate installed on them.
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lol THis i digtal ponm:ns-ip! Avariabl  fontinterpollator tha! uses yoL «eystroke - alter the depiction of the letters

by il sno.dng 50 | guess it depends whethe: or not you like snow

Figure 3.10: Digital Penmanshipapplication interface.

PubNub, an laaService was used to achieve rda&he chat functionalityPubNub was
used to add the necessary encryptions and profanity monitoringdo testing.
To build theDigital Penmanshi@pplication, there were several JavaScript libraries that
were needed. Amongéke libraries is Draft.JS. Draft.JS is a JS library that is owned and
mai ntained by Facebook. I n fact, it is the ba
could configureDigital Penmanshig o wor k i n my applicatwokn t hat
and Rich Text library, then it is safe to assume that the technology should be able to work within
the Facebook platform. A few other noteworthy libraries that were used Dighal
Penmanshipveb app are the following: Lodash, Math.JS, Regreskrand Dompurify.
For a complete list of libraries used within the application and an overview of the code

seeAppendixA.1.
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3.3.1 Keystroke Mapping

Throughout the researcldesign, and development processore than five different
mapping methodologies were experimented witdwever due to the limited axes availablétan
the font used for the application, not all of the mappmeghodologies were used in the end design.
Some of the additionahapping methodologiethat weredeveloped buare notlisted below are
the following: Logarithmic Regression (was used in the end design for mapping the width of the
characters)yariance of typing rhythmerror adjustments; anattempts were made to try and
calculate keystroke forc8elow is a briefoverviav of two of the mapping methodologies that
wereused n thetest applicationFor information on some of the other mappmgthodologies

seeAppendix E

3.3.1.1 Hand Dominance

Hand dominance is calculated using the ratio of actual versus possible overlapping
keystrokes for the left and rightands Key location was determined using Qeerty keyboard.
Careful consideration was giventteediversity of typing styles when determining handpping
valuesKeys6 qavg 6 ,@ad sO dd fo @ x6 ,0 @ wede désignated to the left hand. Keys
Ouod, 0i 0, 0 o®l, 6 ,6 pdnwere tedigréitedlGatdlde rightkh@ngd. The remaining
key 6r 6, 6t 6, 0Oy fvereadsigided neidher deft nomarighd hardd hécause they were
in the center of the keyboard and could be pressed by either the right or left hands.

Keyboard instances were determined usingeries of digraphsequential keystrokes.
Each time a key is pressed, its location is temporarily stored in the application. If the current
keystroke's location is the same as the preWoasylo@adion, it is regstered as a potential instance

for thesame hand overlapping strokes. Etgte a potential instance is registered, it increases the

Potential Instance Score (PIf®y the registered hand by onaitially, time of flight (TOF) was
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used to determintme Actual Instance Score (AlSs previously mentioned in secti@?2.1, TOF

is the difference betweemhenkeyl is released and key?2 is press& negativeTOF indicates

two keys bengin the down position at the same time. While TOF is a valuable metric, it requires
the release time from the first key to be calculated. The problem is if two keys are both in the down
state, then you will not havthe release time of the first key available. RetrospectiVé€l can

serve as a valuable tofmr understanding keystrokelsowever,it is not best suited for resime
metrics.

After discoveringhe shortcomings of TO&nd determining that was nota viableoption
for realtime responsive keystroke biometrics calculations, alternative solutions needed to be
explored to determine if two keys were pressedultaneously One approach was td and
remove a key from ast when pressed and released, respectively. Using this methodwology,

a key is pressed, if thest length is greater than onevo keysare in thedown state While this
methodology can give ua specificanswer regarding whether two keys are beingsged
simultaneously, it assumésatonly two sequential keys can be pressed down at the same time
The usage of trigraphs in keystroke feature extraction tells us that this is not thessagehis
methodology will giveus the correct answemnostof the time however it is not absolute.

An alternative methodology would be to check to see if the release time for the prior key
exists, and if it does not exjgtoucan assume it is still presséagically this methodology should
always return thearrectvalue however to ensure that the lack of release timetsecause oén
error somewhere else in the code, we cambine this methodology with the previous one. The
resulting new methot the following:

1. Akey is pressed by the individual triggeg an event.

2. The system registers the value of the key that was pressed and determines its location.
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3.

If the value isin middle, meaning it is neither lefhor righthand, then the function
returns a ngpotentiatoverlap value and is concluded. If theegsed key is assigned

either a left or right hand for its location valdke system looks to see the location
valuefor the prior key press. If the prior key location matches the current key location,
then a potential instance is recorded for that locatif the values do not matctine

function returns a npotentialoverlap value and concludes

If a potential instances recorded, then the system checks the active keypress list. If the
length is greater than one, then there is a high likelihoodwlwekeys are pressed. If

the value is less than two, then there is only one key pressed at a time, and the system
returns a naverlappresenwalue and is concluded.

If the key locations match and the keypress list is greater than one, tHendten

checks to see if the prior keypress has a release time. If it does have a release time, then
the system returns a fwverlappresentvalue and is concluded. If it does not have a

release time, then an actual overlap value is recorded for thedadioh.

After eachkey pressas occurred and the function ltketermired if therewas aroverlap,

then the proportion 0AIS to PIS is calculated foeach handThe resulting value should be some

number between zero and one. We then need tondietethe ratio of lefhand to right hand.

0 0OY

— 1
oY @

By the end of this process, we need to know the following:djéfhands more dominant

than the other; 2) there is a dominant hand, which hand is it.

To determine the direction of dominan@e range needs to be established where the

leftmost value signifies the lefthand and therightmostvalue representghe right handNo

dominance is indicated by a valdeectly in the center of the leéind right valuesTo keep it
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simple, we can negatie lefth a n hlbies, which creates a range frelro 1, where O represents
an individual whose hands are equally weighted. The distance of the value froreresmts
the strength of the dominance.

The value of the resulting dominancan be calculated by adding the negatedHaftd
values(subtractinghem) from the righthand valueThe number that we are left with will be some
value betweenl and 1whichis indicative of the n d i v hasdidarhir@arsce.

To apply the resulting value to the rendered character, weneélll to map theesulting
values to the variable font's slant propefifis will be a ondo-one relationship wherd. to 1 will
be mappedo the maximum and minimuwalues for the variable fontdantaxis. A previously
defined mapping functiowill be used for the linear mappingee AppendiX.1 for mapping

function)

3.3.1.2 Dynamic Scaling

Dynamic scalingises a combination of-dand trigraphs to generatedaystrokeScored
for eachkeypress that andividualmakesThe 6 Key st r ok e &S cdosrceodr .6 nsg bnua c
A scoring model is a mathematical formula used by companies to assess an iri@igidual r e d i t
history, generating a credit scofevery company can have their own scoring model, honwaver
of themost weltknownonesis theFICO model.A FICO score is calculated usirageries of data
points on an individual that are categorized andi/zed to assess the financial health of the
individual. The Fico Score uses five distinct categories for organizing their data points, all of which
hold varying weights in thend scoreThe five categories and their weighis the end value
include the following:available credi{30%); new credit (10%); length of credit history (15%);

credit mix (10%); payment history (35%).
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Using the scoring model as a framewankultiple keystroke fatures can be combined to
generatea system that is sensitive to changes, but also balanced in how drastic those changes
appear in the output. This high sensitivity with bunlt smoothing makes this mapping
methodology an ideal choice forterpolatingfont weight.

fiKeystroke Scolei s centered around the individual ¢
different ways of capturing speed within keystroke biometrics and where variances in speed might
exist.

The mapping process is triggered each time a keyasspd.The process begins by
capturingthe pr ess t i med f orOntelthe press time bas beenkrecgrded itio k e .
passed along with the kexalue to the weight mapping function. Tiweight mapping functioms
responsible for taking the press time and key value and returniogtihgted typeface weight.

At the start of the weight function the keypress instanaaa$/zed to determine if a lapse
in typing hadoccurred A lapse in typing can be defined apexiod of time where the individual
pauses their typingpr an unknown reason that is irrelevant to their recorded typing biometrics.
Checking for lapses in keystrokes being implemented try and minimizethe amount of
inaccurate datexistingwithin the systemA lapse in typing is calculated by subtracting the current
press time from the previous press time. If the passed time is greater than seconds, a lapse
is said to have occurretihe time that passémtween press times is referred tdtesinterval or
the releasgress time in keystroke biometrics. If a lapse is detected, then a reset will occur causing
the start value to be reset to the moment when the laps&iggered,and the number of keys

pressed value will start back at one.
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Within the fiKeystroke Scorethere are threeategories that are being calculatedlémal
(tri-graph) global (overall), and individual(di-graph)scores. Each of these values impact the
outputted weight value, however thmount of impact varies.

Calculating speed.Speed is calculataasing the following equatign

y y
YEO WO UL QWi

2

Where'Y is the curren’ ksdhe press time & thes first keynrethe
sequenceand’Yé 0 @ & s ‘thed fotal number of keys in the given sequeih¢e. will remain
constant between the three differentiuea global, local, and individudl but "Y and
"Y¢ a0afuwiill vary. Once speed has been calculated it is stored within an array that contains all
of the speeds that have been recorded during the current session.

There are three components that factor into the global score: averagempalkdey
pressesvariance in speed®r all key pressescurrent speed. For each of the aforementioned
values, the values are mapped to agetermined range, using the maximum and minimum values
within the data sets. After mapping each parameter, the valuesda® aol and mapped to the
allotted global rangewnhich is representative of the part of the whole that is rapd# the global
score For the global scoréy is therecorded start time, which is either the start of the typing
session or when tHapse was recorded; arife 0 @ a is anumber of keys pressed since the
start of thesession or it is theumberof keys pressed since the last lapse in keystrokes

Much like with heglobalscoretherearethree components that factor into the local score:
average speefbr the sequencgevariance in speedsithin the sequengeand current speed. For
each of the aforementioned values, the values are mapped taat@mmined range, using the

maximum and mirmum values within the data sets. After mapping each parameter, the values are
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added up and mapped to the allotted local ramdpch is representative of the part of the whole
that is made up of the local score.

For the local scoréY s the recorded start time, which is either the press time of the
first key in the trgraph or, if there has not been three consecutive keystrokes, iffist they in
the new sequencand "Y¢ O & O i3 €ltter three or if there haot been three consecutive
keystrokes then the number is the quantity of keystrokes there hatheammnber of keys pressed
since the start of the session or it is the amount of keys pressed since the last lapse in keystrokes.

Much like the global antbcal calculations, there atereecomponents that factor into the
individual key score: average spdedall instances that the key was pressatiance in speeds
among instances where the key was pressgdent speed, however they are only beingicared
in respect to the other instances where that key was pressed. In addition, if a key has only been
pressed one time, then the value is added to the array, but there is not an individual score that
exists, instead, the mapping ranges adjust accdyding

If a key has been pressed more than one time, then the average, variance, and current speed
is considered in respect to the previous instances. For each of the aforementioned values, the values
are mapped to a paetermined range, using the maximunad aninimum values within the data
sets. After mapping each parameter, the values are added up and mapped to the allotted individual
key range.

After calculating each of the different areas of the score, the values are added up, generating
an overall keystroke speed score. The outputted value is then mapped to the weight using the fonts
maximum and minimum potential values and the minimum andmanipossible values for the
outputtedKeystroke Scoresee AppendiE.2for linear mapping functianThe outputted values

arerepresentative of the weight of the pressed letter.
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3.3.2 Font Choice

The Digital Penmanshigunctionality can be applied to any vaie font by assigning a
computed value to a specific variable font axis. When trying to decide which variable font to use
for the application, there were several different options tested, which included but are not limited
to the following: Noboto Flex, &hway Extreme, Roboto Flex, IBM Plex Sans Variable,
Recursive and Space Grotesque Variable. In the end, | chose to use a trial version of Grtsk
Variable’?® because of its unique ability to angle letters to the left and right.

Grtsk Varaible is a variablent that was created in August of 2019 by Ilya Naumoff and
Benjamin Blaesg?! The variable font features three variable axes: weight (min and max values),
width (min and max values), and slant (min and max values). Although the number of axes that
can bamanipulated for the font are limited, it does include the most highly used axis types, weight
and width, and it is one of the few fonts that are available for free use that allow for both left and

right letter slants.

3.3.3 User Testing

The purpose of this searchwas to gain quantitative and qualitative data for assessing the
i mpact of a new font technol ogy omanytamanyi ndi vi
communication systems.

Subjects were recruited vi@osts onmanyto-many communicatiomplatforms, such as
Facebook, Linkedin, anch$étagramIn addition to posts, on Facebook participants were recruited

usingFacebook Events and the creation of a business(pag&ppendixF).

320Benjamin Blaess llya NaumofGrtsk Variable,2019.

321 llya Naumoff,Grtsk Variable
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Upon arriving at th®igital Penmansip website, participants were required to complete a
consent form (see AppendB2). The mnsent form was required to be completed each time the
individual visited the site or refreshed their browser.

After completing the consent form and verified thHatyt are over the age of eighteen,
participants were redirected to the chat application and are presented with a modal explaining what
the technology is and how to use it (see Appejix

After dismissing the modal, the individual can begin interacting thi€ chat application.

The platform featured atandard chatroom applicatidimat contained a message feed and a text
input field. As the user types, the application atire depiction of the font using their keystroke
biometrics, causing the font characters to interpolate stroke weight, contrasizérétc.

Participants could type in the text field and see their characters vary-timmreallo send
messages, partgants could select send or press enter on their keyboard. Once a message has been
sent, the participant can hover over the message with their mouse and see information about the

keystroke biometrics for that message (Segire3.11for an example).

A Unicorn 1g:54

butitis snowing so iguess it depends whether or not you like snow

Max Typing Speed: 34.9 keys per second
PZ Min Typing Speed: 0.5 keys per second
Average Typing Speed: 9.8 keys per second
This users keystrokes are weighted to the left-hand side,
this suggests that their left hand may be the more
dominant one when typing.

a Paulathe Panda 216

Figure 3.11: Digital Penmanshiptype features.

After engagingvith the application foa period otime, utserswereprompted with a request

for them to complete a survdgeeFigure 3.12). The survey was optional and consisted of ten

100



guestions surrounding their overall experience using the chat application. The questions consisted
of the following types of inputs: rating seal multiple choice, mulgelect lists, and one long text

input.

User Feedback Survey

USER FEEDBACK SURVEY
1. How did you find out about the Digital Penmanship Application *
Verbally from a family member or friend
Facebook Event or Group
Social Media Post
Email

Other

2. What social media applications do you belong to? *
Instagram
TikTok
Facebook
Twitter
Tumblr
Pinterest

Snapchat

Figure 3.12: Userfeedbacksurvey. The above graphic represents what the user sees when they have sent
enough messages to trigger them &®ing eligible to complete the user feedback survey.

After completing the survey, users could decide to leave the experiment or return to the
chatroom interface. Since we were not collecting any personal user data during the survey process,

users were askieto please only participate in the survey if they have not already done so.

3.4 Results

There vasa total 0f336 consent forms completed for tBagital Penmanshimpplication
and a total of 389 messages sent using the applicAtiotal of eighteerresponses were submitted
to the optional user surveWWhen askediHow did you find out about thBigital Penmanship

Applicationd nine of the participantsespondedfiVerbally from a family member or frier]

10:



three saidiFacebook Event of Grooptwo saidfiSocial MediaPosb; two saidAiEmailo; and three

nOthero

3.4.1 Detecting Changes

The parti ci panaclasge i thé renddriyg oftthe chdracters was assessed
using a yes or no response, where yes was coded as 1 and no was coded Balite Tédor a

break down of th@articipants detected change.

Table 3.6: Breakdown of the number of participants that did and did not detect changes.

Yes No Total

ChangeDetected 16 2 18

To assess whether oot the sixteen participants who detected the changgpeface
renderingknew what was causing,ithe sixteen participantbility to identify the cause of the
change was assessgging a yes or no response, where yes was coded as 1 and no was coded as 2.
Those who answered yes were asked to provide justification fortiefield provided SeeTable

3.7 for a breakdown of participan#bility to detect the cause of the change.

Table 3.7: The number of participants who were able to detecthe cause ofchange

Yes No Total

Detect Cause of Change 7 9 16

3.4.2 Disfluency of Typeface

The disfluency of the outputted type was asseasgd) yes, no, or unsure response, where

yes was coded as 0, no was coded as 2, and unsure was codgeehs & Table3.8 break down

of the perceived disfluency of the typeface
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Table 3.8: The participant's perception of how disfluent the responsive typeface was thdir experience.

Yes No Unsure N/A Total

Disfluency 8 4 4 2 18

3.4.3 Usability Test

The usability of the application was assessed usisgries ofl to 10 rating scale3here
wasa total of four questions asked and descriptive statiatidsa distributionverecalculated for

each. Sedable3.9 for breakdown.

Table 3.9: The descriptive statisticsfor the individual questions in the usability test forDigital Penmanship

Question Mean Max Min MED STDev

How would you rate the font's overall successfulness at
communicating the intent of your message, where 1 is not 5.28 10 1 7 2.765
very successful and 10 is very successfal?

Historically, how likely were you to give careful
consideration to the fonts that you used in your own 6.06 10 1 10 2915
projects?

Historically, how likely were you to spend time thinking
about the fonts that were being used in the applications that 5.39 10 1 4 2.87
you used?

After using Digital Penmanship how likely are you to spend

time thinking about the fonts that you use in your projects? 53l 10 1 ! 2.567

After using Digital Penmanship how likely are you to spend
time thinking about the fonts that are being used in the 5.75 7 4 7 1.299
applications that you use?

If Digital Penmanshipwere to be implemented in social
media applications like Facebook, twitter etc. how likely 4.83 10 1 5 2.651
would you be to use it?




3.5 Discussion

After sending a minimum of three messagestipipants were given the option to fzd
in a usability surveyAlthough over300 consent forms were completed for the platfaoniy
eighteen usability surveys werseibmitted The discrepancyin the completedsurveysverses
consent forms could be attributed to the following:

1. Participants needed tmmplete the consent form every time theytesthe website,

so if the participantisited the site multiplémes,theywould have completed multiple
consent forms.

2. Paricipants were only eligible to complete the survey if they sent a minimum of three
messages during their sessidhiven thefact that there were 336 consent forms
completed and only 389 messages sent, ithsrhighly probable thathe majority of
peoplewho visited the site did not send enough messadas étigible to complete the
survey.

3. Being the survey was optional, participacdsild have simply chosen not to participate
in it.

The hope was for the majority of participarits be recruited via social media channels
however, when askediHow did you find out about thBigital PenmanshigApplicationd half of
thesurveyparticipantgespondediVerbally from a family member or frienallt is safe to assume
that most of these individuals were my friends and family, which meangspenses could be
biased. This potential bias should be taken into consideration when assessimgefeesults.

The survey results did, howeyeauggesthat most participants were able to see that a
change was happening to thigaracters of the typeface, with sixteen of the eighteen noticing the

change Of the sixteen that detected the change, a little more than half could not tell what was
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causing the ltange to happemBecause of the wording of the question, it is unciietnis means
that theparticipantscould not make angelationshipsbetween the changes and their keystrokes,
or if they were simply unable to determine what aspect of their keystvek®sausing the typeface
to vary.

In addiion, the survey responses did show that of the sixteen pt#ailespondedo the
question,AiDid you find that the varying font disrupted your communication experience at all?
half of themrespondedyes6Given the fact that we are attemptingl@monstrate these of social

disflueng within the contexbf Identity Centeredlesignthis disruption washe cesiredoutcome.

3.5.1 Limitations

There were several limitations thatcurred throughouhe scope of this project. The first
being lack of knowledge and experienath machine learning and backend development
Overcoming some of these lapses in knowledge tosigraficant amount of time and in some
cases, compromises had to be maae.example,he initial intent was to create a platform that
could function without requiring an enrollment peribdweverdue to my limited knowledge of
machine learning technol@g and predictive analytics, it was only able to be pushed so far within
the application. As such, because the platform did not have an enrollment gegicystem
requiredthe participant to authenticaligteract with it for an extended period of tiree that their
baseline could be established. Unfortunatpgople either did nadpend enough time typing in
the application for that baseline to be establisheti@y immediately started typirggraticallyin
ways that they assumed their typing styleuldochange if they were experiencing a particular

emotion.
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Another limitation within tlis project was ensuring that when a participant visited the
application they would have someone to communicate witiere were several options explored
for howthis limitation might be overcome

1. Scheduled Events: In an attempt to get multiple people to visit the platform at the same

time, a series afvents were scheduled where | would log on and remain online for the
duration of the time frameEach event wasreated on Facebook and linked to the
Digital Penmanshigan page. Iraddition,the majority of my connections were invited

to the eventsUnfortunately, there was only one individual who visited during
scheduled event.

2. Building a Chat Bot: A brief perbof time was spent looking into the practicality of

integrating with a chatboUnfortunately due to limited knowledge, this did not seem

like afeasibleoption.

Not having another person tommunicate with while in the chat applicatiappeared to
drastically impact the participantds experien
and did not read the instructions in the modal, so they were unsure what to do within the
application resulting inerratictyping. In addition, not having anyone to talk to in the chatroom
could have Another impact of not having anyone to communicate with in the chatroonbeould
attributed to the participants shorter engagement tinissially looking at the messages, it did
appear that those who had someone else to talk to while using the tool were less likely to behave
erratically while typing and seemed to get more out of their interaction with the tool. In an attempt
to overcome this, a series of events were scheduledradabook for open chatroom times,

however only a handful of people actually attended the events.
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3.5.2 Mapping Types

There were varying levels of success for the different mapping typesndstesuccessful

parameter was t hcalculdtttand Domi nancebd

3.5.2.1 Hand Dominance

While the majority of participants were weighted to the right, | consistently had my
keystrokes weighted to the left, suggesting that | am left hand domihhist. became an
identifying attribute for me in the chat, resulting in people being abltell if one of the
participants in the chat was me becao$dhe angle of the letters. The angle atemaineD
consistentlespite the keyboard or device | uséthile scan code and key preferemacecurrently
beingused within keystroke biometrics, | hanet found any studies thabmpare the left hands
typing style to that of the righsuggesting it could prove to be an innovative new feature to be
exploredwithin these biometric systemAdditionally, the Hand Dainance function is light
weight and notoverlytaxingan p | at f or moéssiggeses that iecould prave useftien

developing longext authentication systems that feattgaltime authentication systems

3.5.3 Keystroke Score

Keystroke score was dgigned in a wayhat should have allowed for it to be responsive to
the i ndivi dua lreuatedktieeyvariances kneneightota help maintain legibility.
However,in practice, it was found that the rendered outpas erratic irnthe character weights
anddid not respond in the way the individual was expecting. Therefore, additional research was

needed to determine why this was the case section 3.6 for an overview of the revised weight

mapping.
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3.6 Revised Weight Mapping

Additional research was done in an effortdigtermine why weight mapping was not
performingas anticipatedit was learned that the discrepancy in the outputted mapping and the
intended outcome can be attributed to the ndithensional nature of emotioriBhe circumplex
model of affecthat was created by Russel J. A. in his arfiélecircumplexmodel of affeab uses
two dimensions to mapgmotions: valence and arous&Un der Russel | 6 bowmodel ,
pleasurabléhe emotioris andarousal is the energy behiitd?3

Based on the results fromsaries ofexperiment by Po-Ming Lee, WeiHsuan Tsui and
Tzu-Chien Hsiao entitlediThe influence of emotion on keyboard typing: an experimental study
using visual stimufandfiThe Influenceof Emotion on Keyboard Typing: An Experimental Study
Using Auditory Stimuld it wasrealized that theveight mapping issue was the biproduct of the
varying effects that valence an¢®Faexampkald have
their2015studyL e e, T s u i ,foursdthdembtisns that Base a higharousal levehave
shorterdwell times,also known as thkeystroke durationwhen compared to those with lower
arousal leved3?®This can be attributed to energncompassed within the action. If a person is
experiencing an emotion that is higher in arousal, theertiwion is higher in energy. Thisgh

energy level is thefranslatednto their keypressethat are shorterin duration because of the

322 james A. RusselfiA CircumplexModel ofAffect,0 Journal of Personality and Social Psychol@&$; no. 6
(1980): 1164https://doi.org/10.1037/h0077714.

323 Russell,fiA CircumplexModel ofAffect,0 1163.

324 Po-Ming Lee, WeiHsuan Tsui, and TzChien HsiaofiTheInfluence ofEmotion onKeyboardTyping: An
ExperimentalStudy Using Visual Stimuli,0 BioMedical Engineering OnLin&3, no. 1 (2014):-12, https://
doi.org/10.1186/147925%13-81.

325) ee, Tsui, and HsiadiThe Influence ofEmotion onKeyboardTyping: An ExperimentalStudy Using Visual
Stimuli.o
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greater amount of force beigplied to themExamples of emotions that are said to be lower in
arousal level are tickor bored.

When it comes to keyboard | afaquedinhatshangesiee, Ts
valenceof emdions can impact keyboard latency, where negative emotions ressibvier
keyboard latency valuéd® In addition Lee, Tsui , and Hsi aatdrs r es u
respect to negative emotions, flastest keyboard latency valuesre found for medium arousal
levels3?’ For positive enotions that are high in energlye fastest keyboard latency values were
found for the highest arousal levels.

Lee, Tsu,ad Hsi aod0s r esear cimeffed zetween tbawonsdl leteh er et
and the number of errors, where the higher the arousal lexehtiie errors the participants
make328

The currentweight mappingprocessis indirectly influenced by the dwell time of the
keystrokeshoweverit is primarily built using keystroke latencBased on Lee, Tsui ,
researcht can be assumed thidlan emotion is positive and high enerdgiyen the outputted value
for fontweight will be mapped correctlyHowever,if the emotion has a nagve valence, then
stroke duration will map correctly, bueystroke latency will most likely noTherefore, a new
computational method needs to be generated that isolates the valence and arousal components of

emotion from oneanother This can be achi@d by focusing solely on thawell time.

326 Lee, Tsui, and Hsiao
327 Lee, Tsui, and Hsiao

328 Lee, Tsui, anddsiaa



Dwell time has beerfound to be a key factor when assesding effects of emotions on
keystroke biometrig To calculate dwellime, the key press time is subtracted from the key release
time. Much like time of flight, which also requires a release timée calculated, dwell timis
ill -suited for real timeypeface interpolatianFor dwell time to be used in real time calcuas,
we would need tgenerate gredictive model that would allow us to use otkeystroke data and
patterns within the predictwhatithdutputted dvellttimepwiillibeg t o

Givenmy limited knowledge on predictive modelirag a proof of concept, the following
analysis was done on pexisting keystroke datdn addition to testinghe new weight mapping
method, the revised code aksplores thenclusion of a enrollment period whererandomized

sample of the data set is first passed through the applitatesiablish a baseline distribution.

3.6.1 Data Distribution Mapping

The newweight mapping function starts by takingtire following parameters:

key value
start time
press numbér what number press is it in the sequence

release time

= =2 4 4

pass numbér used to control whether or not the current instance is for rendering
text or creatigthe baseline distribution
1 finald if the current key is the last item in the sequence
Theweight mapping function starts by runnitige keypress through series oprocessge
to clean up the input data to help minimize erréfser ensuring the data is cleahe dwell time
is calculated by subtracting the press time from the releaseTmeeadwell time is then checked

to make sure that it exists before passing it throbhghtappinglistribution process, this will help

to minimize errors and code breaking
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If the current pass is the first pass, meanimgfior building the baseline, then the key data
is passed through the foundationBuilaidtion that takes ithe paramters key name, dwell time,
and final.The foundationBuild functiotakes in the data that is passed to it and uses it to build an
array. The function continues to do this uthié value of final equals 1, which means that it is
true. The foundationBuild en goes through the following steps to build out the baseline
distribution:

1. Before the data distribution can be generated, we neeadttéilfer out ary outliers that
could skew the datand reorder the data set in order from least to grea¥eswill be
accounting for these removed values in the rendered font weights later on.

2. Next, we will need to generate the quantilés. do so, the simplified data point list
along with the medianalue is passed to tlggiantile_Generator function. The quantile
generatothen takes the median and the éistay of datapoints and uses it to construct
two new arrays of data separated by the median value. The new data arrays are then
returned to the fawdationBuild function.

3. Now that we haveur data split in half, we can use each of the halfs to generate our
guantiles by passingach of the halves through the quantbenerator function.

4. Next, westore the maximum and minimum values for each of tfentjes into an
array, this will be used for mapping our new outputted weight value.

5. To make sure that we are accounting for outliers in our end mapping function,
especially because when it comesDigital Penmanshighe outliers are where the
changes in emotions exist. We can do soshying the minimum value from ql

(quantile 1) and the maximum value of q@éntile4).
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6. Once we have stodeour quantile values, we need to return the information to the
weightcalculdion function.

Now that we have generated our baseline distribution, we can now pads dia¢aseinto

the new weightalculation functionthe process for which can be found below

1. Before beginning the mapping process the data is checked to mekéattinere are
not any missing dwell time values. If there are any dwell time values migkthgre
are any missing dwell times, then flo@ction returns the last used weight valdi¢he
dwell time does exist, then tifignctionproceeds to the next step.

2. Next the application runs the dwell time through a serieg-tifen statements to
determine whiclguantilethedwell time belongs in. Théata point can exist in one of
six areastower bound quantile 1 quantle 2; quantile 3 quantile 4;andupper bound

3. Once the quantile for the data point hashdentified, it is passed @ mappingWeight
function along withhe dwell time value, key that was presspntile minimum value
and quantile maximum value.

4. Themapping weight function themses the quadrant location to define the minimum
and maximumvalues for that particutasegmentandthen passes tisevalues to the
linear mapping functiotocated in AppendiE.2

The output of this new mapping style can bersinfiguresFigure 3.13andrigure3.14

These figures were generated using keystroke datacted duringa previous testing session.
Both character width and letter angkere rendered using the original data. The value for weight
was recalculatedsing the model outlined abawks depicted below, the new model allowed for

a greater amount of contrastithin the rendered outputwhile still maintaining legibility.
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Additional research would need to be done to better understasddtessfulness of this mapping

style compared to theiginal one (keystroke score)

let's see what kind of input I'll generate todaylooks like many people start with wide
kerning then end up with narrowless bold then more boldwonder if typing style would

change if this were cod

Figure 3.13: Example #1 of previously recorded data mapped using revised methods.

Typography functions in the construction of ypography functions in the construction of a reader's experience by combining visual and

textual strategies to enhance the message and the meaning. Rhythm and pace of reading can be regulated through word spacing. Bold,

italic, and underlining text can be used to make a stat it more emphatic, or as Katie Salen has suggested, can be used as subversive

elements or can Critical creative practitioners have generated works that have both broadened our understanding of the practice, as well
as questioned the construct of what makes a trypeface a typeface. ome of these creatives include, but are not limited to Erik van Blokland,
| Lissitzky, and David arson. hese designers, an others like them, have gone against the grain with their unconventional approaches to the
practices, crreating works that evoked critical reflection from their audience. Critical creative practioners are design leaders that through
their innovative and radical work have shaped the discipline and destabilized public perceptions. he following is a curated list of artists
and designers that | have deemed critical creative practioners. Option oriented -oriented making is the application of systematic design
methodolgies wwithin making technologies where the design system and is creative potential is controlled by the tools and system and
not the maker. OOM technologies give the maker the illusion of having control through the presence of options, but for the maker to
participate within the system, they must give up some control to the system. hese optionhese option-oriented making systems are the
product of the 'one-size-fits-most' mentality and the desire to create products that maximize the amount of people who can use them.
These option-oriented making systems are the produche construct of control evokes a connotation of power. f someone or something has
control or power over something else then they are in the position of power. Power, is something that can be inherited, earned, or

awarded, taken, but for someone or somethhing to have power there needs to exist a subordinate or a submissive.

Figure 3.14: Example #2 of previously recorded data mapped using revisedethods.
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4. DISCUSSION

Throughout this dissertatioithe intersection of critical creatiyeracticesand HCI was
exploredin an effort tocreatea framework for developingraterial speculations in the form of
communicationtools that evokecritical reflection. The resulting framework, entitled Identity
Centered Desigfocuses on thentegrationof critical creative practices into the field of HBY
emphasizingnteraction and physicalitydnder this new frameworl, situated artifact waseated
in the form of an interactive chat application that ussgstrokegso interpolate a variable font.

The application, entitle®igital Penmanshiprelied on the use of disfluency through the encoded
presence of the communicator as a wayduce critical reflectioron the limitations of modern
day communication systems.

Over the last few years, within the context of the humanities, arts, and science technologies
studies there has been an increase in the awareness of the need foreftéataim within HCI.
However, while some members of the HCI discipline have begun to engage in this critical dialogue
and acknowledge that the field could benefit from the addition of critical discussion, there is little
information on how to apply critadity within the context of HCI practices.

Building upon Christopher Frauenburger 0s
Design was explored as a way to anstwar research questions

1. How can criticality be used as a methodology for developingtel€inologieghat cause
the users to engage in critical discussion about the systems and tedswiegted by
HCI practices?

2. How can space be created for individuality in communication systems that use option
oriented making (OOM)?

In an effort to anser the first questioriHow can criticality be used as a methodology for
developing HClechnologieshatcausdhe users to engage in critical discussion about thersgs

and technologscreated by HCI practicgresearch wasonductedn the disciplines of critical
11.



creative practices anHCI. Throughthis research, it was realized that HCI suffers fromo
shortcomings: 1) An emphasis placed on optimizing for the novice vs. the expert; 2) An over
simplification of the construct of humato a user, resulting in the condition of the post
discretionary usetn this context thepostdiscretionary user is the user who believes they have a
choice whether or not they use technology, however social norms, manipulative technology, and
an innaé desire to form connections prev@titem from being in controllhe resultingcondition
of the postdiscretionaryuseris the loss of individuality and identity

The methodology, Identity CentereDesign, rejects thepostdi scr eti onary
condition and uses desigas a way obffering an alternative reality to the individuddentity
Centered Design is an alternative conceptual framework for approaching HCI design that
diversifiest he OGuser , 6 g i iadividusalasuns pehmaediestity CenteredhDesiga
when creating new technology, we should ask ourselves is this the type of | want to
becomewheretheg)  0bis theperceiveddentity of the individual using the technology

While researching criticatreative practices and HCI, it became evident that before people

could think critically about the technologies that they use, they first needed to be made aware of
the limitations of their present reality. Therefore, the research waisoréized to centalize the
empowerment of the pesliscretionary user, by making visible the invisible. It is believed that
should the methodology continue to be applied, the-ggdsts c r et i onary wuser 6s
improve, and eventually, the same methodology can ke tosgrovoke critical discussion from
participants.

It was hypothesized that Identity Centered Design could serve as a way of creating space
for individuality in communication systems that use optioiented making. To test this

hypothesis, a casgtudy was conducted he case study focused on applying ldentity Centered
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Design to creatBigital Penmanship avariable font interpolato Initially, the perceived identity

for Digital Penmanshipvasd@iser as makérand thefocus was on OOM systentdowever, after
goingthrough the processthink that limiting the user to one identity is doing them a disservice.
It is important to acknowledge th#te advent of new technologies does not impact just one
identity. Thereforeconsidering thisthe perceiveddentities should be expaed to includeuser

as communicatol This means that iDigital Penmanship both OOM systems an@ption
oriented CommunicatiofOOC) systemsshould beanalyzed®?® In addition tothe perceived

identitiesof the userit is alsovital thato u s e r a s is empllasized tlraughbudthe process.

The concept oDigital Penmanshiwas derived from the centr
i ndi vi dual éoriemedtcémimaonicatipntsysteymsd how identity was communicated
in earlier modes of textased communicatioombining these two ide#sd to the translation of
keystrokedynamc methodologieso the personalizedlepiction of theendered characterg was
because of the centralizing of the Ouser as
individuality exisedin the preioustechnologies that the resulting technologgsable to create

afingerprint likeuniquenessfor each individuad s di gi t a.l penmanship

While initially, Identity Centered Desigronsidered singular identity, the realization that
it should includemultiple identities means thatwill need to be rexded to be more inclusivéhe
resulting definition ofidentity Centered Desigis thefocus on thecreaton of technology and
seelng out of places withinOption-oriented (OO) systemsto make space for the individual.

Identity Centered Design achieves this through daeelopment of design practices ttzaid

3290 potential example of OOC systems ghgphsand emojis.
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disfluency to the traditional flow. The goal of Identity Centered Design is to educate the individual
on their current reality by making visible the fabcated.ldentity Centered Design is about
empowering the individual. It does not dismiss the value that User Centered Design has brought
to modernday society. Instead, Identity Centered Desigriocuses oncreating functional
technologies that presetiite individud with alternative ways of lookingt andinteracting with

tools and systema&Vhetheror not the individuakees value in the alternativeechnologyis for

themto decideldentity Centered Desigis of the belief thatheindividual should be able to make
educated decisions abaiie technologies that they use that could have-lasting impacts on

the definition of the individual.
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B.1

APPENDIXB.l RBOCUMENTATI ON
IRB Submission Form

Rensselaer Polytechnic Institute
Institutional Review Board (IRB)
Protocol Description

PROTOCOL TITLE: Digital Penmanship User Testing
PRINCIPAL INVESTIGATOR: Arielle Cerini
OBJECTIVE: User testing is being conducted in an effort to gain qualitative and quantitative data

for assessing the impact of using biometric keystroke data to alter the depiction of a
font in many-to-many communication systems.

METHODS: All individuals who connect to the online chat application will be using their own
devices. The interface that the user will be interacting with is much like other chat-
based web applications.

Startup and Consent:

At time of startup, users will be presented with a consent, which can be found at
the close of this document. Each time the user visits the page, they will be required
to complete a consent form.

Interaction and Testing:

Once the user has completed the consent form, they will be directed to a menu
containing the individual chat options that are available: free-form or topical (for
example sports, politics, or other common discussion topics). User will be prompted
to select the chat they would like to enter. After selecting the chatroom that they
want to participate in, users will be presented with a standard chatroom application
containing a message stream and text input field. Users will then be prompted to
type and send their first message. As the user types, the application will alter the
depiction of the font using their keystroke biometrics, causing the font characters to
interpolate stroke weight, contrast, font-size, etc. After engaging in the application
for some time, users will be prompted with a request for them to complete a
survey. No user is required to complete the survey and survey responses and text-
inputs will be kept independent from one another.

User Feedback Form:

If the user chooses to participate in the survey, they will be asked to complete a
brief survey consisting of ten questions surrounding their overall experience using
the chat application. Questions will consist of the following types of inputs: rating
scales, multiple choice, multi-select lists, and one long text input. After completing
the survey, users can decide to leave the experiment or return to the chatroom
interface. Since we are not collecting any personal user data during the survey
process, we will be asking users to please only participate in the survey one-time at
the start of the survey.
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EFFECTS ON SUBJECTS:

MINIMIZING RISK:

LIKELIHOOD OF HARM:

DOCUMENTATION OF RISKS:

BENNEFITS FOR PARTICIPATING:

RESEARCHER QUALIFICATIONS:

RECRUITING OF SUBJECTS:

It is my hypothesis that by participating in this experimentation, users will begin to
question the interfaces they use to communicate, realizing the restrictions that they
place on the presence of the individual in their message. Likewise, | hypothesize
that the use of variable fonts to create space for the non-verbal in many-to-many
communication systems will allow for richer interpersonal relationships to develop
and help the users to realize what has been missing from their pre-existing
communication systems. Beyond the aforementioned desired effects, subjects
should experience no long-term negative impacts from participating in this
experiment.

All data collected through this experiment will be encrypted and stored on a
physical hard drive that is only accessible by myself. No information regarding the
user’s identity will be saved in the database. Although we are collecting data
through Google Analytics, Google does not provide website owners with any
personal information for the individuals who visit a particular webpage. All
demographic data will be kept separate from user responses and keystroke inputs.
All chatroom data and survey responses will be kept independent from one-
another.

While the chatroom will be an open forum, it will be moderated to ensure that
there is no hate speech, bullying, or hurtful language of any kind. Any users who use
inappropriate or explicit language or say anything that is considered to be ‘hate
speech’ will be banned from using the web application.

There is a low, to virtually no, likelihood that the user will experience any harm in
result to participating in this study.

The risks for participating in this experiment are no greater than those that a user
faces on a daily basis while using their devices for communicating on many-to-many
communication platforms. If at any point a user decides that they no longer wish to
continue in the experiment, they are free to quit the application.

Users will receive no benefits for participating in the experiment.

Researcher is a fourth year PhD Candidate in Electronic Arts and has completed all
of the necessary City training courses and refreshers.

Participants will include the following: avid social media users; social media
influencers; designers; and creatives.

In an effort to ensure that we are reaching our ‘target users’—i.e. avid users of
many-to-many communication technologies aka social media users—all users will
be recruited using social media applications. Some of the methods for recruiting
subjects includes the following: a series of social media posts; a Facebook group;
tweets; Instagram posts. Acquisition sites will be tracked using Google Analytics—a
fully anonymous analytics tracking system that allows website owners to gain
insights on the demographics of their users.
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CONFIDENTIALITY:

ATTACHMENTS:

All data collected through this experiment will be encrypted and stored on a
physical hard drive that is only accessible by myself. No information regarding the
user’s identity will be saved in the database. Although we are collecting data
through Google Analytics, Google does not provide website owners with any
personal information for the visitors of the site. All demographic data will be kept
separate from user responses and keystroke inputs.

Please find a copy of the survey | intend to conduct in the attached files. While this
is currently the survey that | intend to use, there is a chance that it could change
before conducting the experiment. Any changes that might be made will be
minimal, though.

Please find a copy of my Consent Form for subjects 18 and over among
the attached files.
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Optional Survey

Below is the breakdown of the questions for the optional survey that users can choose to participate in.

How did you find out about the Digital Penmanship
Application

Multiple Choice

[Verbally from a family member or friend |
Facebook Event or Group | Social Media Post
|Email | Other]

If you feel comfortable disclosing the information, can
you tell us which of the chatrooms your participated
in?

Please select all the apply.

What social media applications do you belong to?

Multi-select
[Instagram| TikTok| Facebook| Twitter, Medium|
Tumblr| Pinterest| SnapChat | Other]

On average how much time per week do you spend on
social media?

Numerical input

On which device type do you prefer to access your
social media from?

Multiple choice
[iPad or other tablet device | desktop or laptop |
mobile device]

causing the font to change?

Did you notice that the characters of the font that is Yes or No
being used in the chat application were changing?

[Shown if answered yes above] Were you able to Yes or No
determine what was causing the characters to vary?

[Shown if answered yes above] What do you think was | Text input

The font that is being used by the chat application is a
variable font that is being altered by your keystroke
biometrics. Keystroke biometrics are the unique
keystroke patterns that every individual has.
Historically, this technology has been used in security

Digital Penmanship, is the first application that uses
this technology to communicate an individual’s
identity, similar to how hand writing does.

technologies to verify and identify who an individual is.

Text block (no input)

Now that you know what the application is doing, how
would you rate the fonts overall successfulness at
communicating the intent of your message, where 1 is
not very successful, and 10 is very successful?

Rating scale.

Historically, how likely were you to give careful
consideration to the fonts that you used in your own
projects?

Rating scale.

Historically, how likely were you to spend time
thinking about the fonts that were being used in the
applications that you used?

Rating scale.

After using Digital Penmanship do you think that you
will be more likely to spend more time considering the
fonts that you use in your own projects?

Rating scale.

After using Digital Penmanship do you think that you
will be more likely to take note of the fonts that are
being used in the applications that you are using?

Rating scale.
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Do you think that the varying font added anything to Multiple choice with textbox that is required if yes

your communication experience? If yes, what did it and optional if no or unsure.

add? Yes, No, Unsure

Did you find that the varying font disrupted your Multiple choice with textbox that is required if yes
communication experience at all? If yes, how did it and optional if no or unsure.

disrupt your experience? Yes, No, Unsure

If Digital Penmanship were to be implemented in Rating Scale

social media applications like Facebook, Twitter, etc.,
how likely would you be to use it?

Is there anything else that you would like us to know? | Text input
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B.2 IRB Consent Form

Consent Form: Arielle Cesini (10/2872020)

You are being asked to participate in a research study titled Digital Penmanship. Prior to beginning the study,
you will be presented with a description of the experiment, and what you will be asked to do. If you have any
guestions or concerns, feel free to contact me, Arielle Cerini, at cerina@rpi.edu or message me through the
Facebook event page. This study is being led by me, Arielle Cerini, Deparitment of Electranic Arts at Rensselaer
Polytechnic Institute. The Faculty Advisors for this study are Robert Nideffer, Department of Electronic Arts at
Rensseloer Polytechnic Institute, and Shawn Lawsan, School of Art, Herberger institute for Design and Arts,
Arizona State University.

What the shudy is about
The purpose of this research is to assess the impact of a new font technology on an individual typing experience
and the digital communication process within social media platforms.

What we will ask you 1o do

As a user, you will be asked to participate within at least one of the provided chatrooms. There is no reguired
amount of time that you are reguired to spend participating. If you have the time and are willing to, there isa
short 10 guestion survey to complete that you will be given the option to participate in after using the
application for a minimum of five minutes.

Risks and discomforis
| do not anticipate any risks from participating in this research.

Benefits
You will receive no direct benefits for participating in this experiment.

The information collected in this study may benefit individuals who use social media to form/communicate with
already existing relationships. Through this research, | hope to address any glitches within our technology, as
well as gain insight on the impact the technology has on the digital communication process.

Compensation for partidipation
You will receive no compensation, monetary or otherwise, for participating in this experiment.

All messages communicated using this application will be recorded and saved on a remote server. Text
recordings will be kept separate from all identifiable information that we are recording. By checking below, you
are consenting to having all communication that occurs within the chat room being recorded. Furthermore, you
are acknowledging that while we are not correlating text input with other data that we are collecting, if you
include your name or any personal information within your messages, then that information will be stored with
all of your typing data.

Please check below if you are willing to have your input data recorded and understand the risks associated with
disdosing any personal information while using the chat application.

[ 1 do not want to have my text inpuls recorded and/or do not accept/understand the the risks associated
with sharing any personal information about myself within the chatrooms.

[] 1 am willing to have my text inputs recorded and | understand/accept the risks associated with sharing
any personal information about myself within the chatrooms

Page 1of 3
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IRB Consent Farm: Arielle Cenini (10/282020)

You are being asked to participate in a research study titled Digital Penmanship. Prior to beginning the study,
you will be presented with a description of the experiment, and what you will be asked to do. If you have any
questions or concerns, feel free to contact me, Arielle Cerini, at cerina@rpi.edu or message me through the
Facebook event page. This study is being led by me, Arielle Cerini, Department of Electronic Arts at Rensselaer
Polytechnic Institute. The Faculty Advisors for this study are Robert Nideffer, Department of Flectronic Arts at
Rensselger Polytechnic institute, and Shawn Lawson, School of Art, Herberger Institute for Design and Arts,
Arizona State Universily.

What the study is about
The purpase of this research is to assess the impact of a new font technology on an individual typing experience
and the digital communication process within social media platforms.

What we will ask you 1o do

As a user, you will be asked to participate within at least one of the provided chatrooms. There is no required
amount of time that you are reguired to spend participating. If you have the time and are willing to, there isa
short 10 question survey to complete that you will be given the option to participate in after using the
application for a minimum of five minutes.

Risks and discomforis
| do not anticipate any risks from participating in this research.

Benefits
You will receive no direct benefits for participating in this experiment.

The information collected in this study may benefit individuals who use social media to form/communicate with
already existing relationships. Through this research, | hope to address any glitches within our technology, as
well as gain insight on the impact the technology has on the digital communication process.

Compensation for participation
You will receive no compensation, monetary or otherwise, for participating in this experiment.

All messages communicated using this application will be recorded and saved on a remote server. Text
recordings will be kept separate from all identifiable information that we are recording. By checking below, you
are consenting to having all communication that occurs within the chat room being recorded. Furthermore, you
are acknowledging that while we are not correlating text input with other data that we are collecting, if you
include your name or any personal information within your messages, then that information will be stored with
all of your typing data.

Please check below if you are willing to have your input data recorded and understand the risks associated with
disdosing any personal information while using the chat application._

] I do not want to have my text inputs recorded and/or do not accepi/understand the the risks associated
with sharing any personal information about myself within the chatrooms.

[ ] 1 am willing to have my text inputs recorded and | understand/accept the risks associated with sharing
any personal information about myself within the chatrooms
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