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ABSTRACT

DRAM (dynamic random access memory) technology has been fueling the computing in-
dustry for almost five decades and plays an essential role in enabling modern information
technology infrastructure. However, as the DRAM technology scaling approaches 20nm
and below, it has become increasingly challenging to maintain the historical bit cost re-
duction. In particular, with the DRAM technology scaling towards sub-20nm, it becomes
more and more difficult to achieve sufficient DRAM data retention time. The DRAM cells
with relatively shorter retention time are referred as weak cells and may fail to keep stored
data in certain refresh period (e.g., 64ms or 128ms in current practice). Thus, tremendous
efforts have been devoted to seeking alternative memory technologies. Several emerging
memory technologies have been considered as the promising candidates, for example,
Spin-Transfer-Torque(STT) RAM and Phase Change Memory (PCM). Although these
emerging memory technologies may have advantages in scaling, they inevitably face cost,
capacity and reliability challenges. In conventional practice, all the erroneous memory
cells are masked by redundancy repair and error control codes (ECC), which are invisible
to outside. However, it becomes impractical for memory industry to keep this design
philosophy in sub-20 nm region.

This thesis presents a series of orthogonal memory system design techniques that
leverage the characteristics of various applications to optimize memory fault tolerance
in highly scaled memory technologies. This thesis advocates a system-aided scaling of
memory and data-dependent error-tolerance design strategy that allows memory chips
to provide erroneous bits. These erroneous bits are directly visible to and tolerated by
system-level memory controller instead of memory chips themselves. This design is e-
valuated in the case of using DRAM and STT-RAM in solid-state drives (SSDs). By
dynamically and jointly adjusting ECC configurations, the memory controller is able to
adapt to the runtime data access characteristics. This technology contributes significant
ECC redundancy saving and data reliability improvement.

3D memory chip stacking is also a promising technology which is an entirely new

category of high-performance memory, delivering unprecedented system performance and
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bandwidth. Although the emerging 3D DRAM products can significantly improve the
computing system performance, the relatively high cost is one of the most critical issues
that prevent their wide real-life adoption. Fortunately, system-aided DRAM scaling can
very naturally fit the emerging 3D DRAM-controller integrated chips such as the hybrid
memory cube (HMC). Under such a system-aided DRAM scaling design framework, the
most crucial challenge is how to most effectively compensate the memory errors caused
by the erroneous cells at minimal overheads in terms of data access latency and redundan-
cy. Conventional ECC designs for memory focus on random errors while paying no at-
tention to the feature of error patterns introduced by weak cells. Design strategy proposed
in this thesis can tolerate the weak cell rate of as high as 10* and 6x 10 if 100% and
90% of all the weak cells are known in prior. Using Micron’s HMC 3D DRAM chips as
the test vehicle, the evaluated implementation results show that it only consumes less than
0.4mm? (45nm node) on the logic die. Using CPU and DRAM simulators, simulations
are further carried out over a variety of computing benchmarks and the results show that
this design solution only incurs less than 2% performance degradation on average.
Besides hardware based strategies, this thesis also presents a software-based solu-
tion on the use of DRAM with unrepaired weak cells in computing systems. The solution
is based on the simple idea that operating system (OS) reserves all the error-prone pages,
which contain at least one unrepaired weak cell, from being used. Under a relatively
high error-prone page rate (e.g., 8%), it is almost impossible for OS to allocate a contin-
uous fragmentation-free physical memory space for some critical operations. Moreover,
reserving all the error-prone pages from practical usage could cause noticeable memory
resource waste. Aiming to address these issues, this thesis presents a controller-based
selective page remapping strategy to ensure a continuous critical memory region for OS
and develops a software-based memory error tolerance scheme to recycle all the error-
prone pages for the zZRAM function in Linux. Experiments are carried out using SPEC
CPU2006 and further study is performed on the latency, hardware cost and the effective-
ness of recycling error-prone pages for ZRAM in Linux. The experimental results show
that the proposed software-based error tolerance scheme degrades the speed performance

of ZRAM by only up to 7%.
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1. Introduction

1.1 DRAM basics
1.1.1 DRAM memory Architecture

Random-access memory(DRAM) is one type of random-access memory(RAM) which
stores each bit of data in a separate capacitor within an integrated circuit. As Fig.1.1
shows, the capacitor has two states, either charged with electrons or discharged which are
used to represent two value in digital system, 0 and 1. Since the transistors are not perfect
devices, their eventual leakage current cause that the capacitors will slowly discharge, and
the information eventually fades. To retain the information stored there, each capacitor
needs to be refreshed periodically. Because of this refresh requirement, it is a dynamic
memory as opposed to static random access memory (SRAM) and other static types of
memory [1].

For a read operation, row decoder selects corresponding word line need to read and
open all the transistors connected to the word line. Thus, the information stored in the
capacitor will be transport to sense amplifier and select by column decoder. Than the
required data will be sent to I/O buffer. At the end of read, sense amplifier will recharge

the accessed capacitor so the information in the capacitor will be refreshed after once

Portions of this chapter previously appeared as: H. Wang, K. Zhao and T. Zhang, “Efficiently realizing
weak cell aware DRAM error tolerance for sub-20nm technology nodes,” in 7th IEEE Int. Memory
Workshop (IMW), Monterey, CA, USA, 2015, pp. 1-4.

Portions of this chapter previously appeared as: H. Wang and T. Zhang, “An exploratory study on
system-aided dram scaling,” in 6th IEEE Int. Memory Workshop (IMW), Taipei, Taiwan, 2014, pp. 1-4.

Portions of this chapter previously appeared as: H. Wang, K. Zhao, J. Li and T. Zhang, “Optimizing the
use of STT-RAM in SSDs through data-dependent error tolerance,” IEEE Trans. Very Large Scale Integr.
(VLSI) Syst., vol. 23, no. 11, pp. 2743-2747, Nov. 2015.

Portions of this chapter previously appeared as: H. Wang, K. Zhao, M. Lv, X. Zhang, H. Sun and
T. Zhang, “Improving 3D DRAM fault tolerance through weak cell aware error correction,” IEEE Trans.
Comput., vol. 66, no. 5, pp. 820-833, Oct. 2016.

Portions of this chapter previously appeared as: H. Wang, Y. Li, X. Zhang, X. Zhao, H. Sun and
T. Zhang, “On the Use of DRAM with unrepaired weak cells in computing systems,” in Proc. ACM 2nd
Int. Symp. on Memory Syst., Washington DC, USA, 2016, pp. 327-337.
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Figure 1.1: DRAM storage cell

read. So essentially, refresh is automatic read arranged by memory controller to keep
data integrity in DRAM array. For modern memory design, The refresh interval (time
between refreshes for a given cell) has remained constant at 64 ms for several DRAM

generations [2].

1.1.2 High throughput 3D memory

Modern memory technology has started to explored 3D architecture design in order
to meet increasing requirement in memory density and throughput. New technology has
already been commercialized such as HMC and high bandwidth memory(HBM) which
are able to provide remarkable throughput performance [3].

An HMC is vertically organized memory device that consists of one logic layer and
multiple DRAM layers using through-silicon via (TSV) technology. It has two capacity
configurations, 4 GB and 8 GB. The structure of an 8 GB HMC is shown in Fig. 4.1. It
has eight DRAM layers and one logic die. Each DRAM layer has 1 GB capacity and
is divided into of 32 partitions which contains four DRAM banks so one 8-GB HMC
has 256 DRAM banks [3]. All vertically adjacent DRAM die partitions form a vault
and controlled by vault controller in logic die. Vault controller which realizes refresh
function of each vault has a reference queue used to buffer references for its own vault
memory. Thus, vault controller can independently reorder memory references for latency

optimization rather than executing references exactly as order of arrival. Independent



vault controllers enables 32 concurrent operations in one HMC.

Partition —

\
\
|

,
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|
W
o

Vault Q‘ ' '
===
SS oSS ——————
== ~gf
S Logic
s die

Figure 1.2: Organization of hybrid memory cube.

HMC uses 1/0 links to communicate with host or other HMC. Each link is com-
prised of 16 input lanes and 16 output lanes of which speed ranges from 12.5 to 30 Gb/s.
Thus one link is capable to provide maximum 32 x 30 = 120 GB/s bandwidth in full
duplex operation. HMC has 2 link package and 4 link package which provides maxi-
mum aggregated bandwidth as 120 x 4 = 480 GB/s. Inside HMC, each link is associated
with eight local vault denoted as quadrant. link communicates with all vaults through a
crossbar but access to a vault outside of quadrant has relatively higher latency than to one
inside quadrant. HMC supports both read and write granularity from 16 bytes up to 128
bytes block size. HMC can also achieve low energy consumption. Energy per bit in for
HMC prototype is measured as 10.48 pj/bit which saves 83% compared with 65 pj/bit for
DDR 3 [4].

In general, HMC or other 3D memory technology are evolutionary solution of mem-
ory bandwidth wall which improves memory latency, bandwidth, power and density char-

acteristics.

1.2 STT-RAM Memory Basics

Spin-transfer torque(STT)-RAM is a new technology which is considered most promis-

ing as competitor of SRAM for cache and DRAM for main memory [5]. Different from
DRAM, STT-RAM stores data information in a magnetic tunneling junction(MTJ) instead
of a capacitor. As shown in Fig. 1.3, the MTJ is consisted of two ferromagnetic layers

and one oxide barrier layer, e.g. MgO. Magnetization direction of one ferromagnetic



layer is fixed and it is regarded as reference layer while magnetization direction of the
other ferromagnetic layer can be change by passing a enough current though the MT]J.
The resistance of MTJ depends on the relative magnetization directions of the two fer-
romagnetic layers, i.e., When free layer and reference layer have different magnetization
direction, MTJ shows a high resistance state referred as anti-parallel state, leading to 1-bit
storage per MTJ. On the other hand, when these two layers have the same magnetization
direction, the MTJ is in a a low resistance state denoted as parallel state. Anti-parallel
and parallel states are used to represent 1 and O in digital system respectively [6]. Let
R; and Ry denote low and high resistance of the MTJ. The tunneling magneto-resistance
ratio(TMR) is conventionally defined as (Ry — Ry)/Ry. Clearly, a larger TMR makes it

easier to distinguish the two resistance states and hence is highly desirable.

Bit-line Bit-line

— _H

Free Layer Free Layer

. MgO MgO
Word-line = 9 Word-line < 2
] ]
Reference Layer Referenge Layer

—— ¥ - [‘

Source-line Source-line

(a) (b)

Figure 1.3: MTJ] structure (a) anti-parallel state(high resistance) (b) parallel
state(low resistance).

Though various design of STT-RAM have been proposed, transistor-one-MTJ(1T1J)
structure is the most popular because of it simplicity and potential for scaling [6—8]. Each
STT-RAM cell contains one MT]J as the storage element and one nMOS transistor as the
access control device. In order to ensure correct write operations, the size (or width) of
the nMOS transistor within each STT-RAM cell must be sufficiently large to sustain a
write current larger than the switching threshold. As a result, it is very critical to reduce
the switching threshold current of MTJ devices as much as possible, which can be accom-
plished by technology scaling and/or material/device innovations. Recent breakthroughs

on the development of MTJ with perpendicular magnetization (also called perpendicular-



MT]J) successfully reveal the practical feasibility of sub-1001t A switching threshold, e.g.,
perpendicular-MTJ with switching threshold of 50t A at 30nm node has been recently
demonstrated [9]. Because of the virtually unlimited cycling endurance of MTJ devices,
the development of perpendicular-MTJ makes STT-RAM become the most viable can-
didate for large-capacity on-chip embedded memory (e.g., last-level cache) and DRAM-
replacement.

The parallel and anti-parallel magnetization are realized by steering a write current,
which must be larger than a switching threshold, directly through MTJs along opposite
directions. When enough current pass the MTJ from free layer to reference layer, MTJ
switch from 1 to 0 and vice versa. STT-RAM read is realized by steering a sensing current
through MTJ to transform the MTJ-based data storage information from the resistance
domain into the voltage domain. Since both write and read involve through-MT]J current,
the sensing current for memory read has to be sufficiently lower than the switching current
threshold in order to avoid read disturbance. Considering read current with state O is
greater than than rad current with state 1, read current is designed to apply from bit-line
to source line in or to minimize read disturbance [10]. Let /., denote the MTJ switching
current threshold and /. denote the sensing current (apparently we have I. < I.)). The
probability of read disturbance reduces as we reduce /. (and hence I./1.,) [11, 12]. Let
f+(I.) denote the read disturbance probability with the sensing current I, it can be esti-

mated as

E I

prdUll (1.1)

€0

frlle) =1 —exp{——exp[

where 7, is sensing time applied to MTJ (which is set as 10ns in our simulations),
timing constant 7y is 1ns, E is the energy barrier, kp is the Boltzmann constant, and T is

the temperature.

1.3 Thesis Outline

The rest of thesis is organized as follows: Chapter. 2 introduced the motivations of
methods presented in this thesis on memory system design. Chapter 3 introduces system-
aided memory scaling and data-dependent error tolerance design, including two evalua-

tion cases which use DRAM/STT-RAM as cache in SSDs. In Chapter 4, I introduced a



novel error tolerance design for highly scaled memory, weak cell aware decoding, which
naturally fit 3D DRAM chip as HMC and shows significant improvement in memory
reliability and saving in ECC redundancy. Another brand new software error tolerance
design is given in Chapter 5 which adopts fast data compression and software decoding
technology to reutilize error prone physical DRAM pages. And finally, conclusions and

future work are drawn in Chapter 6.



2. Summary of Motivations

2.1 Scaling Challenge of Memory Industry
2.1.1 System-aided DRAM Scaling

Over the past decade, tremendous amount of research efforts has been devoted to
new memory technologies, e.g., STT-RAM (spin-transfer torque RAM), PCRAM (phase-
change RAM), and ReRAM (resistive RAM). This has been largely driven by the well-
recognized grand challenges faced by DRAM scaling [14, 15]. In current DRAM design
practice, the storage node capacitance must be large enough to guarantee a sufficient bit-
line sensing voltage margin under the worst-case scenario, i.e., with the leakiest access
transistor, retention time of the refresh period (e.g., 64ms or 128ms), and highest oper-
ating temperature (e.g., 85°C). Therefore, as the industry continues to reduce DRAM
cell size with the technology scaling down, the aspect ratio (A/R) of the storage node
must accordingly scale up in order to maintain almost the same amount of storage node
capacitance, i.e., the scaling down of memory cell size must be strictly coupled with the
scaling up of storage node A/R. It becomes increasingly challenging to sustain such a
coupled scaling as the DRAM industry strives to move into the sub-25nm regime.

Since it is so difficult to maintain the conventional coupled DRAM scaling, we

Portions of this chapter previously appeared as: H. Wang and T. Zhang, “An exploratory study on

system-aided dram scaling,” in 6th IEEE Int. Memory Workshop (IMW), Taipei, Taiwan, 2014, pp. 1-4.

Portions of this chapter previously appeared as: H. Wang, K. Zhao and T. Zhang, “Efficiently
realizing weak cell aware DRAM error tolerance for sub-20nm technology nodes,” in 7¢th IEEE Int. Memory
Workshop (IMW), Monterey, CA, USA, 2015, pp. 1-4.

Portions of this chapter previously appeared as: H. Wang, K. Zhao, J. Li and T. Zhang, “Optimizing the
use of STT-RAM in SSDs through data-dependent error tolerance,” IEEE Trans. Very Large Scale Integr.
(VLSI) Syst., vol. 23, no. 11, pp. 2743-2747, Nov. 2015.

Portions of this chapter previously appeared as: H. Wang, K. Zhao, M. Lv, X. Zhang, H. Sun and
T. Zhang, “Improving 3D DRAM fault tolerance through weak cell aware error correction,” IEEE Trans.
Comput., vol. 66, no. 5, pp. 820-833, Oct. 2016.

Portions of this chapter previously appeared as: H. Wang, Y. Li, X. Zhang, X. Zhao, H. Sun and
T. Zhang, “On the Use of DRAM with unrepaired weak cells in computing systems,” in Proc. ACM 2nd
Int. Symp. on Memory Syst., Washington DC, USA, 2016, pp. 327-337.



argue system-aided scaling in which the demand on the scaling up of storage node A/R,
or even keep the same A/R can be relaxed with the continuous scaling down of DRAM
cell size [16]. At the first glance, such a decoupled DRAM scaling does not appear
to be a viable option because it apparently cannot maintain the error-free DRAM data
storage (except radiation-induced soft errors) as demanded by current DRAM products.
Nevertheless, it is evident that almost all the new memory technologies are fundamentally
subject to various reliability issues (such as write failures, read disturb, sensing errors, and
cycling endurance), and hence most likely cannot achieve the same error-free data storage
as in current DRAM products, especially for sub-25nm technology nodes. Therefore, as
an alternative to shifting from DRAM to other new memory technologies, evolving from
coupled DRAM scaling to decoupled DRAM scaling may not be as unfeasible as it may
appear.

We argue that the decoupled DRAM scaling is actually an attractive option for three
main reasons: (i) It is well known that, in current DRAM chips, the storage node capaci-
tance is large enough to ensure hundreds of ms and even a few seconds of data retention
for the vast majority of DRAM cells, and the typical refresh period of 64ms or 128ms is
set by relatively few DRAM cells with very leaky access transistors [17-19]. Therefore,
although decoupled DRAM scaling inevitably introduces weak memory cells that cannot
ensure the data storage integrity, the number of weak cells may not be significant even if
we keep the same refresh period of 64ms or 128ms. (ii) Although conventional redun-
dancy repair schemes may not be able to handle all the weak cells in decoupled DRAM
scaling, we can expose the bit errors caused by weak cells to the system-level memory
controller, and hence maintain the existing standard memory interfaces (e.g., DDRX).
As a result, the industry can continue to benefit from the tremendous investment over
the decades on DRAM-specific computer architecture and software optimizations (e.g.,
various techniques for exploiting page-mode DRAM access). Essentially, such a system-
aided DRAM scaling resembles the scaling of NAND flash memory that increasingly
relies on system-level error tolerance. (iii) Even though system-level error tolerance for
mitigating weak cells may introduce DRAM access latency overhead, it may be easily
off-set by the noticeable advantages of DRAM over other new memory technologies in

terms of memory cell write/sensing latency. In addition, such a system-aided DRAM



scaling can very naturally fit to the emerging 3D DRAM-controller integrated chips such
as the HMC from Micron.

As DRAM cell scaled down, critical problem is to tolerate increasing weak cells in
DRAM dies for memory reliability. HMC already uses built-in self test (BIST) technique
to remove faulty cells in DRAM dies which is a traditional approach and based on extra
memory redundancy and hardwired remapping. For 3D stacked DRAM, though addition-
al resource can be further shared in neighbour DRAM dies, rerouting memory request to
reservoir cells becomes increasingly challenging as weak cell number augments [20,21].
Direct-mapped cache is also used in DRAM memory design to replace faulty words [22].
Nevertheless, it is still costly to replace all the faulty words without combination of other
efficient error tolerance solution.

ECC is another important technique to address memory fault. Several kinds of
two-tired ECC protection strategies have been proposed to achieve balance between data
reliability and storage efficiency [23-25]. Generally, they use simple first tier ECC to
detect local errors while second tier extra ECC redundancy are stored in DRAM as data.
When first tier ECC detects error or fail to correct error, second tier ECC needs to be
accessed for further error correction. Though several methods are proposed to reduce the
second tie error correction redundancy in all previous work, memory overhead at storage
efficiency is still remarkable. Moreover, previous ECC design for memory treat weak
cell errors and soft errors identically while pay no attention to characteristics of error
introduced by weak cells.

Different from work above, ArchShield is another error tolerance solution which
utilizes weak cell location information to assist DRAM scaling. It can tolerate weak
cell rate as high as 10~* [26]. However, ArchShield needs to keep fault map of faulty
words in on-chip cache and accesses the fault map every memory read request. Then it
duplicates these faulty words in extra memory space referred as replication area. For a 8
GB DIMM, ArchShield costs 64 MB fault map and 256 MB replication area. Moreover,
further modification in operating system is also necessary to implement ArchShield.

Above all, previous developed error tolerance solutions are not suitable to assist
DRAM scaling considering their efficiency. Thus, the use of system-level memory er-

ror tolerance for mitigating memory errors is subject to two major issues: (i) Storage
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redundancy overhead: DRAM dies has to store certain redundancy to facilitate the er-
ror tolerance, which reduces the effective DRAM storage density and hence increases
the effective bit cost. (ii) Latency and energy consumption overhead: Memory error-
tolerance operations will increase the DRAM access latency and consume energy, which
can degrade the overall HMC speed performance and energy efficiency. In essence, the
practical feasibility of system-aided DRAM scaling in HMC depends on how well these

two 1ssues can be addressed.

2.1.2 System-aided STT-RAM Scaling

Recent breakthroughs on the development of MTJ (magnetic tunnel junction) with
perpendicular magnetization [9,28] reveal the practical feasibility of STT-RAM with sub-
100u A switching current and sub-10ns switching time. Although it largely reduces the
memory cell size, significant reduction of switching current can meanwhile degrade STT-
RAM read reliability [12]. This is mainly because of the smaller operational window
of memory sensing current /. and the fundamental confliction between read disturbance
fr(I.) and memory sensing error. To be more specific, the magnitude of sensing current
affects read disturbance and sensing error in an opposite manner, i.e., a larger sensing
current can improve the sensing accuracy but meanwhile increase the probability of read
disturbance, and vice versa. Ideally, memory sensing current should fall into a safery
zone that ensures sufficiently low (or negligible) probabilities of both read disturbance
and sensing error. However, under the continuous reduction of switching current (e.g.,
even only SOuA at 32nm node [9]), the sensing current safety zone increasingly dimin-
ishes, leading to non-negligible and even alarmingly high probabilities of read disturbance
and/or sensing error [13].

This clearly suggests a fundamental trade-off between read disturbance and read
error, which strongly depends on the sensing current /... Ideally, I, should fall into a safety
zone that can ensure sufficiently low (or negligible) probabilities for both read disturbance
and sensing error. Unfortunately, as STT-RAM write current approaches 100(A and be-
low with the technology scaling, the sensing current safety zone quickly diminishes [12].
This can be clearly observed from Fig. 2.1, which quantitatively shows the dependency

of read disturbance vs. sensing error trade-offs on sensing current at 45nm and 22nm
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Figure 2.1: Simulated sensing error vs. read disturbance under different sensing
current.

nodes. In our simulations, we set the MTJ TMR as 100% and the MT]J resistance standard
deviation ¢ as 6% of the average resistance, and set /., for 45nm and 22nm nodes as
170uA and 75uA, respectively [11]. The sensing current varies from 10% I, to 80%
I.,. We designed the memory sensing circuit using the structure presented in [29], and
obtained the memory sensing error rate under different sensing current through Monte
Carlo SPICE simulations.

Much effort have been donated to enhance reliability of STT-RAM to cell archi-
tecture [30,31]. To eliminate read error, more sophisticated sensing and reference circuit
design are developed [32-34]. Moreover, various designs have been proposed to make
write current configurable or aware of STT-RAM asymmetry of write operation [35-37].
STT-RAM are explored as future non-volatile replacement of SRAM cache or even com-
petitor of main memory with DRAM and STT-RAM shows competitive performance and
remarkable advantage in energy efficiency [5,38—40].

Just as other memory technology, memory fault tolerance techniques, in particular
ECC because of the random and transient nature of read disturbance and sensing error,
become increasingly indispensable. Many ECC strategies have been proposed to improve

STT-RAM reliability and denisity [41-43]. [44] even use data-dependent ECC to utilize
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the asymmetry of STT-RAM write operation. However, compared with DRAM, STT-
RAM has more complicated sensing and reference circuit. Variation between STT-RAM

cells make it challenging to maintain data integrity in deep sub-micron.

2.2 Increasing demand of in-memory database

In-memory database(IMDB) is a database management system that implemented
in main memory for computer storage in contrast with traditional database system relies
in disk storage. Main memory is able to respond query from CPU with much faster
speed than disk system, even NAND flash based disk system. Moreover, since it is byte-
addressable, it provide the opportunity to further optimize the database system design.
In recent decades, many in-memory database system has been developed such as Mem-
cached and RAMcloud [45,46]. Even though density of DRAM keeps increasing, mem-
ory industry has already been confronted with the challenge for sub-25nm scaling of
DRAM which contrasts with the growing demand of DRAM. The cost of memory con-
strains development of the high performance IMDB.

Thus, it becomes practical to further explore the boundary of modern memory u-
tilization in the IMDB. Relaxing memory scaling for DRAM or even emerging memory
technology such as STT-RAM will contribute to reduce memory cost of IMDB while it

requires special fault tolerance technique to ensure reliability of the IMDB.



3. System-Aided Scaling of Memory and Data-dependent

Error-tolerance

3.1 Exploratory Study on System-aided DRAM Scaling
3.1.1 Weak Cell Rate Estimation

This section discusses the estimation of weak cell rate in the presence of reduced
storage node capacitance, and presents experimental results. Let Cpz and Csy denote
the bit-line capacitance and storage node capacitance, respective, Vpp denote the power
supply voltage, i; denote the overall leakage current of memory cell, and ¢,.; denote the

data retention time, we can estimate the bit-line sensing voltage swing as

V .
8L -Csy —iL trer

AVp =
BE Cpr +Csy

(3.1)

Since the leakage current i;, exhibits a large degree of variability due to the process
variation [17,47], AVp, can noticeably vary among all the DRAM cells. To ensure the
integrity of memory sensing in the presence of various noises in high-density DRAM
arrays, conventional DRAM design practice demands that the worst-case AVp;, should
not be less than a minimum bit-line sensing voltage swing V,,,;,. Memory cells, which
cannot ensure AVp;, > V,,i, due to their leaky access transistors, are called weak cells. In
conventional coupled DRAM scaling, the storage node capacitance remains sufficiently
large so that weak cells are very few and hence can be easily handled with redundancy
repair. As aresult, DRAM chips can always ensure error-free operation (except radiation-

induced soft errors).

Portions of this chapter previously appeared as: H. Wang and T. Zhang, “An exploratory study on

system-aided dram scaling,” in 6th IEEE Int. Memory Workshop (IMW), Taipei, Taiwan, 2014, pp. 1-4.
Portions of this chapter previously appeared as: H. Wang, K. Zhao and T. Zhang, “Efficiently

realizing weak cell aware DRAM error tolerance for sub-20nm technology nodes,” in 7th IEEE Int. Memory
Workshop (IMW), Monterey, CA, USA, 2015, pp. 1-4.

Portions of this chapter previously appeared as: H. Wang, K. Zhao, J. Li and T. Zhang, “Optimizing the
use of STT-RAM in SSDs through data-dependent error tolerance,” IEEE Trans. Very Large Scale Integr.
(VLSI) Syst., vol. 23, no. 11, pp. 2743-2747, Nov. 2015.
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Figure 3.1: Estimated weak cell rate under (a) different scaling factor o, and (b)
different retention time.

To emulate the scenario of relaxing the scaling up of storage node A/R, we assume
that the storage node capacitance Cgy scales down with a factor o, while Vpp, Csr, Vinin,
and the distribution of iy, all remain the same. As we reduce the scaling factor &, more and
more DRAM cells will become weak cells. We define weak cell rate as the probability
that one DRAM cell is a weak cell. To quantify the dependency of weak cell rate on
the scaling factor o, we can use the following procedure: (i) With commercial DRAM
chips, we measure the weak cell rates under different retention time t,,; that is (much)
longer than the typical value; (i1) Based upon the measured weak cell rates, we estimate
the distribution of the leakage current iy according to (3.1) with realistic values of the
parameters Vpp, Cpr, Csy, and Vy,,; (iii) We accordingly estimate the distribution of

AVp, under different scaling factors & with the normal retention time, based upon which
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Figure 3.2: Illustration of proposed data-dependent error-tolerance design strategy.

we can estimate the dependency of weak cell rate on the scaling factor .

This work uses the measurement results of 3xnm DRAM error characteristics re-
ported in [19] under various retention time that is as long as 1024ms under 85°C, and
set Vpp as 1.5V, Cpr as 100fF, Csy as 32fF, and V,;;, as 0.1V. Following the procedure
described above, we estimate the weak cell rate vs. scaling factor o under retention time
of 64ms, 128ms, and 256ms and the results are shown in Fig. 3.1(a). Fig. 3.1(b) shows the
estimated dependency of weak cell rate on data retention time under two different scaling
factors. The noticeable weak cell rate demands the use of powerful fault-tolerance to
ensure the overall data storage integrity. Conventionally, weak memory cells are handled
by redundancy repair with redundant word/bit-lines and sub-arrays. This however fails to
work as weak cell rate becomes significant (e.g., beyond 10~%). Hence, a combination of

redundancy repair and error correction coding (ECC) is necessary.

3.1.2 Reducing Redundancy Overhead through Data-dependent Error-tolerance
3.1.2.1 Basic Concept

With the full knowledge of the data being stored in DRAM, the host can address
the redundancy and access latency issues in a data-dependent manner by fully exploiting
the runtime data characteristics. Focusing on reducing redundancy overhead, this work
proposes to adjust ECC codeword length in adaptation to the data access granularity.
It is well-known that a longer ECC codeword length leads to a higher code rate (i.e.,
less coding redundancy), which nevertheless comes with a coarse data access granularity.
Hence, if the host memory controller is fully aware of the access unit length of current
data, it can accordingly adjust the ECC codeword length in order to reduce the coding

redundancy without affecting the data accessability, as illustrated in Fig. 3.2.
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To evaluate the potential of this data-dependent error-tolerance design concept, this
work considers the case of using DRAM in SSDs, where DRAM stores a few different
types of data, including address mapping table and buffered/cached user data. The size
of each entry in DRAM buffer/cache equals to the size of each basic I/O, which typically
ranges between 512B and 4kB in most computing systems. Therefore, to protect each
buffer/cache entry, the ECC codeword length can be as large as the size of the basic 1/0.
On the other hand, each entry in address mapping table is much smaller. For example,
using flash memory with 8kB physical page size, a 512GB SSD contains about 64M
(i.e., 2%6) physical pages. Hence, we only need less than 4B to represent each entry in
the address mapping table. Clearly, we can use different ECC codeword length (with
different coding redundancy) for protecting these two different types of data in order to

minimize the overall ECC coding redundancy.

3.1.2.2 Evaluation Results

We carried out simulations to evaluate the effectiveness of using the proposed de-
sign technique to reduce the redundancy overhead in system-aided DRAM scaling. We
use binary BCH codes as ECC in this study, and one BCH code is denoted as (n, k, 1),
1.e., each BCH codeword contains n bits, protects k user bits, and can correct up to ¢
errors. Given a (n, k, t) code, we define weak word rate p,eqr_,, as the probability that a
codeword is stored in 7 cells in which more than 7 cells are weak cells (i.e., the BCH code
cannot ensure the storage integrity). The weak word rate p,,..., should be sufficiently
low in order to avoid noticeable impact on DRAM yield. Given the DRAM weak cell
rate pyeak_c, target weak word rate p,eqx v, and k, and assuming that weak cells randomly

distribute among all the DRAM cells, we can calculate n and ¢ using

n = k+[log,n]-t (3.2)
n n B
DPweakw = Z (S) 'piveak,c . (1 — pweak,c)n s 3.3)
s=t+1

As discussed above, data-dependent error-tolerance treats the mapping table and

cached/buffered user data in DRAM differently. Let k, and k;, where k, << k;, de-
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note the number of bits being protected by each codeword for mapping table and all
the cached/buffered data, respectively. We can determine the BCH codes for protecting
address mapping table and cached/buffered data, denoted as (ny, kg, t,) and (ng, kg, 4),
based upon (3.9) and (3.3).
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Figure 3.3: Calculated storage efficiency when storage node capacitance scaling

factor « is (a) 0.53 (i.e., weak cell rate is 3.9 x 107>) and (b) 0.6 (i.e., weak cell rate
is 1.2 x 107%).

We use the conventional design practice as the baseline (i.e., all the data are pro-
tected by the same ECC). Since each mapping table entry is much shorter than the user

data being stored in DRAM, we use the BCH code (n,, k4, t,) as the ECC for the base-
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line scenario. In this work, we set the target weak word rate p,,eqr 0 as 1013 to ensure
negligible impact on DRAM yield, e.g., assuming there are total 1G words in DRAM,
the probability that none of the words is a weak word is larger than 99.99%. Assume the
DRAM has a total capacity of N, bits and must store N, bits of address mapping table
data. Hence the DRAM uses [N, /k, | - n, bits to store the address mapping table, including
[Ng/kq| - (ng — k) bits of coding redundancy. This leaves Ny = Nyor — [Ny /kq| - ng bits
available to store user data. Let L, denote the size of each user data page (e.g., 512B or
4kB). For the baseline scenario using current design practice, the number of user pages

that can be stored in DRAM is

S(base) LNd /ndJ

= 5 (3.4)
[Lp/ka]
and the total amount of redundancy stored in DRAM is
r04€) = ([Ny/ka] + |Na/na)) - (na — ng). (3.5)

When using the data-dependent error-tolerance, the number of user pages that can be

stored in DRAM increases to
S(prop) _ LNd/ndJ

= =, (3.6)
[Lp/ka
and the total amount of redundancy stored in DRAM is
rPoP) — TN, Jk,] - (na — ko) + | Na/na) - (ng — kq). (3.7)

Let us consider a 512GB SSD, and suppose the flash memory has 8kB physical
page size, the 512GB SSD contains at least 64M (i.e., 22°) physical pages (i.e., we need
less than 4B to represent each entry in the address mapping table). Let each mapping
table entry takes 4B, the entire mapping table contains N,=256MB of data and hence
occupies a total (256[n,/k,|)MB of storage space after taking into account of the BCH
coding redundancy. We consider two different DRAM storage capacities of N;,;=1GB
and N,,,=2GB. Hence, the rest storage space of (1024 —256(n,/k,|)MB and (2048 —
256[n,/k,|)MB are available to store cached/buffered user data, respectively. As shown

in Fig. 3.1, with the refresh time of 64ms, the weak cell rate is around 3.9 x 1073 and
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1.2 x 107® when the scaling factor « is around 0.53 and 0.6, respectively. Let r denote the
total amount of coding redundancy stored in DRAM and recall that N;,; denote the total
DRAM storage capacity, we define the DRAM storage efficiency as Y = (Nyor — 1) /Nyor-

By setting k, as 8B, we calculate the DRAM storage efficiency Yy under various
kg for the two different scaling factors, as shown in Fig. 3.3. Baseline scenario uses
the same BCH code to protect all the data, hence its storage efficiency is independent
from k;. As shown in Fig. 3.3, when using the proposed data-dependent error-tolerance
design strategy, the achieved storage efficiency noticeably increases as we increase k.
Let m(o) denote the number of DRAM cells that can be manufactured within a unit area
under the storage node capacitance scaling factor o, we define the storage density scaling
factor n = m(a)/m(1). Given a scaling factor ¢, as long as the corresponding storage
efficiency 7 is greater than 1/7, the proposed system-aided DRAM scaling can achieve a
net reduction of effective bit cost. As shown in Fig. 3.3, given the relatively small scaling
factor of 0.53 and 0.6, the achievable storage efficiency Yy of even the baseline scenario
may already ensure a net gain, and the proposed design strategy can largely improve the
storage efficiency and hence achieve a much more noticeable net reduction of DRAM bit
cost.

This section presents an exploratory study on system-aided DRAM scaling that
aims to relax the scaling up of storage node A/R in the presence of continuous scaling
down of DRAM cell size. Such a relaxed scaling directly results in storage node capac-
itance reduction and hence more weak memory cells. I propose to explicitly expose bit
errors caused by the weak cells to system-level memory controllers, leading to a system-
aided DRAM scaling. As the first step to explore this unconventional DRAM scaling
strategy, I carried out analysis and calculations to estimate weak cell rate in the presence
of reduced storage node capacitance based upon measurement results with 3xnm DRAM
chips. I further presented a data-dependent error-tolerance design strategy to reduce the
redundancy overhead of system-aided weak cell mitigation, and carried out quantitative
evaluation in the case of using DRAM in SSDs. System-aided DRAM scaling certainly
faces many open research issues, and it is our hope that this exploratory study will lead
to much more thorough and cohesive investigations from the system and circuit/device

research community on this possible option for future DRAM scaling.
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3.2 Optimizing the Use of STT-RAM in SSDs through Data-Dependent

Error-Tolerance
3.2.1 Basics of STT-RAM

As the basic storage element in STT-RAM, each MTJ has two ferromagnetic layers
separated by one oxide barrier layer. The resistance of MTJ depends on the relative
magnetization directions of the two ferromagnetic layers, i.e., when the magnetization is
parallel (or anti-parallel), MTJ is in low (or high) resistance state, leading to 1-bit storage
per MTIJ. The parallel and anti-parallel magnetization are realized by steering a write
current, which must be larger than a switching threshold, directly through MTJs along
opposite directions. Let R, and R; denote the high and low MTJ resistance, respectively,
(R, — Ry)/R; is conventionally referred to as tunneling magneto-resistance ratio (TMR).
Clearly, a larger TMR makes it easier to distinguish the two resistance states and hence is
highly desirable.

Each STT-RAM cell contains one MTJ as the storage element and one nMOS tran-
sistor. as the access control device. In order to ensure correct write operations, the size
(or width) of the nMOS transistor within each STT-RAM cell must be sufficiently large
to sustain a write current larger than the switching threshold. As a result, it is very critical
to reduce the switching threshold current of MTJ devices as much as possible. which
can be accomplished by technology scaling and/or material/device innovations. Recent
breakthroughs on the development of MTJ with perpendicular magnetization (also called
perpendicular-MTJ) successfully reveal the practical feasibility of sub-100( A switching
threshold, e.g., perpendicular-MTJ with switching threshold of 5S0(A at 30nm node has
been recently demonstrated [9]. Because of the virtually unlimited cycling endurance of
MT]J devices, the development of perpendicular-MTJ makes STT-RAM become the most
viable candidate for large-capacity on-chip embedded memory (e.g., last-level cache) and

DRAM-replacement.

3.2.2 Replacing DRAM in SSDs
When being used to replace DRAM in SSDs, STT-RAM stores a few different types
of data, including address mapping table and buffered/cached user data. Upon a data

access request from the host, which typically comes with the logical address associated
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with the data, SSDs must internally translate the logical address into a physical address
pointing to the flash memory physical page location. Therefore, SSDs must maintain
an address mapping table to store the logical-to-physical address mapping information.
In current practice, SSD controllers maintain the up-to-date mapping table in DRAM,
and periodically copy the table to flash memory. Meanwhile, in order to support system
rebuild after power failure, each flash memory physical page stores the logical address
associated with the data being stored in it. In case of address mapping table lost due
to power failure, SSD controllers have to scan the all the flash memory physical pages
in order to rebuild the address mapping table. Hence, the rebuild time is proportional
to the storage capacity, and for large-capacity (e.g., 512GB) SSDs the rebuild time can
be be over tens of minutes. Apparently, the non-volatile nature of STT-RAM essentially
eliminates the rebuild process after power failure, which is particularly desirable for high-
end and mission-critical applications.

Besides storing address mapping table, STT-RAM can meanwhile serve as non-
volatile buffer/cache to improve the speed performance of SSDs. In current practice,
although SSDs always first buffer or cache incoming write data in DRAM, most mission-
critical applications prevent SSDs from claiming write completion until data have been
written into flash memory. This is to prevent data loss in case of power failure, because
of the volatile nature of DRAM. With non-volatile STT-RAM based buffer/cache, SSDs

can significantly reduce the write response time for mission-critical applications.

3.2.3 Proposed Design Strategy
3.2.3.1 Rationale and Key Ideas

Due to the random and transient nature of read disturbance and sensing error, we
have to use ECC to ensure STT-RAM read reliability. As demonstrated above, as we con-
tinue to scale down the technology, the probabilities of read disturbance and sensing error
may largely increase, which directly demands stronger error correction strength. As a
result, ECC encoding/decoding engine should reside in the host (e.g., memory controller)
instead of STT-RAM chips in order to consolidate the ECC implementation cost and keep
existing memory chip interface (e.g., DDRx) intact. Moreover, with the full knowledge of

the data being stored in memory, the host can optimize the memory error-tolerance design
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in a data-dependent manner, i.e., optimize the memory error-tolerance by fully exploiting
the runtime data characteristics. To evaluate the potential of this data-dependent error-
tolerance design concept, this work considers the case of using STT-RAM in SSDs. As
pointed out above, when being used in SSDs, STT-RAM stores both address mapping
table and buffered/cached user data, which have distinctively different characteristics.
Accordingly, we propose a data-dependent error-tolerance design strategy, as illustrated
in Fig. 3.4. It contains three specific data-dependent error-tolerance design techniques,

for which the rationale and key ideas are described as follows.
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Figure 3.4: Illustration of (a) current design practice and (b) proposed
data-dependent error-tolerance design strategy.

e Data access unit adaptive ECC: It is well-known that a longer ECC codeword length
leads to a higher code rate (i.e., less coding redundancy), which nevertheless comes
with a coarse-grained data access granularity. Hence, if the host memory controller
is fully aware of the access unit length of current data, it can accordingly adjust the
ECC codeword length in order to reduce the coding redundancy without affecting
the data accessability. The size of each entry in STT-RAM buffer and cache equals
to the size of each basic I/O, which typically ranges between 512B and 4kB in

most computing systems. Therefore, to protect each buffer/cache entry, the ECC
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codeword length can be as large as the size of each basic I/O. On the other hand,
each entry in address mapping table is much smaller. For example, using flash
memory with 8kB physical page size, a 512GB SSD contains at least 64M (i.e.,
226 physical pages. Hence, we only need less than 4B to represent each entry in
the address mapping table. Clearly, we can use different ECC codeword length
(with different coding redundancy) for protecting these two different types of data
in order to minimize the overall ECC coding redundancy.

Data read intensity sensing current configuration: As discussed above, read dis-
turbance results in data loss and its effect accumulates over consecutive read oper-
ations. Therefore, the errors due to read disturbance strongly depend on memory
read intensity, in particular the number of read operations between two adjacent
write operations on each memory cell. In comparison, sensing errors are caused by
process/environmental variations and are completely independent from read inten-
sity. Compared with other types of data, buffered write user data in STT-RAM may
only be read once or few times before being evicted from STT-RAM and written to
flash memory. The other types of data, including mapping table and cached data,
may be read many times. Given the same sensing error probability, different read
intensity will demand different sensing current in order to minimize the overall bit
error probability and hence reduce the required coding redundancy.

Cleanness adaptive error protection: The required ECC coding redundancy also
depends on the target ECC decoding failure probability. For example, to protect
64B user data with binary BCH code under the raw bit error rate of 1073, if we want
to achieve an extremely strong error tolerance by setting the target decoding failure
probability as 10~1°, 17B of coding redundancy are required; on the other hand, if
we relax the error tolerance by setting the decoding failure probability as 107>, only
7B of coding redundancy are required. Because of its backup copy in flash memory,
cached clean data in STT-RAM can tolerate relatively less stringent memory storage
reliability. In case of decoding failure of cached clean data, the controller simply
treat it as a cache miss and fetch the data from flash memory. As long as the
decoding failure probability is reasonably low (e.g., 107), its impact on the cache

miss rate and hence system performance will be negligible. Hence, in order to
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further reduce the ECC coding redundancy, the SSD controller can appropriately

reduce the error correction strength for read cache data in STT-RAM.

3.2.3.2 Practical Realization

To practically implement the above presented three data-dependent error-tolerance
design techniques, we need to appropriately and jointly determine the configurations of
ECC and STT-RAM sensing current /. for different types of data. Notice that, in order
to keep the memory chip interface intact, the STT-RAM sensing latency always remains
the same. In this subsection, we derive the mathematical formulation based on which the
ECC and STT-RAM sensing current can be jointly determined.

Let fs(I.) and f,(I;) denote the probabilities of memory sensing error and read
disturbance, respectively, both of which are functions of sensing current /.. If a memory
cell has been read m times before being re-written, the probability of read disturbance is

1— (l — fr(Ic))m, and its aggregated error probability can be calculated as

ﬁ(IC>m) = fs(lc) : (1 _fr(lc))m+
(1= f5Le)) - (1 -1 —fr(lc>)'"), (3.8)

which is a function of both sensing current /. and read intensity m. In this work, we only
consider the scenario with two different values of m among all the data, i.e., m;, (e.g., 1()6)
for data with high read intensity including address mapping table and cache, and m; (e.g.,
10) for buffered write data with low read intensity. Hence, according to (3.8), we can
search for the sensing current to minimize the aggregated bit error probability under these
two different read intensity. Let pé’"h) and pgml ) denote the minimal bit error probability
corresponding to read intensity of my, and my, respectively, for which the sensing current
is 1) and 1™

We assume the use of binary BCH codes for all the data, and each BCH code is
denoted as (n, k, t), i.e., each BCH codeword contains n bits, protects k user bits, and

can correct up to ¢ errors. Given the bit error probability p,, target BCH code decoding

failure probability P;,., and k, we can calculate n and ¢ based upon
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n = k+[logn]|-t
Pdec > ?:t+1 (rsz) 'pi ’ (1 _pe>n—s

As discussed above, the proposed data-dependent error-tolerance treat the following

(3.9)

types of data in STT-RAM differently: address mapping table, buffered write data, clean
read cache data, and other cached and/or buffered data. Let k, and k,;, where k, << ky,
denote the number of bits being protected by each codeword for mapping table and all
the cached/buffered data, respectively. In addition, let Ptgz'z_ and Péi)c, where chifz >> Ptgi)c,
denote the target BCH decoding failure probability for protecting clean read cache data
and other data, respectively. We can determine the BCH code configuration for different
types of data as follows:
1. To obtain a BCH code (ng, k4, t,) for protecting address mapping table, solve (3.9)
to determine n, and #, by setting p, = pgmh), P = chle)c and k = k,;
2. To obtain a BCH code (n,,q, kg4, t,,4) for protecting buffered write data, solve (3.9)
to determine n,,; and t,,4 by setting p, = pé’”’ ), Piec = chle)c and k = ky;
3. To obtain a BCH code (n.q, k4, t.q4) for protecting clean read cache data, solve (3.9)
to determine n.; and 7.4 by setting p, = pgm"), P = ngg and k = ky;
4. To obtain a BCH code (n,y, kg4, t,q) for protecting all the other cached and/or
buffered data, solve (3.9) to determine n,; and ¢,4 by setting p, = pgm"), Pioc = chi)c

and k = kg ;

3.2.4 Evaluations

We carried out extensive simulations and analysis to demonstrate the potential ef-

fectiveness of the proposed data-dependent error-tolerance design solutions.

3.24.1 STT-RAM Modeling

In this study, we set the MTJ TMR as 100%, and set the average resistance of MTJ
in anti-parallel and parallel as 2000Q2 and 1000Q2 (45nm node) and 30002 and 1500€2
(22nm node). Regarding the MTJ resistance variation, we assumed the resistance follows
Gaussian distribution and considered three different deviation-to-average ratios, including

4%, 6%, and 8%. We use (1.1) presented in Section 1.2 to evaluate the impact of sensing
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current on STT-RAM read disturbance, where we set the parameter ,{BLT as 52 and 50
for 45nm and 20nm nodes [48]. Because of the well-recognized advantage of current
sensing over voltage sensing [49], we designed a current sensing circuit using the structure
presented in [50], where the sense amplifier offset voltage is set as 20mV. Based upon
this sensing circuit and above parameters, we carried out extensive Monte Carlo SPICE

simulations to evaluate the impact of sensing current on STT-RAM sensing error rate.

3.2.4.2 Effective Storage Capacity

We first studied the improvement on the effective storage capacity when using the
proposed data-dependent error-tolerance design strategy. We use the conventional design
practice as the baseline (i.e., all the data are protected by the same ECC and the same
sensing current is used throughout the entire STT-RAM). In particular, for the baseline
scenario, we use a single BCH code that can ensure the highest read intensity (i.e., my,)
and lowest decoding failure rate (i.e., ch?c) for all the data being stored in STT-RAM.
Since each mapping table entry is much shorter than the user data being stored in STT-
RAM, the codeword length of this single BCH code is limited by the mapping table
data. As discussed in Section 3.2.3.2, let k, denote the number of bits being protected
by each codeword for mapping table, we can obtain a (n,, k4, t,) BCH code, by setting
Pe = pgmh) and Py, = CEQC for the baseline scenario. To obtain all the four BCH codes
when using the data-dependent error-tolerance, i.e., (n,, k4, t,) code for mapping table,
(nywa, ka, tya) code for buffered write data, (n.q4, kg, t.q) code for clean read cache data,
and (n,q, kg, 1,4) code for all the other cached and/or buffered data, we set Pd(i)c as 10715,
Pég as 1077, my, as 106, m; as 10, and the MTJ resistance deviation-to-average ratio o as
6%.

Assume the STT-RAM has a total storage capacity of Ny, bits and must store N,
bits of address mapping table data. Hence the STT-RAM uses [N, /k,| - n, bits to store
the address mapping table. This leaves N; = Nyo; — [Ny /kq4| - ng bits available to store user
data. Let L, denote the size of each user data page (e.g., 512B or 4kB). For the baseline

scenario using current design practice, the number of user pages that can be stored in

STT-RAM is
S(base) _ LNd/naJ (310)

[Lp/kal
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When using the proposed data-dependent error-tolerance, let ¥4, Y4, and 7,4 denote the
percentage of the available storage capacity being allocated to buffered write data, clean
read cache data, and other cached and/or buffered data (we have ¥,,q + Vea + Yoa = 100%),
we can calculate the number of user pages for these three different types of data, denoted

as s(Wd), s(Cd), and s("d), as

|Na - Ywd/wa) [ Na-Ywa/Ncal | Na-Ywd/Nod) ‘

[Lp/kwal ~ [Lp/keal ~ [Lp/kod] (3.11)

Hence, we can calculate the overall effective storage capacity as s(P70P) = s(vd) 4 gled) |
s(°4) and estimate the gain over the baseline scenario as (s(f”"’p) - s(base)) /sbase) - To
quantitatively evaluate and compare the effective storage capacity, let us consider a 512G-
B SSD with a N;,,=1GB STT-RAM. Suppose the flash memory has 8kB physical page
size, the 512GB SSD contains at least 64M (i.e., 22°) physical pages (i.e., we need less
than 4B to represent each entry in the address mapping table). Let each mapping table
entry takes 4B, the entire mapping table contains N,=256MB of data and hence occu-
pies a total (256|n,/k,])MB of storage space after taking into account of the BCH cod-
ing redundancy. The rest storage space of (1024 —256[n,/k,|)MB is available to store
cached/buffered user data. Recall that k; denotes the number of bits being protected by
each codeword for all the cached/buffered data. The choice of k; involves a trade-off
between effective storage capacity and BCH code decoding energy consumption: As we
increase the value of k; (i.e., use a longer BCH codeword), we can reduce the coding
redundancy and hence increase the effective storage capacity, while meanwhile the BCH
code decoding will consume higher energy. Fig. 3.5 shows the results and comparison of
the effective storage capacity in terms of the user data page number (the size of each user
data page L, is set as 4kB) under two different k, values. In Fig. 3.5(a) and Fig. 3.5(b),
we set that each (n,, k,, t,) code protects one and two mapping table entry (i.e., k, is
4B and 8B), respectively. To clearly demonstrate the effect of different data types, as
shown in Fig. 3.5, we considered three extreme scenarios when all the available storage
space is used for storing the three different type of user data, i.e., { Yid, Yed; Yea } i {100%,
0%,0%}, {0%, 100%,0%}, {0%, 0%,100%}, respectively. The results clearly show that

the proposed design strategy can largely improve the effective storage capacity.
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Figure 3.5: Comparison of effective storage capacity in terms of user data page
number when (a) k, is 4B, and (b) &, is 8B.

In the above evaluations, we set the MTJ resistance deviation-to-average ratio o as
6% and the maximum read intensity parameter m, as 10°. Since these two parameters may
largely vary in practice, particularly the MTJ resistance deviation-to-average ratio o, we
carried out further simulations to evaluate the sensitivity regarding these two parameters.
Fig. 3.6(a) shows the effect of ¢ on the effective storage capacity, where we set ¥,q =
Yed = Yoa = 33.3%. In addition, Fig. 3.6(b) shows the impact of different values of my,.
The results show that the proposed design strategy can consistently outperform the current

practice over a wide range of o and my,.

3.24.3 ECC Decoding Power Consumption
We further carried out studies to evaluate the ECC decoding energy consumption

overhead of the proposed design strategy. We designed all the BCH code decoders using
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Figure 3.6: Effective user data storage capacity under different (a) MTJ resistance
deviation-to-average ratio o, and (b) different maximum read intensity m,.

the simplified inverse-free Berlekamp-Massey (SiBM) decoding algorithm [51]. BCH
code encoders and decoders are implemented using Synopsys tool set with TSMC 65nm
cell library, where the power estimation is carried out using Prime Time PX. Fig. 3.7
shows the estimated BCH coding energy consumption per user bit for different types of
pages when using the proposed design strategy, which are normalized to the baseline
scenarios with k, as 4B. It also shows the results for the baseline scenario with k, as 8B.

We note that the energy consumption of accessing the address mapping table is the same
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Figure 3.7: Estimated coding energy consumption per bit.

for both baseline and proposed design strategy, because they use the same BCH codes
to protect the address mapping table. BCH code decoding energy consumption strongly
depends on the value of ¢ (i.e., maximum number of correctable errors per codeword) in
a super-linear manner, and a longer codeword tends to have a larger value of . When
using the proposed design strategy, since buffered write data and cached clean data re-
quire less error correction strength than the other user data, their energy consumptions are
consistently lower than that of other user data, as shown in Fig. 3.7. As we use a large
kq (i.e., over 128B) in the proposed design strategy, all the three type of data are subject
to higher coding energy consumption compared with the baseline scenarios, as shown in
Fig. 3.7. On the other hand, for smaller value of k; (i.e., less than 128B), buffered write
data and cached clean data may have less energy consumption than the baseline scenarios.
The other user data, which are most heavily protected, consistently consume more energy
than the baseline scenarios.

The results presented above clearly show a trade-off between effective data storage
capacity gain and ECC coding energy consumption overhead. To further illustrate this
point, Fig. 3.8 shows the normalized ratio between effective data storage capacity and
coding energy consumption per bit, where a larger ratio is more desirable. In the baseline
scenario, we set k, as 8B. We also consider the case when ¥,g = Yed = Yoa = 33.3%.

In this section, a data-dependent error-tolerance design strategy is presented which
can reduce the error-tolerance redundancy overhead and hence increase effective storage

capacity of STT-RAM without sacrificing its reliability. The underlying rationale is to
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cohesively exploit the run-time data characteristics and the read disturbance vs. sensing
error trade-off in STT-RAM. I developed presents three specific data-dependent error-
tolerance design techniques, and demonstrate their effectiveness in the context of using
STT-RAM to replace DRAM in SSDs. I carried out detailed study on both effective
storage capacity gain and energy consumption overhead, and the results show that these
design solutions can increase the effective STT-RAM storage capacity by 26%, compared

with conventional design practice.



4. Improving 3D DRAM Fault Tolerance through Weak Cell Aware

Error Correction

4.1 Challenge in 3D memory

Stacking multiple DRAM dies and a logic die within the same package using through-
silicon vias (TSVs), 3D DRAM has attracted significant attentions as a promising option
to address the looming memory wall [52]. Compared with traditional dual in-line memory
module (DIMM), 3D memory remarkably improves memory bandwidth and density at
higher energy efficiency [53]. Two current 3D DRAM products are hybrid memory cube
(HMC) by Micron [4, 54] and high bandwidth memory (HBM) by Hynix [55], both of
which can achieve over 200GB/s data transfer bandwidth. Although 3D DRAM chips
can greatly improve the overall computing system performance, their relatively high cost
is one of the most critical issues preventing their wide real-life adoption. Continuous
technology scaling is (almost) the only viable option to address this cost challenge. Un-
fortunately, sub-20nm DRAM is clearly subject to a significant increase of weak memory
cells that cannot guarantee the data storage integrity under the worse-case operating con-
dition, i.e., the longest data retention time (e.g., 64ms or 128ms) of the refresh period and
the highest operating temperature (e.g., 85 °C) [18, 19].

This work aims to improve the weak cell tolerance in the context of 3D DRAM. Un-
der very high weak cell rates (e.g., 107> and even above), a large percentage of column-
s/rows in each memory sub-array may contain at least one weak cell, which will make
conventional redundancy-repair subject to prohibitive redundancy overhead and even in-
applicable. In the context of 3D DRAM, the stacked logic die could integrate memory
access re-mapping to achieve more flexible redundancy-repair [21,22,56-58]. The mem-
ory access re-mapping demands the implementation of SRAM-based address mapping
tables. A high weak cell rate results in a large mapping table, which causes significant

overhead in terms of both silicon cost and memory access latency. Therefore, redundancy-

Portions of this chapter previously appeared as: H. Wang, K. Zhao, M. Lv, X. Zhang, H. Sun and
T. Zhang, “Improving 3D DRAM fault tolerance through weak cell aware error correction,” IEEE Trans.
Comput., vol. 66, no. 5, pp. 820-833, Oct. 2016.
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repair may be a feasible option only for relatively low weak cell rates (e.g., 10”7 and
below) [26].

This work focuses on applying error correction code (ECC) to improve the weak
cell tolerance [27]. In particular, we aim to fully exploit one well-known fact: An ECC
with the minimum Hamming distance of d can correct up to |45 | errors orup to d — 1
erasures, where an erasure is defined as an error with the known location. Hence, due to
the detectability of weak cells, if the ECC module is aware of the location of all the weak
cells, each ECC codeword can tolerate twice as many as errors assuming all the errors
are caused by weak cells. 3D DRAM for the first time makes it practically feasible to
implement weak-cell-location-aware ECC coding because: (a) ECC can be completely
handled by the logic die inside 3D DRAM, which will be transparent to the external
components such as host CPU; (b) With stacked logic die, 3D DRAM (e.g., HMC) can
employ serial-link packet-based data transfer, which can naturally embrace the variable
latency of more sophisticated ECC inside 3D DRAM package; (c) Being responsible
for the design and implementation of both DRAM dies and stacked logic dies, DRAM
manufacturers are able to identify the weak cells through comprehensive in-house testing
and accordingly integrate such information into the ECC module on the stacked logic die.

Although the basic idea of weak-cell-location-aware ECC erasure decoding is very
straightforward, its practical implementation is non-trivial because of the following is-
sues: (i) Storage of weak cell location information: Although we can use low-cost one-
time programmable non-volatile memory (OTP NVM) [59] and even emerging NVM
(e.g., STT-RAM [7] and phase-change memory [60]) to store the weak cell information
in the stacked logic die, high weak cell rates will make it prohibitively expensive to store
the location of all the weak cells. (ii) Latency overhead: In the most straightforward
manner, when reading one ECC codeword from DRAM, the ECC module should look-
up the location of all the weak cells within that codeword before carrying out decoding.
Under high weak cell rates, it could take prohibitively long latency to carry out such
location information look-up. (iii) Inaccuracy of weak cell identification: Under highly
scaled DRAM technology nodes, it could be very difficult to precisely identify all the
weak cells, and new weak cells may still develop in the field even after thousands rounds

of testing by the DRAM manufacturers [61]. (iv) Soft-error tolerance: In addition to
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errors caused by weak cells, the ECC must be able to handle radiation-induced soft errors
as well [62].

Aiming to address the above issues and hence effectively exploit ECC erasure de-
coding for improving weak cell tolerance, this paper presents a design solution with the
following properties: (1) It only needs to explicitly store the location of less than 0.1%
of all the weak cells, i.e., reducing the weak cell location information storage overhead
by over 1000x. (2) It employs a progressive ECC decoding procedure that incurs very
small average data read latency overhead, e.g., as shown later the average read laten-
cy overhead is less than 5% even under the weak cell rate of 10~%. (3) This design
framework can gracefully embrace the inaccuracy of weak cell detection, and cohesively
handle errors caused by both weak cells and radiation. This design solution is based upon
the following key observations: First, it is not necessary to carry out erasure decoding
for all the codewords. Given an ECC code with the minimum Hamming distance of
d and define t = Ld%J, we can simply apply ¢-error-correction ECC decoding without
demanding any weak cell location information if the codeword contains no more than ¢
weak cells. This clearly can obviate the storage of weak cell information for the majority
of codewords. Second, we note that not all the weak cells always cause bit errors. Recall
that a DRAM cell is marked as a weak cell if it fails to ensure storage integrity under
the worst-case scenario, in particular the highest operating temperature. Hence, under
normal operational environment, it is reasonable to expect that most weak cells may not
cause storage errors for most of the time. As elaborated later in Section 4.3, the developed
design solution aims to take advantage of the above two facts in order to largely reduce
the storage and latency overhead. We present thorough mathematical formulation of this
developed design solution, while fully taking into account of the inaccuracy of weak cell
detection and the necessity of handling errors induced by both weak cells and radiation.

We further carried out extensive analysis and simulations to evaluate its effective-
ness. We first present thorough mathematical formulation and analysis to study the effects
of various parameters including ECC code length and code rate, weak cell rate, inaccuracy
of weak cell detection, and desired soft error correction strength. We further studied the
implementation cost and latency overhead in the context of HMC 3D DRAM. Using a
cycle-accurate x86 simulator [63] and CPU 2006 suite [64], we finally carried out system-
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level simulations and the results show that our developed solution only incur less than 2%

performance degradation on average even in the presence of weak cell rate of 1 x 1074,

4.2 Background
4.2.1 3D DRAM Structure

Using Micron’s HMC as an example, we briefly describe emerging 3D DRAM chip
structure. An HMC 3D DRAM chips consists of one logic die and multiple DRAM dies
connected using TSV technology. At the time of 2016, HMC has two capacity configu-
rations, 4GB and 8GB. The structure of an 8GB HMC is shown in Fig. 4.1. It has eight
DRAM dies and one logic die. Capacity of each DRAM die is 1GB and each DRAM die
is divided into 32 partitions. One partition contains four DRAM banks so an 8§GB HMC
has total 512 DRAM banks [3]. All vertically adjacent DRAM partitions together form
a vault so that there are 32 vaults in one HMC chip. Every vault is controlled by one
individual vault controller in the logic die. Each vault controller has a reference queue
for buffering references to its associated vault. This feature allows vault controller to
independently reorder memory references for latency optimization rather than executing
references exactly as order of arrival. Moreover, all the vault controllers can work in-
dependently from each other, leading to a high operating parallelism inside each HMC
chip.
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Figure 4.1: Illustration of HMC chip structure.

In sharp contrast to current DDR interface, HMC chips employ packet-based com-
mand/data interfaces over 16-lane full-duplex differential serial links, where the speed of

each lane ranges from 12.5Gb/s to 30Gb/s. Current HMC product has either 2 or 4 sets
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of 16-lane serial links, leading to the maximum aggregated bandwidth of 480GB/s. In
addition to higher bandwidth, serial links also has better energy efficiency, e.g., energy
per bit in current HMC products is 10.48pj/bit, representing 83% reduction compared with
65pj/bit in DDR-3 [4]. The packet-based command/data interface can naturally embrace
variable data access latency inside HMC chip, and the size of each packet ranges from 16

to 128 bytes.

4.2.2 Related Work

Conventionally, weak cells are handled inside DRAM chips by row/column-based
redundancy repair schemes which use redundant DRAM storage to replace these weak
cells. Instead of self-repair for 2D DRAM chip, 3D DRAM can benefit from sharing the
memory array or redundancies across multiple DRAM dies at the architecture level [21].
In addition to conventional row/column-based redundancy repair, some recent work [22,
26, 56, 57] suggest to use more flexible pointer/cache-based schemes to replace faulty
memory cells using redundant memory cells. Intuitively, the stacked logic die inside
3D DRAM can be leveraged to improve redundancy repair efficiency [58]. However,
most prior work demand significant change of memory circuit design and even involve
operating systems in order to reduce the repair-induced redundancy overhead. In addition,
they tend to assume the perfect knowledge of all the weak cells, which could be very
difficult (if not impossible) in practice.

Error control code (ECC) is another widely used scheme for improving memory
fault tolerance. Single-error-correction double-error-detection (SEC-DED) codes [65] are
the de facto standard DRAM ECC. In current practice, each SEC-DED codeword protects
every 64-bit user data at 8-bit redundancy (i.e., 12.5% ECC overhead). Nevertheless,
SEC-DED is primarily used to handle radiation-induced soft errors. Advanced ECC-
based schemes (e.g., see [23-25, 66]) have been proposed to achieve stronger memory
error tolerance than conventional SEC-DED. Nevertheless, none of prior work cohesively
exploits the weak cell detectability and ECC erasure decoding to minimize the coding

redundancy.
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4.3 Proposed Design Solution
4.3.1 Key Observations

We first describe the key observations underlying this design solution. It is well
known that, given an ECC with the minimum Hamming distance of d, we can achieve
different combinations of error/erausre-correction strength, i.e., suppose we use the ECC
to correct up to ¢ errors and meanwhile up to e erasures, we can flexibly adjust the values
of ¢ and e subject to

d—1>2t+e. 4.1)

For our interested memory fault tolerance, suppose we aim to correct up to 4, €rrors
and e, erasures, we should employ an ECC with the minimum Hamming distance of
d = 2trgn +emax + 1. We note that the ¢,4,-error-correction strength is used to handle errors
induced by radiation and undetected weak cells. According to Eq. (4.1), if we eliminate
erasure correction (i.e., e = 0), the ECC can correct up to t,,,4x = L%J errors. Let n denote
the ECC codeword length, and we call each group of n memory cells being protected by
one ECC codeword as a codeword-cell-group. For one codeword-cell-group that contains
no more than #,,,x — t,4, detected weak cells, it will never experience more than #,,,, bit
errors (including up to t,,,4x — tqn €rrors caused by detected weak cells and up to ¢4, errors
caused by radiation and undetected weak cells), for which we can simply configure the
ECC to operate in the ,,,,-error-correction mode without erasure correction. Clearly, it
is not necessary to store the weak cell location information for this codeword-cell-group.
This can be leveraged to obviate the explicit storage of weak cell location information
for most codewords. For example, suppose we set t,,,;, = 1 and e;,,x = 2 (hence we have
d =5 and t,,, = 2) and the codeword length as 32 bytes. Under the weak cell rate of 1073
and 10~4, we have that 99.9999% and 99.99% of all the codeword-cell-groups contain no
more than t,,,,, — t,4n = 1 weak cells and hence do not demand the explicit storage of weak
cell location information.

For codeword-cell-groups that contain more than t,,,, — t,,, detected weak cells,
we have to incorporate erasure decoding to guarantee the storage integrity, for which we
should explicitly store the weak cell location information. Although this applies to only
a tiny portion of entire memory space (as demonstrated above), the absolute number of

such codeword-cell-groups may not be small in large-capacity memory chips. As a result,
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it may still take a long latency to look-up the location of weak cells for realizing erasure
decoding. To address such a latency issue, this work presents a solution based upon the

following key points:

e Occurrence of bit errors: Not all the weak cells always cause bit errors. Recall that a
DRAM cell is marked as a weak cell if it fails to ensure the storage integrity under
the worst-case scenario, in particular the highest operating temperature. Hence,
under normal operational environment, it is reasonable to expect that most weak
cells may not cause storage errors most of the time. Meanwhile, recall that the
parameter t,4, is allocated for handling random errors induced by radiation and
undetected weak cells, and it is reasonable to expect that the occurrence probability
of such random errors is very low. Therefore, for a codeword-cell-group containing
e detected weak cells, the number of bit errors experienced by this codeword-cell-

group tends to be much less than t,,, + e most of the time.

e Opportunistic use of error correction/detection: It is well known that, if we use
an ECC with the minimum Hamming distance of d to correct up to ¢ errors and
meanwhile detect up to ¢ errors (where ¢ > t), we can flexibly adjust the values of
t and c subject to d — 1 > t + c. If the number of weak cells in one codeword-cell-
group is no more than e, — i weak cells (where i > 0), then this codeword-cell-
group will never experience more than e,y +t,4, — i errors. Hence, we can safely
configure the ECC to operate in the (¢,4, + i)-error-correction and (eqx + tran — I)-
error-detection mode. It will succeed if the number of runtime bit errors is no more

than ¢,,, + i, which clearly obviates the explicit execution of erasure decoding.

Leveraging the above key observations, we accordingly develop a design solution
that can effectively reduce the storage and latency overhead, which will be formulated in

the next sub-section.

4.3.2 Formulation of the Design Solution
Our design solution protects the entire memory space using the same ECC with
the minimum Hamming distance of d = 2t,4, + €max + 1, Where t,4, and e, are two

critical design parameters. As discussed in the previous sub-section, the parameter t,,,
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specifies the random error correction strength reserved for errors caused by radiation and
undetected weak cells, and the parameter e,,,, specifies the tolerable maximum number of
detected weak cells. Recall that #,,,,, = Ld%lj , and define r = t,4¢ — tyan. Let nyeqr denote
the number of detected weak memory cells in each codeword-cell-group, we partition all
the codeword-cell-groups into 2 4 r sets Q,,, le) AR Qﬁ’) , and Q. according to the value

of nyear:

e The set Q, consists of all the codeword-cell-groups with n,,0.x > €mqr. Since the
ECC is constructed to realize t,,4,-error-correction and e, -€rasure-correction, it

cannot guarantee the data storage integrity of the data being stored in Q,,.

e For the r sets le), N QE”, each set Qgi) consists of all the codeword-cell-groups
with nye0x = €max + 1 — i, where 1 <i < r. We should explicitly store the weak cell
location information of these codeword-cell-groups since erasure decoding may be

needed.

e The set Q. consists of all the other codeword-cell-groups, i.e., those with 7., <
tmax — tran- We may consider that Q. can be further partitioned into r 4 1 subset
QEO), le), e QE’), where each Qgi) consists of all the codeword-cell-groups with
Nyeak = 1 for 0 < i < r. As discussed above, we can safely configure the ECC to
operate in the t,,,-error-correction mode to handle all the codeword-cell-groups in

the set Q., i.e., the erasure decoding can be completely avoided.

Leveraging the key observations discussed in the previous sub-section, we develop
a design solution with the data write and read flow diagrams as shown in Fig. 4.2, which

can be described as follows:

e Data write: To write data at the address A (i.e., the address of the codeword-cell-
group to be written), we first check whether A is in the set € Q,. If A € Q,,, we store
the data into a small memory, referred to as virtual repair memory, embedded in the
memory controller on the logic die instead of writing to the DRAM dies. If A ¢ Q,,
we carry out the ECC encoding and write the codeword to the codeword-cell-group
with the address of A. We note that the size of the set O, tends to be very small.

For example, suppose we set t,,, = 1 and e;,,x = 6 and the codeword length as 32
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Figure 4.2: Flow diagram of the developed weak-cell-aware memory ECC design

solution for (a) memory write, and (b) memory read.
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bytes. Under the weak cell rate of 10~ and 10~%, the probability that the set Q,
contains 4 entries is 7.6 x 1073 and 7 x 10~!® in 32GB DRAM.

e Data read: To read data from the address A, we first check whether A is in the set
Q,. If A € Q,, we directly read the data from the virtual repair memory embedded
in the memory controller on the logic die. If A ¢ Q,, we read the entire codeword
from the DRAM dies and carry out a recursive procedure as shown in Fig. 4.2(b)
to correct all the errors at minimal latency overhead. We always start with (e, +
tran)-error-detection, and f,4y,-error-correction if errors are detected. If this step
fails (i.e., the codeword suffers from more than t,,, errors), we check whether A
is in the set le). IfA e le) (i.e., the codeword-cell-group contains e,,,, detected
weak cells), we fetch the weak cell location information, and carry out the #,4,-
error-correction and e, -erasure-correction ECC decoding, which will guarantee
to correct all the bit errors. If A ¢ le) (i.e., the codeword-cell-group contains
no more than e, — 1 detected weak cells and hence will never experience more
than ey + t;qn — 1 bit errors), we first carry out (¢4, + 1)-error-correction and
(emax +tran — 1)-error-detection ECC decoding without invoking erasure decoding.
Since runtime number of errors tends to be very small as discussed above, such
a direct error-correction/detection operation most likely will succeed. If the error
detection fails (i.e., indeed more than ¢,,, + 1 errors occurred), we proceed to check
against with the set ng) and repeat the same operations as shown in Fig. 4.2(b). If
the procedure still continues after checking against the set QQ), then we know that
A € Q. and t,,,4, bit errors occurred. Therefore, we simply carry out the t,,,,,-error-

correction as the last step, as shown in Fig. 4.2(b).

In the context of data write, since we only need to check whether the address is
in the smallest set Q,, it is reasonable to expect that the latency overhead tends to be
very small. In the context of data read, the recursive procedure presented above can
effectively reduce the average latency overhead caused by weak cell information look-up.
In particular, Let p(Q) denote the probability that we have to explicitly check whether an
address is in the set Q during data read, and f(Q) denote the latency induced by checking

whether an address is in the set Q. We can express the average latency overhead caused
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by weak cell information look-up as
@)+ Y (p(2)- £(2)). (42)
i=1

Since runtime number of bit errors tend to small, we have that p(Q,) =1 >> p(le)) >>

cee >> p(Qgr)). Meanwhile, since |Q,| << |Q£l)| << e << \QE”)| << Qe

, we have
that f(Q,) << f (le)) << << f (Qﬁf)). Therefore, we can conclude that the average
latency overhead is significantly less than directly checking all the weak cell information

across the entire memory space.

4.3.3 Decoding Failure Probability Estimation

This sub-section presents further mathematical formulations that form a framework
for estimating the overall failure probability when using our design solution. In order
to accommodate the worst-case scenario, we assume that all the true weak cells always
invoke errors throughout the following analysis. First, we note that it may not always be
possible to accurately detect all the weak cells. To accommodate the inaccuracy of weak
cell detection, we introduce two parameters: (1) the miss-detection probability that one
true weak cell is not detected, denoted as «; (2) the false-detection probability that one
normal cell is detected as a weak cell, denote as 3. Let p,, represent the true weak cell

rate and p; denote the probability that one cell is detected as a weak cell, we have that

Pa=pw-(1—a)+(1—pw)-P. (4.3)

Let ps denote the soft error rate. Given one cell that is not detected as a weak cell, we can

express the probability that this cell experiences a bit error as

pr=1-(1=p)(1—a-py). (4.4)

As discussed above, we partition the entire memory space into 2+ r sets Q,, le),
e Qé’), and Q. according to the number of detected weak cells in each codeword-cell-
group. Due to the use of virtual memory repair, data being written to the set Q, will not

experience failures. Define the set Q, = {le), e ,Q£’> }, and let F, and F, denote the



43

probability that our design solution fails to correct one codeword-cell-group in the set Q,
and Q. respectively. In the following, we discuss the estimation of F, and F.

Recall that each codeword-cell-group in the set Qgi) contains e,,,, + 1 — i detected
weak cells. Let n and k denote the codeword length and data bits respectively, we can

express the probability that one codeword-cell-group belongs to the set Qgi) as
Pe(i) - (’;> (pd)j(l - pd)n—j’ where j = epgx +1—1. 4.5)

For one codeword-cell-group within the set Qgi), according to the decoding procedure
described above, data decoding failure occurs when more than ¢,,, +i— 1 errors are caused
by radiation and/or undetected weak cells. Let Fe(i) denote the probability of such decod-
ing failures and define j = e, + 1 —i. According to Eq. (4.4), we have

PO (”“’) (o) (1 - py) i7", 4.6)
h=tan+i h

Therefore, we can calculate F, as
r . .
F=Y P FY. (4.7)
i=1

Next, let’s consider the calculation of F.. To facilitate the discussion, we further
partition the set Q. into r+ 1 sets QEO), le), e QE”, where each Qgi) consists of all the
codeword-cell-groups with i detected weak cells. We can express the probability that one

codeword-cell-group belongs to the set Qgi) as

P = (’;‘) (pa)' (1= pa)" . (4.8)

(i)

Suppose one codeword-cell-group in Qgi) contains j < i true weak cells, let @ (j) denote

the decoding failure probability for this codeword-cell-group, we have

o)=Y (n;j)(Pf)h(l_Pf)njh- (4.9)

h:tmwﬁ’l*j
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Meanwhile, given one codeword-cell-group in Qgi), let y denote the probability that one

detected weak cell in this codeword-cell-group is actually a normal cell, we have

— (1_pw)'ﬁ
Y= e (—a) + (1 pn) B (4.10)

Accordingly, let Fc(i) denote the probability that one codeword-cell-group in Qgi) experi-

ences decoding failure, we have
. S AN )
FY = (J) Y-yl (). @.11)
i=0

J

Therefore, we can express F, as

F.=Y P FY. (4.12)
=1

Based upon F, and F., we can obtain the overall decoding failure probability as Fy =

F,+F..

4.3.4 Practical Implementation

Using Micron’s HMC as the test vehicle, we discuss the practical implementation
of the developed design solution in this sub-section and will present evaluation results
in Section 4.4. We first briefly describe the basics of HMC. Stacking multiple DRAM
dies and one logic die with TSVs, HMC chip has a structure as illustrated in Fig. 4.1.
Each DRAM die is divided into a certain number of partitions (32 partitions in current
product). All the vertically adjacent partitions form a vault, which is controlled by one
vault controller on the logic die. All the vault controllers operate independently from each
other, leading to a very high operational parallelism of HMC. In addition, the logic die
contains a single central controller that is responsible for a variety of critical tasks, e.g.,
HMC packed-based chip I/Os, management of all the vault controllers, and realization of
HMC-specific commands such as intra-HMC data copy.

As pointed out earlier, the logic die inside the 3D DRAM chip is fully responsi-
ble for implementing the developed design solution, where the major functions include:

(1) ECC coding: We need to implement all the ECC encoding, error detection, and er-
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Figure 4.3: Illustration of the virtual repair module.
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Figure 4.4: Illustration of parallel architecture for implementing the developed
design solution to meet the very high throughput of HMC chip.

ror/erasure correction operations, as shown in the flow diagram in Fig. 4.2. (2) Address
look-up: We need to check whether one codeword-cell-group address A is in the set le),

-+, Or QEJ), and if A € Qgi) we must further fetch the locations of the corresponding
emax — I+ 1 detected weak cells. To facilitate the look-up operation, we can sort the ad-
dresses within each set in order to enable simple binary search. (3) Virtual repair: Aiming
to virtually repair all the codeword-cell-groups belonging to the set Q,, it functions as
a fully associative cache, as illustrated in Fig. 4.3. Assume each codeword-cell-group
stores k-bit user data. Each entry in the virtual repair module contains the address of one
codeword-cell-group in set O, and the associated k-bit user data. Upon each memory
access request, we always check its address against the fully associative cache through
parallel comparison. In case of cache hit, the memory access request is directly served by
the virtual repair module.

In order to meet the beyond-20GB/s throughput of HMC, we must implement this
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design solution with sufficient operational parallelism. However, if we directly duplicate
all the major functional engines (i.e., ECC coding, address look-up, and virtual repair), it
could suffer from prohibitive silicon cost overhead, especially due to the cost of imple-
menting error/erasure decoding and address look-up engines. Fortunately, as pointed out
above, runtime memory error rate under normal operational environment tends to be much
less than the weak cell rate. Hence, it is reasonable to expect that there is a relatively low
probability to invoke error/erasure decoding and address look-up. Therefore, we propose
a parallel architecture for implementing our design solution as illustrated in Fig. 4.4.
Recall that each HMC chip partitions all the DRAM space into a large number of vaults
(e.g., 32 in current practice). We group a certain number of vaults to form an ECC domain
that contains a single ECC error/erasure decoding engine and a single address look-up
engine. Each vault has its own ECC encoding and error detection engine. We note that
the error detection engine here only carries out (€4 + frqn)-error-detection, and once it
detects errors, the ECC error/erasure decoding engine will be invoked. Because virtual
repair engine could operate at much higher speed than ECC encoding and error detection,
a certain number of vaults could share one virtual repair engine as illustrated in Fig. 4.4.
Finally, as demonstrated in [61], new weak cells could even develop over the DRAM
chip lifetime. If the in-field new weak cell development has a non-negligible probabil-
ity, we must accordingly enhance the proposed design solution. For each codeword-
cell-group, we know its maximum number of run-time errors (denoted as spmax) based
upon which set this codeword-cell-group belongs to. For example, for one codeword-
cell-group belonging to Qgi) (1 <i<r)or Qg it should at most experience emax + 1 —
I+ tran O Imax errors as discussed above. As pointed out above, weak cells do not always
induce errors, especially under normal operating temperature. Moreover, the occurrence
of additional ¢,,, random errors tends to have very low probability. Hence, it is rea-
sonable to expect that, for one codeword-cell-group, occurrence of spyax errors is indeed
a very low-probability event. Nevertheless, if one or more new weak cells develop in
one codeword-cell-group, the probability of occurrence of sy,x errors could significantly
increase. Therefore, we could enhance the above design solution to improve the tolerance
to those in-field new weak cells as follows: When decoding the data being stored in this

codeword-cell-group, if the ECC decoder indeed corrects smax — v errors (where v is a
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small constant, e.g., 0 or 1), we immediately promote this codeword-cell-group to the
next-level set (e.g., from le) to Qt(el*l) or from Q. to QE’)). Using such a conservative
design enhancement, we can improve the runtime tolerance to in-field developed new

weak cells.

4.4 Evaluations

To demonstrate the potential effectiveness of the developed design solution, this
section presents a variety of evaluation results, including (1) fault tolerance strength anal-
ysis/simulations and the sensitivity to different parameters; (2) estimation of the hard-
ware implementation overhead; (3) memory read latency analysis and cycle-accurate sys-
tem performance simulation results under various computing benchmarks. We note that,

throughout the study, we use binary BCH codes as the ECC.

4.4.1 Fault Tolerance Strength Analysis

In addition to the ECC configuration (i.e., codeword length, code rate, and t,,),
the fault tolerance strength further depends on the weak cell detection inaccuracy (i.e.,
the values of the miss-detection probability o and false-detection probability ). In the
following, we present quantitative results that show the effect of ECC codeword length,
code rate, f,4,, and o and 8. Meanwhile, we present the comparison with the baseline
scenario that applies ECC error correction without using weak-cell-location-aware era-
sure decoding. To avoid unfair comparison against baseline scenarios, we set that each
baseline scenario also has a virtual repair module that is 10x larger than the one being used
in our proposed design solution. In our study, we fix the probability of radiation-induced
soft errors as 10~ !2, which is essentially a very conservative assumption according to the

statistics presented in [62].

o ECC codeword length: Under a fixed code rate, a longer ECC codeword length

leads to a stronger error correction capability with a larger t,,,,,. Fig. 4.5 shows the
decoding failure rate vs. the weak cell rate p,, under different codeword length and
code rate, where we conservatively set the miss-detection probability & as 1%. In
addition, since the value of false-detection probability 8 heavily depends on the true

weak cell rate p,,, we set f = p,,. Let (n, k, d) denote the ECC codeword length,
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failure rate is the ratio of codewords which cannot be successfully decoded over the
total number of codewords.
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Figure 4.6: Codeword failure rate vs. weak cell rate p,, under different 7,,, with
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user data length, and minimum Hamming distance. The results clearly show that,
compared with the baseline scenario, the developed design solution can reduce the
decoding failure probability by at least 3 orders of magnitude, even under the miss-
detection probability of 1%. We note that the ECC configurations of (572, 512, 13),
(283, 256, 7) and (144, 128, 5) all have the same code rate of 8/9 as commercial
ECC DIMM. The benefit of using a longer codeword length is also very obvious,
e.g., compared with the codeword of 256 bits, the codeword length of 512 bits could

reduce the failure probability by more than 5 orders of magnitude.

e ECC code rate: We can improve the fault tolerance by reducing the code rate at the
cost of larger redundancy storage overhead. Fig. 4.5 further shows the results when
using three different code rates under the same k of 128. For example, compared
with the rate-8/9 (144, 128, 5) code, the rate-8/10 (160, 128, 9) code can reduce the
failure probability by 5 orders of magnitude.

e Random error correction strength t,,,: In addition to the ECC codeword length and

code rate, the parameter #,,, also plays a critical role. Once we determine the value
of t,4n, the other parameter e,,,, equals d — 1 — 2¢,,,. Fig. 4.6 shows the impact
of t,4, on the fault tolerance strength where we use (572, 512, 13) BCH code with
tmax = 6 and set o = 1%. The results clearly show that a large value of #,,, directly

results in a worse fault tolerance strength.

e Miss-detection probability a: The parameter ¢,4, in ECC construction aims to han-

dle random errors caused by radiation and undetected weak cells. Fig. 4.7 shows the
impact of o on the decoding failure probability, where we use (572, 512, 13) BCH
code with #,,, = 6 and set t,4,, = 1 and ;5 = 10. The results clearly show that
the fault tolerance strength significantly degrades as the miss-detection probability
o increases. When « increases to 10%, the strength degrades to almost the same
as the baseline scenario. Hence, it is very critical for the DRAM manufacturers to

minimize the miss-detection probability o.

e False-detection probability B: Since B heavily depends on p,,, we assume a lin-

ear dependence between them and study the scenarios of 3 being p,, 5p,, and

10p,,, respectively. Fig. 4.8 shows the impact of § on the fault tolerance strength,
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where we use (572, 512, 13) BCH code with t,,,,, = 6 and set @ = 1%, t,,, = 1 and
emax = 10. The results show that, in sharp contrast to &, the fault tolerance strength
is very weakly affected by the false-detection probability . Therefore, DRAM
manufacturers could be more aggressive on the weak cell detection by trading the
accuracy of B for reducing o in order to enhance the achievable fault tolerance

strength.

4.4.2 Hardware Overhead Estimation

In this sub-section, we use 8GB 4-link (each link contains 16 full-duplex lanes)
HMC as a test vehicle to demonstrate hardware implementation overhead of our devel-
oped design solution. The parallel hardware architecture is discussed in Section 4.3.4 and
presented in Fig. 4.4. First, we note that the hardware implementation overhead depends
on three parameters, including detected weak cell rate p;, ECC code rate and codeword

length.

o Detected weak cell rate pg: As shown in Eq. (4.3), p; depends on the true weak cell

rate p,,, miss-detection probability ¢, and false-detection probability 8. Clearly, a
larger value of p; results in an increase of the hardware implementation overhead,
in particular the hardware overhead of the address look-up and virtual repair. For
example, assume we use the (160, 128, 9) BCH code with t,,,,, = 4 and set t,,, = 1
and e, = 6, we can calculate Pc(i) 0O<i<3)or Pe(i) (4 <i<7) for different i as
listed in the Table 4.1. As p, increases from 1072 to 1074, Pc(i) (or Pe(i)) (i+#0)
increases by at least one order of magnitude, leading to much more virtual repair

entries and address look-up entries.

o ECC code rate: A lower code rate directly corresponds to a larger #,,,c. According
to Section 4.3.2, the size of sets Q, and Q, shrink dramatically as #,,,, increases,
leading to less implementation overhead of the address look-up and virtual repair.

However, this comes with the penalty of higher DRAM storage overhead.

e ECC codeword length: Given the same code rate, a longer codeword length leads

to larger t,4 and ey, leading to less implementation overhead of the address
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Table 4.1: Error distribution of one codeword-cell-group when using (160, 128, 9)

BCH code.
Pd 107> 1074
PY 99.84 x 102 | 98.41 x 1072
PV 1.6x1073 | 1.57x 1072
p? 1271076 | 1.25x 10~
P 6.69 x 1010 | 6.59 x 107
P 2.62%x 10713 | 2.59 % 10~°
P 8.19x 10~17 | 8.08 x 10~ 12
PO 2.12x 10720 | 2.09 x 1014
1 - .)3:0135") -x P | 4.65x 107 | 459 x 10717
5 5

look-up and virtual repair. Nevertheless, a longer codeword length increases the

implementation complexity of the error/erasure correction.

Throughout the rest of this sub-section, we will present the quantitative estimation
of the implementation cost. We set the storage capacity of HMC chip as 8GB, and con-
sider the use of five different BCH codes, including rate-0.80 (160, 128, 9), rate-0.83
(152, 128, 7), rate-0.89 (144, 128, 5), rate-0.88 (292, 256, 9), rate-0.90 (283, 256, 7), and
rate-0.89 (574, 512, 13). We set t,,, = 1 for all the cases.

4.4.2.1 Virtual Repair Module

Let m denote the number of vault groups, where all the vaults in each vault group
share one virtual repair module. Let Nv(i) (1 <i < m) represent the number of entries in
each virtual repair module and Q&i) denote the set consisting all the codeword-cell-groups
that contain more than e,,,, detected weak cells in the i-th vault group. Let Lsi) denote
the probability that |Q£i)| > Nv(i) (i.e., the i-th virtual repair module does not has enough

entries), we have

L‘(}i) _ Cﬁ'? (C/m) <Pv(i)>1<1 _Pv(,-)>(C/mj), 4.13)

J



53

where C is the total number of codeword-cell-groups within each vault group and Pv(i) is
the probability that one codeword-cell-groups belongs to Qgi).

We must use a large enough value of Ny) (i.e., the size of the virtual repair module)
to ensure sufficiently low Lgi). In this study, we set the target Lsi) as 10720 and set m = 4.
Recall that the total storage capacity of HMC chip is 8GB. Therefore, for each BCH code,
we can search for the minimum value of Nv(i) subject to the constraint of Lg) < 10720,
Given the 8GB storage space of the HMC chip, Fig. 4.9(a) shows the total number of bits
in all the four virtual repair modules under different detected weak cell rate p;. Except
the case of (144, 128, 5) BCH code, all the other five cases have similar storage cost of
around 1 x 10* bits. The significantly higher cost in the case of (144, 128, 5) BCH code
is due to its very weak error correction strength compared with the others. Even in the

case of (144, 128, 5) BCH code, the total storage overhead is only 1 x 10° bits.
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Figure 4.9: Hardware implementation overhead of (a) virtual repair, and (b)
address look-up.
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Figure 4.10: Estimated total silicon area cost of all the BCH coding modules (45nm
node) in one HMC chip.

4.4.2.2 Address Look-up Module

The address look-up module must record the address of all the codeword-cell-groups
belonging to Qgi) (1 <i<r)and the location of all the detected weak cells in each codeword-
cell-group. Suppose the address look-up module can record up to Me(i) codeword-cell-

groups for the set Qgi), the overflow probability (i.e., the probability of |Qgi)| > Me(i)) can

LY = i (C) <Pe(i))j(1—Pe(i)>(C_j). (4.14)

1

be calculated as

By setting Lgi) < 10729, we search minimum value of each Me(i) under different
configurations (i.e., the ECC code parameters and detected weak cell rate p;), based upon
which we can calculate the total address look-up storage overhead for an 8GB HMC chip.
Fig. 4.9(b) shows the results. Similar to the results shown in Fig. 4.9(a) for virtual repair,
except the (144, 128, 5) BCH code, the cost of address look-up is almost the same for all
the codes about 5 x 10 bits. Even in the case of (144, 128, 5) BCH code, the total storage

overhead is only about 6 x 10° bits.

4.4.2.3 BCH Coding Engines
To estimate the overall silicon cost of all the BCH coding modules, we carried
out ASIC design with Verilog HDL using Synopsys synthesis tool. BCH encoder us-

es polynomial division to calculate the coding redundancy, for which we use a highly
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Figure 4.11: Estimated total power cost of all the BCH coding modules (45nm
node) in one HMC chip.

parallel structure presented in [67]. Error detectors only need to detect error instead of
correcting errors, so they only compute syndrome of each codeword and simply check
whether syndromes are all zeros. The BCH decoding employs the Berlekamp-Massey
algorithm and uses the parallel architecture presented in [68, 69].

Since a single error/erasure decoder is shared among multiple vault groups as shown
in Fig. 4.4, the error/erasure decoder must contains a input buffer. Suppose the buffer
can hold up to K codewords from all the vault groups, and let P, denote the blocking
probability that the buffer is full when a new codeword arrives. We simplified this problem
as a queue problem. More specifically, we use the M/M/1/K model to estimate the
buffer size that can ensure a sufficiently low P,. Maximum data bandwidth of HMC is
320GB/s [3] and we assume that link lane configuration is symmetric for both input and
output. Thus, the maximum output data bandwidth is 160GB/s. Suppose p; = 10~* and
we use (160, 128, 9) BCH code, we can estimate that the average throughput of data
demanding error correction is about 1.59 x 1072 x 160 = 2.5GB/s. Based upon our ASIC
design results, the error/erasure decoder can achieve a throughput of 6.2GB/s. Thus in
the M /M /1/K queue model, the arrival intensity A = 2.5 and service time 1/u = 1/6.2.

Therefore, according to [70], we have

(1-38)8%

Py = 1 — sE+1)’

(4.15)

where 6 = A /. Accordingly, we have that the blocking probability P, is 5.6 x 10~* and
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Figure 4.12: Estimated average data read latency overhead in terms of the number
of clock cycles.

1.7 x 10~8 when the buffer can hold up to 6 and 10 codewords, respectively.

We further estimate the total silicon area occupied by all the coding modules under
the following configuration: One HMC chip contains 32 vaults (hence 32 encoders and
32 error detectors), and contains a single error/erasure decoder. Based upon our ASIC
design results, Fig. 4.10 shows the total silicon area at 45nm node when using different
BCH codes. The results clearly show that the error/erasure decoder largely dominates
the overall silicon area, which further justifies the design choice of sharing a single er-
ror/erasure decoder among all the vaults in each HMC chip. Fig. 4.11 shows the estimated
power consumption when using different BCH codes. Even the most energy-hungry case

of using (572, 512, 13) BCH code only consume less than 0.5W of power consumption.

4.4.3 Read Latency Overhead

Based upon the data read flow diagram shown in Fig. 4.2(b), we carried out sim-
ulations to estimate the read latency overhead when using the proposed design solution.
Since the data read latency overhead strongly depends on the number of bit errors that
actually occurred within one codeword-cell-group, we consider the worse-case scenario,
i.e., all the weak cells always cause bit errors. Let n denote the codeword length and
{ denote the implementation parallelism factor (i.e., { bits are processed every clock
cycle). In the context of BCH coding, error detection is realized by calculating all the

syndromes, which takes about n/{ clock cycles. In contrast, error/erasure correction in-
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Figure 4.13: Latency overhead measured from FPGA-based prototyping.

volves four pipeline stages, including syndrome computation, key-equation solver, Chien
search, and verification (i.e., error detection), where each pipeline state takes about n/{
clock cycles [51,71]. Hence, each round of BCH error/erasure decoding takes total 4n/{
clock cycles. Meanwhile, recall that the address look-up module can record up to Me(i)
codeword-cell-groups for the set Qgi) , hence it takes [log, Méi) | clock cycles to check the
set Qgi) assuming the use of simple binary search.

I carried out simulations to measure the average data read latency under different
BCH code configurations, implementation parallelism factor £, and different detected
weak cell rate p;. Fig. 4.12 shows the measurement results. The average latencies of
proposed design are less than 10 clock cycles for (160, 128, 9), (152, 128, 7), (144, 128,
5), (292, 256, 9) and (283, 256, 7) BCH codes. Even with (572, 512, 13) BCH code, the
average latency is only 12 clock cycles when p,g is 1 x 1074,

Fig. 4.14 shows the impact of the data read intensity 1 on read latency overhead,
where the design parameters o and 3 are fixed as 1 and 0.1, respectively. The results
clearly show a strong dependency of read latency overhead on the read intensity, i.e., as
the read intensity slightly reduces from 100% to 90%, the read latency overhead signifi-
cantly reduces, especially under relatively low runtime memory read BER.

I also implemented a DDR3 DRAM controller with the developed design solution
on a PCle FPGA development board hosting an Altera Arria V GX device and 9126MB
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Figure 4.14: Latency overhead under different read intensity 1.

DRAM with 72-bit data bus width. The design uses (283, 256, 7) BCH code with t,,, =
1. To implement our developed design solution, the entire coding module consumes 9k
ALUTsS, 3k registers and 40kB block memory. Since the DRAM chips are error free, I
randomly inject bit errors with the BER of 10~* when writing codewords into DRAM.
The decoding module can correct all the errors. Using the Powerplay power analyzer in
Quartus 13.0, total power consumption is estimated as 212 mW. We tested successive read
request of 36kB (32kB user data plus 4kB coding redundancy) and 72kB (64kB user data
plus 8kB coding redundancy) under different read intensity.

Fig. 4.13 shows the measured read latency overhead. The results further demon-

strate that our proposed design solution can effectively minimize the read latency over-

head.

4.4.4 System performance Overhead

To evaluate the impact of memory read latency overhead on the overall computing
system speed performance, we further carried out full-system simulations using a cycle-
accurate full-system simulator Marssx86 [63] and DRAM simulator DRAMsim2 [72].
The configuration of Marssx86 has a 4-core, out-of-order CPU operating at 2.4GHz with
128kB L1 and 8MB shared L2 caches. Fig. 4.15 shows the simulated execution time of
a variety of SPEC CPU2006 benchmarks under the detected weak cell rate of 10~*. For
each benchmark, the execution time is normalized against the baseline scenario where the

DRAM is completely error-free and hence ECC is not used at all. As shown in Fig. 4.15,
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we used two different BCH codes: (283, 256, 7) and (572, 512, 13) codes. The results
clearly suggest that the proposed design solution does not cause significant computing
system performance degradation even under the weak cell rate of 107, More specifically,
when using the (283, 256, 7) BCH code, the average performance penalty is less than 2%
over all the benchmarks. In comparison, the use of (572, 512, 13) BCH code tends to
cause larger performance penalty, especially on benchmarks with relatively high memory
traffic, such as lbm, mcf, cactusADM and milc [73]. Nevertheless, its average performance

degradation is still less than 4% even in the case of using (572, 512, 13) BCH code.
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Figure 4.15: Simulated CPU2006 benchmark execution time under the detected
weak cell rate of 10~* (normalized to the baseline scenario with error-free DRAM).

I also used the popular workload benchmarks PARSEC 2.1 and Splash?2 in our sim-
ulations, and Fig. 4.16 shows the average instruction per cycle (IPC) performance under
different runtime memory read BER, which are normalized with the baseline scenario
for which DRAM does not contain any weak cells. Under the runtime memory read
BER of 1074, our design solutions only induce (much) less than 5% IPC loss over all the
workloads. Even when we increase the BER to 1073, only four workloads suffer from
IPC loss of much higher than 5%.

To further analyze the latency overhead of our error tolerance solution, we sim-
ulate proposed design with the HMC simulator HMC-sim [74]. We use a 4-link HMC
with capacity of 4GB and (144, 128, 5) BCH code, and integrated the decoding function
into the simulator. We generate memory read access requests and send them through
HMC interface. The read latency overhead is calculated by comparing the clock cycles

consumed in each task with different parameters, where the decoder buffer length is 64.
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Figure 4.16: Normalized full-system IPC performance when using benchmarks of
(a) Parsec and (b) Splash2 under different p,, with BCH (283, 256, 7) code.

Fig. 4.17(a) and Fig. 4.17(b) show the latency overhead with different average decoding
latency. We simulated both random read access and sequential read access using the
STREAM benchmark. Since HMC-sim does not provide memory device timing param-
eters, we set the ECC decoding latency is 1) times longer than the HMC vault average
access latency and examined different values of 1 from 3 to 7. The simulation result
shows as long as py < 6 x 107>, read latency overhead induced by the proposed design
is negligible. Considering the fact that DRAM die access latency is dozens of cycles in

HMC [75], we expect that the value of 1 an could be less than 4 in practice.
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Figure 4.17: Simulated read latency with (a) random read, and (b) sequential read

using the modified HMC simulator. The parameter 1 represents that the ECC
decoding latency is 1) times longer than the HMC vault average access latency.

4.4.5 Comparison with Related Work

Table 4.2 further summarizes the difference between existing related work and our

proposed design solution. VECC [24], LOT-ECC [23], and RAIM+ECC Parity [25,76]

do not focus on tolerating weak cells that may randomly distribute across the entire mem-

ory die. ECP [56] demands the perfect knowledge on the location of all the weak cell-
s, and CiDRA [57] essentially combines cache repair and ECP with SEC-DED. Both
CiDRA [57] and Archshield [26] claim the capability of tolerating weak cell rates as high

as p = 107*. Archshield requires the support (and hence modification) of OS. None of

prior work explicitly employs ECC erasure decoding to leverage the detectability of weak

memory cells.
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Table 4.2: Comparison with related prior work.

Granularity | Storage Error Focus on Tolerance | Trans-
overhead | tolerance weak to parent
strength cell weak to
tolerance cell oS
miss-
detection

SEC-DED [65] 8B 12.5% 1b error/64B N N/A Y

VECC [24] 64B 18.75% | 4B error/64B N N/A N

LOT-ECC9 [23] 64B 26.5% 1B error/8B N N/A N

RAIM+ECC

Parity [25,76] 64B 19.1% 6B error/64B N N/A N

ECPg [56] 64B 11.9% 6b error/64B Y N Y

CiDRA [57] 8B 17.5% p=10""% Y N Y

ArchShield [26] 64B 17.2% p=10""% Y Y N
Proposed

(16B. ;0 — 1) 16B 12.5% 3b error/16B Y Y Y
Proposed

(32B. 1,0 = 1) 32B 12.5% 7b error/32B Y Y Y
Proposed

(64B. 1,1y — 1) 64B 12.5% 11b error/64B Y Y Y

This chapter presents a design solution that can largely improve the 3D DRAM
fault tolerance by cohesively leveraging the memory ECC and detectability of weak cells.
The stacked logic die inside 3D DRAM chips makes it a practically viable option for
the DRAM manufacturers to employ ECC to tolerate unrepaired weak memory cells. In
spite of its very simple basic concept, its practical realization is non-trivial and subject to
memory data access latency and silicon cost overhead. In this work, we develop a design
solution that can efficiently implement this simple concept at minimal latency and silicon
cost penalty. This design solution can naturally embrace the inevitable weak cell detection
inaccuracy and radiation-induced soft errors. The thorough mathematical formulation and
analysis of this design solution are presented. Our analysis results show that, under the
same redundancy overhead of 1:8 as today’s ECC DIMM, this design solution can tolerate
the weak cell rate of as high as 10* and 6x 10 if 100% and 90% of all the weak cells
are known in prior. We further present a parallel hardware architecture for implementing
this design solution in the context of Micron’s HMC 3D DRAM chips, and our ASIC
design results show that the overall silicon cost is less than 0.4mm? at 45nm node. Our
cycle-accurate simulations over a variety of computing benchmarks show that this design

solution only incurs less than 2% performance degradation on average.



5. On the Use of DRAM with Unrepaired Weak Cells in Computing

Systems

5.1 Introduction

Due to the inevitable process variability, DRAM chips typically contain some weak
(or tail) cells that cannot satisfy the target data retention time (e.g., 64ms or 128ms)
under the highest operating temperature (e.g., 85 °C). In current practice, before shipping
DRAM chips to their customers, DRAM manufacturers must ensure that all the weak
cells in each chip have been decommissioned through redundancy-repair [77]. Therefore,
customers can safely expect error-free DRAM operations (except soft errors caused by
radiation). As the industry is pushing the DRAM scaling into the sub-20nm regime, it
is evident that the weak cell rate will significantly increase [78, 79], which could quickly
make the convenient redundancy-repair fail to work at reasonable cost overhead. Intu-
itively, one possible choice is to relax the requirement on weak cell repairing (i.e., DRAM
manufacturers do not have to repair all the weak cells in each DRAM chip) [80], and rely
on computing systems to handle the data storage unreliability caused by the unrepaired
weak cells.

This work concerns how computing systems could effectively embrace DRAM chip-
s with unrepaired weak cells [81]. One apparent option is to apply error correction code
(ECC) in the hardware stack (e.g., memory controller in CPU) to correct any errors caused
by unrepaired weak cells during the runtime. Current mainstream computing systems
support single-error correction and double-error detection (SEC-DED) by adding 8-bit
redundancy to each 64-bit user data. Nevertheless, this is primarily for handling soft
errors, and using existing SEC-DED for weak cell tolerance will leave memory vulnerable
to soft errors. In addition, due to the coding redundancy overhead (i.e., 8-bit redundancy
per 64-bit user data), most cost-sensitive computing systems (e.g., mobile phones) do not

employ memory ECC in the hardware stack at all.

Portions of this chapter previously appeared as: H. Wang, Y. Li, X. Zhang, X. Zhao, H. Sun and
T. Zhang, “On the Use of DRAM with unrepaired weak cells in computing systems,” in Proc. ACM 2nd
Int. Symp. on Memory Syst., Washington DC, USA, 2016, pp. 327-337.
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In mainstream computing systems, memory is managed in the unit of pages with the
typical page size of 4kB. If one physical page contains at least one unrepaired weak mem-
ory cell, we call this page as an error-prone page. This work is interested in the scenarios
with modest rate of unrepaired weak cells, where the percentage of error-prone pages is
not significant (e.g., less than 10%) within the entire physical memory space. Intuitively,
one may expect to handle those error-prone pages directly through page reservation: The
OS can simply reserve all the error-prone pages and prevent them from being allocated
to any applications. In fact, the GRand Unified Bootloader (GRUB) in Linux supports to
reserve a few bad pages (which are identified through on-line memory testing) and pre-
vent them from being used. Nevertheless, as the number of error-prone pages increases,
such a simple treatment will become increasingly inadequate for two main reasons: (1)
Physical memory space fragmentation: The error-prone page reservation directly results
in fragmentation in the physical memory space. Although virtual memory management
can naturally embrace physical memory fragmentation, OS tends to demand that certain
physical memory region must be continuously available without any fragmentation, which
is called critical memory region in this work. For example, during Linux boots up, its
bootloader must copy the kernel image into a continuous physical memory space. In
addition, the DMA buffer in Linux must occupy a continuous physical memory space
without any fragmentation. In Linux, the critical memory region typically corresponds to
the lowest 128MB in the physical memory space. For our interested error-prone page rate
(e.g., 5%), it is almost impossible to have even a few MB of continuous physical memory
space without encountering one error-prone page. Moreover, although it is intuitive to
expect that fragmented memory could degrade computing system performance, we are
not aware of any prior work in the open literature that empirically measured the com-
puting system performance when OS reserves up to a few percentages of physical pages
throughout the entire memory space. (2) Memory resource waste: Each error-prone page
may contain few unrepaired weak cells. If we simply prevent all the error-prone pages
from being used, a noticeable amount of memory capacity (e.g., 120MB out of 4GB under
error-prone page rate of 3%) will be wasted.

This paper aims to address the above two issues. To mitigate physical memory

space fragmentation, the simplest solution is to employ controller-based page re-mapping,
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i.e., the memory controller internally maintains a physical page re-mapping table so that
the error-prone pages are re-mapped and coalesced into one small continuous region.
Since the re-mapping table implementation complexity is proportional to the number of
error-prone pages being re-mapped, it may not be economically feasible to re-map all the
error-prone pages. For example, given a computing system with 4GB memory (hence
total 1M 4kB pages), an error-prone page rate of 3% corresponds to 30,000 error-prone
pages. Implementing a mapping table with 30,000 entries could cause prohibitive silicon
and latency overhead. The natural option is to only re-map error-prone pages within the
critical memory region that must be free-of-fragmentation as demanded by OS. This is re-
ferred to as controller-based selective page re-mapping. Under this design framework, we
carried out study from two aspects: (1) We developed a hash-based page re-mapping table
design strategy and the associated table initialization and search algorithms, and quantita-
tively estimate its latency and hardware resource overhead under a variety of error-prone
page rates. (2) Since we only re-map the error-prone pages within the critical memory
region, the remaining non-critical memory region may be highly fragmented due to the
reserved error-prone pages. Using SPEC CPU2006 suite [64], we carried out experiments
to measure the computing system performance under different degrees of non-critical
memory region fragmentation. The results suggest that the speed performance degrada-
tion is not significant even when reserving one page for every 16 pages.

Regarding the second issue above (i.e., the memory resource waste due to page
reservation), we investigate the feasibility of applying software-based memory error tol-
erance to re-cycle error-prone pages for the zZRAM function in Linux kernel. In essence,
zRAM applies in-memory data compression to avoid paging to disk. We are particularly
interested in ZRAM mainly for three reasons: (1) ZRAM is not sensitive the long latency
of software-based memory error tolerance. As long as the latency of software-based mem-
ory error tolerance is lower than disk access latency, it is beneficial to re-cycle error-prone
pages for ZRAM through software-based memory error tolerance. (2) Since zZRAM carries
out data compression and decompression in the unit of 4kB page, its memory data access
granularity is very coarse (e.g., at least a few hundreds of bytes), which can be leveraged
to reduce the redundancy of memory error tolerance. (3) ZRAM has been widely used

in practice [82], e.g., ChromeOS and Android systems. In addition, recent work has
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Figure 5.2: Normalized system performance under different memory

fragmentation.

well demonstrated its effectiveness in virtual machines on servers [83-85], virtualized

consumer electronics [86] and GPU buffer management [87]. In this work, we developed

a specific software-based memory error tolerance design solution to re-cycle error-prone

pages for ZRAM with minimal speed performance impact. We carried out experiments

by integrating this design solution into the latest ZRAM, and the results show that we can

readily re-cycle error-prone pages for ZRAM at only 0.4% redundancy overhead and 7%

speed performance penalty. In summary, this work for the first time investigates the use of

DRAM with error-prone pages in computing systems, and its main contributions include:

e We present a simple re-mapping/re-cycling design framework to facilitate the prac-

tical use of DRAM chips with error-prone memory pages. This could contribute to

enabling continuous DRAM bit cost reduction in the presence of significant tech-

nology scaling challenges.

e We develop a controller-based selective error-prone page re-mapping design strat-

egy to eliminate the fragmentation in critical memory region, and present experi-

mental results to show the effect of non-critical memory region fragmentation on

computing system performance.

e We develop a specific software-based memory error tolerance design solution to

re-cycle error-prone pages for ZRAM in Linux kernel. By integrating this design

solution into the latest ZRAM module, we carried out experiments and the results

well demonstrate its effectiveness.
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5.2 Proposed Design Solutions

This work is interested in how to practically use DRAM chips with error-prone
pages in computing systems. Under modest error-prone page rates (e.g., 5%), simply
reserving all the error-prone pages from being used is subject to two issues, including the
difficulty of ensuring fragmentation-free critical memory region and waste of memory
resource. To address these two issues, this paper presents a design framework based upon
the following two simple concepts: (1) Memory controller internally implements physical
page re-mapping to move all the error-prone pages out from the critical memory region;
(2) All the error-prone pages are re-cycled for ZRAM in Linux kernel through software-
based memory error tolerance. Since we only re-map error-prone pages in the critical
memory region to minimize the re-mapping implementation complexity, the non-critical
memory region could be highly fragmented, leading to obvious concerns on the comput-
ing system performance. Therefore, this section first presents our experimental results
on the computing system performance in the presence of highly fragmented non-critical
memory region, and then presents the specific design solutions to realize controller-based

page re-mapping and error-prone page re-cycling for ZRAM.

5.2.1 Effect of Fragmented Non-critical Memory Region

As pointed out above, modern OS always demands a continuous fragmentation-
free physical memory space for critical operations such as system booting and DMA
buffering. In Linux, such critical memory region typically spans over the lowest 128MB
physical memory space. Therefore, the majority of physical memory space tends to be
non-critical, for which the fragmentation caused by error-prone page reservation can be
readily embraced by memory management. For example, Linux uses the binary buddy
allocator to manage memory pages. The buddy allocator manages all the free memory
space pool in the unit of blocks, each block contains 2" consecutive pages where 0 < n <
10. Hence, given the page size of 4kB, the capacity of one block ranges from 4kB to
4MB [88]. The buddy allocator always tries to serve a memory allocation request with as
few number of free blocks as possible. When serving a small memory allocation request,
the buddy allocator may need to decompose a large free block into a set of smaller blocks.

When the buddy allocator puts de-allocated memory pages back to the free memory space
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pool, it always tries to coalesce these pages with their neighboring pages in order to form
large blocks [89].

To evaluate the impact of reserved error-prone pages in non-critical memory region,
we modified the start_kernel() function in Linux kernel 3.14 so that we could manually
reserve some memory pages from being used during the runtime. In particular, we studied
three scenarios with different error-prone page rates: (1) we reserve one page every 256
pages (i.e., error-prone page rate of 0.39%), (2) we reserve one page every 64 pages (i.e.,
error-prone page rate of 1.56%), and (3) we reserve one page every 16 pages (i.e., error-
prone page rate of 6.25%). Fig. 5.1 shows the free block statistics when Linux just boots
up, under the three different scenarios (denoted as 1/256, 1/64, and 1/16, respectively).
For the purpose of comparison, it also shows the free block statistics when there are no

error-prone pages.
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Figure 5.1: Free block statistics under different memory fragmentation.

We run the SPEC CPU2006 suite under the different scenarios with different non-
critical memory region fragmentation, and Fig. 5.2 shows the measured performance re-
sults. For each benchmark, the performance is normalized to the baseline scenario free
of error-prone pages. The results show that the performance degradation caused by error-
prone page reservation is not significant (mostly less than 10%) even when we reserve
one page every 16 pages. To the best of our knowledge, such results have not been

presented in open literature. The relatively modest impact of non-critical memory re-
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gion fragmentation further justifies the feasibility of only re-mapping error-prone pages

in critical memory region, which will be discussed in the next subsection.

5.2.2 Controller-based Page Re-mapping

In order to ensure a fragmentation-free critical memory region, we propose to apply
controller-based page re-mapping to move all the error-prone pages out from the critical
memory region. Let E. and E, denote the sets that contain all the error-prone pages
within the critical memory region and non-critical memory region, respectively, and let
G, denote the set that contains all the error-free pages in the non-critical memory region.
Hence, the error-prone page re-mapping between E,. and G, is a bijective function, i.e.,
each page in E, has its unique replacement page in G,. As shown in Fig. 5.3, when
a request of physical page P € E, is issued, the memory controller internally re-maps
this request to its unique replacement page R € G,. Thus, the critical memory region is
continuous (i.e., fragmentation-free) from the OS’s perspective. Clearly, such physical

memory page mapping is transparent (i.e., invisible) to the OS.

I Error-prone page [ | Error-free page

Physical address space from OS side

Ordinary memory Critical memory

Physical address space from controller side

Figure 5.3: Illustration of the bijective mapping between error-prone pages in
critical memory region and error-free pages in non-critical memory region.

To realize such OS-transparent page re-mapping, the memory controller internally
implements a page mapping table that stores the mapping relation between E. and G,.
Suppose the entire memory space contains total 24 physical memory pages. Hence, the

set E. = {P,, 1 <i<|E.|}, where each P, is an A-bit address of one error-prone physical
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page. Suppose the mapping table consists of 25 entries. Note we also need to record the
replacement pages address in R, = {R;, 1 <i < |E.|} in the mapping table, hence the
memory controller needs at least 2|E,| entries in the mapping table, i.e., 28 > 2|E,|. Each
mapping table entry corresponds to one physical page and consists of four parts: Valid,
Tag, Index,, and Index., where Valid indicates whether current entry is occupied, Tag
confirms the physical page address, Index,, presents mapping relationship, and Index,
is used to handle address collision. Let Tablell][j], where 0 <1 <28 —1and 0 < j <
(A+ B), denote the j-th bit in the /-th entry in the mapping table. Each entry needs total
A+ B+ 1 bits, and table entry structure is shown in Table. 5.1.

Table 5.1: Mapping table entry structure

Tablell].Valid | Table[l|[A+ B]
Tablell].Tag Table|l][A+B—1:2B—1]
Table[l].Index,, | Table[l][2B—1: B]
Table[l].Index. | Table[l][B—1:0]

[ il P -

The mapping table initialization procedure is illustrated in Algorithm 1. There are
three major steps for the mapping table initialization. First, for an error-prone page whose
address P; € E,, we use its lower B bits (i.e., P,[B—1: 0]) as its hash address in the mapping
table. If the table entry is empty (i.e., Valid = 0), we set Valid as 1 and assign the value
of the Tag as the higher A — B bits in the address of P; (i.e., P,JA — 1 : B]). This entry is
called a base entry. If the Valid bit is already 1, it means the base entry is already used by
another page, i.e., there are at least two error-prone pages sharing the same lower B bits
in their addresses. This is referred to as a collision. As shown in Algorithm 1, we scan

the entire set E, and put all the error-prone pages, which encounter collision, into a set C.

Next, as described in Algorithm 1, we find a free table entry (i.e., an entry with
Valid as 0) for each page P, which encounters collision. Index, represents the table ad-
dress of the entry for another page with the same lower B bits page address, which is
similar to the next pointer in a list structure. We can just simply walk through the table,
starting from Table[P;[B — 1 : 0]], until we find the first empty entry which we call it
collision entry. Then we set its Valid as 1 and set the Tag of the collision entry as P;[A — 1 :

B]. Since the first step is already finished, using collision entry does not introduce any
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Algorithm 1: Mapping table initialization algorithm

Input: E.={P}(1<i<|E/),C=3, prev=0,Y;=0(1 <i< |E,
Tableli][j] =0,(0<1<2%—1,0< j < (A+B)),m=0
Output: Tableli][j]=0,(0<1<28-1,0<j<(A+B))

Step 1:
fori=1:|E.| do
if Table[P;[B— 1 :0]].Valid == 0 then
Table[P[B—1:0]].Valid = 1;
Table|P[B—1:0]].Tag = B[A—1:BJ;
Y;=PF[B—1:0]
else
C=CUP
end if
end for

Step 2:
for P, € C do
prev=P[B—1:0],m=1;
while Table[P,[B — 1 : 0] +m].Valid # 0 do
m—++
if Table[prev|.Index. == P,[B—1: 0] + m then
prev=P[B—1:0]+m
end if
end while
Table|P[B—1:0]+m].Valid = 1;
Table|prev].index. = P;[B—1: 0] +m;
Y, =P[B—1:0]+m
end for

Step 3:
for Y; do
I=1m=24"8_1
while Table[l].Valid # 0||(m << B+1) € E, do
I++
if I = 28 then
m— —
end if
end while
Tablell].Valid = 1
Table[l|.Tag =m
Table|l].Index,, =Y;
Table|l].Index. =0
TablelY;|.Index,, =1
end for

— — — —

),
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further collision. What differs from the first step is that we need to store the newly found
collision entry index in its base entry, Table[P;[B—1:0], as Table|P;[B— 1 : 0]].Index,. If
there are more than one collision, the index of the second collision entry is stored in first
collision entry’s Index.

As described in Algorithm 1, the third step aims to search a physical page in G, as
the replacement page for each P, € E.. This search step skips all the error-prone pages
in E,, and can start from anywhere in non-critical memory region with an arbitrary high
(A — B)-bit address, denoted as m. As described in Algorithm 1, m is set to 24=8 — 1
and the search starts from the highest physical memory address. Replacement pages only
use empty entries in the mapping table, hence there is no collision for replacement pages.
Once a proper replacement page R; is found, Index,, of P, and R; point to the table address
of each other.

During the runtime, upon receiving each memory access request, the memory con-
troller must check whether the corresponding page has been re-mapped, and find out the
re-mapped address if the page indeed has been re-mapped. In particular, the memory
controller must search through the page mapping table based upon its data structure as
described above. The search latency could vary dependent upon whether the page is re-
mapped and whether collision occurs. Let L denote the number of mapping table entries.

Algorithm 2 shows the procedure when search the page re-mapping table.

Algorithm 2: Remapping search algorithm
Input: Table|L],P[A—1:0],y=0
Output: R[A—1:0]
y=PB—1:0]
while Tablely].Tag # P[A — 1 : B|&Tablely|.Index. # 0 do
y = Table[y|.Index,
end while

if Table[y].Tag == P[A—1: B| then
R[B—1: 1] = Tablely].Index,,
R[A —1: B] = Table|Tablely).Index,,].Tag
else
RA—1:0]=P[A—1:0]
end if

For the purpose of illustration, Fig. 5.4 shows one example. When a memory re-



73

quest is issued to page P, we first use its lower N bits P[B— 1 : 0] to find the corresponding
table entry. Suppose P[B — 1 : 0] = 001, then we check Valid bit of the lst entry. If
Valid = 1, Tag in this entry is read out to compare with P[A — 1 : B]. If the Tag, denoted as
P'[A—1: B, is not equal to P[A — 1 : B], Index, is read out. As described in Algorithm 1,
collision handling starts from / = 1. Thus, if Index, = 0, it means there is no collision.
Otherwise, we read collision entry pointed by Index. which is 004 as shown in Fig. 5.4.
Since the Tag of table entry 004 matches P[A — 1 : B|, Index,, = 008 is the index of
the replacement page R; for P.. Since there is no collision for replacement page, we
can directly get the page address of R; by concatenating Index,, = R;[B— 1] = 008 and
Tag = R;[A — 1 : B]. The mapping procedure of R; is similar but the Index, is always 0

for replacement page entry since R; can be chosen arbitrarily.

Valid Tag Mapping Index Collision Index

—>001\ 1 | PIA1B] | XXX | 004 |

004 | 1 | PA1:B] | 008 | 000 |

l_<3668_] 1 [/ RA1BI| | 001 | o000

Lt
B A—B:‘/
R[A-1:0] ‘—“

Figure 5.4: One example to illustrate the mapping table research procedure with
one collision.

5.2.3 Re-cycling Error-prone Pages for ZRAM

In order to re-cycle error-prone pages, we have to apply software-based memory
error tolerance to ensure their data storage integrity. Clearly, those re-cycled error-prone
pages can only be used by applications that can natively tolerate the relatively long la-
tency of software-based memory error tolerance. The ZRAM in Linux kernel is one such
application with wide real-world use. In the following, we first discuss the basics of

zRAM, then present a specific design solution to effectively re-cycle error-prone pages

for zZRAM.
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5.2.3.1 zRAM Basics

zRAM is a Linux kernel feature to provide swapping on DRAM. It was merged into
Linux kernel mainline in version 3.14 and also available in Chrome OS and Android 4.4.
When zZRAM is enabled, pages which need to be swapped out of memory are compressed
and written to ZRAM instead of being swapped to disk. When a page is written to ZRAM,
Linux attempts to compress it first, where the default compression algorithm is Lempel-
Ziv-Oberhumer (LZO) compression algorithm [90]. The compressed page is referred as
zpage. If the size of compressed page exceeds a pre-defined threshold (e.g., 3kB in Linux
3.14), the compression is regarded as unsuccessful and this page is stored in its original
uncompressed form. Otherwise, ZRAM uses zsmalloc allocator to allocate memory for
the compressed page. The zsmalloc allocator compounds multiple noncontiguous pages
together as one zspage. When Linux needs to swap in a page from zRAM, it first checks
whether this page is compressed as a zpage. If it is a zpage, Linux decompresses it and
copies it to memory. Otherwise, Linux directly copies this page without any decompres-
sion.

To re-cycle error-prone pages for ZRAM, we introduce a new structure called Ezs-
page in ZRAM, which contains several error-prone pages. Whenever ZRAM uses an Ezs-
page to store a compressed page, it first protects the compressed page with software-based
error tolerance, and stores both the compressed page and its associated error tolerance
redundancy into the Ezspage. When reading the page from Ezspage, we first carry out
software-based error detection and correction to obtain the original compressed page data,

and then decompress the data to recover the original page data.

5.2.3.2 Proposed Software-based Error Tolerance

Clearly, one key design issue is the design of software-based memory error toler-
ance for ensuring the data storage integrity of the Ezspages. In this work, we propose to
use a concatenated coding scheme, i.e., given one compressed page to be stored in ZRAM,
we first protect the compressed page data using an error detection code (EDC) as an inner
code to add certain error detectability, and then apply an outer ECC to add sufficient error
correctability. Fig. 5.5 illustrates the corresponding data write and read procedure.

Compared with the straightforward ECC-only data protection, such concatenated
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Figure 5.5: Illustration of data write and read procedure with concatenated coding.

EDC/ECC data protection can significantly reduce the software-based error tolerance la-
tency overhead at small amount of extra redundancy. This is for two main reasons: (1)
EDC decoding tends to be much faster than ECC decoding, which will be further dis-
cussed later; (2) Error-prone pages do not necessarily always experience memory bit er-
rors in the runtime. As discussed above, weak memory cells are those memory cells that
cannot meet the data retention time under the highest operating temperature (e.g., 80°C).
Due to the strong dependency of memory cell data retention time on the temperature,
weak cells most likely will not cause bit errors during the runtime with normal operating
temperature. For the purpose of further quantitative demonstration, we measured bit error
statistics of a 1Gb DRAM chip under different operating temperature and refresh period,
and the results are shown in Fig. 5.6. Under each combination of operating temperature
and refresh period, we write random data to DRAM chip and repeatedly read data over
a long period to record all the DRAM cells that have ever generated errors. Accordingly
we calculate the DRAM bit error rate by dividing the total number of DRAM cells with

the number of DRAM cells that have ever generated errors. The measurement results
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clearly show that most weak cells do not result in bit errors during runtime under normal
operating conditions. Therefore, it is reasonable to expect that error-prone pages most of

time do not experience memory bit errors during the normal operation.
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Figure 5.6: Measured DRAM bit error rate vs. refresh period under different
temperature.

In this work, we choose the well-known cyclic redundancy check (CRC) code to
implement the inner EDC for two main reasons. First, CRC code has relatively large
minimum Hamming distance hence good error detection capability. For instance, the
iSCSI CRC polynomial (Ox11EDC6F41) can provide minimum Hamming distance of 4
with only 32-bit CRC redundancy for k-bit data (5276 < k < 231 — 1) [91,92]. Second,
CRC encoding/decoding computation is relatively simple and only involves binary poly-
nomial remainder calculation. Moreover, modern Intel processors can accelerate CRC
computation for the iISCSI CRC (0x11EDC6F41) using the CRC32C instruction in SSE4
(Streaming SIMD Extensions 4) [93].

We choose binary BCH code [94] to implement the outer ECC. Although prior work
have developed a variety of multi-error-correction ECCs [23,73,77,95] for memory error
correction, they primarily focused on ECC engine implementation in the hardware stack.
Unfortunately, the encoding and decoding algorithms of those hardware-oriented ECC

typically do not well match with the byte-oriented processing of CPUs. In comparison,
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the encoding and decoding of classical BCH codes can be formulated as byte-oriented,
which is a much better fit to CPUs. As a result, we choose binary BCH codes to real-
ize the outer ECC in the software-based memory error tolerance. A binary BCH code
is constructed over a GF(2™), where the BCH codeword length is not larger than 2" —
1. BCH code encoding and decoding algorithms have been well studied and interested
readers are referred to [96]. Both its encoding and decoding heavily involve GF(2")
arithmetics. In order to accelerate CPU-based BCH code encoding and decoding, the key
is to carry out the GF(2™) arithmetics in the byte-oriented form. To achieve this objective,
we must employ the table look-up based strategy. In particular, to process p bytes of data
at one time in GF(2™) arithmetics, we pre-compute basic GF(2") arithmetics (in particular
multiplication) and accordingly build a look-up table (LUT). During the runtime, we can
directly use the pre-computed LUT to accelerate the GF(2™) arithmetics. When using the
CRC code as the inner EDC and BCH code as the outer ECC, each compressed zpage are
stored into error-prone pages together with its CRC redundancy and BCH redundancy.
Hence the Ezspage structure can be illustrated in Fig. 5.7 where the Ezspage is formed by

four error-prone pages and the zpage size is 2kB, half of the physical memory page.

( Compressed zpage CRC | BCH } zpage
Compressed zpage CRC | BCH
Compressed zpage | CRC | BCH

Compressed zpage CRC | BCH

Ezspage <

Compressed zpage CRC | BCH

Blank zpage slot

Blank zpage slot Error-prone
Blank zpage slot page

.

Figure 5.7: Illustration of Ezspage structure with concatenated-CRC/BCH memory
error tolerance.

5.3 Evaluation
5.3.1 Controller-based Page Re-mapping

We first studied the implementation overhead of the proposed controller-based page

re-mapping in terms of both latency and hardware resources.
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5.3.1.1 Latency Overhead

When a memory request on page address P is sent to the memory controller, we first
check whether this page has been re-mapped. As discussed above, the lower P[B — 1 : 0]
bits of page address are used as the entry address in re-mapping table, and we should read

Tag, Index,, and Index. out. There are the following three possible scenarios:

1. Tag # P|[A — 1 : B]&Index, = 0: Since Tag does not match, P does not belong to
R.. Meanwhile, as described in Algorithm 1, when Index,. = 0, there is no collision
on this page. Thus P does not belong to E, either. Hence the memory controller can
safely conclude that the page p is not re-mapped. In this case, the latency overhead

is the latency of accessing one table entry.

2. Tag # P[A—1: B]&Index, # 0: In this case, there may be collision, and meanwhile
P does not belong to R.. The memory controller needs to read the Tag from another
entry pointed by Index, in current entry to further compare with P[A — 1 : B] to
determine whether current page P is indeed re-mapped. In this case, the latency

overhead is the latency of accessing two or more table entries.

3. Tag = P|[A—1: B]: The page P is in E, or R, i.e., the page P is re-mapped. Ac-
cording to the data structure as described in Section 5.2.2, the memory controller
can determine the re-mapped page location. In this case, the latency overhead is the

latency of accessing two table entries.

Among the three cases above, the latency overhead of the case 2 depends on the
number of collisions encountered during the table search. Let Pr, denote the error-prone
page rate, and assume all the error-prone pages randomly distribute across the entire phys-

2A—B

ical memory space. Since total pages share each unique lower B bit address, we can

calculate the probability that collision occurs i times during the mapping table search as

l

2A-B . A-B_;
Prc(i):< , )Pr;(l—Prg)z - (5.1)

To minimize its silicon cost, the page re-mapping table should be implemented using
SRAM. Hence, we assume that, during one clock cycle, the memory controller can only

read one table entry. In the case of page address collision, the memory controller has to
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spend multiple clock cycles for each table search. It takes one clock cycle to read one
entry so one more collision leads to one more clock cycle latency. Fig. 5.8 shows the
estimated average table search latency under different error-prone page rate. As the error-
prone page rate increases, the page address collision probability accordingly increases,
leading to a longer average table search latency as shown in Fig. 5.8. We note that the
latency is not significant, which is essentially ignorable compared with DRAM access
latency. For example, even under the error-prone rate of 10%, the average table search

latency is only 2.35 clock cycles.
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Figure 5.8: Average table search latency under different error-prone page rate.

5.3.1.2 Hardware Overhead

As discussed above in Section 5.2.2, the memory controller only aims to re-map
all the error-prone pages in the critical memory region. The number of the mapping
table entries must be at least twice of the number of error-prone pages in the critical
memory region. Let L denote the number of mapping table entries, M. denote the capacity
of critical memory region, and S, denote the page size (i.e., typically 4kB in current
practice). Recall that Pr, denotes the error-prone page rate, and define Pr, as the mapping
table overflow probability, i.e., the the probability that the mapping table size L is not large

enough to re-map all the error-prone pages in the critical memory region. Given the value
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of Pr, and L, we can estimate the mapping table overflow probability as

o M%:?p (Mc'/Sp> Pri(1 _Pre)MC/Sp—i' (5.2)
i=L+1 !

Hence, by setting a sufficiently low mapping table overflow probability threshold,
we can calculate the minimum table size L given the current error-prone page rate Pre,.
Fig. 5.9 shows the required mapping table size under different error-prone page rate when
the critical memory region capacity M, is 64MB, 128MB, and 256MB, respectively. We
set the target mapping table overflow probability as 107°. The results clearly show that,
by only re-mapping error-prone pages in the critical memory region, the hardware com-
plexity of the mapping table is not significant, e.g., the mapping table capacity only needs
to be 70kB even when the critical memory region is 256MB and error-prone page rate is
as high as 10%.
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Figure 5.9: Page mapping table capacity under different error-prone page rate.

5.3.2 Re-cycling Error-prone Pages for ZRAM

As discussed above in Section 5.2.3, we can re-cycle error-prone pages for ZRAM
in order to eliminate the memory resource waste. The key is to apply a concatenated-
CRC/BCH software-based memory error tolerance design solution to ensure the data s-

torage integrity of error-prone pages. The use of software-based error tolerance clearly
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induces latency overhead, which will degrade the operational throughput of ZRAM. In this
work, we carried out detailed experiments to evaluate the impact, and the results demon-
strate that the proposed design solution incurs very small zZRAM throughput degradation.

First, we note that CRC encoding and decoding involve the essentially the same
operations of calculating the CRC bits. Hence, CRC encoding and decoding have the
same latency. In this work, we implement CRC encoding/decoding using the CRC32C
instruction in modern x86 processors. For example, a single core of an Intel 15 processor
650 can compute the CRC at the throughput of 0.145 cycles/byte with a single thread [93].
Assuming the average size of a compressed page in zZRAM is 2kB, we measured that the
CRC coding latency is only about 0.54us on a 2.4GHz Intel 17 processor, which is much
less than the latency of data compression/decompression and DRAM data access.

The BCH code encoding is realized through multiplication with a generator poly-
nomial on a Galois Field. The encoding throughput depends on the size of the generator
polynomial size, which further depends on the target error correction strength. BCH
code decoding involves three steps, including syndrome calculation, key equation solver,
and Chien search. We implemented a software-based library to implement BCH code
encoding and decoding, where we use LUT-based design strategy to accelerate the Galois
Field multiplications for both encoding and decoding. Assuming the average size of a
compressed page in zZRAM is 2kB, we measured that the BCH code encoding latency is
3.48us, 3.70us, and 3.78 us under the error correction strength of 2, 3, and 4, respectively
(i.e., each BCH codeword can correct up to 2, 3, and 4 errors, respective). We measured
that the BCH code decoding latency is 3.84us, 15.40us, and 24.00us when correcting 2,
3, 4 errors.

In order to investigate the impact of software-based error tolerance on the speed
performance of zZRAM, we modified the zZRAM in Linux 3.14 by integrating the CRC
and BCH coding library. Since the runtime data compressibility plays an important role
on the zZRAM operational throughput, we carried out experiments with a variety of data
pages with different compressibility. We quantify data compressibility using compression
ratio, which is defined as the ratio between the size of compressed page and the original
uncompressed page, i.e., the compression ratio is in (0,1] and a lower compression ratio

means better data compressibility. In addition to the proposed concatenated-CRC/BCH
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design approach, we also studied the straightforward design option of BCH-only mem-
ory error tolerance for the purpose of comparison. Moreover, since the latency of BCH
code encoding/decoding depends on the error correction strength, we further evaluate the

zRAM throughput performance under different error correction strength of BCH code.
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Figure 5.10: Measured throughput of (a) zZRAM write and (b) ZRAM read
operations.

In our experiments, we use a large variety of files with different compressibility,
and categorize all the data pages into 10 groups with different average compression ratios
including 95%, 89%, 81%, 72%, 60%, 48%, 33%, 28%, 15% and 3%. Fig. 5.10 shows the
measured ZRAM write and read throughput under three cases: (1) the baseline case zRAM,
which is the original ZRAM without re-cycling any error-prone pages, (2) the case zZRAM-
BCH, which applies BCH code alone to realize software-based memory error tolerance
for error-prone pages, and (3) the case zRAM-CRC/BCH, which applies the proposed
concatenated-CRC/BCH scheme to realize software-based memory error tolerance for
error-prone pages. For the last two cases, we further consider different error correction
strength of the BCH code (i.e., the error correction strength 7 is 2, 3, and 4).

Fig. 5.10 shows the results, which clearly show the strong dependency of zZRAM

operational throughput on data compressibility (i.e., a higher data compressibility leads to
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Figure 5.11: Read throughput of ZRAM-CRC/BCH under different BCH code
decoding occurrence probability.

a lower ZRAM operational throughput). This is because that the compression engine LZO
has to carry out more data manipulations for pages with higher compressibility, leading
to a lower throughput. For ZRAM write, as shown in Fig. 5.10(a), various software-based
memory error tolerance options (i.e., ZRAM-BCH and zZRAM-CRC/BCH with different
BCH error correction strength) tend to incur similar and relatively small throughput degra-
dation compared with the original ZRAM. Meanwhile, we can observe that the ZRAM
write throughput degradation increases as the compression ratio reduces (i.e., as the data
become more compressible). For example, under the average compression ratio of 89%,
the ZRAM write throughput degradation is only about 6%. When the average compression
ratio reduces to 60% and 15%, the ZRAM write throughput degradation increases to 13%
and 18%, respectively.

The results in Fig. 5.10(b) clearly show noticeably different impact on zZRAM read
throughput when using zZRAM-BCH or ZRAM-CRC/BCH. As discussed above, the un-
repaired weak cells in error-prone pages do not induce bit errors most of time, especially
under normal operating temperature. Hence, the latency overhead in the case of ZRAM-
CRC/BCH is mainly dominated by the CRC decoding, which fortunately has a very high
throughput. Nevertheless, for the case of ZRAM-BCH, we have to always invoke the
BCH decoding, which has a much lower throughput than CRC. Therefore, as shown in
Fig. 5.10(b), ZRAM-BCH has much lower read throughput than the other two design
options. In addition, due to the very high CRC decoding throughput, ZRAM-CRC/BCH
only incurs very small read throughput degradation. Similar the zZRAM write, the ZRAM
read throughput degradation also increases as the data compression ratio reduces. Under

the average compression ratio of 89%, the ZRAM-BCH and zZRAM-CRC/BCH incur 18%
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and 3% read throughput degradation. When the average compression ratio reduces to 60%
and 15%, zZRAM-BCH incurs 35% and 42% read throughput degradation, while ZRAM-
CRC/BCH only incurs 7% and 10% read throughput degradation.

Finally, for our proposed concatenated-CRC/BCH design strategy, we further eval-
uate the impact on zZRAM read throughput when the BCH decoding is indeed invoked
with a non-negligible probability. Fig. 5.11 shows the measured zZRAM read throughput
when BCH code decoding is invoked with different probability (denoted as Pr;), where
the BCH code error correction strength is # = 2. As shown in Fig. 5.11, we consider five
different values of Pr;, including 10%, 25%, 50%, 75%, and 95%. For the purpose of
comparison, it also shows the read throughput of the original zZRAM and zZRAM-BCH.
The results show that the read throughput degradation of ZRAM-CRC/BCH increases
as the probability Pr, increases. Results show that, if the Pr; is very high (e.g., 95%),
the read throughput of ZRAM-CRC/BCH could be even worse than that of ZRAM-BCH.
Fortunately, it is reasonable to expect that the probability Pr, should be small, even if it
is not negligible, in practice. As shown in Fig. 5.11, even under the Pr; of 25%, zZRAM-
CRC/BCH only degrades the ZRAM read throughput by 16% compared with the original

zRAM, when the average compression ratio is 60%.



6. Conclusion and Future Work

6.1 Conclusion

This thesis focuses on architecting memory system upon highly scaled error-prone
memory technologies. In particular, this thesis presents a set of design techniques for
memory controller and memory system to optimize error tolerance adopting specific mem-
ory architecture and runtime data characteristics.

The first contribution of this thesis is the development of design solutions that relax
the scaling up of storage node A/R in the presence of continuous scaling down of DRAM
cell size. Such a relaxed scaling directly results in storage node capacitance reduction
and hence more weak memory cells. The thesis proposes to explicitly expose bit errors
caused by the weak cells to system-level memory controllers, leading to a system-aided
DRAM scaling. As the first step to explore this unconventional DRAM scaling strategy,
analysis and calculations are carried out to estimate weak cell rate in the presence of
reduced storage node capacitance based upon measurement results with 3xnm DRAM
chips. This thesis further presented a data-dependent error-tolerance design strategy to
reduce the redundancy overhead of system-aided weak cell mitigation, and carried out
quantitative evaluation in the case of using DRAM in SSDs. For STT-RAM, the un-
derlying rationale is to cohesively exploit the run-time data characteristics and the read
disturbance vs. sensing error trade-off in STT-RAM. The thesis presents three specific
data-dependent error-tolerance design techniques, and demonstrate their effectiveness in
the context of using STT-RAM to replace DRAM in SSDs. Detailed study is performed
on both effective storage capacity gain and energy consumption overhead, and the results
show that these design solutions can increase the effective STT-RAM storage capacity by
26%, compared with conventional design practice.

The second contribution is the development of design solutions that can largely
improve the 3D DRAM fault tolerance by cohesively leveraging the memory ECC and
detectability of weak cells. The stacked logic die inside 3D DRAM chips makes it a prac-
tically viable option for the DRAM manufacturers to employ ECC to tolerate unrepaired

weak memory cells. In spite of its very simple basic concept, its practical realization is
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non-trivial and subject to memory data access latency and silicon cost overhead. In this
work, we develop a design solution that can efficiently implement this simple concept at
minimal latency and silicon cost penalty. This design solution can naturally embrace the
inevitable weak cell detection inaccuracy and radiation-induced soft errors. The thorough
mathematical formulation and analysis of this design solution are presented. Our analysis
results show that, under the same redundancy overhead of 1:8 as today’s ECC DIMM,
this design solution can tolerate the weak cell rate of as high as 10 and 6x 107 if 100%
and 90% of all the weak cells are known in prior. We further present a parallel hardware
architecture for implementing this design solution in the context of Micron’s HMC 3D
DRAM chips, and our ASIC design results show that the overall silicon cost is less than
0.4mm? at 45nm node. Our cycle-accurate simulations over a variety of computing bench-
marks show that this design solution only incurs less than 2% performance degradation
on average.

The third contribution of this thesis is the study on using DRAM chips with unre-
paired weak cells in computing systems. In particular, this thesis develops a controller-
based selective error-prone page re-mapping design strategy to eliminate the physical
memory space fragmentation in the critical memory region, and develops a software-
based concatenated-CRC/BCH memory error tolerance design solution to re-cycle all the
error-prone pages for ZRAM function in Linux. We evaluated the latency and hardware
cost of implementing the controller-based page re-mapping under different error-prone
page rates. By integrating the developed software-based memory error tolerance into
zRAM in Linux 3.14, we carried out experiments to evaluate the impact on ZRAM opera-
tional throughput. The results show our proposed software-based error tolerance scheme
only incurs about 7% zRAM speed performance degradation. Moreover, since the re-
maining non-critical memory region is still subject to physical memory space fragmen-
tation caused by error-prone page reservation, we carried out experiments using SPEC
CPU2006 under a variety of error-pone page rates. The results show that even highly
fragmented non-critical memory region (e.g., 1 page is reserved every 16 pages) may not

cause significant computing system performance degradation.
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6.2 Future Work

Both data dependent fault tolerance, weak cell aware ECC and software error tol-
erance solution all reduce storage redundancy and provide high-reliable data integrity.
Future work should focus on how to further utilize data characteristic in high performance,
mobile computing system and IMDB to optimize memory design for error-prone memory.

So for the future work, some possible research directions should include:

e Weak cell aware decoding needs extra ECC redundancy to recover data from error-
prone memory which costs about 11% memory storage. However, in mobile device
there is no ECC memory interface which complicates implementation of WECAS.
So next work will focus on how to utilize weak-cell information in mobile device

system to reduce power consumption and hardware cost.

e Relational and key-value databases have different data structure and query char-
acteristic especially when they are implemented as IMDB which develops rapidly.
It becomes more challenging to meet both the latency and reliability in fine-grain
accessible memory system. Thus future work also focus on cross-layer co-design

techniques of database system in error-prone memory.

e The progressive storage system design also includes data compression technique
which reduces storage overhead remarkably. Different compression approach has
distinct requirement of data protection. This is another perspective we can look into

for more specific error tolerance design.

System-aided DRAM scaling certainly faces many open research issues, and it is
our hope the exploratory study in this thesis will lead to much more thorough and cohesive
investigations from the OS, system and circuit/device research community on this possible

option for future DRAM scaling.
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