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ABSTRACT

Complex manufacturing processes require constant monitoring to mitigate potential me-
chanical failures and other inconsistencies to achieve higher yields and lower costs. These
processes comprise many recipe steps performed on multiple tools. This paper presents
a comprehensive framework called Anomaly Identification for Process Monitoring Online
Framework (AIPMOF) for automated anomaly detection and monitoring of manufacturing
processes. This is an adaptable multivariate online system that could detect anomalies on
the fly and it also provides the associated diagnosis of potential root causes.

The framework has five components: feature transformation, anomaly detection and
performance prediction, diagnosis, validation, and reporting. Fach component is replaceable
and adaptable with a different method. The feature transformation component converts raw
time-series sensor data into a tensor of step-sensor properties. The online anomaly detection
component is responsible for the actual machine learning modeling.

Our initial approach to anomaly detection is based on a moving window principal
component analysis (PCA) algorithm, which does not require performance data with labels
such as the metrology. This moving window approach allows real-time detection of parameter
shifts, drifts, and mechanical faults. The diagnosis sub-component provides top contributing
features for the diagnosis of faults and validates these top features with statistical significance
tests of shifts.

The validation component provides both a supervised and unsupervised validation
scheme for a comprehensive evaluation of performance. We present a cluster quality-based
unsupervised metric that can be used for unsupervised validation of anomaly detection per-
formance. This metric can also be used for unsupervised hyper-parameter training. We
also present a supervised validation scheme that uses the Process Capability Index (Cpk)
for automatically classifying batches of wafers as normal or abnormal based on the limited
amount of metrology measurements.

The anomaly detection with the moving window PCA algorithm can only capture
linear relationships. We propose an advanced algorithm based on autoencoders for nonlinear
anomaly detection. This is also an unsupervised and real-time anomaly detection method.

We call it the moving autoencoder anomaly detection algorithm (MOAAD). It uses a similar



structure to the PCA algorithm. It replaces the linear normal model used in the PCA-based
algorithm, with a non-linear autoencoder.

Both of these approaches are capable of diagnosis based on top influential feature
ranking and they can also tune their hyper-parameters using the cluster quality metric.

The anomaly detection with these two approaches have some limitations, including the
fact that a separate model must be trained per machine, and it does not leverage performance
information from metrology. Therefore, we also propose an alternative approach for anomaly
detection based on an advanced neural network algorithm.

We call this the two-step neural network algorithm, which is capable of training and
predicting on multiple machines. The first step of this algorithm is an unsupervised au-
toencoder trained to capture the normal behavior of multiple machines. The output of this
autoencoder and also the latent variables learned by the autoencoder are then used as input
features to a new step-two neural network. This next neural network trains on the normal-
abnormal state of previous wafers. The state information is trained in a semi-supervised
manner by using both cpk performance data and raw sensor training data. Both fully-
connected and one-dimensional convolutional network architectures have been experimented
and compared. A comparison of performance is also presented between PCA and neural
network-based anomaly detection.

The final component in our framework is a diagnosis-reporting tool based on R Note-
books. This is a dynamic report generator that provides diagnosis, validation and other
various statistics in a user-friendly manner. R Notebook combines both codes and results
into a single document that allows users to generate their own further analyses if needed.

The anomaly detection framework performance is demonstrated by experimenting on
wafer trace data from the semiconductor manufacturing process. This data is generated by
three different process nodes or types, with data from 13 different chambers.

Our results prove our intuition that cluster quality can be used for finding parame-
ters for unsupervised anomaly detection performance. We also show a positive correlation
between cluster quality and metrology performance. The results also show that all three
methods have their own strengths and weaknesses with different algorithms performing the
best in different aspects. Overall, the results show the efficacy of the framework at detecting

anomalies and providing the diagnosis for the various anomalies within the data set.
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1. Overview of Anomaly Detection in Manufacturing

1.1 Introduction

Modern complex manufacturing plants processes each product through many sub-steps
[1]. A good example of such a process would be semiconductor manufacturing. In the
semiconductor industry, manufacturing is done on a silicone surface called the wafer [2], [3].
Each wafer is processed through a specific sequence of operations across many different tools.
This construction is usually composed of hundreds of operations such as cleaning, deposition,
and etching. There is a specific tool for each of these smaller operations. However, these tools
eventually experience disruptions and mechanical failures, which may cause the fabrication
of inconsistent chips with reduced performance. Having consistency is paramount in delicate
manufacturing products such as chip fabrication since all succeeding steps depend on the
previous manufacturing process providing a consistent baseline [2]. This requirement is true
for other complex manufacturing processes as well such as plasma etch and polyester film
construction [4], [1].

The whole manufacturing process typically depends on multiple process recipes for each
component of the processes. It is important that the recipe remains consistent to ensure the
successful completion of a recipe. To achieve this goal, proper monitoring of all the small
details of a process environment is required. Only through strict monitoring and control can
consistency and replicability be achieved [2]. The process tools usually collect tens or even
hundreds of different types of streaming data from tool sensors. These sensors represent
direct information on the current condition of the tool [2].

Most industrially advanced plants typically use some form of monitoring systems to
detect mechanical faults or other types of deviations from the expected behavior. However,
most industrial monitoring systems rely on the individual monitoring of sensor data using
traditional engineering approaches, for example, conventional process control charts track
individual sensors to detect drifts or anomalies [2], [3]. We examine the problem of anomalies
that impact performance can be found by examining data from multiple sensors and steps
even individual sensors are not necessarily anomalous within a given step.

This research addresses how to exploit the sensor trace data to improve the quality of

the produced wafers and reduce manufacturing costs. We want to create a comprehensive



system capable of detecting anomalies in manufacturing processes. The goals of the system
were determined in consultation with engineers in semiconductor manufacturing.

The goals of the anomaly system are given as follows:
e Detect anomalies in real-time using the sensor data without relying on metrology.

e Detect anomalies that constitute a significant change in the process behavior signaling

such as changes arising from a mechanical fault.

e Minimize human intervention and required knowledge of the process in order to make

the framework readily adaptable to new tools, processes, and recipes.

e Identify meaningful factors and potential causes associated with changes and anoma-

lies.
e Detect anomalies that actually cause changes in production performance.

e Provide validation and automatic tuning of the hyper-parameters without relying on

performance data.
e Exploit information from other process chambers.

We propose a general-purpose anomaly detection system called Anomaly Identification
for Process Monitoring Online Framework (AIPMOF). This framework tries to achieve the
aforementioned goals of anomaly detection. The AIPMOF framework is a comprehensive
modular machine learning framework that includes all aspects of fault detection including
feature construction, unsupervised parameter tuning, real-time anomaly detection, unsu-
pervised validation, supervised validation, and diagnosis. AIPMOF is designed for rapid
adaptation for different tools and recipe types with varying step lengths. Our framework
also uses the associated performance data, called metrology, for detecting anomalies rele-
vant for higher yield. The metrology data comprises measurements of critical dimensions of
several chips within a wafer with desired control and specification limits.

The AIPMOF framework has the following characteristic features :

e Transformation of the raw sensor trace data into a tensor which captures per-step

statistics for each sensor.



e Development of a moving window model capturing normal process variations across

steps.
e Identification of wafers with anomalies with respect to the moving windows.
e Identification of changes in chambers’ mode of operations.
e Diagnosis of sensors leading to process variations indicating potential root causes.

e Definition of model evaluation and method hyper-parameter selection methods using

only trace data.
e Identification of how these changes corresponded to metrology Ciy.
e Transformation of findings to actionable insights.

ATIPMOF provides a comprehensive framework for making high-performance scalable anomaly
detection and diagnosis systems that are largely independent of the type of tool and recipe.
ATPMOF’s chief contributions include two different methods for evaluation of change detec-
tion algorithms based on machine learning and statistics and one evaluation method based
on metrology. A strength of these approaches is that they can be employed with any anomaly
detection algorithm. Our tensor representation of the trace data by step makes any of the
plethoras of change and anomaly detection algorithms applicable. The novel evaluation
method is essential for understanding the effectiveness of any proposed approaches.

But simply detecting the occurrence of anomalies is not sufficient; since the goal is to
improve process yield, detection methods must also expedite the diagnosis of each anomaly
to help process engineers identify potential root causes of the variations. The ideal decon-

struction of detected anomalies has the following goals:
1. Indicate sensors associated with the anomalies;
2. Indicate the recipe steps in which the anomalies occurred;

3. Provide explanations as to why the anomalies were detected, including visualizations

highlighting the detected sensor changes;

4. Prepare data and provide sample analysis work flows to support deeper investigations

of the anomalies.



The fourth requirement is critical because highly-skilled engineers currently spend significant
time preparing sensor data for analyses and conducting analyses to diagnose the source of
faults. Tools such as dynamically generated "notebooks” can facilitate their investigations.

The key distinguishing features of AIPMOF include its core data representation and
the way the framework performs diagnosis. AIPMOF takes as input variable-length time-
series sensor data annotated with recipe steps. AIPMOF transforms this raw data into a
sensor-step tensor representation. Specifically, for each wafer, the data from each sensor-step
pair is represented by summary statistics. Based on this tensor representation, AIPMOF
signals when a significant change in the sensor data has been detected.

We present two separate algorithms for performing unsupervised and real-time anomaly
detection. These two methods apply the same principle of anomaly detection but use two
separate engines. The first method uses PCA and the second method uses Autoencoder for
a measure of anomalous behavior.

The first anomaly detection algorithm presented is the Moving PCA anomaly detection
algorithm (MOPAD). This is an unsupervised algorithm for anomaly detection in real-time.
The algorithm uses a window of observation as the model of normal behavior. New obser-
vations are measured against this model of normal behavior using PCA ¢? statistic [5]. The
window of normal observations is always updated with new observations. This is an online
anomaly detection algorithm capable of providing a diagnosis.

As discussed in the literature review in section 1.3 ; many variations of moving window
PCA have been published and each has several hyper-parameters and possible anomaly
statistics. However, previous approaches to anomaly detection with PCA did not address
anomalies that cause a complete change of state in a manufacturing process. Our approach
can also deal with multiple modes of normal behavior, instead of just assuming one type
of normal behavior, which is what most previous approaches have done. Manufacturing
process parameters can often be changed by engineers during the process run to improve
performance. This will change the normal behavior pattern. Models that only expect and
train on one pattern of normal behavior will not be able to adapt to this kind of change. This
is where our method shows its unique capability. Our model maintains a list of abnormal
observation that is treated as the new normal behavior pattern when an anomaly is triggered.

The second algorithm we will describe is Moving Autoencoder Anomaly Detection

(MOAAD). This algorithm uses autoencoder neural networks for modeling normal behavior



and distinguish anomalies and is also unsupervised and real-time. Autoencoders are well
known for capturing the essence of a data set to its most important factors [6]. This is
similar to PCA in function, but unlike PCA, which is linear, an autoencoder can capture
non-linear interactions. We developed this algorithm to show the adaptability of AIPMOF
for new types of anomaly detection methods.

The MOAAD algorithm is novel because of how autoencoder is used to signal the
change of state in a manufacturing process. The algorithm also has a window of observation
as the model of normal behavior. An autoencoder is trained with the window of observations.
Then newer observations are classified for anomaly detection. Whenever an anomaly is
detected, there is a change of state inside the manufacturing machine. Therefore, a new
autoencoder is trained with a new window of normal observations. This is a novel approach
to detecting anomalies with autoencoders. The use of autoencoders is common in anomaly
and outlier detection [7]. However, previous use of autoencoders focused on a single normal
behavior pattern and could not adapt to a change of machine recipe settings. Our method
can also detect multiple anomalies in real-time. The use of reconstruction error as a measure
of diagnosis is also a new approach in anomaly detection.

Along with these anomaly two detection algorithms, we also provide 2 separate schemes
to validate the efficacy of anomaly detection. This validation algorithm is another important
contribution of this thesis. The first validation scheme is unsupervised and based on cluster
quality. It provides a way to test anomaly detection performance without relying on limited
metrology data.

The second validation scheme is based on metrology performance data and provides a
way to correlate anomaly detection with actual performance data. This method also solves
the problem that only a small portion of observations have metrology data. With this
method, we can test metrology performance without leaving out observations that do not
have metrology data.

Our unsupervised validation metric can also tune hyper-parameters. Our hypothesis,
in this case, is that there is a positive correlation between good cluster quality and higher
metrology accuracy.

We presented two unsupervised anomaly detection algorithms. They have their unique
strengths such as not requiring metrology data for training and the ability to provide a

diagnosis for root cause identification. These two algorithms also have some weaknesses.



These shortcomings are:

e These methods are unsupervised and therefore cannot filter out anomalies that do not

cause a change in metrology performance.

e They train one model per chamber/machine and therefore do not create generalized

models that work for multiple machines.

e They do not leverage metrology data and trace data from multiple machines.

We propose a novel 2-step neural network anomaly detection algorithm that solves
these shortcomings but has its own set of tradeoffs. We present a deep learning semi-
supervised anomaly detection algorithm. We call it the 2-Step Anomaly Identification with
Neural Network (2-SAINN). 2-SAINN is a semi-supervised algorithm that can train with the
metrology performance data to focus on anomalies that are more related to manufacturing
failures. Unlike the previous two algorithms, 2-SAINN can also train across multiple machine
data for a more generalized model.

The 2-SAINN algorithm creates 2 Networks. The first network is an autoencoder that
is trained in an unsupervised fashion. The output of this network is then used to construct
two types of features. These features are then fed into a feed-forward network [8]. Because
of the temporal nature of the task, we add a lag component into the input.

This semi-supervised approach is novel since it deals with differences in machine sensor
data by using autoencoder reconstruction error as input into a feed-forward network. The
feed-forward network can be trained with both metrology data and previous anomaly detec-
tion results generated by MOPAD and both types of prediction of anomaly can be weighted
to emphasize a particular goal. This semi-supervised approach is novel that can differentiate
between anomalies that change final performance, as opposed to anomalies that are common
manufacturing processes but do not impact final performance.

We have tried two types of neural network architecture for the second step neural
network. The first approach is a dense/fully-connected neural network. The second approach
is a 1-dimensional convolutional network which is suitable for temporal data. Both network
structures and different feature construction scheme is compared in terms of performance in
our experiments.

The diagnosis method for deep neural networks is a challenging task. We explore

a solution to this problem by proposing using Featurelmportance algorithm from the iml



package in R [9], [10] for finding the top influential features with mixed results. This allows
a form of diagnosis of anomalies predicted. However, further research is needed to find a
suitable method for diagnosis in the 2-step anomaly detection algorithm.

The 2-step method also has weaknesses and violates some of the features that we defined
for AIPMOF. These include reliance on metrology data for training, which means losing a
large amount of data for training. It also does not have a solid and well-explored method
for providing diagnosis through influential features. Also, because it focuses on metrology
differences during training, it may not find all significant changes in the machine state. The
2-step method, however, gains in terms of having a higher focus on metrology changes and
can achieve higher accuracy in terms of anomalies that have an effect on metrology.

Overall, all three methods have their strengths and weaknesses and can be easily re-
placed due to the adaptability of our framework.

Another feature of our framework is a diagnosis report generated for each machine. The
report is in the form of an R Notebook which enables process engineers to easily investigate
the source of the anomaly using R notebook [10], [11]. These AIPMOF-generated notebooks
combine R code and narrative text in a single self-contained document which includes data
structures (specifically R data frames) containing various statistics supporting the anomaly
detection process. The notebook’s flexible structure allows engineers to easily include their
own custom analysis and visualizations. The notebook also identifies the most influential
features associated with each anomaly or change, leading to actionable insight into potential
root causes.

For each wafer, the data associated with each sensor-step pair is represented by sum-
mary statistics. In this work, we report results using the mean, but alternative statistics
such as standard deviation, min, and max can be used. As discussed in the Related Work
section, previous approaches have typically used time warping or interpolation to handle dif-
ferent segments of trace data for each wafer and they do not explicitly represent each step.
By representing each step we can capture anomalies within and across steps, and we can
localize each anomaly to specific sensors and steps in the process. This novel representation
also allows the system to be highly adaptive to different process tools.

This paper describes our experiments with AIPMOF on three production data sets,
each corresponding to a different deposition process. The data sets we studied are propri-

etary, so we anonymized the nodes, sensors and certain other identification information. All



data sets have 16 sensors from power and gas flow sub-systems measuring power, tempera-
ture, voltage, current, pressure and throttle valve position possibly at multiple locations.
In the following chapters, we first discuss the characteristics of a recipe-based process
tool with a literature review of related approaches and overview of the semiconductor data.
We then discuss the details of AIPMOF, including anomaly detection and also algorithms
for validation. We then discuss the autoencoder-based anomaly detection algorithm and
associated diagnosis method. The next chapter explains the 2-step neural network anomaly
detection method. We then discuss our experiments on the semiconductor manufacturing
data and provide experimental results for our proposed methods. We provide a detailed
demonstration of how the system can be used for anomaly detection and diagnosis on three
chambers and discuss different anomaly patterns. Finally, we draw conclusions and talk

about future improvements.

1.2 Characteristics of a Semiconductor Manufacturing Process

A semiconductor is manufactured in stages. A blank silicon wafer starts clean at the
start of a long chain of tools for cleaning, etching and depositing various components of the
microchip. These processes have a similar pattern of operation. The wafer gets into the
tool for a particular operation such as etching or depositing new material. The operation
is performed based on a particular process recipe. This process recipe used in conjunction
with a control system defines what type of environment the process will have at a particular
time. This recipe divides the whole operation into several recipe steps.

A recipe step is a state in the process tool defined by the parameters of the environment,
such as temperature, pressure, gas flow and so on. A recipe step also has a finite ending
determined by the control system. This ending can be based on various ending conditions
such as time or certain environmental variables such as temperature or pressure. The values
of the sensors are sampled during the step. The duration of a step change from run to run,
so the number of sensor samples per step will change as well. For each wafer, the trace data
consist of samples of the sensor values throughout the entire recipe along with the time and
recipe step of each sample.

Metrology is measured after the process finishes. A selected wafer is taken to a perfor-
mance measuring tool. Another recipe is run on the performance measuring tool to measure

various characteristics of the wafer. These measurements can be physical dimensions or elec-
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Figure 1.1: Illustration of a process tool that is composed of multiple process
recipe steps

trical properties that display if the wafer is within the acceptable limit of behavior. These
measurements in our studies are typically critical dimensions, so we refer to them as CDs
for short. Each of these CDs has a target value and upper and lower limits of acceptable
behavior. Typically, these measurements are taken in specific predefined sampling sites on
the wafer yielding a wafer average and standard deviation for each wafer as well as radial
specific measurements of the CD. This metrology data collection step, however, is only per-
formed for a small subset of wafers periodically. This is because such measurements are too
costly and time-consuming to perform on many wafers.

Various tools in the semiconductor industry operate on this template. Our goal is to
devise a general and robust fault detection system that is agnostic of a particular recipe or
process tool. It is generalized enough to detect faults from any process data that fits this

particular template.

1.3 Literature Review

Anomaly detection has been a popular research problem for application domains that
involve critical systems and require a level of consistency in operation. Applications of
change detection have included faults and failure detection in complex industrial systems
[12], detection of structures in mammograms [19], structural damage [20], fraud detection
[21], video surveillance [22], sensor networks [23], and text mining [24].

Hodge and Austin [13] surveyed fault detection techniques with statistical machine
learning approaches. They have identified three categories of algorithms. In the first type,
anomalies and outliers are identified with no labels; this can also be referred to as unsuper-
vised clustering. The second type uses a supervised classification and requires labeled data.

The third approach uses one-class classification and only determines normal behavior.
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Table 1.1: Comparison of existing literature on anomaly detection - part 1

ID Process Method Ref. Features
| Time Recursive PCA 12] Updates model recursively
varying (RPCA) for faster efficiency
2 Tlme Adaptive PCA [13] Instances weighted by time
varying
. EWMA Time warped data with
3 Dynamic Multiway PCA [14 weighted PCA
4 Dynamic Y-index PCA [15] Moving wm'd‘o " for time
sensitivity
5 Static Standard PCA 5] One PCA per condition
(normal /fault)
6 Static Standard PCA [16] T,Q, Likelihood test
Standard PCA on all past
7 Static Standard PCA [17] data with Q statistic based
trigger
g Tlme PCA and NN ] Neural Network with PQA
varying based feature construction
- 2
9 Dynamic ICA 18] ICA with T & @ based
trigger

Xuan [25] uses a moving window on the raw time-series data to calculate PCA and also
uses 7% and @ statistic for triggering anomalies. This PCA-based approach is shown tested
using an industrial chemical reaction chamber data set. The paper also shows performance
changes on different values of hyper-parameters.

Byon et al. [14] suggests a weighted PCA where older observations are progressively
weighted less to reduce their influence. This is a softer approach compared to a window
based PCA.

Ge and Song [15] considers the case of monitoring the semiconductor manufacturing
process. Quickly detecting abnormalities and diagnosing the problem is the main motive of
multivariate statistical process control. The paper proposed a new PCA-based method that
exploited the Support Vector Data Distribution. SVDD is a one-class classification method
for fault detection and the goal is to define a boundary around the samples with volume as
small as possible which helps to improve performance.

Gallagher and Wise [5] also proposed using PCA for process control. This method uses
PCA on sensor data from a semiconductor etching process. This paper discusses a method

to use moving average and sigma to dynamically update the model for new data. By using
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moving average, they demonstrate a way to detect drifts in the process.

Another algorithm that uses incremental updating of the PCA model is [16]. The
authors proposed an incremental PCA model and derived an iterative equation for calculating
eigenvectors and covariances. This algorithm uses the M-scale to find a change point when
too many outliers appear. The change point is detected via clustering. They also applied
this algorithm to temperature-sensor time-series data.

Dynamic detection of change can also be done with a moving window over the data.
Mishin et al. [17] proposes weighting the points in the PCA and then exponentially decreasing
the weights of points as the window passes through newer data. This way the older data
becomes less important in determining the model behavior.

Knorr et al. and Micenkova et al. used subspace as a possible explanation of outliers
[26], [27]. They define a general algorithm that works with many outlier detection methods
and tries to extract subspaces from the outliers.

In [15] a new adaptive model is developed with an efficient parameter tuning method.
A new monitoring statistic is constructed that is based on Support Vector Data Description.
The number of significant components and confidence limits are determined in a modeling
phase automatically. It uses these parameters in the real-time PCA phase.

A survey summarizing the use of PCA for process monitoring is provided by Qin in
[1]. This paper details the use of both T2and SPE/Q-statistic-based triggers for process
monitoring. The paper also details fault reconstructibility as a way to identify potential root
causes. This approach, however, does not convert raw time-series sensor data into step-sensor
tensor data set for better diagnosis. Our approach can also deal with multiple changes in
the state of a machine by retraining the normal model with the abnormal list of observations
when there is a change of state in the machine.

Kiran et al. [7] notes several approaches to anomaly detection using deep neural
networks. They discuss approaches to anomaly detection by using autoencoders [28], [29],
recurrent neural networks [30], [31] and generative networks [32].

However, most approaches discussed in the survey expect train data to only contain
normal data. This is a strong restriction since data must be pre-classified as normal before
training. Our algorithms do not make such an assumption.

The algorithms discussed also focus on classifying single anomalous observations. Our

method focuses on the change in machine state by having a large number of consecutive
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anomalous observations.

Diagnosis of anomaly detection is also missing in these papers, which reduces their
usefulness in detecting causes of change or failure.

Oh et al. [33] uses autoencoder for modeling normal behavior in semiconductor process
monitoring. The approach, however, expects training data to be pre-classified as normal and
only trains one auto-encoder based on the training data. The algorithm also validates their
method by using direct classification of observations, which expects data that has class
labels for most of the data points. This is not often true for manufacturing processes such
as semiconductor fabrication, where performance data generation is costly.

Hawkins et al. [29] uses the Replicator Neural Network, which is a form of a standard
autoencoder. They train autoencoder with unbalanced data with mostly normal samples.
Their approach is applied for anomaly detection in network intrusion. However, their ap-
proach cannot deal with anomalies that are temporal and signify a change in state. Their
testing approach was also limited to classifying point observations.

Zhao et al. [30] use deep autoencoders to learn video representation automatically and
extract features from both spatial and temporal dimensions by performing 3-dimensional
convolutions. It uses reconstruction loss and weight-decreasing prediction loss for older
frames. Their approach is only tested with standard classification techniques with the ability
to detect point anomalies.

Liu et al. [34] proposes a structured time-delay neural network (TDNN)for anomaly
detection via supervised learning. This approach uses a Recurrent Neural Network with tem-
poral layer output from previous observations. They again only deal with single observation
anomalies do not explore systemic anomalies.

Nadeem et al. [35] describes uses a semi-supervised approach to neural network training
by using the Ladder network. This is a feed-forward network where some layers are pro-
gressively trained unsupervised as an autoencoder and then supervised layers are attached
for further training for classification. This approach is applied to network intrusion data.
Their approach, however, cannot deal with systemic anomalies overtime in the manufacturing
process like our proposed approach.

We surveyed an extensive list of exiting literature that deals with process anomaly
detection on sensor data. Using PCA in some form is a popular method for detecting

anomalies in these papers. Another popular method has been autoencoders. The complete
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comparison is given in Tables 1.1, 1.2 and 1.3. We prepared this extensive comparison in
order to show the strengths and shortcomings of these methods. Our goal was to show what
these papers were lacking in terms of a comprehensive end-to-end framework.

None of the papers use the data in such a way that the step information is used. In fact,
most of these methods use raw time-series data directly. Although there are advantages with
such an approach, these methods are at a disadvantage by not using the step information, as
these methods can not provide meaningful diagnostics based on the recipe steps. Our paper
uses a step-based data transformation in order to incorporate stepwise information.

Moreover, most papers also lack an investigation on the diagnosis of potential root
causes. This is another important addition to our framework. We not only provide a method
for directing the user to potential root causes, and we also properly validate these root causes
with a statistical test of significance. These papers also lack a thorough investigation of
how anomaly detection can be validated. Most of these papers provide charts of their own
monitoring value of some known faults, but they typically do no detail how these faults were
known in the first place. A method for automatically identifying known faults from metrology
measurements is not provided. Our algorithm not only provides automatic identification of
potential faulty areas on the metrology data, but we also provide a method for validation
without using metrology. Our framework also demonstrates that this unsupervised metric
can be used for hyper-parameter selection.

Neural network and autoencoder-based anomaly detection algorithms explored by pre-
vious researchers [34], [33], [30], [7] have also focused on point anomalies in single observations
instead of a systemic change of state in the process. Their approaches also did not address
the diagnosis of such systemic anomalies and validation if performance data is limited or not

available.

1.4 Thesis Contributions

We have already explored the existing literature for anomaly detection in manufac-
turing processes. Based on the literature review, some key shortcomings and differences
between our proposed method and previous literature can be summarized.

Previous works mostly focus on classifying single anomalous observations (point anoma-
lies). This means they do not focus on predicting systemic change.

These approaches often expect one type of normal behavior but the manufacturing
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process can change their normal behavior by changing settings for better performance during
operation. These methods also train on pre-classified normal data in many cases.

The diagnosis of root causes is not well explored for systemic change in the manu-
facturing process. This is very important to solve issues that may cause degradation in
performance.

Recipe step differences and how to use them are not explored in previous papers. This
means they cannot utilize the predictive power of recipe steps during prediction and also the
usefulness of recipe steps during diagnosis.

Unsupervised validation and parameter tuning methods are often not provided for a
significant change of state type anomalies. Although as mentioned before, these previous
approaches are focused on single observation anomalies. Sometimes, experimental results
are provided on some known faults, but not how these faults can be identified automatically
from metrology.

A deep exploration of metrology data is missing, and the fact that the metrology data
is typically sampled for very few actual observations is also not presented. How these limited
metrology data can be used for anomaly detection is not explored.

Overall, a complete end-to-end framework that provides different components for fea-
ture construction, anomaly detection, validation, and diagnosis is missing.

Our proposed framework addresses many of these issues in anomaly detection for man-
ufacturing.

Data Preparation

Our framework transforms measurements into Step-Sensor-Property features for better
diagnosis. This approach also utilizes recipe step differences by creating features based on
recipe steps. We also provide diagnosis predictions based on feature generated from recipe
steps.

Anomaly Detection Methods

Our framework provides unsupervised anomaly detection with the ability to detect
anomalies that cause a significant change of state in the manufacturing process. It can
also detect multiple types of normal behavior and anomalies. Another important feature is
anomaly detection in real-time, which makes the framework useful during process operation.

The moving window autoencoder based anomaly detection is novel in terms of ca-

pabilities such as change-of-state anomaly detection, support for multiple modes of normal
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behavior. It also provides a diagnosis based on influential features that can point to potential
problems.

Our 2-step anomaly detection algorithm is novel in its operation and uses autoencoder
and neural network in an algorithm that works in two steps. This algorithm is capable of
multiple-chamber training and also provides anomaly detection for significant change-of-state
in processes. It also supports multiple modes of normal behavior.

The biggest advantage of the 2-step algorithm is the fact that it is semi-supervised and
capable of filtering out anomalies that are not relevant to performance changes in metrology.

Validation and Tuning Method

Our framework supports unsupervised validation and parameter tuning based on a
cluster quality metric.

We also provide welch’s t-test for validation of top influential features. This technique
allows the framework to show if the influential features do have a statistically significant
change during an anomaly.

The block Cpk based validation method with metrology allows the utilization of limited
metrology data for an anomaly detection algorithm. This is a novel use of metrology data
for validation.

Diagnosis

Our framework provides identification of influential features for diagnosis in both un-
supervised anomaly detection methods. Based on the output of the diagnosis component,
we also show different diagnosis patterns in the semiconductor manufacturing data. These
patterns can be used by engineers to find the root cause of anomalies based on the top
influential features.

We also provide a dynamic diagnosis report using an R notebook. This allows engineers
to further analyze the anomaly detection results. This report also shows results and code in
a single document, making it easier for engineers.

Overall, we have provided a comprehensive solution for detecting anomalies in manu-
facturing processes and provided a way to not only diagnose these anomalies but also provide
a validation scheme that can tune anomaly detection methods and also provide solid proof

of their performance.



Table 1.2: Comparison of existing literature on anomaly detection - part 2

Data set Data Uses Dia
ID | Test data type .. transfor- stepwise g
composition ) nosis
mations data
Industrial boiler Raw sensor
1 furnace sensor No No No
data
data
Chemical
reactor data ) .
2 with sensors and Time warped Tlme No No
. sensor data warping
chemical
content
) Time warped .
o | Smemtwor | Pl | T e | N
sensor data ping
Sensor data Time series No (raw time
4 from gas of Raw data No series data No
turbines only only)
Time series No (raw time
fl k .
5 Gas flow tan of Raw data No series data No
Sensors
only only)
Time series No (raw time
6 Simulated data of Raw data No series data No
only only)
Aero engine Time series No (raw time
7 & of Raw data No series data No
sensor data
only only)
Plasma etch Time series Wavelength| No (raw time
8 of Raw data Transfor- series data No
process data .
only mation only)
Semiconductor Time series No (raw time
etch & waste .
9 . of Raw data No series data No
water processing onl only)
sensor data ¥ Y
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Table 1.3: Comparison of existing literature on anomaly detection - part 3

ID

Diag.
testi-
ng

Train

Metrology testing
type

Res.
on
metro

Un-
known
faults

No

Yes

Charts on Monitoring
Value for known
faults

No

No

Charts on Monitoring
Value for some known
faults

No

No

Charts and
performance measure
on small number
known faults

Yes

No

No

No

Charts on some test
cases showing higher
index value known
faults

No

No

No

No

Charts on Monitoring
Value of some cases of
known faults

No

No

Charts on Monitoring
Value of some cases of
known faults

No

No

No

Charts on Monitoring
Value of some cases of
known faults

No

Yes

Figures and
performance measure
on small number
known faults

Yes

No

Yes

Figures and
performance measure
on small number
known faults

Yes

No
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2. Semiconductor Process Data Overview

2.1 Introduction

Our experiments focused on three semiconductor deposition data sets. The semicon-
ductor data has two parts: the trace data and metrology data. The trace data is composed
of sensor values that are sampled during the semiconductor fabrication of a particular de-
position tool. The metrology data is the performance evaluation data performed after the
deposition process is complete. This metrology data, however, is limited to only a few
samples from the larger trace data.

There are three separate data sets. Each of these data sets corresponds to a different
process node, or recipe, and contains sensor data gathered over an approximately four-month
period. In this discussion, we identify these nodes as Node «, Node g, Node v. Node « is
a mature process node that has been fine-tuned over time to have consistent performance
behavior. Node g and Node ~ are newer processes that exhibit more variation from wafer
to wafer. Each node may be executed in different physical chambers (tools). The chambers
(tools) used by the process nodes are all performing deposition but still vary significantly in

their behavior.

2.2 Trace Data

There are trace and event data across 2 process recipes taken from 4 months. The
data consists of Context data such as Control Job ID, Lot ID, Wafer ID, Recipe, and Recipe
Step. The data also contains sensor data with 16 sensors. These sensors measure various
environmental situation and control parameters.

Since the control system determines when to end a step based on the recipe definition,
the number of samples per sensor-step per wafer varies.

The three nodes provide a large amount of raw time-series data. The sensor data is
sampled at 10-second intervals. Typical wafer-run consists of over 1000 units. The raw data

were exported from the manufacturing system in over 55,000 XML-formatted files.

Portions of this chapter previously appeared as: M. R. A. Igbal, A. Vargas, J. Erickson, and K. P.
Bennett, “Automated diagnosis of anomalies via sensor-step data outlier detection : An application in
semiconductors,” in ACM Conf. Knowl. Discovery and Data Mining ODDv5, London, UK, Aug. 2018, pp.
1-9.
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Table 2.1: List of sensors in the trace data

Type Sensor
Current_1

Current_2
Current_3

Current_4
Voltage_1
Voltage_ 2
Voltage_3
Voltage_4
Temp_1
Temp_2

Electric

Temperature

Power_1

Power_2

P
ower Power_3

Power_4

Pressure
Throttle_Valve

Pressure

Chamber Wafer Time Step | Sensor1 ... Sensor 16
ID ID stamp
1 1 1-15

Figure 2.1: Structure of the raw trace data in the 3 nodes

The raw data is composed of Process runs through the chamber by each wafer. As the
wafer is being processed, sensor readings are taken at an interval. The data is then provided
as a series of samples along with associated context information. Since the control system
determines when to end a step based on the recipe definition, the number of samples per
sensor-step per wafer varies.

There can be multiple samples per recipe steps since the steps are of variable length.
However, some recipe steps may even not have samples since they can be very short. This
represents a data representation challenge as not all recipe steps are of the same length.

The sensors specifically come from temperature and pressure control subsystems. There
is a process recipe that controls the temperature, pressure, gas flow and other various factors
of the environment. The process recipe is divided into several recipe steps. These steps

represent a functional division of the tasks being performed in the process. For example,



Table 2.2: Statistics about the data sets

4 of 4 of Samples
# . of . per
Process node Recipe Cham-
Wafers Wafer
Steps bers
(mean)
Node « 31754 15 2/4 1293
Node 4610 10-30 2/4 897
Node v 5224 10-30 3/5 987
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there can be a cooling step that cools down the chamber. Then, there can be a deposition
step that heats the chamber again and introduces various gases for deposition chemical
reactions.

Node « has 15 steps in its process recipe; this number of recipe steps is consistent
across all the wafers. The number of recipe steps for other nodes is less consistent: the
number of recipe steps varies across wafers in Node # and Node . Each data set exhibits a

completely different run behavior.

2.3 Metrology Data

The metrology data is composed of measurements that correspond to various factors
that determine the performance of the manufacturing process. The measurements are taken
at 104 uniform sites in each Wafer that is measured. However, only a small statistical
sample of wafers is measured in a typical run. This means that the metrology data are less
numerous than the process data.

There are several critical dimension measurements in the metrology data. There are
also limits associated with the machine. These limits are used for control and monitoring
purposes. There are two types of limits to control the process with metrology. There is a
specification limit that is the utmost limit given in the specification of the process recipe.
Anything outside the specification limit can be considered a serious violation and could
endanger the performance of the wafer. There is also a control limit that is used to control
the process in a narrower band. Control limits are usually used along with the mean and
standard deviation of the raw metrology data. Process engineers look for changes in sensor
values over time (e.g. mean and standard deviations) in a control plot. If the mean or

variance goes above the control limit then the cause is usually investigated.
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2.4 Conclusion

We presented the semiconductor manufacturing data used for this research. We can
see that the data set presents some unique challenges for anomaly detection. The presence
of recipe steps is a significant factor that needs to be taken into account when designing
the anomaly detection algorithm. Another important challenge is the lack of high-quality
performance data. The metrology data is limited and sampled for only some wafers. This
is another unique challenge that forces us to develop solutions that can deal with a lack of
performance data.

In the next chapter, we will present the AIPMOF framework for anomaly detection,
diagnosis, and validation; and explain how this framework addresses the unique challenges

of anomaly detection in manufacturing process data with these unique characteristics.



3. Anomaly Detection Framework for Manufacturing Process

Tools

3.1 Introduction

In this chapter, we propose AIPMOF (Anomaly Identification for Process Monitor-
ing Online Framework), a general-purpose anomaly detection system for semiconductor or
other recipe based processes. In the introduction, we discussed the various challenges with
developing such a system. In this section, we discuss how we can solve these challenges and
develop a useful system. Our goal is to create a system that is generic enough to be used
by various processes that have the recipe/step/sensor/metrology template. We will be using
a moving window PCA-based algorithm for the actual anomaly detection. There has been
multiple such previous research that has used such an algorithm for anomaly /fault detection.
However, these papers did not provide a comprehensive treatise from data preparation to
validation.

Our framework not only provides a data preparation and feature generation framework
that is robust to new types of features, but also useful for future diagnostics. AIPMOF also
provides the top features/root causes that can potentially explain the causes of the faults.
AIPMOF also has a strong testing component, that tests anomaly detection efficacy in 3
separate ways. There is a test of anomaly detection in both supervised and unsupervised
strategy. There is also a test of top features that validates if the root causes do demonstrate
anomalous behavior.

We begin by explaining the tensor-based data representation/pre-processing frame-
work. Then we explain the Moving window PCA-based anomaly detection algorithm. This
is the original anomaly detection approach we developed before developing further advanced
methods using neural networks discussed in sections 5.2 and 6.1 .

Finally, the explanation goes to the diagnosis of root causes from the PCA-based
algorithm. We also explain dynamic report generation from the framework using an R

notebook, which combines analysis code, data, and visualizations in the same document.

Portions of this chapter previously appeared as: M. R. A. Igbal, A. Vargas, J. Erickson, and K. P.
Bennett, “Automated diagnosis of anomalies via sensor-step data outlier detection : An application in
semiconductors,” in ACM Conf. Knowl. Discovery and Data Mining ODDv5, London, UK, Aug. 2018, pp.
1-9.
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Figure 3.1: AIPMOF framework

3.2 Tensor Data Representation Framework

The data that we have been provided is a set of sensors that are sampled continuously
after a specific interval. Multiple sensors measure different subsystems such as Power, Gas
Flow, and Pressure. This means that the raw trace data form multivariate time series. The
raw trace data are represented on a per-sample basis consisting of measurements for each
sensor sampled across time. Each of these samples is associated with a specific wafer. Each
sample also includes fields identifying the lot, recipe, chamber, and measurement time. Our
goal is to identify changes that impact wafer quality, thus we need to convert the data to

be on a per wafer basis. Another challenging aspect is the fact that these sensors measure
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Figure 3.2: The “Throttle” sensor over time on one chamber from node «,
node [ & node v respectively, colored by recipe steps

phenomena that are correlated with each other in different modes.

These multivariate time series data sets are challenging to work in terms of machine
learning, and they are also difficult to analyze post learning. The number of samples is
variable between different observations since not all wafers run the same length of time.
Another important factor is the existence of recipe steps. Each recipe step represents a
different mode of operation. Therefore, standard time series analysis techniques that expect
a statistically auto-correlated data does not apply to our data set. A typical time series
algorithm expects the next data point to be dependent on the value of the previous data
point by a fixed function. But the change of a recipe will also cause the state of the process
to change and the previous functional relationship between each time sample will completely
change.

Figure 3.2 shows the raw sensor data for the sensor, throttle valve, for a single chamber
from all three nodes, colored by recipe step, for all wafers processed in that chamber. It can
be clearly seen that the number of recipe steps and the sensor behavior within the recipe
steps vary significantly, which makes it necessary to divide the data into sensor-step pairs.

Our solution to this challenge is a data conversion technique that converts the data of
a particular into a set of variables that represents the pattern of that particular sensor at
that particular step. The simplest form of such statistics would be the mean and standard
deviation on each sensor/wafer time series. However, a much more robust and complex set
of statistics can also be calculated from the raw trace data.

Our proposed representation has the advantage of being able to exploit the many



25

Statistcs p?f

g &

—

Step

——»

&

- b

|
L
L

— walers —=

—>

Statistic Statistic

Wafer

— GEMEOMS  —

Figure 3.3: Tensor data representation and conversion to flattened feature set

matrix and tensor-based analysis methods that require a fixed number of features per wafer.
Figure 3.3 shows a diagram of how the feature construction works.

The per wafer data forms a 4-mode data tensor (multi-dimensional matrix), with the
modes being wafer ID, sensor, step and statistics (features) such as the mean. More precisely,
T; s is the feature f calculated for wafer ¢ overstep j for sensor s. We further make the
assumption that the wafers are ordered chronologically, so that wafer 7 is processed immedi-
ately before wafer ¢ + 1. We assume that a distinct tensor is formed for each chamber. The
tensor is augmented with per-wafer data that captures the properties of each wafer includ-
ing the chamber ID and start time. The flexibility of this representation comes from being
able to add various types of statistics for each step/sensor pair. Different transformations
of the raw time-series will only result in different features in the f index. Some potential
future statistics that could be added are the parameters of a function, dynamic time warping
features, and other anomaly measures. In this work, we use the mean.

The next step is to matricize the tensor into an array, i.e. we convert the multi-
dimensional matrix into a two-dimensional matrix for analysis. Assume there are N wafers,
J steps, S sensors, and F' features. Then the data set, which lives in RV*7*5*F is matricized

into X € RV*P where D = J x S x F. We refer to the ith row of X as x;.

3.3 Unsupervised Anomaly Detection Algorithm with PCA
3.3.1 Overview

Anomaly detection can be performed by various methods based on the problem we are
trying to solve and also the nature of the data. For example, if the data has associated mea-
surements of normality for each observation then a supervised classification-based anomaly

detection is a viable solution. The problem we are working on, however, does not have those
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Figure 3.4: Online anomaly detection algorithm life-cycle

classes for the wafers available. Metrology data are only available for a small sample of
wafers. Metrology data are also not generated in real-time while the process is running.

Another important motivation for our choice of algorithm is about changes of the recipe
and known drifts in behavior such as due to periodical deposition of debris. Suppose, while
the process is running a process engineer may change the power parameter on a particular
recipe to follow a specification. This will change the behavior of the chamber significantly.
The anomaly detection system should detect a change. But then the system should be able
to adapt to the new state of the system.

Our basic change detection strategy is an online anomaly detection system that can
run continuously and trigger any unusual changes in process sensor data. This is done by
maintaining a model that captures the normal behaviors and variations in the manufacturing
process. This model can then be used to identify and flag anomalous samples. If sufficient
anomalous samples occur, then a change has been detected. If new samples are given that
also behave normally, then we can update our model to incorporate this new data. Once a
change has been detected, then the model of normality is completely recreated with a new
set of observations as the new normal. The normal model is created based on a moving

window of presumably normal samples.
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3.3.2 Measuring Anomaly

Our online anomaly detection algorithm, Moving PCA for Anomaly Detection (MOPAD),
provides the ability to detect anomalies in online, real-time fashion. It is a fast algorithm
that also allows identification of potential root causes that are intuitive for process engineers.

Several open questions must be addressed before such a method can be developed.
There are questions such as how the moving window should be updated, and whether to use
only one measure of anomaly to determine inclusion into the moving window. Whether to
use a fixed firing value or change it with time by some training method. There are parameters
that must be fixed including the length of the moving window, the number of observations
that would trigger a fault and fixing the firing value that determines whether an anomalous
wafer has been found.

We start by explaining the actual measure used to determine whether a particular
observation is “faulty”. The basic idea is to capture the normal expected variance of a
process using a principal component analysis (PCA) model.

Let W = {wy,...,w,} be the indices of the set of normal samples in a window of size

n. This is considered the normal window. Let the window be X € R™*”. Note

Loy
X=1..]. (3.1)

T

n

X is scaled so that the data is standardized. PCA computes the eigendecomposition of the

covariance matrix
1

n—1

X'X =VAV' (3.2)

where V' € RP*P are the eigenvectors of the Covariance and A is a diagonal matrix with
the corresponding eigenvalues, Ay > Ay > --- )y, in decreasing magnitude along its main
diagonal.

Let P, which we also refer to as the loadings, be a matrix whose columns are the first
r columns of V. Here, r is a parameter of the algorithm. Note that the columns of P are
orthogonal. The scores are T' = XPp.

There are two popular measures for detecting anomalies in using PCA [1]. The T?

statistic, or Mahalonobis distance, is the most popular measure. For a new point z, the



28

Hotelling T-square statistics measures the Mahalanobis distance of x from the mean (here
scaled to be 0):
T? = xPA P2, (3.3)

Recall that = is a row vector in equation (3.3). The sensitivity of the T? statistics to the

changes in feature j is
oT?

5;;=2u%v4pwqj (3.4)
where (a); indicates the jth entry of vector a. T? follows a x? distribution with r degrees of
freedom.

An alternative measure of anomalies is the squared prediction error (SPE), also known

as the Q statistic, which measures the residual reconstruction error:
Q. = ||z — PP'Y||? = ||(I — PP")a'||* = (I — PP")a’ (3.5)

where the third equality stems from the fact that P has orthogonal columns. The Q-statistic
above is distributed as a weighted sum of chi-squared random variables [25], which has an
ambiguous pdf. This is fine for our algorithm because we don’t select the firing value for the
Q-statistic based on confidence regions of the pdf, but rather based on the raw value.
The sensitivity of the SPE statistics to the changes in feature j is
0@ _

o =2~ PP)a] (3.6)

The overall structure of the moving window PCA algorithm is given in Algorithm
1. The algorithm has 4 parameters: Window Size n, Firing Value for T statistic, Fr and
Firing Value for Q statistic Fg, and the number of PCA components k which are tuned

automatically.

3.3.3 Algorithm Description

The overall structure of the moving window PCA algorithm is given in Algorithm 1.
The algorithm has 3 parameters, The window size n, Firing Value for T statistic, Fr and
Firing Value for Q statistic Fy.

The algorithm starts with selecting a starting window which is a vector of observations

with window size n, and initializing the list of abnormal wafers, U, to an empty column
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Algorithm 1 Moving PCA for Anomaly Detection (MOPAD)

Input(Data matrix X = R¥*P, window-size n, Firing-Value Fr, Fy, PCA compo-
nents k)
Output(Faults F)

w1
1. Select an initial normal window of n wafers Wy = : |, where w; is the ith index
Wn
of the wafers in the normal window.

2. Initialize U, the abnormal window, to an empty column vector.
3. Calculate PCA score and loading matrices

4. For each further observation x, Calculate Anom(z) using equation 3.8

Anom(z) = ¢ (
(

5. If, Anom(z) is false, then

(a) Update normal window W}, by adding x and removing the first sample, W_; ,_;
is W,_; with the i** wafer removed.

(3.7)

W, « [ W_ik1 }

Wk

6. If Anom(zx) is true, then

(a) update abnormal window U <« [ } and normal window remains unchanged

Wk < Wk—l-

Wi

7. If Length(L) > n then

(a) Trigger Fault and add location of xj into list of change points, C'P.
(b) Update normal window, W, = U.
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Figure 3.5: Illustration of the anomaly detection process for moving window
PCA algorithm

vector.

For each new wafer x;. The algorithm would calculate the PCA loadings and score
using equation 3.2 with Wj_; as the data matrix. Then using equation 3.5 or 3.3, the al-
gorithm would determine the monitoring T2 statistic and @ statistic for the observation .
Determining if an observation is anomalous is done by comparing the observed monitor-
ing score with the associated firing value. This leads to four possible alternatives defining
“anomalousness” for an observations xy: (1) the T statistic fires, (2) the @ statistic fires,
(3) either the T statistic fires or the ) statistic fires, or (4) both the T" and @ statistics fire.
The behavior of the algorithm will change based on which of these definitions are chosen.
Note that option (2) is not recommended, since using only the reconstruction error does
not incorporate the distance from the normal model. Options (1), (3), and (4) are given

mathematically by

Anom(zy) = S (T2 > Fr) V(Q. > Fp) (3.8)
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After the determination of Anom(xy), if zx is normal, then the observation will be
included into the current window W) and the least recent observation will be removed.
The list of anomalous observations U is always updated to empty if x; is normal. This
ensures that an anomaly is triggered when a consecutive list of wafers are considered outliers.
If the observation is anomalous, then the observation will be included in another list of
anomalous observations, U. If U becomes larger than window size then a fault is triggered
and the window is updated with the faulty observation list becoming the new normal window,
Wy <= U. This cycle will continue until the data ends triggering anomalies whenever too

many anomalies occur sequentially.

3.4 Identifying Most Influential Features for Fault Diagnosis

The algorithm can also determine the contribution of each feature in the determination
of the monitoring value. The T?statistic of z is the overall contribution of all the features in

the feature space. We can calculate contribution of individual features as the sensitivity of

T statistic to feature j, Contrib;(x) = g—f
oT?
Contribj(x) = = 2(PA'P'a"); (3.9)
Ly

By aggregating the contribution score of both sides of the fault/change point trigger,

f. We can create a feature score for feature j and anomaly f,

Featurescore(j, f) = Z Contrib;(z) (3.10)
z=f—n,f+n

In equation 3.10, we are using the data on both sides of a change point to aggregate
the feature score. The moving window size n is used as the size of the feature contribution
for that particular change point. The feature scores for each sensor-step pair are then sorted
to get the list of top influential features Sy y where S ¢ is the topmost influential feature for

the anomaly point f and Sy ¢ is k&th most influential feature for anomaly point f.

3.5 Dynamic Report of Tool Performance and Diagnosis

The key output of the anomaly detection framework is a dynamic report of a run of the

anomaly detection algorithm over a batch of consecutive wafers. This report allows engineers
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Figure 3.6: R-notebook dynamic diagnosis

to quickly understand the current state of the tool where the wafer is being processed. If
there was a significant change in behavior and an alarm was triggered, the report will contain
a list of most influential features as well. There are also various other plots and statistics for
understanding the anomaly that may have occurred.

The report is generated using the R notebook technology [11]. The anomaly detection
algorithm is implemented as an R script that generates its output as data structures to be
consumable by the report. The R notebook code sections of the report then load the data
and generate the associated statistics, figures, and other information. The key advantage of
this approach is the ability to dynamically change how the results of the anomaly detection
can be displayed and processed further. The code can be modified to generate new types of
reporting statistics.

The first step in fault detection and diagnosis is running the anomaly detection algo-
rithm on the sensor data set for a period of time, here 2 months. The dynamic R reports

will be generated at the end of the run. The R report consists of the following items:

1. Run statistics: The initial part of the report shows the different run statistics such as
the number of wafers run during the process operation, average sample length, number

of anomalies alerted, and so on.

2. Monitoring value over time: The next part of the report shows how the monitoring
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value varied over time and statistics such as mean and standard deviation. This can be
used to look for patterns in chamber behavior. The monitoring value distribution can
be used to check if there are any time-periods with unusual variance. There could be
certain time-periods, in which the number of anomalous wafers is higher than normal,
but not enough to trigger a change. These kinds of situations could be observed using
the monitoring value. Figure 3.8 shows the time vs monitoring value plot for chamber

Ch2 from Node « .

. List of influential features: This part of the report shows the 5 most influential
features found by the algorithm. These influential features point to potential root
causes for anomalies. The engineers will look for the specific anomaly type based on

the list of influential features.

. Influential feature behavior plots: The report shows the values of the influential
features during the anomalous state using this plot. Figure 3.8 shows the time vs top

influential feature plot for chamber Ch2 from Node « .

5. Validation of influential features: This part of the report validates the diagnosis
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suggestion using a statistical significance test. The goal is to verify if the influential

features do vary during a change point.

3.6 Conclusion

In this chapter, we presented the AIPMOF framework for anomaly detection in manu-
facturing processes. We presented a tensor data representation scheme that allows a solution
to the variable feature-length problem with time-series data. The scheme also allows mean-
ingful diagnosis that also incorporates recipe step information.

ATIPMOF is a scalable framework where each component can be easily replaced with
some other method.

We presented the moving window PCA method called MOPAD for anomaly detection.
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This is a standard approach to anomaly detection by using PCA. However, our approach
is novel by allowing detection of anomalies that are not point-anomalies, but a change of
state in the machine. The algorithm is also capable of detecting multiple types of anomalies
instead of assuming just one normal state and abnormal state. This is also unique from
previous approaches to anomaly detection [12], [5].

We also presented diagnosis capability for the MOPAD algorithm by identifying the
most influential features during a change of state in the machine. This approach is useful for
engineers because it provides sensors and steps with a significant change in a certain time
period.

Finally, we also presented a dynamic diagnosis report generation tool in our framework.
This report combines code, analysis, and results in a single document for easy analysis of
anomalies by process engineers.

In the next chapter, we will present another important component of the AIPMOF
framework, the validation methods. These validation methods allow testing and tuning of
anomaly detection methods using a common set of methods that for all anomaly detection

methods under AIPMOF.



4. Performance Evaluation for Anomaly Detection

4.1 Introduction

Validation is a very important component of the AIPMOF framework. The methods
discussed in this chapter provide a unified approach to the validation of anomaly detection
methods for manufacturing processes. This is one of our primary contributions.

Anomaly detection validation is difficult because of how ill-defined the definition of
anomaly is. There are many open questions regarding what to use as a standard to validate
against. There is also the added complexity of not only validating anomaly detection but also
tuning the algorithm for better performance. Even though there have been many proposed
algorithms that do anomaly detection, past research papers almost never really tackle how
to properly validate such algorithms in a systematic way. These papers talk about known
failures but do not elaborate on how these failures were identified and what standards were
used [14]-[18]. Process control systems typically provide performance metrology data that
are a set of measurements on various aspects of wafer quality. Although it is possible to
manually identify points of failure or malfunction based on these measurements, our goal is
to automatically identify potential points of failure from the metrology data automatically.

Another desirable characteristic of validation is to have unsupervised validation that
does not rely on metrology data at all. This is necessary because metrology data is more
expensive and limited and it may only be available much later. Therefore, being able to
validate anomalies based on statistical principles without metrology would really be helpful
for increasing performance.

In this section, we discuss both unsupervised and supervised validation techniques
that we have developed. These techniques are also fully automated and also defines fixed

standards for identifying faulty sections of data from normal behavior.

4.2 Unsupervised Validation
4.2.1 Introduction

Validation of anomalies can be performed by checking if the anomalies found are corrob-

orated in the associated metrology data. Metrology is only measured on a small percentage

36
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of the wafers, and the processes for obtaining metrology can be time consuming and expen-
sive. Therefore it is very important that validation can be performed in an unsupervised
manner to reduce dependence on metrology. Unsupervised validation focuses on detecting
meaning change/anomaly that can be quantified without using metrology. Two validation
algorithms will be presented here. These two algorithms validate two different aspects of
anomaly detection.

The first type of anomaly detection that we will discuss, focuses on the compactness as-
pect of normal behavior versus anomalous behavior. The inherent assumption of performing
unsupervised anomaly detection rests on the fact that a behavior that is considered normal
is consistent across time. Therefore, the observations that were fabricated in a small time
interval should have a similar sensor environment. Thus the distance between the normal
data should be less than the anomalous data. Our anomaly detection algorithm divides the
wafers into clusters or groups. Thus, a measure for quantifying the best clustering or parti-
tion of the data can be used to validate and fine-tune MOPAD. Hence, our first unsupervised
validation technique measures cluster quality for validation.

The second type of validation we will discuss is about the potential root causes of
anomalous behavior. Ideally, when there is a change or anomaly, we expect that change will
also happen in some meaningful sensors. Top contributing features detected by our method
can be considered these meaningful sensors. If we find a statistically significant change in the
top features when there is a change detected by the algorithm, then this can be considered

a meaningful change.

4.2.2 Silhouette Value Metric for Validation

Cluster quality is an important area of research in machine learning. There are many
potential measures of cluster quality available in the literature [36]. The silhouette statistic
is one such measure for quantifying the best clusters. Silhouette value is a measure of how
similar an object is to its cluster (cohesion) compared to other clusters (separation). The
silhouette ranges from -1 to 1, where a high positive value indicates that the object is well
matched to its cluster, and poorly matched to neighboring clusters. A value of 0 usually
means that cluster cohesion and separation are neutral. If most objects have a high value,
then the clustering configuration is appropriate. If many points have a low or negative value,

then the clustering configuration may have too many or too few clusters.
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Silhouette value is defined by the two measures cohesion a(i) and separation b(i). Let,
cohesion a(i) be the average distance between all the objects that also belong to the cluster
of i and separation b(i) be the average distance between all the objects that do not belong

to the cluster of i. Therefore, Silhouette statistic value for i is defined as SII(i).

a(z) :M@an(||Xcluster(j):cluster(i) - 7'“2)

b(i) =M ean(|| X quster(j)#ctuster(iy — ill2) (4.1)
b(i) — a(i)

maz{a(i),b(i)}

The assumption here is that the clusters generated by the change detection algorithm

Sil(i) =

will be compact from other clusters. We will use silhouette value as the measure of the
quality of the anomaly detection by comparing each of the chronological clusters generated
by MOPAD. Each cluster represents a certain mode of operation or operating environment.
Thus, a highly performing anomaly detection algorithm would divide the data set into clus-
ters with high silhouette value. Figure 4.1 demonstrates a run through a data set with 3

clusters. High positive silhouette value is the desired outcome of anomaly detection clusters.

In our case, we will calculate the sil(i) value for all the wafers in X and use the mean
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as the cluster quality metric.

mSil(X) = Mean[Sil(X; n)] (4.2)

Another important aspect of this measure is being able to use this measure for tuning
hyper-parameters. Our main goal is to detect anomalies with minimal false positives. This
would ensure that the cost of fault diagnosis is reduced. In order to attain that goal, anomaly
detection should maximize cohesion between the normal data and increase separation with
the abnormal data. The anomaly detection algorithm MOPAD relies heavily on the Firing
value F' and window size n. Together, these parameters determine how aggressive or conser-
vative the clustering should be. Lower firing value would mean it is easier for an observation
to be flagged as anomalies. We want these parameters to be neither too aggressive nor too
conservative. This is where the Silhouette value can help with tuning. Maximizing mSil(X)
would ensure that the clusters are neither too aggressive nor too conservative. Although
it is not always the case that having the best way to cluster these wafers would also mean
higher performance in terms of metrology. But our assumption is that any anomaly detection

clustering that is good in terms of metrology would also have a high s/l value.

4.2.3 Validation of Influential Features

Influential features are assumed to be the main drivers of anomaly or mechanical prob-
lems in the system. Being able to identify good features that are behaving differently is a
good indication of performance. The question is, what constitutes an influential feature?
The answer for that can be found by what the engineers typically look for when they see
a faulty process chamber. The engineers would ideally look for sensors that are behaving
differently from normal. A temperature that has changed suddenly or a throttle valve that
is different from a normal angle is such an indication of potential faults. This intuition can
be defined mathematically as a statistically significant difference between the two sides of
a change point. Therefore, the top features should also have a corresponding significant
difference. This can be measured by calculating a test of statistical significance. We are
using Welch’s t-test as the test of significant difference between the two sides of a change
point.

The t-test validation algorithm works by calculating a T-test Accuracy measurement.

We are assuming that at least one of the top 5 influential features would have a significant
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change for the algorithm to be performing well. If any of the top 5 features are not changing
in the statistically significant test, then that particular change could be considered a false
positive. This can be considered a method to calculate true and false positives.

The t-test compares two groups of observations. In our case, we compare the two sides
of a change point ceC'P. The size of each group would be the window-size n of the change

detection algorithm.

Algorithm 2 Validating influential features via Welch’s’ t-test

Input(Data matrix X, Top Feature List Vars, window-size w, Change Points CP)
Output(T-test Accuracy TAccu)

1. For each change anomaly point f € C'P

(a) Get the list of top 5 features § = {s1s...s5 ¢}
(b) For each feature tf € s

i. Calculate a T-test between two sides of f:
tsuccess(Lf) =T —test(X{ 1. X0 (4.3)

2. If tguccess 1s True, T'Accu(f) = True

4.3 Supervised Validation with Metrology
4.3.1 Defining Performance from Metrology Measurements

Our goal with anomaly detection is to ensure that the performance of the wafers does
not drop to failure level. Whether the fabrication process at a particular tool is satisfactory
or not can be determined from the metrology measurements. However, metrology can be
evaluated in different ways based on the definition of success and failure. For example, if a
wafer has very high variance in the measurements but the overall mean is within the target
range, is that is a “good” wafer? Similarly, a wafer can have a mean that is much higher
or lower than the target value but can have much less variance between the measurements.
These scenarios represent the trade-off in trying to quantify success and failure based on the
metrology measurements.

The semiconductor manufacturing industry has a standard way to measure the perfor-

mance of a process. This is called the Process Control Index (Cpy).
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This measurement determines the quality of a process based on the mean and standard
deviation of the process. Cp uses the specification limits provided with the process recipe
as the standard for process control. If either the mean or standard deviation is too far off
from the Spec Limit, then the value of C,; would be lower.

Let, USL=Upper Spec Limit, LSL=Lower Spec Limit. Process Control Index Cj is
defined as:

USL — piy pip — LSL

Cpr(X) = min 30 30

(4.4)

Cprtakes into account both the distance from the target and the variance of mea-
surements between sites. This allows both sources of potential performance penalty to be
measured with a single measurement. However, Cp; is a measurement of a set of wafers
that come from the same process. Therefore, Cp should be calculated for a block of con-
secutive runs. Calculating Cy, for a single wafer makes little sense. But we need a measure
of performance that is specific to a particular wafer or a set of wafers. This will allow the
assessment of technical problems. The assumption here is that the variance or deviation
from the target would increase when there is a problem in progress. This would reduce Cpy,
for those sets of wafers. Based on this assumption, we propose calculating C,; based on a
block of chronologically continuous data points. This new measure can be called Block Cy,
or BCyy.

Suppose, Block size b = 10 wafers then the metrology data Y with size IV, can be
divided into % blocks . Then, We can calculate block C,for each block,

BCyi(i) = Cpi () (4.5)

The goal then is to use the average block-cpk value for all the measurements and use

that as the benchmark performance

4.3.2 Algorithm for Validating Anomaly Detection with Metrology

The previous section established a benchmark for marking certain blocks of metrology
data as normal or abnormal. Now we propose an algorithm that can use this information for
a meaningful analysis of anomaly detection. One key challenge of using the metrology data

is the fact that not all wafers in the trace data have associated metrology data. Only a few
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Figure 4.2: Valid testing scenarios

wafers are tested and metrology is measured. If only these small sets of wafers are used for
training the anomaly detection algorithm then that would be completely against our goal of
an online/ real-time system that can use all the wafer data. A supervised validation scenario
is not applicable to our particular problem.

In order to mitigate this data limitation issue, we have come with a different scheme for
classifying data as normal or abnormal. This scheme takes each of the metrology blocks and
searches for data that occur within a specific d days from the first wafer of that block. For our
analysis, we have chosen d = 20 days. This way we can get trace data that is associated with
that metrology block. The assumption here is that the mechanical failures of a chamber will
be active for a specific amount of time and those wafers that we have metrology data will be
similar to the wafers that were also processed at a similar time. Therefore, the environment
and the sensor values will also follow the same model of behavior.

This way a smaller data set has been generated for test runs. Now, the MOPAD
anomaly detection algorithm can be run on this particular data. But just having any data
set is will be detrimental to our validation. If the associated trace data for a particular block
is too small then the anomaly detection algorithm can not be run properly. Therefore, we
further filter these sub data sets by size. Only the sub data sets with a specific minimum
size are chosen as valid test runs. We have chosen this minimum size to be at least 3 times
the window size n.

In order to make the tests more predictable and therefore easier to interpret, we further
restrict the blocks by the situation of 2 previous blocks. If the block Cyof the previous
two blocks changes too much then that particular test run is more difficult to interpret.

Accordingly, we have restricted our test runs into the following 3 specific patterns. This is
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illustrated in Figure 4.2.

Valid testing scenarios for metrology testing:

1. Normal to Abnormal: Cpk performance was above threshold in the past 2 blocks
but now below the threshold. This is a scenario of a true positive. Therefore, the
anomaly detection algorithm must find an anomaly in the associated sub data set to

be correct.

2. Abnormal to Normal: Cpk performance was below threshold in the past 2 blocks
but now above the threshold. This is a scenario of a true positive. Therefore, the
anomaly detection algorithm must find an anomaly in the associated sub data set to

be correct.

3. Normal to Normal: Cpk performance above threshold in all 3 blocks. This is a
scenario of true negative. Therefore, the anomaly detection algorithm must not trigger

any anomaly in the associated sub data set to be correct.

Based on these scenarios, the trace data can be used to test both true positive and true
negative performance. We have used BC), > 1.67 as the threshold between normal and
abnormal. This is a choice based on the fact that Cp; > 1.67 is considered a good process
with 40 confidence [37].

Now that we have a set of sub data sets with both positive and negative classification.
We can test anomaly detection with a testing scheme and calculate accuracy, f-score and

other performance measurements.

4.4 Conclusion

We proposed two types of validation techniques for anomaly detection for manufactur-
ing processes. We proposed an unsupervised validation technique based on cluster-quality
that allows us to tune unsupervised techniques such as the moving window PCA method.
Being able to validate and tune anomaly detection without performance data is very impor-
tant as performance data may not be available in many cases. This is a novel approach to
anomaly detection validation which differs from validation seen in other papers in anomaly
detection [1], [7], [25], [34]. Our validation technique that uses performance data in the form

of Cpk is also a novel approach. It allows evaluation of anomaly detection that involves a
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change of state in the manufacturing process, which could also be caused by a mechanical
fault. This capability is usually not explored in previous research papers which mostly fo-
cused on detecting anomalous observations or point anomalies [7], [13]. Our approach to
anomaly detection is more appropriate for manufacturing since it involves a change of state
in the machine when mechanical or other types of failure occur. The supervised validation
technique also can deal with limited metrology data by classifying entire time periods with
a small number of samples. This is an approach that allows maximum utilization of sensor
data during validation. The approaches discussed are also used to validate the two more
neural network-based anomaly detection methods we discuss in the next two chapters. In
the next chapter, we will show this adaptability of our framework by developing a moving
window autoencoder anomaly detection technique. AIPMOF will easily be able to use its
techniques for feature construction, validation and diagnosis with minimal change for this

new algorithm.



5. Extending AIPMOF: Autoencoder Anomaly Detection
Algorithm

5.1 Introduction

ATPMOF framework is highly adaptable to plugging new methods. We can replace the
feature construction phase by having a different type of feature set. The anomaly detection
and validation will work fine. We can replace the anomaly detection method and still expect
everything to work without much change. This adaptability of AIPMOF is demonstrated
in this chapter. We will present one of the two approaches to anomaly detection based on
neural networks developed in this thesis. These neural network approaches are designed
to overcome several shortcomings in the moving window PCA based anomaly detection
algorithm described in section 3.3, in order to improve the performance and usefulness of
the anomaly detection framework. The first neural network algorithm is very similar to the
MOPAD algorithm with the moving window as a component. It works very similarly to
the MOPAD in terms of concept and validation scheme but uses a neural network instead
of PCA to score the anomalies. We call this the Moving Autoencoder Anomaly Detection
algorithm (MOAAD).

One of the biggest shortcomings of the PCA-based algorithm is the fact, that PCA can
only handle linear relationships between features. Therefore, if the anomaly detection data
set has non-linear relationships between features or anomalies that involve multiple features
interacting non-linearly, then PCA will not able to model them. Replacing PCA with more
powerful models of feature relationships is therefore important. Neural networks are very
popular algorithms for modeling complex interactions. Neural networks are also capable of
handling large feature sets [6]. We have chosen to replace PCA with Autoencoder to enhance
the versatility of the anomaly detection algorithm.

Kiran et al. [7] records several papers that utlize anomaly detection by using au-
toencoders [28], [29]. Oh et al. [33] uses autoencoder for modeling normal behavior in
semiconductor process monitoring. Hawkins et. al. [29] uses Replicator Neural Network,
which is a form of the standard autoencoder. Most of these approaches use autoencoder with

reconstruction error as a measure of an anomaly. The approaches, however, expect training
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data to be pre-classified as normal and only trains one auto-encoder based on the training
data.

The papers also focus on classifying single anomalous observations. Our method fo-
cuses on the change in machine state by having a large number of consecutive anomalous
observations. Diagnosis of anomaly detection is also missing in these papers, which reduces
their usefulness in detecting causes of change or failure. Our autoencoder anomaly detection
method addresses these shortcomings which makes it more useful for the type of problem
we are focusing on, which is complex manufacturing processes involving multiple steps and

a fixed recipe.

5.2 Measuring Anomaly with Autoencoder

The autoencoder anomaly detection algorithm follows a similar strategy to the PCA-
based algorithm. This makes it easier for other AIPMOF components to adapt to this
method. A model is created to capture the normal behavior of the manufacturing process.
This model is created by training an autoencoder [6]. This model can then be used as a score
to identify and flag anomalous samples. If sufficient anomalous samples occur, then a change
has been detected. Once a change has been detected then the state of the manufacturing
process has changed and a new autoencoder is trained to represent the new normal behavior.

An autoencoder is a feed-forward multi-layer neural network where the final output
is the input data itself [6]. This may seem to be a trivial task that requires no training.
However, the primary usefulness comes from the structure of the network which forces the
network to learn the most important influences and factors determining the reconstruction
of the data. An autoencoder is composed of components called encoders and decoders.
The input data is fed into a larger size hidden layer but each successive layer is progressively

smaller in the number of hidden neurons. The middle layer of the network is called the latent
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factors or compressed feature vector layer. This layer is the smallest in the size of neurons
and forces the network to learn the most basic factors in determining the final output. The
layers after this are progressively larger and are called the decoder layers. Their function is
to reconstruct the input data.

The intuition for using an autoencoder for anomaly detection is to use the feature
compression capability of the latent layer. This enables the autoencoder to capture the
normal behavior of the process. This is done by training the autoencoder with a window of
normal data points. Since the autoencoder captures the behavior of normal wafers, any new
instance that is too different from normal behavior will have poor reconstruction from the
autoencoder. Thus, reconstruction error from the input data can be used as a measure of
an anomaly.

Let W = {wy,...,w,} be the indices of the set of normal samples in a window of size

n. Let the window be X € R"*P
T,

X=1 .. (5.1)

We train the autoencoder with this window of data.

Autoencoder : AN (X) = Decode(Encode(X)) (5.2)

For a new data point x, the measure of anomaly will be the reconstruction error.

Qo = ||z — AN()|” (5:3)
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5.3 Algorithm Description

The autoencoder moving window algorithm works similarly to the PCA-based algo-
rithm with some stark differences. 3. The biggest difference is, the autoencoder is trained
only once with the initial normal window of data points until a change is detected. The PCA
method, on the other hand, updates the PCA feature space after every new instance. This
can be considered a boost in terms of training speed since retraining is not performed for
each instance. We do not retrain the autoencoder because retraining is costly for neural net-
works compared to the PCA method, which is linear. Therefore, retraining each time there
is a new sample will slow down the anomaly detection method considerably. Our original
goal was an online method that can classify new observations on-the-fly. This goal will be
hampered if we retrain the autoencoder for each sample.

The algorithm starts with selecting a starting window which is a vector of observations
with window size n, and initializing the list of abnormal wafers, L, to an empty column
vector. The data matrix X is chronologically ordered. The autoencoder is trained on this
window of data points with the input as the target output. There are two hyper-parameters
in this construction, the number of layers in the autoencoder [,, and the number of neurons
in the first and last layer of the autoencoder n,. The number of neurons in both the first
hidden layer and the final hidden layer is the same. The number between the intermediate
layers are progressively decreased in the layers L < [,/2, and progressively increased in the
layers L > [/2. The middle layer, which is the latent feature layer, is fixed at n. neurons.
This is done to ensure that a small number of neurons are used to represent the inherent
structure of the data.

The algorithm can then process new observations as the data for them becomes avail-
able. The next observation in X is z = X,, ;. The algorithm calculates the reconstruction
error in (5.3) and uses it as the monitoring value. Determining if an observation is anomalous

is done by comparing the observed monitoring score with the associated firing value.

Anomguio(T) = Qp > F (5.4)

If the observation is anomalous, then the observation will be included in another list
of anomalous observations, U. If the observation is normal, then U is again made empty.

If U becomes larger than window size n, then a change/anomaly point is triggered.
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Then, the window is updated with the most recent faulty observation list becoming the new
normal window,W, = U . This cycle will continue until the data ends triggering anomalies
whenever too many anomalies occur sequentially.

The algorithm has four hyper-parameters, The window size n, Firing Value for autoen-
coder F,, Number of layersl,, Number of neurons n,.

We implemented this algorithm using the Tensorflow deep learning library [38]. We
implemented a fully-connected network using TensorFlow with a sigmoid activation function.
The network was then trained with the ADAM optimization algorithm, which is also part

of Tensorflow.

5.4 Diagnosis with Top Influential Features

Diagnosis for detected anomalies is provided by finding the most influential features
in the anomaly score for the set of anomalous points. This algorithm is very similar to the
PCA-based diagnosis algorithm but the anomaly score is now based on the autoencoder
reconstruction ()., which is the overall contribution of all the features in the feature space.
We calculate the contribution of individual features as the summation of the reconstruction
error. The features with the most reconstruction error had the most difference from the

normal behavior and therefore, are the most influential Contrib;(x) = g—?
J

Contribj(z) = |27 — AN (z)7||? (5.8)

We care about the influential features in the area where there was a change of state.
This happens in the time periods listed by the anomaly detection in the set C'P or change
points. Let, feC'P be a particular change point. Then, we can find the influential features for
this change point by aggregating the contribution score of both sides of fault/change-point

Trigger, f. We can create a feature score for feature j and fault f,

Feature_score(j, f) = Z Contrib;(x) [feCP; jeD] (5.9)
z=f—n,f4+n

In equation 5.9, we are using the data on both sides of a change point to aggregate the
feature score. The normal window size n is used as the size of the feature contribution for
that particular change point.

Based on this feature score, it is possible to identify the features with the highest
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Algorithm 3 Moving autoencoder for anomaly detection (MOAAD)

Input(Data matrix X, window-size n, Firing-Value F,, Number of layers /,, Num-
ber of neurons n, )
Output(Faults F)

wq
1. Select an initial normal window of n wafers Wy, = : |, where w; is the ¢th index
W,
of the wafers in the normal window.

2. Initialize U, the abnormal window, to an empty column vector.

3. Train autoencoder AN, ,,(.) with Wy such that

(a) Ly 1, _, are the encode layers with first hidden layer having n, neurons and each
2
successive layer has n, — ngynumber of neurons

(5.5)

(b) Lia ., are the decode layers with last hidden layer having n, neurons and each
2 a
previous layer has n, — nynumber of neurons

7wu»:L%l”C (5.6)
(c) The latent variable layer has L Iy has n, number of neurons
4. For each further observation x, Calculate Anom gy, ()
Anomaye(z) = Qp > F (5.7)

5. If, Anomgue(z) is false, then

(a) U={}

6. If Anomgy,(z) is true, then,

(a) Update abnormal window U <« [ g }
k

7. If length(U) > n then

(a) Trigger Fault and add location of xj into list of change points, C'P.
(b) Update normal window, W, = U.
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feature scores. These features can be considered as a potential root cause candidate.

5.5 Conclusion

In this chapter, we presented the autoencoder-based anomaly detection algorithm. This
algorithm has similarities with the PCA-based approach but can deal with data sets with
more complex relationships than the PCA approach. We showed how adaptable AIPMOF
components are since we can easily plug this new algorithm without any changes to the other
components. This is possible because the algorithm expects the data in the same feature
construction format that AIPMOF generates and the anomalies and diagnosis provided by
the autoencoder algorithm also has the same format as the PCA. Because of this, validation
schemes discussed in chapter 4 is also applicable for this method. In the next chapter, we
will discuss shortcomings with both the PCA and the autoencoder-based anomaly detection
algorithms and propose a more advanced neural network algorithm that can address those

shortcomings.



6. Semi-Supervised Anomaly Detection with Neural Network

6.1

Introduction

Both moving window-based anomaly detection algorithms described in sections 3.3 and

5.2 had some unique advantages. These advantages include:

1.

Unsupervised: Does not require performance data such as metrology to train for

anomaly detection.

. Adaptable: Can detect multiple changes of state in the process.

Diagnosis: Most influential features inside the model can be identified for diagnosis.

However, these two closely-related approaches could be improved by a method that addresses

the remaining shortcomings. These shortcomings include:

1.

Lacks Metrology focus capability: Moving window algorithms are unsupervised
and can only detect actual anomalies that can be represented as changes from the
assumed normal model. They do not look for anomalies that are relevant to the final
performance of the manufacturing, as represented by changes in the metrology data.

They can only exploit metrology information indirectly.

Specific to each chamber: The training of a model and the hyper-parameter-
selection must be performed on each chamber individually. This is because each cham-
ber has its unique characteristic signature as discussed in previous chapters. Because
of this unique characteristic, each chamber data is routinely different from each other
and therefore a single unified model for all chambers cannot be obviously trained with
these two methods. Thus the information that could be shared between chambers is
lost. A method for finding a shared representation or latent space for representing

normal data across different chambers is needed.

Reliance on hyper-parameter: The firing value for anomaly detection is an ex-
tremely important determinator of algorithm performance and behavior. However,
there is no other way to train this particular firing value and methods such as costly

grid-search must be performed to find the right threshold.

92
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4. Smaller training data for Autoencoder: The moving window autoencoder algo-
rithm uses a small window of data points to train the encoder. This is to ensure that
the autoencoder is only trained with data that have normal behavior. However, this
small amount of data limits how complex the autoencoder can be. Neural Networks
usually require a large amount of training data to generalize well. The moving window
algorithm, however, cannot use the full data set for training because of its inherent

characteristic.

Our final anomaly detection algorithm is an advanced approach that can solve all these
shortcomings of the moving window techniques. This is a two-step neural network algorithm
that we call 2-Step Anomaly Identification with Neural Network (2-SAINN). This algorithm
uses two back-to-back neural networks. The first network is an autoencoder that is trained
first in an unsupervised manner. Features are generated from the output layer and the latent
variable layer. These constructed features from the autoencoder output are fed as input into
a feed-forward neural network. This neural network is trained in a semi-supervised fashion
thus providing a measure of an anomaly.

Using a feed-forward network for anomaly detection has been researched previously.
Kiran et al. [7] note several approaches to anomaly detection using recurrent neural networks
[30].

Liu et al. [34] use a Recurrent Neural Network with temporal layer output from pre-
vious observations. It is a supervised anomaly detection with performance data available
for classification. Nadeem et al. [35] use a semi-supervised neural network training by pro-
gressively trained layers as autoencoder and then supervised layers are attached for further
training for classification. However, these methods only deal with single observation anoma-
lies or point anomalies. Their approach cannot deal with systemic anomalies overtime in
the manufacturing process like our proposed approach. Diagnosis is also missing in these
papers. In the next sections, we will discuss the 2-step neural network anomaly detection
algorithm (2-SAINN) that is novel and useful for anomaly detection in the manufacturing
process. It is able to train on multiple chambers without having to create a separate model.
It is also able to detect multiple normal patterns and anomaly types, which is not possible in
a one-class network type approaches [7]. Our algorithm can also choose whether to focus on
anomalies that are directly related to metrology, or simply all anomalies that are significant

shifts in machine behavior.
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Figure 6.1: “Temp_1” sensor mean for step 8 colored by multiple chambers in
node «

6.2 Feature Construction with Autoencoder

The two neural networks constructed in this algorithm has a specific goal. The first step
is the autoencoder. One of the capabilities of the autoencoder is to dimensionality reduction
into factors that are the most important for a data set [33]. This enables autoencoders to
also work as a non-linear higher-order form of normalization of data from different sources.
This is especially useful in our context where data from different process tools can have
unique value patterns, even though the machines are following the same recipe. Thus, if we
want to train our algorithm with data sets from multiple machines with different modes of
operation, then an autoencoder is a great tool for normalization. Figure 6.1 shows these
differences between chamber data from one sensor on step 8 in node a.

The autoencoder is trained with the full training data set from multiple machines.
Suppose, the data set is composed of a set of M machines, Therefore, let us suppose that

X™ is the data for the chamber m . Thus, the data set for multiple machines will be:

X ={X'X%...XM} (6.1)
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X € RMXNXD ‘wwhere N is the size of the chamber with the largest number of wafers
in the training set, and D is the number of sensor-step-measurement features. Thus, we can

train the autoencoder with this full training data set.

Train(X) — AN, 5. (.) (6.2)

Just like the moving window algorithm, there are again two hyper-parameters in this
construction, the number of layers in the autoencoder [,, and the number of neurons in the
first and last layer of the autoencoder n,. The number of neurons in both the first hidden
layer and the final hidden layer is the same. The number between the intermediate layers
are progressively decreased in the layers L < [,/2, and progressively increased in the layers
L > 1/2. The middle layer, which is the latent feature layer, is fixed at n. neurons. This is
done to ensure that a small number of neurons are used to represent the inherent structure
of the data.

After the autoencoder is trained, we can generate features from the output, that can
then be used as input into the next neural network. There are two types of feature sets that
we have considered. The first type of feature is the reconstruction error of autoencoder from
the input.

Suppose Fp is the set of all transformed feature set created with the reconstruction
error feature construction technique. Then, f; is the transformed feature-set of x; where 7 is
the wafer index.

This feature-set calculated as follows:

Feature_set : Fo ={f&--- [<}

Qg — M2 (2 (6.3)
72 =l = AN (@) (wieX)

This is a feature set that is highly normalized because it only represents the deviation
error of autoencoder for a particular data point. This is a relative term and is, therefore,
able to generalize for multiple modes of operation. A higher value for the reconstruction
error could represent a particular step-sensor pair having a highly anomalous behavior from
the normal.

The second type of feature set that we can construct is the output of the latent layer

L1, . This layer has n. number of neurons. Therefore we can construct a compressed feature-
2
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set of length n,. from the output of the latent layer.

Feature_set : Fr, ={f&--. fk}
fF ==Ly (2;) (z;€X)

lta
v 2

(6.4)

We can expect this feature set to be highly representative of the behavior inside multiple
machines. This feature set represents the inherent behavior of the entire process stack.

Therefore, it can mitigate the problem of different modes of operation in each machine.

6.3 Semi-Supervised Feed-Forward Network

The goal of the feed-forward network is to detect the probability of a data point being
anomalous. This is a fundamentally different approach than the moving window algorithms,
which depended on a monitoring value score of the anomaly and a fixed threshold. Reliance
on this anomaly score and threshold limited the two previously discussed algorithms. The
2-step algorithm solves this problem by having a feed-forward network for anomaly probably
prediction. This enables the algorithm to predict a probability instead of relying on a score.

However, the network has to be trained with target output. This is where the semi-
supervised aspect of the algorithm is utilized.

We train the same training data set twice with two different target output. The first
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target output we train on is the output of the PCA anomaly detection algorithm. Whenever
the PCA algorithm triggers an anomaly, the region around that exact time point could
be considered a change point. Thus, the data points around the change point should be
considered anomalous. This is the region that can be classified as having class, y; = 1. The
rest of the data points will be considered normal because a change did not happen in its
vicinity.

Let, C'P be the set of change points found by the PCA anomaly detection algorithm and
cp be a particular change point where PCA triggered an anomaly. Then, all the observations
that happened within window-size of PCA n distance away from cp will be classified as 1.
These are the observations where a change happens in the chamber. Every other observation

is classified as 0.

MOPAD_Anom(x;) = boiflepzi2 (eptn) (6.5)

0 otherwise

However, learning to simply replicate the PCA method will not improve upon the
performance. Therefore, we also train with the metrology data as a target variable. From
chapter 4, we constructed a validation data set from metrology data using block-cpk. In
that data set, entire blocks of time were classified as normal or abnormal. We can again
consider any shift metrology data from one state to another as a change-point. Thus, data
points around the change point will be classified as having a class-label. y; = 1.

Let, CPK_Anom(x;) = 1 if there was a significant change in Cpk from the previous
block where ith observation belongs. CPK_Anom(xz;) = 0 if there was no change from the
previous block. The change is considered if Cpk goes above or below a certain threshold.

We use a mapping function that takes the original data creates a new data set that has
each instance two times. Here, f;is either fiQ or fL which is the feature set we constructed

in the previous section from the autoencoder output. This mapping function creates a data

set {;, yAz}fi\ﬁ

xfca = fi,yipbA = MOPAD_Anom(z)

P = f, Y = CPK _Anom(x)
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The two types of training data can be weighted to provide more emphasis on either
Cpk or PCA based anomalies. The weight of a particular instance is given by 7;.

7’; P (z) = Repr,

(6.7)
TZPCA(x) = 1— R

The network is fed from either of the two constructed feature set from the autoencoder.
However, simply providing one single data point may not be sufficient to detect an anomaly,
since anomaly represents a change in behavior from previous data points. There is a temporal
aspect of the detection process. Therefore, the input data is constructed as a sliding window
of data points. Let 2! be the instance of feature set Fe RN*P* where [ is the sliding window

size and n is the last time point in the sub-sequence. f,is constructed feature from x,,.

Zﬁ'L = {fu-fai}; [neN, I < N] (6.8)

We can define the input data for the feed-forward network asZ2",

ZQN — {21, - ’ZQN} o RN*D*l7vn _ N; (6.9)

The feed-forward network has two hyper-parameters in this construction, the number
of layers in the autoencoder [y, and number of neurons in the first layer of the network
ny. The number of neurons after the first layer is progressively decreased in the subsequent

layers.

Train(Z*N) = FNi, u,(.) (6.10)

Thus, the the overall transformation from raw feature x; is:
2SAINN(z;) : w; — AN() = f; = 2L = fi--- fii} = FN() (6.11)

6.4 Feed-Forward Network Architectures

There are many different architectures of feed-forward networks available. Each type

of architecture has its own strengths and weaknesses. We have tried two types of network
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Figure 6.3: Fully-connected network architecture for 2-SAINN

architectures. These are: fully-connected network and 1-dimensional convolution network.
The input to the feed-forward network comes from the first step autoencoder output with a
sliding window of observations. This sliding window adds a temporal nature to the data set.

This temporal nature can be handled by both feed-forward and convolutional network [8].

6.4.1 Fully-Connected (Dense) Network

This type of network is simpler in construction. However, because of its nature as
a fully-connected network, it typically has more parameters to train for the same network
size. The advantages of the dense network come from being fully-connected, and it makes
no assumption about the relationships between features. While this ability makes it more
flexible, it is also more prone to overfitting. Because of the higher number of parameters,
dense networks also require more training data.

The way 2-SAINN algorithm constructs dense networks is based on two hyper-parameters,
the number of hidden layers in the network [, and the number of neurons in the first layer
of the network n;. The number of neurons in the output layer is one. The number between
the intermediate layers are progressively decreased. Lj.;, are the layers with first hidden

layer having ny neurons and each successive layer has ny — nynumber of neurons

ny
I —1

no(L) =L (6.12)

The neurons have sigmoid activation functions and have the classification error as the

loss function for training.
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Figure 6.4: 1D-convolutional network architecture for 2-SAINN

6.4.2 Convolutional Network

Convolutional networks are popular for image recognition [8]. However, a 1-dimensional
convolutional network can be used when features of the data have a temporal relationship.
The advantage of the convolutional network comes from filters in the convolutional layer that
is applied to the temporal features. Each filter is progressively applied to all observations
with the same parameter values. This sharing of parameter makes the assumption that each
filter will learn and search for a single pattern between the input observations. There are
only a limited number of patterns possible between a number of observations inside the filter.
This breaks down complex pattern recognition into smaller tasks [8].

The way the 2-SAINN algorithm constructs convolutional networks is based on two
hyper-parameters, the number of hidden layers in the network [, and the number of neurons
in the first layer of the network n¢. In the case convolutional network, [fconsiders the number
of convolutional layers and a successive pooling layer. The pooling is an important step in
reducing the input size by taking the max of a small number of inputs. This enables the
next convolution layer to have a smaller number of filters.

The number of neurons in the output layer is one. The number between the interme-
diate layers are progressively decreased. Lj..;, are the layers with first hidden layer having

ny neurons and each successive layer has ny — nynumber of filters

ny
I —2

no(L) =L (6.13)

Each layer L is composed of a convolutional layer and a pooling layer. The convolutional

layer has ReLu as the activation. This is standard practice for convolutional networks. The
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final hidden layer is a fully connected layer. This ensures that filter values are trained with

a fully-connected network at the end for better performance.

6.5 Detecting Anomalies

Anomaly detection with 2-SAINN involves two distinct operations. The first operation
is the training of the anomaly detection neural network. This training is done with training
data from multiple chambers. This is different from the previous two algorithms where
training and anomaly detection happened in real-time during the manufacturing process
run. However, the training of 2-SAINN is done in batch mode before a manufacturing
process can start.

After training the 2-step neural network, the next algorithm is the actual anomaly de-
tection algorithm that can detect multiple anomalies in real-time. The algorithm initializing
the list of abnormal wafers, U, to an empty column vector. For each new wafer x;. The

algorithm will get the output of the 2-SAINN network.

Anomgg(z) = 2SAINN (x) (6.14)

Unlike the previous two approaches, After the determination of Anomags(xy), if xy is
normal, then the list of anomalous observations U is always updated to empty. This ensures
that an anomaly is triggered when a consecutive list of wafers are considered outliers. If the
observation is anomalous, then the observation will be included in U. If U becomes larger

than the window size, then a change point is triggered.

6.6 Conclusion

In this chapter, we introduced the 2-step neural network anomaly detection algorithm.
This is a novel technique that is capable of detecting anomalies that are systemic changes
in the manufacturing process. It is capable of multi-chamber training and prediction. It
is also capable of handling multiple normal behavior patterns and multiple change points.
These are capabilities that are highly useful but have not been explored by other methods
that utilize the neural network. Our method is also capable of semi-supervised training with
both metrology and PCA unsupervised anomalies as the class variable for training. In the

next chapter, we will experiment AIPMOF and its various anomaly detection methods using



sensor data from semiconductor fabrication.
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7. Experiments with Semiconductor Manufacturing Data

7.1 Overview

In this chapter, we will experiment with the AIPMOF framework with semiconductor
manufacturing data. This data is collected from 3 different process nodes «, 5 and . Each
node is a completely different data set with different machine behavior and recipe. We have
4 chambers in the node o and 5 and 5 chambers in node 7 .

The experiments are organized as follows: We first show experimental results on the
PCA-based anomaly detection algorithm (MOPAD). We then show results on an autoencoder-
based anomaly detection algorithm. We then show results on the 2-step anomaly detection
algorithm. Then, a comparison between all three types of algorithms is shown. We then
move to diagnosis results. A demonstration of diagnosis is performed using the diagnosis
predicted by the PCA-based algorithm. Different patterns of diagnosis anomalies are shown.
We also compare the diagnosis differences between the PCA and the autoencoder anomaly
detection algorithm. Finally, a small demonstration of diagnosis in the 2-step algorithm is

shown.

7.2 Implementation Details

In this section, we will present the details of how we implemented these proposed
algorithms. The details will be presented for each of the components of the AIPMOF frame-
work. The framework is implemented in R [10] which is one of the most popular programming
languages for machine learning and statistics. The component implementation details are

presented below.

e Feature Construction: This phase converts the raw data into step-sensor-property
tensor representation. This phase uses the built-in R functions for building the raw

time-series data for each sensor-step-wafer and then calculates the mean using the

Portions of this chapter previously appeared as: M. R. A. Igbal, A. Vargas, J. Erickson, and K. P.
Bennett, “Automated diagnosis of anomalies via sensor-step data outlier detection : An application in
semiconductors,” in ACM Conf. Knowl. Discovery and Data Mining ODDv5, London, UK, Aug. 2018, pp.
1-9.
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built-in R function.

e Validation: The validation component has three different methods that need to be

implemented.

— The silhouette value validation technique is implemented using the factoextra

package of the R programming language [36].

— The t-test accuracy method uses the built-in t-test implementation in R with 0.95

percent confidence level.

— The metrology validation scheme uses built-in functions for mean and standard
deviation calculations. All observations with any missing values are removed

beforehand.

e Diagnosis: The diagnosis component for the two unsupervised algorithms use R
notebook package for implementing the dynamic diagnosis report [11]. The R notebook
package allows the creation of Rmd files that contain both and analysis in the same
file. The Rmd files can be compiled further to include the results of running the R

code segments.

The anomaly detection algorithms have their own implementation details. The PCA-
based anomaly detection method is implemented by using the built-in PCA function of R.
The number of components to use in the PCA is a hyper-parameter that needs to be searched.

Both neural network methods for anomaly detection use similar packages for imple-
mentation. The keras package with tensorflow as the backend is used for implementing the
neural networks [38].

The autoencoder-based anomaly detection method trains an autoencoder every time
an anomaly is detected. This training phase is done constructing the autoencoder with the
number of layers and the number of neurons in the first layer as a hyper-parameter. Each
neuron in the autoencoder has sigmoid as the activation function. The training is done with
a least-squared loss function.

The algorithm is then trained by using the ADAM training algorithm. The ADAM
algorithm has the following default parameters: ir = 0.001, beta; = 0.9 and decay = 0.0.
The algorithm is then run for 1000 epochs. The training with ADAM also has an early
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stopping regularization criterion if the loss function does not improve for five consecutive
passes.

The 2-step anomaly detection algorithm also uses the same packages. In this particular
case, the first autoencoder is trained only once with all the training data. During this phase,
the autoencoder is constructed with the number of layers and the number of neurons in the
first and last layer as hyper-parameters. Each neuron in the autoencoder has sigmoid as the
activation function. The training is done with a least-squared loss function.

The algorithm is then trained by using the ADAM training algorithm. The ADAM
algorithm has the following default parameters: Ir = 0.001, beta; = 0.9 and decay = 0.0.
The algorithm is then run for 2000 epochs. The training with ADAM also has an early
stopping regularization criterion if the loss function does not improve for five consecutive
passes.

The second step feed-forward network is also constructed with the number of layers
and the number of neurons in the first layer as hyper-parameters. The final layer only has
one neuron in this case. The number of neurons hyper-parameter is also used as the number
of filters if the convolutional neural network is chosen as the network architecture.

The fully-connected network architecture uses “denselayer” as the type of layer in
Keras. This architecture uses the sigmoid function as the activation function. The con-
volutional network uses ReLu as the activation function. The convolutional network is
1-dimensional and uses 5 as the filter size with 1 stride and no margin. The final hidden
layer is a dense layer that uses the sigmoid activation function.

The algorithm is then trained by using the ADAM training algorithm with binary cross-
entropy as the loss function. The ADAM algorithm has the following default parameters:
lr = 0.001,beta; = 0.9 and decay = 0.0. The algorithm is then run for 2000 epochs. The
training with ADAM also has an early stopping regularization criterion if the loss function

does not improve for five consecutive passes.

7.3 Experimental Design

The training and testing data are split chronologically. The first half of each chamber
is used as the training set and the rest will be used as the test set. During the training
run, the training data is standardized with mean and standard deviation calculated from the

training data. These standardization parameters are used on the test set as well.
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For the metrology data, we are calculating block-Cpk with 10 wafers/130 site samples

per block. Then, the blocks are classified as good/bad with a threshold of 1.67 for node «

and 1.3 for the other two nodes. Any Cpk value that is above this threshold is classified as

good performance and vice versa. The difference in threshold is because of differences in the

stability of performance between the 3 nodes.

The following training strategies are used for the 3 algorithms:

PCA anomaly detection (unsupervised): There is a grid search through the
MOPAD parameters. The parameters are: window-size n, Firing-Value Fr, PCA
components k. For each iteration of the grid search, the average silhouette value for
the cluster is calculated on the training data. This is the cluster-quality metric we
defined for unsupervised validation. These particular training parameter values with

the best performance are used on the test set.

Autoencoder anomaly detection (unsupervised): There is also a grid search for
hyper-parameters for the autoencoder anomaly detection algorithm. The parameters
are: window-size n, Firing-Value F,, Number of layers [,, Number of neurons n,, in first
layer. The silhouette value will be used to find the best parameters from the training

set.

Two-step neural network (semi-supervised):Grid search is performed on the fol-
lowing parameters: window size, number of autoencoder layers, number of feed-forward
network layers, the relative weight of metrology vs unsupervised anomaly class data.
These parameters are varied and the model is trained. the best parameter combination
with the highest f-score in the training set is chosen for testing. Here, f-score is defined

as block-cpk metrology performance as defined in chapter 4.

The grid searches are done with the following grids:

PCA: Firing value = 10...300 and incremented by 1, window-size = 20...300 and
incremented by 5, number of components = 1... D and incremented by 1. Here, D is

the number of features in the step-sensor feature set.

Autoencoder: Firing value = 10. .. 300 and incremented by 1, window-size = 20 ... 300
and incremented by 5, number of layers = 1...12 and incremented by 1, number of

neurons = 5...50 and incremented by 5.
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Table 7.1: PCA anomaly detection: parameter search with sil (silhouette)
value comparison (NS=no search, S=search)

T- T-Test P Sil. Accu. F score
Test Val.
Accu.
Node | NS | S NS | S NS| S [NS| S [NS| S
o 1.00 | 1.00 | 3.32E-02 3.06E- | 0.41 | 0.59 | 0.62 | 0.79 | 0.69 | 0.81
03
15} 0.45 | 1.00 | 1.85E-02 4.24E- | 0.12 | 0.57 | 0.64 | 0.70 | 0.63 | 0.71
03
~ 0.41 | 1.00 | 2.42E-02 4.87E- | 0.01 | 0.24 | 0.52 | 0.63 | 0.48 | 0.58
03
Mean | 0.62 | 1.00 | 1.52E-02 | 4.05E- | 0.18 | 0.47 | 0.59 | 0.71 | 0.60 | 0.70
03

e 2-Step: Window-size = 20...300 and incremented by 5, number of layers in autoen-
coder = 1...12 and incremented by 1, number of neurons in the autoencoder = 5. .. 50
and incremented by 5, number of layers in the second network = 1...12 and incre-
mented by 1, number of neurons in the autoencoder = 5...50 and incremented by

d.

7.4 Results on the Anomaly Detection Algorithms

In chapter 4, we proposed two types of validation techniques for anomaly detection
for manufacturing processes. We proposed an unsupervised validation technique based on
cluster-quality called the silhouette value that allows us to tune unsupervised techniques such
as the moving window PCA method. We also proposed a supervised validation technique
that uses performance data in the form of Cpk. These are the two types of performance we

care about.

7.4.1 Moving Window PCA Anomaly Detection Results

The first test we want to perform is to show the performance of the PCA-based anomaly
method itself. We also want to show that silhouette value is a good measurement criterion
for tuning the hyper-parameters. In Table 7.1, we show the result of performing this grid
search using cluster-quality metric, silhouette value (sil).

We ran two separate tests. The first test uses a fixed value of the hyper-parameters of
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the algorithm for anomaly detection without training of parameters. We used a firing value
Fr = 250 and window-size n = 200. We selected these values based on our own judgement
about what a reasonable value could be. This test uses the function of Anom(z) from chapter

3, which only uses T? statistic as the monitoring value.

oo - o 0o
Silhouette Value Silhouette Value

00
Silhouette Value

Figure 7.1: Demonstration of sil vs f-score from chl of nodes «a, 3,7y

In the second test, we will demonstrate how silhouette value can be used for training
hyper-parameters. Our assertion is that a good cluster in terms of sil score can also lead to
good accuracy in metrology anomaly detection. The results are shown in Table 7.1.

The grid-search test (columns with S shows significant improvement over no search
(columns with NS in all metrics. This result shows that there is a positive relationship
between good clusters and anomaly detection performance.

The unsupervised tests show a very high positive silhouette value with a mean of 0.41
on node «. However, the cluster quality metric is slightly worse in node S and much more
worse in node .

The supervised performance with metrology has a mean f-score of 0.60, for the three
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nodes in the no search test. This is much lower than search by silhouette value experiment.
This assertion is further strengthened by Figure 7.1, which plots silhouette value and f-score
from one chamber of each node. This test shows a positive correlation between silhouette

and f-score.

Sil Value
Sil Value

100 5 s
Firing Value Firing Value

Figure 7.2: PCA anomaly detection: demonstration of anomaly threshold vs
sil from chl1-5 and ch2-v

Figure 7.2 is the firing value vs sil plot for PCA anomaly detection. It demonstrates
the exploration of different firing values, and how different values influence cluster quality. In
all the chambers, a lower firing value is shown to be bad for the sil score, which makes sense
intuitively. A lower firing value means the algorithm is much more aggressive to trigger a
change. However, this may lead to lower quality clusters that are quite similar to each other,
leading to lower sil value. However, after raising the firing value to an acceptable level, we
see that improvement to the sil score tapers off and stability is gained. This is an indication
that there is a sweet spot of good firing values. However, in most cases, this sweet spot is

quite conservative in terms of triggering change.
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Figure 7.3: PCA anomaly detection: monitoring value and sil value over time
for chamber ch4-a shows that anomalies are found with strong
cluster quality

After the training is complete, we can demonstrate the anomalies found by the algo-
rithm and their behavior in terms of silhouette value. This is shown in Figure 7.3 for one
chamber. The first figure plots the monitoring value (7?) over time and shows how the
algorithm sees the semiconductor process changing in terms of sensor behavior. The second
plot shows the same chamber and time period, but plots silhouette value in the y-axis. This
is an interesting plot that displays the individual sil scores of each wafer plotted over time.
Most of the wafers in a change-group have high sil value above 0, which is an indication of

high cluster quality. But the silhouette value goes down during a transition period.



Table 7.2: Autoencoder anomaly detection results

T-Test Accu. | T-Test P | Sil. Val. | Accuracy | F score
Node « 0.45 2.48E-03 0.56 0.81 0.83
Node g 0.48 5.21E-05 0.33 0.76 0.85
Node v 0.60 1.80E-01 0.05 0.82 0.76
Mean 0.51 6.01E-02 0.31 0.80 0.81
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The monitoring value of wafers also rises before a trigger, the same transition period
where silhouette value is lower. The monitoring value then goes down, which shows the reset
into a new state that causes the monitoring value to be reduced after the shift.

Based on the test results, we can conclude that MOPAD is a strong anomaly detection
technique for manufacturing processes. It produces change points that have high cluster
quality. We also show that there is a positive correlation between high-quality cluster, which
is a measure of separation between observations. The algorithm is also shown to have good

f-score which is an indication that it was able to pick up changes in metrology.

7.4.2 Moving Window Autoencoder Anomaly Detection Results

The MOAAD algorithm is very similar to the PCA-based algorithm with some key
differences. The biggest difference being the ability to capture non-linear relationships. This
difference is also visible in the results shown in Table 7.2. MOADD performs much better
in supervised performance with f-score but suffers in unsupervised performance of cluster
quality. However, cluster quality is still 0.31 on average on all 3 nodes, which is a strong
indication of high-quality clusters.

The t-test accuracy of the autoencoder-based algorithm is also much lower than the
PCA-based approach, which indicates that the most influential features are not as linearly
influential as the PCA-based approach was. This is expected behavior since we expect an
autoencoder to find interactions that can span multiple features.

In terms of supervised performance in different nodes, the PCA algorithm performs
similarly to autoencoder in node a which is the older node in terms of process generation
and also much more mature and stable. This stability could be what is causing PCA and
autoencoder to perform similarly. However, autoencoder performs much better in the nodes
[ and 7, which are newer nodes with exhibit much more processes instability in the normal

mode. This instability also makes anomaly prediction much harder.
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Figure 7.4: Autoencoder anomaly detection: monitoring value and sil value
over time plots for chamber ch4-«

Figure 7.4 shows the similarity between the two algorithms in node a by shows the same
chamber ch4. The clusters found by these two algorithms are quite similar even though there
are slight differences which reduce cluster quality value for the autoencoder based approach.

Figure 7.5 shows autoencoder anomaly detection monitoring value and associated sil-
houette value plot over time for ch2-3. This chamber demonstrates the newer nodes of g and
v, which are more complex in terms of anomaly detection. The monitoring value has a much
higher variance in the same time period and anomalous wafers with high monitoring value
continue to occur during the same period where there is also wafers with lower monitoring

value. This shows the chamber is being more unstable.
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Figure 7.5: Autoencoder anomaly detection: monitoring value and sil value
over time plot for chamber ch2-3 shows outliers reducing the
cluster quality

7.4.3 2-Step Neural Network Anomaly Detection Results

The 2-step NN algorithm is considerably different from the previous two algorithms.
It is trained on a multi-chamber data. It is also semi-supervised and uses the changes in
the Cpk to train on anomaly detection. The results, therefore, should show some differences
compared with the other two approaches. This difference is visible in the results in Table 7.3.
We see much stronger performance in terms of supervised accuracy with F-score. However,
we see a significant drop in the silhouette value. This is an indication that, although there
is a correlation between cluster quality and anomalies, there are certain anomalies that do
not show such strong separation in sensor values. These are anomalies that change how the

chamber performs in final metrology measurements but may not show significant differences
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Table 7.3: The 2-step neural network results

Sil. Val. | Accuracy | F score | Cpk Weight
Node « 0.10 0.85 0.88 0.65
Node -0.01 0.92 0.92 0.7
Node ~ 0.02 0.93 0.91 0.65
Mean 0.04 0.89 0.91 0.67

across the board.

Figure 7.6 shows one chamber from node a. The figures demonstrate how the moni-
toring value is significantly different from the other algorithms. Here the monitoring value
is simply the predicted probability of being anomalous. Instead of a a score that needs to be
cut off by a threshold, the probability of anomaly in the 2-step algorithm does not require a
threshold. There is, however, a considerable drop in cluster quality performance, as shown
in the silhouette value plot.

Figure 7.7 shows performance of anomaly detection in 2 chambers from nodes  and
~. This is an interesting plot that shows Cpk value in the y-axis and time on the x-axis and
is colored by change-groups found by the algorithm. The plots show that when Cpk changes
significantly in the test data, the algorithm also finds a change. This is a strong indication
of prediction performance. However, sometimes, the detected change can lag a bit from the
actual change in Cpk, this lag shows that sometimes, detection of an anomaly could take
some time to register.

In Table 7.4, we show the performance of different feature construction schemes and
two types of neural network architecture. Our experiments had two different feature sets.
The first feature set is the latent variables from the autoencoder. The second feature set is
the reconstruction error of the autoencoder for a particular wafer data. The reconstruction
error is an indication of how much the autoencoder was able to capture the behavior of that
wafer and higher error could mean considerable difference from normal behavior. This is a
feature set that normalizes chamber differences.

We also tried two different types of network architecture, the first type is a fully
connected or dense neural network architecture. This architecture makes no assumption
about the nature of the relationships in the data and also has many more parameters to
train.

The second type of network is a 1D convolutional network, which creates filters with
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Figure 7.6: The 2-step neural network anomaly detection: monitoring value
and sil value over time for chamber chl-«a

reusable parameter values. The filters are used in different parts of the time-series data.
This type of network makes the assumption, that there are patterns between neighboring
wafers in time. Another assumption is that smaller patterns can combine to create more
complex patterns.

The performance differences shown in Table 7.4 demonstrates that the feature con-
struction scheme is a far more influential determinator of performance. Latent variable
based feature construction shows much higher performance across the three nodes. There is
far less performance difference between convolution and dense network structures. However,

the convolutional network does show slightly better performance.
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Figure 7.7: The 2-step neural network anomaly detection: cpk over time
colored by predicted change-groups in chl-5 and ch2-v shows
strong correlation with metrology

7.5 Comparison of the Three Anomaly Detection Algorithms

Table 7.5 shows a comparison between the three anomaly detection algorithms. It is
evident from the performance comparison that the 2-step network algorithm performs much
better in the supervised performance task of predicting anomalies that also cause changes in
metrology. The 2-step algorithm is also much worse compared to the other two algorithms
in unsupervised performance.

We can show further differences between the three algorithms by comparing the mon-
itoring value over time on various chambers. Here we are demonstrating the differences
between the three algorithms using two chambers from two separate nodes.

In Figure 7.8, we are showing the monitoring value over time colored by change-groups

found by the three algorithms in node 8 on chamber ch4 and also how the Cpk varies over
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Table 7.4: The 2-step algorithm network structure and feature set comparison

Sil. Val. | Accuracy | F score
Dense - Latent 0.10 0.84 0.88
N Convo - Latent 0.18 0.81 0.86
Dense - Recon 0.05 0.75 0.83
Convo - Recon 0.18 0.75 0.83
Dense - Latent -0.01 0.91 0.91
Convo - Latent 0.04 0.92 0.92
s Dense - Recon -0.01 0.91 0.91
Convo - Recon 0.06 0.91 0.91
Dense - Latent 0.02 0.90 0.89
Convo - Latent 0.00 0.93 0.91
7 Dense - Recon 0.02 0.90 0.89
Convo - Recon 0.00 0.93 0.91

Table 7.5: Comparison between the three algorithms in the 3 manufacturing
nodes

Sil. Val. Accuracy F score
PCA | Auto | 2-Step | PCA | Auto | 2-Step | PCA | Auto | 2-Step
o 0.59 | 056 | 0.10 | 0.79 | 0.81 | 0.85 | 0.81 | 0.83 | 0.88
B 0.57 | 0.33 | -0.01 | 0.70 | 0.76 | 0.92 | 0.71 | 0.85 | 0.92
y 024 | 0.05 | 0.02 | 0.63 | 0.82 | 0.93 | 0.58 | 0.76 | 0.91
Mean | 0.47 | 0.31 | 0.04 | 0.71 | 0.80 | 0.89 | 0.70 | 0.81 | 0.91

time in the same chamber. We can see that PCA and autoencoder based algorithms have
similar performance and change groups. However, the 2-step algorithm predicts significantly
different change points. Moreover, the change points are directly occurring in the time period
when there is also a change in metrology. This is an indication of anomaly predictions that
are finding actual changes in metrology performance. The PCA and autoencoder approaches,
however, failed to find that change in metrology and focused more on changes in sensor values
that are unrelated to metrology.

Figure 7.8 shows ch1-3, where both PCA and autoencoder find changes. However, the
2-step algorithm predicts probabilities that are close to zero. The metrology values for this
chamber in the same time period also show no change. This is another demonstration of
a scenario where there are changes in sensor values that cause the PCA and autoencoder
algorithms to find anomalies, but these anomalies are not related to he metrology changes

measured in this study.
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Figure 7.8: Monitoring value over time for chamber ch4-5 for PCA,
autoencoder, and 2-step algorithm; cpk over time colored by
prediction from 2-step algorithm to show metrology performance

7.6 Diagnosis Performance Analysis
7.6.1 Demonstration of Diagnosis Patterns

Diagnosis is an important part of anomaly detection. Being able to point to the
potential root cause is as important as being able to detect anomalies.

In the case of diagnosis, we have seen a few common types of patterns of potential root

causes. These are:

e Sensor Anomaly: Influential features come from 1 sensor over multiple steps. There-

fore, the most probable cause of a mechanical problem could be the sensor.

e Step Anomaly: Influential features come from multiple sensors from 1 single step.

The problem then could mostly be isolated to that particular step
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Figure 7.9: Monitoring value over time for chamber ch4-5 for PCA,
autoencoder, and 2-step algorithm; cpk over time colored by
prediction from 2-step algorithm to show metrology performance

e Consecutive Step Anomaly: Influential features come from consecutive steps over

multiple sensors.

e Subsystem Anomaly: Influential features come from multiple sensors from the same

subsystem (Power or Gas flow)

We show one example per data set in order to demonstrate how the diagnosis is used. We
show the list of influential features for one chamber per node in Table 7.6. The first chamber
is from node a ch2 which shows quite a high variance before a change was triggered. Figure
7.10 shows the monitoring value and influential feature behavior side by side. Looking at this
plot it is clearly visible that the influential feature Throttle Valve shows a significant shift.
The list of influential features as shown in Table 7.6 shows the top 5 influential features of

this chamber. All the top 5 influential features belong to Throttle Valve and therefore follow
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the sensor anomaly pattern. Thus, engineers can suggest investigating the throttle valve for
potential problems.

We next look at chamber ch3 on Node 3. This chamber shows a much higher variance
than node a which is an older and more fine-tuned process. In fact, Node S consistently
shows high variance as an inherent nature of the process. This can be attributed to the fact
that this is a newer process with much less fine-tuning.

The monitoring value can be used to view this information about chamber variances at
a glance. The diagnosis pattern in Node - Ch3 shows that the influential features all belong
to the same step and they are all from the power subsystem (Voltage, Current, Power). This
shows that the potential venue for investigation is step 02 and the power subsystem must be

investigated.

Table 7.6: Top 5 influential features of 3 chambers from all three datasets
predicted by PCA anomaly detection (MOPAD)

Node a- Ch2 Node - Ch3 Node v- Ch2

Throttle_Valve Voltage_1 s2 Temp_1 s6
s8

Throttle_Valve Power_1 s2 Temp_1 s7
s13

Throttle_Valve Voltage_ 2 s2 Current_2 s10
s12

Throttle_Valve Power_3 s2 Power_04 s10
s7

Throttle_Valve Voltage_3 s2 Voltage_ 2 s10
s10

The final demonstration is from Node v Ch2. This chamber’s monitoring value report
can be compared to the other two chamber’s reports, and there is a clear difference between
the variances of the two chambers. This is another way to use the monitoring value to
compare multiple chambers. The chamber ch2 shows much less certainty in finding the root
cause. The influential features all belong to the same subsystem but not the same steps.

Both step 6 and step 10 appear in the influential feature list.

7.6.2 Comparison of Diagnosis Findings
Table 7.7 shows the mean t-test accuracy and P-value for all data sets for both PCA

and autoencoder based methods. The t-test accuracy is very high for all data sets in PCA.
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Figure 7.10: Ch2-a monitoring value and influential feature “Throttle Valve
s8” over time

The p-value in every chamber was also low as indicated by the average p-value. This demon-
strates that the top five influential features found by the PCA algorithm show statistically
significant change when an anomaly is alerted. This also validates our algorithm performance
by showing that we are indeed finding anomalies represent significant changes. Autoencoder
performance though, is much lower, which shows that the autoencoder diagnoses could be
improved. Potentially the autoencoder might finds anomalies that have much more complex
multi-sensor relationships that may not be apparent in single sensor test.

We also show the differences between the two algorithms by showing the top 5 influen-
tial features in one chamber per node. These are the three chambers we demonstrated in the
previous chapter for PCA. The autoencoder influential features are quite different PCA in

some cases but there are also some similarities. In the case of Node a- Ch2, the PCA method
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Figure 7.11: Ch3-3 monitoring value and influential feature “Voltage 1 s2”
over time

seems to be dominated by the Throttle Valve sensor for various steps. While, Autoencoder
diagnosis predictions show the prominence of Power related features. The features, however,
do appear in similar steps. So, there could be an effect on those specific steps

The Node - Ch3 also shows slight differences with autoencoder features focusing on
Top Temp sensor on steps 2,3,4. In the case of PCA, various power and voltage related
features from step 2 appear to be prominent. So, there is some correlation between the two
algorithms. This also appears the case in the third chamber we compared as well with a
prominence of similar type of sensor and steps appearing on both algorithms but with slight

differences.
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Figure 7.12: Ch4-v monitoring value and influential feature “Temp 1 s6” over

time

Table 7.7: Comparison between the PCA and autoencoder diagnosis
significance test in the 3 manufacturing nodes

T test Accu. T test P Val.

PCA | Auto PCA Auto
Node o | 1.00 0.45 3.05E-03 | 2.48E-03
Node 5 | 1.00 0.48 4.24E-03 5.21E-05
Node ~ | 1.00 0.60 4.87E-03 | 1.80E-01
Mean 1.00 0.51 4.05E-03 | 6.01E-02




Table 7.8: Top 5 influential features of 3 chambers from all three datasets

found by PCA and autoencoder algorithms

Lamp_Power_4
s10

Pressure s3

Node a- Ch2 Node - Ch3 Node v- Ch2
Throttle_Valve Voltage_1 s2 Temp_1 s6
s8
PCA | Throttle_Valve Power_1 s2 Temp_1 s7
s13
Throttle_Valve Voltage_2 s2 Current_2 s10
s12
Throttle_Valve Power_3 s2 Power_04 s10
s7
Throttle_Valve Voltage_3 s2 Voltage_ 2 s10
s10
Current_3 s10 Top_Temp s3 Voltage 2 s14
Top_Temp s7 Top_Temp s4 Voltage 4 s10
Auto | Lamp_Power_3 Top_Temp s2 Top_Temp 13
s8
Top_Temp s8 Pressure s4 Top_Temp s4

Top_Temp s14

84



8. Conclusion and Future Work

8.1 Conclusion

At the beginning of this thesis, we explained several goals for anomaly detection in
manufacturing. We presented a framework for automated and online anomaly detection on
manufacturing process tools that provides a novel and comprehensive solution towards these
goals.

Our first goal was to provide a framework that is adaptable and capable of replac-
ing various sub-components. We also wanted to provide anomaly detection in real-time.
Our proposed approach Anomaly Identification for Process Monitoring Online Framework
(AIPMOF) is such an adaptable and online framework. We demonstrated this capability
by proposing three types of online anomaly detection algorithms, and also adaptable sub-
components for feature construction and validation.

Another goal was to develop an anomaly detection scheme capable of handling the
concept of recipe steps and how these recipe steps have a significant effect on sensor time-
series data. We developed a robust data transformation method that utilizes the recipe steps
and can mitigate challenges with raw multivariate time series data.

Our goal was to develop anomaly detection algorithms that are capable of unsupervised
training and performance tuning. We also wanted methods that can provide a diagnosis in
terms of meaningful features that have high influence when an anomaly occurs. We developed
two such algorithms for this purpose.

The moving window PCA algorithm (MOPAD) was shown to be capable of finding
meaningful anomalies while being totally unsupervised in terms of training. We also pre-
sented a method to rank features based on 72 contributions. This provides a solid method
for diagnosis.

We further enhanced anomaly detection by presenting an autoencoder based moving
window anomaly detection algorithm. This algorithm uses autoencoder to model normal
behavior and is shown to be able to find more complex relationships that the linear PCA
method cannot find due to the limitation of model complexity. The autoencoder also demon-
strated that the AIPMOF can be adapted to different anomaly detection algorithms very

successfully.
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Methods for validation and hyper-parameter tuning are frequently lacking in prior
anomaly detection research. Therefore, we developed both unsupervised and supervised
algorithms for validating the efficacy of anomaly detection algorithms. Our unsupervised
validation technique using cluster quality can also be used for training hyper-parameters for
MOPAD. This allows the training of parameters without using metrology data. This again
reduces reliance on costly and limited metrology data. The validation results we presented
reinforce our main assertions that such a system can be effective. This statistical significance
test is an approach to validating the influential features that also have applications in the
real world.

Our tests with these validation techniques show that the two unsupervised anomaly
detection methods based on PCA and autoencoder achieve strong performance in the cluster
quality metric. This signifies that the anomalies found by these two algorithms have cohesion
and separation as expected. Metrology validation performance was also good, showing that
both methods had found anomalies that have an impact on metrology changes.

The PCA-based method performed better than the autoencoder-based anomaly detec-
tion method in terms of cluster quality performance. It also performed better in terms of
finding influential features that had statistically significant changes during an anomaly. The
autoencoder-based method, however, performed better in terms of metrology and thus found
anomalies that were potentially more relevant to the final performance. An open question is
how to improve the diagnostic interpretation of the Autoencoder.

We developed a 2-step neural network as an alternative approach to anomaly detection.
This is an algorithm that can train with multiple process chamber data for better general-
ization. It is also capable of training with metrology data in a semi-supervised manner. This
allows this algorithm to ignore changes in the sensors that are not related to actual process
performance as measured by metrology metric. This could help eliminate false positives and
in turn, lead to increased yield and more efficient processes.

The 2-step method, however, has weaknesses such as reliance on metrology and lack of
a solid diagnosis technique. Experiments show that the 2-step method performs better than
the two unsupervised methods in terms of metrology performance but not the clustering and
diagnosis metrics. This supports our original goal with the 2-step method, which was to
focus on metrology changes and filter out changes in the sensor data that do not correspond

with metrology. Therefore, we can say the 2-step method has its own strength of focusing on
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anomalies that are relevant to metrology, but it also has weaknesses that are better solved
by the two unsupervised techniques.

We presented diagnosis techniques for the two unsupervised anomaly detection meth-
ods. We also provided a dynamic diagnosis report based on the R notebook. We also
presented an analysis of diagnosis in various chambers of the semiconductor process data.
The patterns provide a way to find the putative root causes of anomalies based on influential
features.

Based on the findings of our experiments, it can be said that we were able to present a
comprehensive system for anomaly detection in manufacturing process tools. Compared to
previous papers, this comprehensive system encompasses an end-to-end system design that
details pre-processing, algorithm development and diagnosis while including strong valida-

tion.

8.2 Future Work

The modular nature of AIPMOF greatly facilitates future expansion of its capabilities.
Many directions are possible. we discuss a few.

The feature construction scheme for AIPMOF relies on only scalar properties such as
mean of a step to represent a single step-sensor pair time-series. This loses a lot of information
that might be present in the original time-series. We can explore feature construction schemes
that are much more expansive than our current approach of using step-sensor means. There
are other types of feature construction techniques available such as dynamic time-warping
[14] and shape signatures [39]. The shape signature approach can be used to build knowledge
about the underlying control systems. These methods may allow the detection of anomalies
that may not be captured by the current feature construction method.

Since AIPMOF is modular, our PCA-based anomaly detection method can be re-
placed with any of the PCA variants. For example, we can explore the PCA method by
expanding the use of non-linear PCA techniques. Alternatively, we can also use weighted
observation-based PCA or robust PCA to make the method less dependent on a normal list
of observations for creating the normal model. These many variants are left to future work.

The diagnosis technique for autoencoder-based anomaly detection may be further en-
hanced. The current technique only aggregates the contribution of reconstruction error in

anomaly detection. This can be improved by using the actual derivative of the reconstruction
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error.

We can also explore these algorithms in other manufacturing process data sets. This
will allow us to show that the anomaly detection methods are robust and capable of working
in various types of machines and manufacturing processes.

Exploring diagnosis for the 2-step neural network is a very important next step to
take. This will make the algorithm more useful in detecting and diagnosing manufactur-
ing problems. We already have preliminary work on a potential method, but this method
needs further research and analysis to make it useful. The 2-step neural network algorithm
is different from the previous two approaches in that the input data is processed by the
autoencoder step first before feature construction. We tested using the same reconstruction
error method used in the autoencoder but it was not successful in identifying features with
significant changes.

More sophisticated approaches to neural network interpretation approach such as the
iml package in R [9] could be employed. The Feature-Importance algorithm in the pack-
age can provide the feature importance ranking of features based on a trained model. The
algorithm measures the importance of a feature by calculating the increase in the model’s
prediction error after permuting the feature. A feature is important if shuffling its values
increases the model error because in this case, the model relied on the feature for the pre-
diction. A feature is “unimportant” if shuffling its values leaves the model error unchanged
because in this case, the model ignored the feature for the prediction [40]. This approach can
successfully identify the autoencoder features that change but not the original sensor-step
pairs. Future work is needed to adapt the approach to the 2-step approach to allow for

identification in the original sensor-step pair space.
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