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ABSTRACT

In power systems, data collection is an important function to ensure reliable opera-

tion of the system. Throughout the evolution of power systems, the accuracy, pre-

cision and rate of data collection have been the subjects of improvement. Recently,

synchrophasor measurement has proven to be an important step in that evolution.

Synchrophasor measurement uses GPS signals to provide accurate measurement of

phase angles in a power system spanning a wide area. This data is typically collected

at a very high sample rate, such as 30 or 60 samples per second. Transmitting this

data to various locations for processing and analysis entails a number of network

and communication issues. Furthermore, storage of the large volume of data aris-

ing from synchrophasor measurements is an area which has not received significant

attention. A new synchrophasor system design, called FIPS (Flexible Integrated

Phasor System) has been proposed to address these issues.

It is important to address the limitations of existing communication protocols

in transmitting synchrophasors. Many protocols exhibit significant overheads which

can result in additional bandwidth costs or delays. Minimizing these overheads is

an important part of a synchrophasor system. Also, distributed communication and

processing can provide significant improvements to a wide area measurement sys-

tem. By distributing the data collection and storage, the communication network

between systems needs only to transmit the data that is desired by the data con-

sumers, reducing communication costs. By making appropriate use of cryptographic

algorithms and techniques, it is shown that data integrity and confidentiality can

be guaranteed, even in a distributed peer-to-peer phasor system.

Furthermore, synchrophasor data presents a new set of demands on a data

storage system. It is shown that assumptions about the nature of data arrival

can be used to construct a database with improved performance characteristics.

Additionally, an extensible interface for users and applications to access phasor

data stored in a phasor data system has been developed.
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1. INTRODUCTION AND HISTORICAL REVIEW

Presently, the deployment of synchrophasor measurement in power systems is rapidly

expanding, while applications are less widespread. Existing applications include

phasor state estimation [1] and line parameter estimation [2]. In current synchropha-

sor networks, data is routed to large data concentrators in central locations. Data is

then routed from those data concentrators to data consumers using protocols such

as the Inter-Control Center Communication Protocol, or ICCP [3].

Due to the centralized nature of these systems, the central points have sig-

nificant communication and storage demands placed upon them, especially as the

number of PMUs increases. This has been observed at the Super PDC installed at

the Tennessee Valley Authority [4].

Existing synchrophasor systems do not typically account for the possibility

of network delay or data loss in an efficient manner. These systems use existing

reliable data transport protocols, such as the Transmission Control Protocol (TCP),

to reduce the possibility for data corruption and loss. However, TCP is a poor choice

for synchrophasor data, because retransmission delays can significantly impact the

latency of a communication channel using TCP.

Existing synchrophasor systems often use database systems which are not

optimized for the application of high-speed time-series data storage. The use of

general-purpose database systems in these applications typically results in ineffi-

ciency in either space or time. A file-based storage scheme optimized for sequential

time-series data storage and extraction eliminates these issues.

Finally, building applications to run on existing synchrophasor systems is dif-

ficult, because no standard mechanism for data access has been provided. Thus, a

goal of a new synchrophasor system design should be to provide easy access to data

by applications.

The Flexible Integrated Phasor System, or FIPS, is proposed as a solution to

these issues [5]. An overview of the proposed phasor system is shown in Figure 1.1.
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Figure 1.1: An overview of FIPS



2. NETWORK COMMUNICATION ISSUES IN

SYNCHROPHASOR SYSTEMS

In a synchrophasor system, the design of the underlying communication network de-

termines the latency and reliability of data transport, among other factors. Latency

is an important consideration if the synchrophasor data is to be used for real-time

control, because latency in only one communication link results in system-wide de-

lays in the alignment process. Further, it is important that the network design

ensures that failures in parts of the system do not lead to widespread outages. In

addition, communication protocols should be selected to reduce communication over-

head whenever possible. This is because PMUs may be located in remote locations

with limited or no access to high-bandwidth communication networks.

Data reliability can be guaranteed to different levels by a number of methods.

The IEEE C37.118 protocol [6] for synchrophasor data transport incorporates one

of these methods: a cyclic redundancy check. This algorithm checks for bit errors in

the received data, but if errors are detected, the data must be discarded. C37.118

makes no provisions for retransmission of corrupted data. C37.118 frames, however,

may be encapsulated within another protocol to provide a higher degree of reliability.

The Transmission Control Protocol (TCP) may be used to provide reliable

communications for synchrophasor data. TCP, however, implements a congestion

window mechanism [7] [8] which is disadvantageous for transmitting constant-bit-

rate data. The size of the congestion window determines the amount of data which

may be sent before an acknowledgement of previously-sent data is received. The

size of this window increases slowly when congestion is not detected, as measured

by packet losses or timeouts. When congestion is detected, the window size is rapidly

decreased to avoid exacerbating the congestion, as shown in Figure 2.1. To eliminate

the possibility of congestion affecting the TCP flows, it is necessary to mark the

data packets at the network edge and ensure that sufficient network resources are

available to accommodate these flows. Thus, queues within the network will not be

overwhelmed by data.

3
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Figure 2.1: TCP congestion window dynamics

TCP, while providing reliable data transport, imposes significant overhead.

TCP makes use of complex protocols for congestion management and control, and it

has been shown that these mechanisms are in fact detrimental to the transmission of

constant bit-rate data. Other protocols may be used to transport the synchrophasor

data, such as the User Datagram Protocol (UDP) [9]. UDP provides a simpler

protocol for transporting data frames through a network. However, UDP has a

frame header of considerable size: it is defined in the protocol as 16 bytes. When

combined with a minimum 20-byte IP header, this frame header may represent a

significant percentage of total data size, especially in the context of synchrophasor

data frames, which may be small. The Realtime Transport Protocol (RTP) provides

a solution to this problem. By using RTP’s header compression facility [10], the 20-

byte IP header and 20-byte TCP header or 16-byte UDP header may be reduced to

a 2-byte header. This savings may allow additional synchrophasor data transmission

over communication links where it was previously impossible: the 38-byte savings is

sufficient to allow the transmission of 9 additional floating-point values per frame.

When using UDP, it is important to note that reliable data transport is no

longer ensured by the transport protocol. Thus, the sender and receiver must agree
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on a protocol for retransmission of lost synchrophasor data frames. These missing

frames can be detected from the embedded timestamps in each frame. If it is

assumed that the network packet loss rate is small, and a buffer of recent data

can be maintained at the sender, the best choice is a selective-repeat protocol. In

this protocol, the receiver and sender do not halt the transmission when errors are

detected. Transmission of real-time synchrophasor data continues apace while the

error is being corrected. The receiver detects the error and sends a message back

to the sender requesting retransmission of the missing or corrupted data. This data

can be sent through the network with a lower priority marking to avoid disturbing

the existing data transmission. Also, when using a selective-repeat protocol, it is

possible to embed more complex retransmission behavior: for example, omitting

retransmission of data beyond a certain time threshold.

Redundancy in communication links is also important. No communication

protocol alone can provide redundancy against physical damage to optical fiber or

copper cables used as communication channels. Redundancy can be provided at

the physical layer of the network to account for this possibility. For instance, two

optical fibers may be run along separate paths from the source to the destination.

The receiver can then be equipped with hardware to discriminate between the two

received signals, and automatically select the stronger one. Thus, if one fiber is

damaged, communications will not be interrupted, even briefly.

Existing communication networks may make use of the Multiprotocol Label

Switching (MPLS) [11] or Frame Relay [12] protocols. It is desirable for the un-

derlying communication network to support multicast traffic, because efficiency of

a multi-point data broadcast can be improved by using multicast. MPLS networks

support the use of multicast packets [13].



3. DISTRIBUTED DATA COLLECTION, STORAGE,

AND SHARING

In synchrophasor systems, it is desirable to have access to data collected over a

wide area. However, the large volume of data makes single-point data collection

impractical for scaling reasons. First, bandwidth requirements at the single point

will grow as the number of data sources increases. Second, storing data at a single

point requires large quantities of storage, and could represent a single point of failure.

Finally, it is desirable for the collectors of synchrophasor data to be able to share

that data with others in certain circumstances. Thus, it is desirable to implement

a synchrophasor data collection system in a distributed fashion. Proposals such as

NASPInet [14] have also addressed this need.

In a distributed synchrophasor system, data is collected from PMUs at many

points. This data is stored locally in a database, and may be combined with data

stored remotely in other databases. Furthermore, real-time phasor data streams

must be shared between the several locations, to enable wide-area real-time analysis

applications.

The distributed database implementation can be done in straightforward fash-

ion, making use of existing Web service technologies to provide an interface to the

database. The distribution of streaming data, however, presents a different chal-

lenge. It is desired to avoid wasting bandwidth in a situation where one data source

is to provide data to a number of consumers. Thus, schemes such as IP multicast

should be used to provide a publish/subscribe-type architecture for sharing of data.

In IP multicast, routers and other elements in the network handle copying of

data within the network layer. Algorithms [15] [16] are used to compute a minimum

spanning tree, shared tree, or other efficient topology for transmitting data to all

subscribing nodes. A minimum spanning tree is a tree which connects all nodes

in the network with minimum path cost. Due to the copying of data within the

network, bandwidth requirements at the network edge are reduced. Furthermore,

if desired, IP multicast can be implemented making use of existing point-to-point

6
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links. IP multicast makes use of the concept of group addresses: a group address

represents a set of nodes which desire to receive certain broadcasts.

To share synchrophasor data, synchrophasor streams can be mapped onto

multicast group addresses. In an efficient system, these addresses are mapped onto

indivisible sets of measurements. This is required because, if a measurement is

sent to a node where it is not needed or wanted, bandwidth is wasted. Depending

upon the network configuration, security mechanisms may be required to ensure

that only authorized receivers may read the transmitted data, and only authorized

senders may transmit data in the network. This is discussed later in further detail.



4. DATABASE SYSTEM DESIGN

Database systems for synchrophasor applications require certain properties. They

must be able to handle a high input data rate, and they must be able to handle large

table sizes while sustaining that data rate. When using general-purpose database

systems, it may be difficult to ensure these properties, but by constructing a custom

data file format leveraging reasonable assumptions on the nature of the data, it is

possible to improve the efficiency of the database system.

General-purpose database systems, including MySQL [17], PostgreSQL [18],

and Berkeley DB [19] were tested initially for static storage of synchrophasor data.

This was done in order to avoid the need to develop a custom database system.

When data was loaded into the database tables, it was observed that the index files

quickly grew to a size comparable to that of the data files. Indexing is necessary in

database systems, because data is not necessarily stored in the data files in a sorted

order. However, the index presents an additional overhead which is not necessary if

the data is stored in sorted order.

Furthermore, general-purpose database systems were proven to be only par-

tially suitable to the demands of real-time synchrophasor data capture, as shown in

Table 4.1. This is due to the observation that table insert rates decrease following

a logarithmic trend as table sizes grow. Because many indexing trees use O(log n)

algorithms to balance the index trees upon insertion [20], this behavior is expected.

Also, the nature of the input data represents a worst case: the data typically arrives

in approximately-sorted order, leading to very unbalanced index trees.

Because the data does arrive in approximately sorted order, a custom data

Number of Rows Rows / Sec Number of Channels Time to Fill
(at 30sps) (min)

100,000 65,100 2,170 0.03
1,000,000 56,900 1,897 0.29
10,000,000 49,700 1,655 3.36

Table 4.1: Data insertion rates into MySQL tables
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format can be implemented which achieves a high level of time efficiency without

wasting space. Incoming data to the database can be buffered for a set period of

time. The data in this buffer is maintained in sorted order, and the buffer period

compensates for out-of-order arrivals within a certain time period. The time period

may be adjusted to provide additional reliability in data capture at the expense of

latency, or vice versa. Data from the buffer is written to the data file strictly in

order of increasing timestamps. As shown in Figure 4.1, the dark-colored cell must

be filled before any of the data points above it in the queue can be written to the

database. Alternatively, the red cell may be discarded from the queue. Finally, if all

data must be captured, data points arriving grossly out of order, i.e. the discarded

red cells, may be captured into a separate file for integration into the database at a

later date.

Figure 4.1: Buffering inbound data to the database

Once data has been captured in a strictly ordered fashion, possibly with a

few out-of-order points stored elsewhere, search can be conducted efficiently using

the well-known binary search algorithm. When using this algorithm, the data set
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to be searched is partitioned in half. Then, either the left half or the right half is

searched, depending on whether the value sought is greater or less than the value at

the partition. This division of the data set continues until either the value sought

is found or no more data remains. It can be seen that this algorithm requires at

most log2(n) divisions of a data set of size n to find an arbitrary timestamp within

the data. In this storage scheme, no space is wasted unnecessarily on indexing. The

self-indexing provided by storing data in order also has time efficiency on the same

order as tree-based indexes.



5. DATA ROUTING

FIPS is composed of several components: networked communication, data acquisi-

tion, data storage, and data access. Therefore, it is essential that these components

be integrated in a manner which provides the necessary system-level functionality.

The overall layout of FIPS is shown in Figure 1.1. Initially, it is noted that the

functionality may be divided into a latency-critical path and a non-critical path.

The latency-critical path includes data acquisition and network communica-

tion. Data is captured from a number of sources which use diverse formats. Thus, an

intermediate protocol, called Simple Phasor Streaming Protocol, or SPSP, is intro-

duced. Then, the data routing engine needs to work only with data in SPSP format.

In addition to being a single format, SPSP has the advantage of containing iden-

tifying information with each measurement. The IEEE C37.118 protocol includes

similar information, but the information is not transmitted with each measurement,

so state information must be maintained for each connection. Therefore, processing

of SPSP data frames from diverse sources can be done with greater memory effi-

ciency than processing of C37.118 data frames. The differences between SPSP and

C37.118 data frames are shown in Figures 5.1, 5.2, and 5.3.

IP Header
TCP Header
Timestamp
Frame Type

Phasor Values
Analog Values
Digital Values

Figure 5.1: IEEE C37.118 data frame format (simplified overview)

Once data has been converted to SPSP format, it can be passed to the different

FIPS components. This is the job of the routing engine. This component provides

streams satisfying the requirements of different data consumers. For instance, real-

time applications such as phasor state estimation should be provided with a time-

11
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IP Header
TCP Header
Timestamp
Frame Type

Phasor Types and Names
Analog Types and Names
Digital Types and Names

Figure 5.2: IEEE C37.118 configuration frame format (simplified
overview)

IP Header
UDP Header
Timestamp

Channel ID — Value
...

Channel ID — Value

Figure 5.3: SPSP protocol data unit format

aligned data stream to avoid errors, but raw, unaligned data should be provided

to the database to avoid data loss. The routing engine, however, simply must

accept data frames from sources and route them to the appropriate destinations.

Functionality such as time alignment can be implemented by routing the data to be

aligned into the alignment engine. This data is then routed back into the routing

engine to be routed to its final destination.

A time alignment engine is also an important component in FIPS. Time align-

ment involves a tradeoff between latency and reliability. Consider the case in which

one PMU occasionally provides a data point which has been delayed by many sec-

onds. It is clearly undesirable to delay timely data waiting for significantly untimely

data. But if the data is delayed only briefly, depending on the needs of the applica-

tion, it may be desirable to wait a brief period for the data to arrive. The maximum

allowable delay, therefore, is a tunable parameter of the time alignment engine.

When combined with the FIPS routing engine, it is even possible for data align-

ment engines operating in this way to provide multiple data streams satisfying the

requirements of diverse applications.



6. INTEGRATION OF CRYPTOGRAPHY

Security is of critical importance if a solution to the problem of synchrophasor data

collection is to be adopted in the power industry. In order to design the necessary

security measures to be implemented in FIPS, it is first necessary to evaluate the

different threats against the system. Only once the threats have been defined can

the proposed security measures be evaluated for their resistance to attack. Also,

the severity of each threat must be weighed against costs imposed on the system

by the necessary countermeasures. These costs will arise because any cryptographic

algorithm intended to ensure a certain property will require time to run. This may

add latency to the data pipeline, or require more computing resources to process

the data at a sufficient rate.

One threat to be considered is the possibility of data being intercepted and

viewed without authorization. A lack of data confidentiality does not present an

immediate threat to the safe or reliable operation of the power system. However,

some providers of synchrophasor data may not wish for other market participants

to view their synchrophasor data, because they view it as commercially sensitive. It

is therefore important that an efficient mechanism for ensuring data confidentiality

in a multi-participant network be built into FIPS.

A second threat is the possibility of the introduction of false or malicious data

into the phasor system. If the phasor data becomes critical to system operations,

i.e. it is presented to operators or automated systems empowered to make control

decisions, it is crucial that the data can be trusted. That is, it must be provable

to a high probability that the data’s purported source is in fact its actual source.

In addition to the obvious reliability implications, this functionality is important

to ensure compliance with guidelines promulgated by the North American Electric

Reliability Corporation (NERC) [21].

A third threat is the threat of denial of service. Denial of service refers to the

possibility of overwhelming a system or communication channel with large amounts

of spurious requests or data. When a denial-of-service attack occurs, the system

13
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becomes so overwhelmed with the spurious requests that it is unable to perform its

intended function. While cryptographic algorithms may be used to prevent certain

types of denial-of-service attacks targeted at hosts [22], some attacks may only be

mitigated by excluding intruders from critical communication links. This form of

security is beyond the scope of FIPS.

Data integrity can be ensured using two classes of cryptographic algorithms.

The first, a hash function, is used to compute a short, unique, fixed-length code

based upon the contents of a message M . This hash can be considered as a function

H(M) with a few important properties. First, it should be difficult to compute an

arbitrary M ′ such that H(M ′) = x where x is known. A hash function lacking

this property is said to be vulnerable to a first preimage attack. That is, in a first

preimage attack, the attacker is able to construct a message with a known hash value.

Second, it should be difficult to compute a message M ′′ where H(M ′′) = H(M)

where M (and thus H(M)) are known. A hash function lacking this property is

said to be vulnerable to a second preimage attack. In a second preimage attack, an

attacker is able to manipulate a message without affecting its hash value. Clearly,

if a hash function is vulnerable to a first preimage attack, it is vulnerable to a

second preimage attack. But the inverse is not necessarily true. Because the unique

relationship of a message to its image under the hash function may be relied upon

to guarantee security properties, such as the authentic origin of a message, both

forms of preimage attacks are undesirable.

Many existing functions, such as MD5 [23] and SHA-1 [24], have not been

shown to be vulnerable to preimage attacks at the present time. That is, given

current limits on computational power, it is likely difficult to compute an inverse

of the functions. But a third property which a hash function should possess is

resistance to collision attacks. A collision attack implies the ability of an attacker

to efficiently compute two messages, M and N , for which H(M) = H(N). MD5,

for instance, has been shown to be vulnerable to collision attacks [25]. However, it

will be shown that collision resistance is not important to ensuring data integrity,

as long as certain conditions are met.

Most collision attacks rely on the so-called birthday paradox: from the per-



15

spective of any one individual in a room with 30 people, it is unlikely that another

person has the same birthday. There is, however, a significant probability that some

pair of people in the room has the same birthday. A similar idea applies to hash

functions: among a large body of messages M1,M2, ...,Mn, it is unlikely that for

any Mi, H(Mi) = H(Mj) for some arbitrary j and fixed i. But when all pairs of

messages Mi and Mj are considered, the probability that H(Mi) = H(Mj) for any

arbitrary pair becomes significantly larger.

When hashes of randomly-generated keys are used to establish a chain of trust,

the birthday paradox leads to a problem. An attacker could generate many mes-

sages: some which plausibly originate from the attacker, and others which purport

to originate from another party. If enough messages are generated, the birthday

paradox means that some pair of messages is likely to have an identical hash. Thus,

if a trusted authority indicates that the hash of the legitimate message is valid,

the trust is extended to the impersonated message due to reliance on the hash’s

collision resistance. If the message being trusted in this way is in fact a message

that the attacker is to be a trusted party, the illegitimate trust can be extended

indefinitely [26].

However, collision attacks are less important for securing synchrophasor data.

While an attacker might be able to exploit the birthday paradox to generate pairs

of synchrophasor messages with identical hash values, it is unlikely that either half

of the pair would occur in a real data stream, or that its counterpart would cause

some action useful to the attacker if injected into the system illegitimately.

The second component to ensuring data integrity is an asymmetric-key cipher,

such as the well-known RSA cipher [27]. These ciphers can be considered as functions

of two arguments, a key and a message. Keys for these functions are formed in pairs

(Kd, Ke) with certain properties required by the algorithm. The algorithm itself can

be modeled as two functions: C = E(P,Ke), and P = D(C,Kd). It is assumed that

knowledge of the internal workings of the E and D functions is known. However,

the keys Ke and Kd may be kept secret. This class of algorithms can be applied as

follows: for a message M , compute H(M) using a hash function. Then, compute

E(H(M), Ke) using a value of Ke which is kept secret, but whose corresponding
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value of Kd is known to the receivers. Attach this value to the message to be sent.

Then, a receiver of M computes H(M), and compares it with D(E(H(m), Ke), Kd).

If the values match, it is unlikely that the message arrived from an unauthorized

source.

Data confidentiality can also make use of asymmetric-key ciphers. For in-

stance, data could be sent encrypted with an authorized receiver’s Ke. If the re-

ceiver keeps Kd secret, no one else can receive messages intended for that receiver.

But asymmetric-key ciphers tend to be less efficient than another class of ciphers:

symmetric-key ciphers such as Blowfish [28]. These are functions C = E(P, k) and

P = D(C, k); both encryption and decryption functions use identical keys. The

sender will periodically chooses a random value of k, or a session key. This key may

be sent to authorized receivers by encrypting it with their asymmetric keys Ke. The

authorized receivers may then decrypt the actual data using k, while unauthorized

receivers are unable to compute k because they lack a suitable decryption key which

would reveal it. If a previously authorized receiver must be deauthorized, simply

broadcasting a new value of k to the still-authorized receivers suffices to remove

access. If a fast symmetric-key cipher such as Blowfish is used, additional latency

can be minimized.

Performance testing of the cryptographic algorithms described has been car-

ried out on the RPI FIPS prototype server. The implementations of the algorithms

found in OpenSSL were used for the testing. Results of the testing are shown in 6.1.

All operations except for the RSA signature could be carried out well within the con-

straints of a 30-sps sample rate. The speed of digital signatures could be increased by

using a symmetric-key signature algorithm such as HMAC. This algorithm produces

a keyed hash using three invocations of an underlying hash algorithm [29].
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Algorithm Average Wall-Clock Time Per Operation
(1000 trials)

(ms)
Blowfish Encryption 3.80

MD5 Hash 2.34
SHA-1 Hash 2.35

RSA Signature 23.33

Table 6.1: Time to execute cryptographic algorithms on 512-byte test
message.



7. USER INTERFACE AND EXTERNAL APPLICATION

INTERFACE DESIGN

A synchrophasor system must provide efficient access to the data captured. It

is important that this data be made available in formats suitable for both manual

analysis and input into automated analysis applications. To that end, FIPS provides

a graphical user interface to permit users to interact with the system and extract

data. FIPS also provides an application programming interface accessible from

applications developed in a multitude of languages.

The FIPS interfaces are built using the Ruby on Rails web framework [30].

This framework implements a Model-View-Controller architecture, which separates

data access and selection from data presentation. Using this architecture, it is

straightforward to develop a system which provides access to data through many

interfaces and formats.

The FIPS graphical user interface provides several functions to a user of the

system. First, the GUI provides a means to store data about PMUs and their

constituent measurement channels. This is important because, in the database,

data is stored only with a unique channel identifier. Users require this metadata

to be able to identify the meaning of a measurement extracted from the database.

Furthermore, this data is used to provide the user with a view of PMUs on a map.

This functionality makes use of the Google mapping API [31]. An example of this

functionality is shown in Figure 7.1.

Second, the FIPS GUI provides a means to track events. These events repre-

sent data sets of particular interest. The GUI allows a user to extract data within

the timeframe of an event in a variety of formats. This data extraction functionality

is extensible to support additional formats as necessary in the future. An example

of the FIPS event tracking UI is shown in Figure 7.2.

FIPS also provides data access functionality to automated applications via web

service APIs. These APIs mirror the functionality which is exposed to a user via the

GUI. Many programming languages support the data formats used by these APIs;

18
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Figure 7.1: Integration of PMU data with Google Maps

to date, an implementation for MATLAB has been developed. For applications

requiring real-time data access, the use of web services could cause excessive latency.

For these applications, it is recommended to make use of a data stream in the IEEE

C37.118 or a similar format.
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Figure 7.2: A listing of event data sets



8. CONCLUSIONS

Existing phasor systems have provided data collection and streaming services for

many years, and more recently have provided centralized data storage services, but

have a number of shortcomings which need to be addressed in order for a large-scale

phasor system to be deployed. First, network communication protocols must be

optimized for use in real-time data transmission to avoid issues arising when generic

protocols are used.

Second, a distributed system will be essential to a future synchrophasor mea-

surement system. Centrally collecting the large quantities of data produced by

widely deployed PMUs will be infeasible due to communication and storage require-

ments, and also undesirable as a single point of failure.

Third, a phasor data collection system requires a database optimized for the

demands of time-series data collection and extraction. General-purpose database

systems exhibit too much overhead to be used in this application. A scheme based on

the binary search algorithm exhibits desirable properties for phasor data collection.

Time alignment and data routing are important components in a phasor data

system. Time alignment results in a tradeoff between latency and reliability, but

this tradeoff may be addressed on a per-application basis. Data routing is essential

to the efficient operation of a peer-to-peer phasor data network, and required to tie

the system components together.

Given certain network topologies, cryptography is essential to ensure the secu-

rity of the system. It has been shown that the necessary cryptographic algorithms

can be run at sufficient speed on commodity hardware to operate on real-time data

flows.

In summary, the feasibility of constructing a networked phasor system, based

largely upon commodity hardware and software components, has been demon-

strated. The foundation of a flexible user and application interface to the system

has been developed. Improvements to be made upon existing systems have also

been shown.
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